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Abst r act

Thi s docunent defines a sinple redaction extension for the
Regi stration Data Access Protocol (RDAP).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 16 July 2026.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Background

Thi s docunent defines a sinple redaction extension for redacting

oo hbdBBAN

informati on from Regi strati on Data Access Protocol (RDAP) responses.

Thi s extension offers a nmuch sinpler approach to the redaction of

informati on than RFC 9537. Additionally, it has several advantages

over RFC 9537:

* The reasons for a redaction nmay be specified in nultiple
| anguages.
Al'l redactions may be processed by a client programmatically.
String data may be partially redacted.
It re-uses remarks and notices from[RFC9083] and is backward-
conpatible with clients that do no support this extension.

* Re-use of remarks and notices enables |inking of redacted data to

redacti on policies.
* In nost cases, notifications of redacted data is passed to the
user with clients that do not support this extension.

* (Cients are not required to evaluate conplicated and error-prone

JSONPat h expr essi ons.
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* Usage in RDAP object containers, such as RDAP search results or
bul k Whoi s-1i ke docunents, does not require rewiting of JSONPath
expr essi ons.

The following is an exanple of an RDAP response using sinple

redacti on:

{ “ . . ”
"rdapConformance” : [ "Rdap_|l evel 0", si mpl eRedacti on 1,
"obj ect Cl assNane" : "entity",

"handl e":"//// REDACTED HANDLE/// /",
"vcardArray": |

"vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "////REDACTED FULL_NAWME///]"],
["email ",
{ "type":"work" },
"text", "redacted_emil @edacted.invalid"
]
]
] i)
"remarks": [

"description": [
"These val ues have been redacted according to policy."

“si nmpl eRedaction_keys” : {
“keys”
“I11] REDACTED HANDLE////” ,
“I// |/ REDACTED FULL_NANE///]”" |
“redacted_emni | @edacted. invalid”

The nmethods for noting redactions in this extension cannot redact
nunbers or booleans in JSON arrays. However, there are no known RDAP
data structures either in [RFCO083] or any RDAP extension that use
arrays contai ni ng nunbers or bool eans.

Additionally, there are no known redaction policies that require
anything nore than redaction of string data.
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2. Redaction Keys

Sinple redaction allows a server to define a set of keys, each used
to signify when data has been redacted. Cients use these keys to
notify a user of redacted infornation.

2.1. Redaction of Data in Strings

Data found in strings is the nost conmon data type to be redacted.
As of this witing, there are no known redaction policies that
require the redaction of non-string data.

2.1.1. Unstructured Text

Keys signifying redaction for unstructured text, i.e. free formtext,
take the formof ////REDACTION KEY////. These keys begin with four
forward-sl ash characters ("////"), followed by one or nore of the
upper and | ower case characters A through Z, 0 through 9, hyphen
("-"), or under-bar ("_"), followed by four nore forward-slash
characters.

The foll owi ng exanpl e denpnstrates redaction of the full nane val ue
froma jCard ([ RFC7095]) array:

["fn", {}, "text", "////REDACTED FULL_NAME////"]

These keys may be placed in a string with other characters thus
allowing for the partial redaction of a string:

"Alice ////LAST_NAVE_REDACTI ON////"

2.1.2. Tel ephone Nunbers

Keys for tel ephone nunbers nmay either be represented as text or "te

URIs. Both jCard and JSContact allow tel ephone nunbers to be
represented in either fornmat.
2.1.2.1. Tel ephone Nunmbers as Text

Keys for tel ephone nunbers represented as text use the sane format as
unstructured text (see Section 2.1.1).

The following is an exanple for jCard ([RFC7095]).

["tel™, {}, "text™, "////TELEPHONE_REDACTION////"]
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2.1.2.2. TEL URI's

Keys for use in "tel” URIs ([RFC3966]) use |local nunbers with the
phone context of "redacted. exanple". These keys begin with four dash
characters ("----"), followed by one or nore HEXDI A Ts as defined by

[ RFC3966], followed by four nore dash characters.

The following is an exanmple of a "tel” URI used in a jCard array:

["tel™, {}, "uri"™, "tel:----0000000----;extension=----999999----; phone-cont ext =r edact ed.
nval i d"]

When possible, it is RECOWENDED to use a text representation as keys
for "tel" URIs are nore conpl ex.

2.1.3. Emmil Addresses
Keys for enmil addresses MJST use a host part that is
"redacted.invalid" but may use any local part allowable in an emil

address. For exanpl e: redacted_emil @edacted.invalid.

The ".invalid" TLD is a special-use domain defined in [ RFC6761] and
is unusabl e on the Internet.

2.1.4. URI's with Host Nanes
Keys used in a URI with host nanes, such as an HITP URI, MJST use a
host nane that is "redacted.invalid'. For exanple:
https://redacted.invalid/redacted web_ page.

The ".invalid" TLD is a special -use domain defined in [ RFC6761] and
is unusable on the Internet.

2.1.5. Dates and Tines

Date and times in RDAP use [RFC3339]. Keys for these MJUST use the
year 0000. For exanple: 0000-00-00T23: 20: 50. 527.

2.2. Redaction of Oher JSON Object Members
Signaling of the redaction of other JSON data type is a JSON obj ect
use the insertion of the "sinpleRedaction_data" nenber into the

obj ect where the data has been redacted by renoval. For exanple,
consi der an RDAP aut num obj ect:
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{
"obj ecd assNane": "aut nuni',
"handl e": " AS- RANGE- FOO',
"start Nuni:
"start Aut nunt : 65536,
"endAut nunm’ : 65541

}

Shoul d policy dictate the redaction of "endAutnum', this could be
signaled in the follow ng way:

{

"obj ecd assNane": "aut nuni',
"handl e": "AS- RANGE- FOO',
"startNuni:
"start Aut num’ : 65536,
"si npl eRedaction_data" : |
{ "key": "////NO END NUVBERS////", "menmbers": ["endAutnum]}

"remarks": [

"description": [
"No sane redaction policy would do this."
]

“si npl eRedact i on_keys” : {
“keys”
“1111NO_END_NUVBERS/ ///”

The "sinpl eRedaction_data" nenber is an array of objects. Each
obj ect contains a "key" string signifying the redaction key and a
"menbers" string array signifying the JSON nenbers associated with
the redaction key.

3. Specifying Keys
Al'l redaction keys (Section 2) are explicitly specified by the
server, inside a structure called "sinpl eRedacti on_keys" which is
inserted in either an RDAP remark or notice. Keys MJST be specified
at | east once but MAY be specified nore than once.

Each "si npl eRedacti on_keys" object MJST have a nenber naned "keys"
which is an array of strings containing the redaction keys Section 2.
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The following is an exanpl e:
"remarks": [

"description": [
"These val ues have been redacted according to policy."
]

“si npl eRedacti on_keys” : {
“keys”
“I111REDACTED HANDLE////" ,
“/1// REDACTED_FULL_NANVE///]”
“redacted_emi | @edacted.invalid”
]
}
}
]

A redaction key MAY appear in nore than one remark or notice to allow
a server to describe the cause of the redaction in nore than one
| anguage.

The followi ng is an exanpl e:
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"remarks": [
“ I ang” “j a” ,
"description": [
"ZOMREERX, HEEOSECOMEHHET K- ML F T,
]

&sianeRedaction_keys” s
“keys”
“]111 REDACTED FULL_NANVE////”

]
}
"links": [
{
"val ue": "https://exanple.con val ue",
"rel": "about",
"href": "https://exanple.conljalsome-policy.htm",
"type": "text/htm"
}
]
b
“lang” : “en” ,
"description": [
"Thi s extension supports redaction reasons in nultiple |anguages."
1,
“si npl eRedacti on_keys” : {
“keys”
“I1// REDACTED FULL_NANE///]”
]
1
"links": [
{
"val ue": "https://exanple.con val ue",
"rel": "about",
"href": "https://exanpl e.conl en/sonme-policy.htm",
"type": "text/htm"
]
}

A client MJUST NOT consider any key not found to be a
"si npl eRedacti on_keys" structure as a valid redaction (i.e. do not
signal to the user that the information has been redacted).
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The "links" array found in remarks and notices, as described by

[ RFC9083] may be used to link to a web page describing the redaction
policy. dients may notify the user of the link, such as through
hover-text or pop-ups. The "about" relationship MJST be used for
this purpose. The following is an exanple.

"remarks": [

"description": [
"This informati on has been redacted according to the |inked policy.",
"Thi s extension supports associating redacted data |inks to redaction policies.”

1,
“si npl eRedaction_keys” : {
“keys”
“/11! REDACTED HANDLE////” ,
“/11/ REDACTED FULL_NANVE///]”
“redacted_emi | @edacted.invalid”

]

1
"l'inks": [
{
"val ue": "https://exanple.conf val ue",
"rel": "about",
"href": "https://exanple.com sonme-policy.htm",
"type": "text/htm"
}

This specification allows the use of "sinpleRedaction_keys" in both
RDAP remarks and notices. |In RDAP, remarks are data pertaining to
regi stered objects whereas notices are data pertaining to the
response as a whole and the service being provided. Therefore,

speci fying redaction of data pertaining to registered objects should
use RDAP remarks. And, unlikely as it would be, redaction of data
pertai ning service information should use RDAP noti ces.

3.1. Keying Strategies
3.1.1. Unclean Data

Wiile it seenms odd that sone users would be allowed to give an enmil
address with a host of "redacted.invalid" or a string that begins and
ends with four forward-slashes to an Internet registration authority,
sonme registries nust deal with such data for various reasons
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3.

4.

4.

One strategy servers may use would be to append a set of random
characters to each key. For exanple, if a registered resource was
given as "////1-fooled-you////" then the server could thwart this by
appendi ng the random characters "1234-NO YOU-DI D- NOT" to nake the key
"I1l11-fool ed-you_1234-NO YOU-DI D-NOT/ //]".

1.2. Handl es

For servers operating under policies in which the "handle", as
defined by [ RFC9083] nust be redacted, it would be beneficial to sone
clients to create unique redaction keys for each handle. Wile
clients SHOULD use "self" links, as described in [ RFCO083], to
differentiate between objects returned in a response, in the absence
of "self" links they often use the "handl e". Therefore, servers
SHOULD create a uni que redaction key for each handle that is

redact ed.

Exanpl es
1. Unstructured Addresses

[ RFC7095] allows for the representation of unstructured posta
addresses. The following is a sinple exanple of an RDAP response

with sinple redactions where the postal address is given as
unstruct ured.

Newt on Expires 16 July 2026 [ Page 10]



I nternet-Draft si npl e-redaction January 2026

{
"rdapConformance" : [ "Rdap_level 0", “sinpleRedaction” ],
"obj ect Cl assNane” : "entity",
“handl e": " foo0",

"vcardArray": |
"vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Bob"],
["adr",
{
Iltypell: n horT.Bll ,
"l abel ":"////REDACTED STREET////\ nVancouver\ nBC n//// REDACTED POSTAL CODE////\n
}1
"text",
]
]1
]
]1
"remarks": [
"description": [
"These val ues have been redacted according to policy."
]1
“si npl eRedaction_keys” : {
“keys”
“I11/ REDACTED_STREET// /1”7 ,
“/11/ REDACTED_POSTAL_CODE// /1"
]
}
}
]
}

4.2. Structured Addresses

[ RFC7095] allows for the representation of structured posta
addresses. The following is a sinple exanple of an RDAP response
with sinple redactions where the postal address is given as
structured.
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{
"rdapConformance" : [ "Rdap_level 0", “sinpleRedaction” ],
"obj ect Cl assNane” : "entity",
"handl e": " foo",
"vcardArray": |
"vcard",
[
["version", {}, "text", "4.0"],
["fn", {}, "text", "Bob"],
["adr",
{ "type":"work" },
"text",
[ mu
"// /] REDACTED STREET////",
"/l ] REDACTED STREET////",
"Quebec",
"/ /1] REDACTED POSTAL_CODE///]",
" Canada"
]
]
]
1,
"remarks": [
"description": [
"These val ues have been redacted according to policy."
“si nmpl eRedaction_keys” : {
“keys” |
“Ill/ REDACTED STREET////” ,
“/ 11! REDACTED POSTAL_CODE////”
]
}
}
]
}

4.3. A Conpl ete Exanpl e

The following is an exanple an RDAP response to a domain | ookup in
whi ch the redactions specified in | CANN Regi stration Data Policy
(https://wwv. i cann. or g/ resour ces/ pages/regi stration-data-policy-
2024-02-21-en), have been appli ed.
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{
"rdapConf or mance": [
"rdap_| evel _0", "sinpleRedaction”
1,
"obj ect Cl assNane": "donain",
"handl e": "////REG STRY_DOVAI N | D REDACTION/ / /1",
"l dhNane": "exanpl e.coni,
"secureDNS": {
"del egati onSi gned": fal se
1
"notices": |
{
"title": "Terns of Use",
"description": [
"Service subject to Terms of Use."
1,
"links": [
{
"rel": "self",
"href": "https://ww. exanpl e. conm' t er ms- of - use"”,
"type": "text/htm",
"val ue": "https://ww. exanpl e. com t er nms- of - use"
}
]
}
1,
"nameservers": |
{
"obj ect Cl assNane": "naneserver",
"l dhNane": "nsl.exanpl e.cont
b
{
"obj ect Cl assNane": "naneserver",
"I dhNane": "ns2.exanple. cont
}
1,
"entities": [
{
"obj ect Gl assNane": "entity",
"handl e": "123",
"roles": |
"registrar"

]1
"publiclds": [
{
"type": "I ANA Registrar ID',

"identifier": "1"

}

Newt on Expires 16 July 2026 [ Page 13]



I nternet-Draft si npl e-redaction

Newt on

]

1cardArraYH [
"vcard",
[
[ .
"version",
{},
"text",
"4.0"
]1
[
"fn",
{},
"text",
"Exanpl e Registrar Inc."
]1
[
"adr",
{},
"text",
[ mu
"Suite 100",
"123 Exanple Dr.",
"Dul | es",
"VA",
"20166-6503",
" s
]
]1
[ _
"email ",
{},
"text",
"cont act @r gani zat i on. exanpl e"
]1
[
"tel",
"type": "voice"
"hri",
"tel:+1. 7035555555; ext =1234"
]1
[
"tel",
"type": "fax"
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"uri ",
"tel:+1. 7035555556"
]
]

ntities": [
{
"obj ect Gl assNane": "entity",
"roles": |
"abuse"
]

]

1cardArraYH [
"vcard",

[
[

"version",

{}

"t eXt n ,
"4.0"

“fn",

{}

nt eXt " ,
" Abuse Contact"”

"email ",
{1

nt eXt " ,
"abuse@r gani zat i on. exanpl e"

"type": "voice"
"uri ",
"tel:+1. 7035555555; ext =1234"

"obj ect Cl assNane": "entity",
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"handl e": "////REG STRY_REG STRANT_| D_ REDACTION/ // /",

"roles": [
"registrant”
] i)
"vcardArray": [
"vcard",
[
[ _
"version",
{1
"text",
"4.0"
] i)
[
"fn",
{1
"text",
"/1/] REG STRANT _NAME REDACTION ///]"
] i)
[
"org",
{1
"text",
"/1/] REG STRANT _ORG REDACTION // /™
] i)
[
"adr",
{1
"text",
[ moan
"/}// REQ STRANT_STREET REDACTION/ ///",
"////REG STRANT _STREET _REDACTION///",
"Quebec”,
"/11/]REG STRANT _CI TY_REDACTION/ ///",
"/1/] REG STRANT POSTAL CODE REDACTION ///",
" Canada"
]
] ]
[ .
"email ",
{1
nt eXt " ,
"registrant-email -redacti on@ edact ed. i nval i d"
] ]
[
"tel ",
{
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"type": "voice"

"text”,
“/11/0000000000////;ext=////1111111111////"
] ’
[

ntel ||1

{
"type": "fax”

t ext",
“[1112222222222/ 111"

]
}1
. .
"obj ect Cl assNane": "entity",
"handl e": "////REQ STRY_TECH I D REDACTION ///",
"roles": [
"technical "
] i)
"vcardArray": [
"vcard",
[
[ _
"version",
{1
"text",
"4.0"
] i)
[
"fn",
{1
"text",
"/1/]TECH NAVE REDACTION ///"
] i)
[
"org",
{1
"text",
"Exanple Inc."
] i)
[
"adr",
{1

"text",

[
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"Suite 1234",
"4321 Rue Sonewhere",
"Quebec”,
"GLV 2MR",
" Canada"
]
],
[
"email ",
{1
"text",
"techni cal -emai | -redacti on@ edact ed. i nval i d"

"type": "voice"

"text",
“/1//3333333333////; ext=321"

ntel ||1

"type": "fax
“uri ",
"tel:+1-555-555-4321"

]
]
]
}
1,
"events": |
{
"event Action": "registration",
"event Date": "1997-06-03T00: 00: 00Z"

"event Action": "last changed",
"event Date": "2020-05-28T01: 35: 00Z"

"event Action": "expiration",
"eventDate": "2021-06-03T04: 00: 00Z"
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]

tatus": [

"server del ete prohibited",
"server update prohibited",
"server transfer prohibited",
"client transfer prohibited"

]

1enarks": [

"description": [
"These val ues have been redacted according to policy."

“si npl eRedaction_keys” : {
“keys”

“]11/REG STRY_DOVAI N | D REDACTION / /1"
“/111REGA STRY_REG STRANT | D REDACTION/ ///”
“/111REG STRANT NAVE_REDACTION ///”
“/ 11/ REG STRANT _STREET REDACTION/ ///”
“/111REG STRANT_POSTAL_CODE_REDACTIQN/ ///”
“11/70000000000///1"”
“rr//111111111a/r/117
“/11/REG STRY_TECH | D REDACTION / /1",
“/111TECH NAVE_REDACTION ///”
“rr/r111111111a/7117
“I11112222222222/1]1"”
“registrant-emil-redacti on@edacted.invalid” |,
“tech-email -redacti on@edacted.invalid” ,
“/111REG STRANT_ORG REDACTIQN/ ///”
“/111REG STRANT_CI TY_REDACTION ///”

5. Security Considerations

TBD.
6. | ANA Consi derations

TBD: registration of "sinpleRedaction”
7. References

7.1. Normative References
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