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Abst r act

Aut henticated Transfer (AT) is a collection of protocol conponents
that together provide a generic franmework for interoperable social
web applications, using gl obal aggregations of interlinked, self-
certifying data records

This informational docunent provides an overview of the entire
system as inplenented in late 2025. Sone of those conponents nmay be
in scope as work for the | ETF, while other conmponents nay not. Many
components are general -purpose and may find use outside of the
context of AT. The intent of this document is to provide context for
how al |l the conponents can fit together for certain use cases.

About This Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-newbol d-at-architecture/.

Source for this draft and an issue tracker can be found at
https://github. com bl uesky-social/ietf-drafts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.

I ntroduction and Background

Aut henticated Transfer (AT) is a generic protocol franmework for

i nt eroperabl e social web applications, using global aggregations of
interlinked, self-certifying data records. Authority and
authenticity of user-generated content are rooted in persistent user-
controll ed account identifiers, as opposed to network | ocations,
which allows end users to mgrate between hosting providers without

i mpacting social graph |inks.

Applications interoperate by reusing data records hosted in public
user repositories. Records often include references to records in
other repositories. |In aggregate, they forma gl obal graph of

i nterconnected structured data. Records conformto machi ne-readabl e
data schenmas (Lexicons). Lexicon schemas are al so published as
records and can be resolved as such. A conposable annotation |ayer
(1l abel s) separates many aspects of content noderation fromthe
operation of the underlying network infrastructure.

The design goals for the systemare to enable “big world” social web
applications with features and user experience conpetitive with

nmodern comercial platforns, but with stronger end-user control over
public identity and published data, and with no single party in

excl usive control of any aspect of the overall network. As a
principle, it should be possible to substitute providers for each
service role in the network with mnimal disruption, and barriers to
entry for new providers should be mnin zed.

Users participate in the network by authenticating a client
application to their current account hosting provider (Personal Data
Server, or PDS). They publish content (including socia

interactions, for exanple, a “follow’ or “empji reaction” ) by
creating typed data records in their public data repository. Signed
repository operations are broadcast by the PDS over a firehose event
stream (a WebSocket). Repository operations are cryptographically
aut henti cated, which allows intermedi ate services to aggregate and
redi stribute event streans. |ndexing services (” AppViews” ) receive
event streans and provi de opi nionated, application-specific views and
aggregations of the network, such as reaction counts or full text
search. dient applications make authenticated APl requests to

AppVi ews and ot her network services on behalf of users. Moderation
services publish signed annotations (labels), which may be aggregated
by AppViews and included in APl responses based on request headers
provi ded by client applications.

The AT framework itself does not specify conmon social nedia
conventions like "follows" or "avatars", |eaving these to
application-level schenas. Cient devel opers can choose to reuse
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exi sting schemas (and data) or declare their own. Use cases include
tradi tional web docunment publishing (articles and pages), short-form
vi deo, collaborative coding, reviews, photo sharing, m croblogging,
busi ness listings, etc.

2. Network ldentity

I ndi vi dual accounts in the AT network are referenced by both a

per manent account identifier and a nmutable "handl e". The permanent
identifier is intended for machi ne use and enabl es persi stent
ref erences and social graph relationships. It is controlled by the

end user and does not change if the account nmigrates between hosting
providers. The handle is intended for display and human recognition

Network identity may be pseudonymous and unlinked to offline
identity. Users may have a single account and identity used across
all applications, or multiple identities for distinct use-cases or
per sonas.

2.1. Permanent Account ldentifiers (DI Ds)

Per manent account identifiers are Decentralized ldentifier (DID), as
specified in [WBCDID]. For the purpose of AT, DIDs are string
identifiers (URIs) that be universally resolved to a DI D docunent,
which is a JSON document with a standard structure. The DI D docunent
contains identifier references ("al soKnownAs"), public cryptographic
key declarations ("verificationMethod"), and service endpoint

decl arations ("service"). The DID framework allows for nany distinct
resol uti on nmechani snms ("nmethods"), each with their own design trade-
of fs around cost, |atency, consistency, etc. Method types are
indicated in the string identifier itself. To ensure
interoperability, in the AT framework only a small nunber of

"bl essed" DID nethods may be used; however new net hods may be
supported in the future as an evolvability nechani sm

The two supported DI D nethods are:

* did:web (eg, did:web:exanple.con), a WBC draft specification
([ DI DVEEB] ) based on an HTTPS wel | - known endpoint. In the context
of AT, path segnments are not all owed.

* did:plc (eg, did:plc:ewi 7nxzyoun6zhxrhs64o0i z), an independent

specification ([D DPLC]) based on self-authenticating operation
logs, with authority rooted in rotatable cryptographic keys.
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Control of an AT network account is rooted in control of the DI D,
over the full lifetinme of the account. DI D docunent contents can be
changed, but the identifier (and thus DI D nmethod) can not be changed,
merged, or split

See Appendix A for AT-specific details.
2.2. Handles

Account handl es are DNS host names. Handles nmust be bidirectionally
val idated: the handl e must resolve to the DID, and the sane DI D nust
resolve to the handle. Accounts can have at nost one valid handl e at
a time, but they can change. Handles are human-readabl e, intended
for display in end-user applications, and may contain additiona
semantics, such as inplying a degree of affiliation or contro

bet ween an account and the party controlling a registered domain
nane. Handles are sonetines displayed with the @prefix, like

@andl| e. exanpl e. com

DI D docunents reference a handle with a URI entry in the al soKnownAs
array. The format is the string at:// followed by the handle. Only
the first value with the at:// prefix is considered.

Handl es can resolve to DIDs using either of the follow ng two
mechani sms, both denonstrating control of the DNS host nane:

* a DNS TXT record at the hostname with the additional prefix part
_atproto (for exanple, _atproto.handle.exanple.comfor the handl e
exanple.com). The TXT record value is in key/value syntax with
the key name did, |ike did=did:web: exanpl e. com

* an HITPS wel | -known endpoint at /.well-known/atproto-did. The
response shoul d have Content-Type text/plain, and include the ful
DD with no additional prefix or suffix.

If an account’s handle fails to validate for any reason, it should
not be displayed to end users. Instead, the handle.invalid pseudo-
handl e may be used, or the account DID nmay be displ ayed.

3. Data Repositories

Public AT data records are stored in per-account data repositories.
The repository data structure is a key/val ue content-addressed Merkle
Search Tree (MST, originally described in [MST]), which functions as
a key/value store. The top of the tree is referenced by a signed
commit object, which includes a revision code to prevent accidental
out -of -order processing. Commits, tree nodes, and data records are
all serialized with a determnistic flavor of CBOR  Updates to
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repositories, including a new commt, can be expressed as verifiable
di ff operations. Records may be del eted, |eaving no | ong-term
observabl e state in the repository, and del etion events are broadcast
the sane as other repository operations. Entire repositories can be
serialized in a sinple appended-bl ocks file format (CAR files).

Details of the repository structure and nechani sns for synchronizing
repositories across the network are expanded in [ ATREPQ .

Media files, including images, audio, video, and long-formtext, are
not included directly in repositories but are instead stored as
separate "bl obs" and referenced by content hash, size, and content

t ype.

Repositories can contain records of many schemas and for nmany

distinct applications and use-cases. In live network use, they can
contain anywhere froma handful to nmillions of distinct records, and
have overall sizes of kilobytes to hundreds of megabytes. |ndividua

CBOR records are usually hundreds to thousands of bytes in size.
Service operators may enforce limts on the rate of repo operations
and the size of individual records.

3.1. Data Mde

Records are structured data objects that can be represented in both
JSON and a deterministic profile of CBOR  The AT data nodel defines
a subset of values and data structures that can be reliably round-
tripped between the two serialization formats. JSON representation
is used in web applications and HTTP APls, while CBOR is used for
hashi ng, signatures, and storage in repositories.

The determ nistic CBOR encoding used is specified in Section 4.2 of
[CBOR], with map key ordering followi ng the original specification in
Section 3.9 of [RFC7049] for historical conpatibility. Mre encoding
details are described in [ ATREPQ .

Sone data types that have no direct representation in JSON are
encoded as conpound objects. For exanple, binary data is encoded in
base64 using a reserved $bytes property:

"exanpl eBytesFi el d": {
"$bytes": "nFERj vLLi wWOgmd5Jr qHOQTzyC2LulXb4ne6+sBr CzI 0"
}
}
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Content references by hash can be expressed as strings w thout any
special structure, or encoded as a binary link using a reserved $link

property:

"exanpl eLi nkFi el d": {
"$link": "bafyreiff4hvcnj wrhg7477umikl 7p2bwbppgxftfj wesk56mp2l r k6cse"”
}

}

Ref erences to nedia files (blobs) are represented in both JSON and
CBOR using a reserved blob object structure. Note that blob

ref erences can be parsed and identified out of generic record data
wi t hout knowi ng the overall record schena.

"exanpl eBl obFi el d": {
"$type": "bl ob",
"ref":

"$link": "bafkreibjfgx2gprinfvi cegel kskosd6y2f r ngpgzwgkg7usac74l 3t 2v4"

}

,'neType": "i mage/j peg",
"size": 54321

3.2. AT References (URIS)

In the context of an AT repository, keys (or paths) are sinple
strings with the format <coll ection>/<record-key>. For exanple,
app. exanpl e. bl og. post/ 3kghpsza2uu2j. The collection part describes
the data schema of the record, and the record key identifies the
specific record. Depending on the data schemn, the record key may
have a fixed value if only a single instance is expected (eg, self),
a conpact sortable tinmestanp format (called Tinestanp ldentifier, or
TID), or a nore open-ended or application-specific string syntax
(which is still URL-safe).

I ndi vi dual records can be globally referenced using a URI schema
at://. The structure of these references is:

at:// <did>/ <collection>/ <record-key>
For exanpl e:

at://did: pl c: ewi 7nxzyoun6zhxr hs64oi z/ app. exanpl e. bl og. post/ 3kj bt zI hayo2p
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3.3. Cross-Repository References

Records frequently reference other records through AT-UR references.
The referenced record mght reside in the sane repository or any
other repository in the network. Sonetines AT-URlI references are
conpl enented with the content hash of the target record to

di sanbi guate the specific version being referenced, or to provide an
integrity check.

Verifiable |links between records across the network facilitate rich
application semantics. To give an exanple froma coment thread use-
case, when one account replies to a post authored by another account,
the reply is created in the replying account’ s repository and
includes a cross-repository AT-URI pointing to the original post.
Application indexes (Section 4.3) that nonitor both repositories can
observe these references and construct conplete interaction threads
by correlating the original post with its replies.

3.4. Data Schemas

AT record data types can be described with a schema definition

| anguage naned Lexicon. The Lexicon |anguage is outside the scope of
this overview docunent. It has nany features and properties in
common with JSON Schermas ([ JSONSCHEMA]), but includes a gl obal schema
nanespace system an "open union" data type for third-party schenma
extensibility, and rules for evolving schemas over tine w thout
breaki ng existing data or applications.

Lexi con schermas are identified by Nanespace Identifiers (NSIDs),

whi ch have authority rooted in the global DNS system NSID syntax is
to take a DNS hostnanme, reverse the order of parts, and then append a
singl e additional name. The set of all NSIDs which differ only by
the final part is referred to as a "group”. For exanple, the NSID
app. exanpl e. bl og. post has the group app. exanpl e. bl og and final nane
blog; it corresponds to the hostname bl og. exanpl e. app

AT specifies a mechanismfor resolving NSIDs to public schema
docunents, using the AT systemitself. The hostnane corresponding to
a group can have a DNS TXT record registered with the part prefix
_lexicon, and value indicating a DID (with prefix did=, same as with
handl e resolution). The account indicated by the DI D then publishes
in their public repository a record with the collection

com at proto. | exi con. schema, and the record key is the full NSID of
the schema. A complete AT Reference may | ook like:

at://did: pl c: ewi 7nxzyoun6zhxr hs640i z/ com at prot 0. | exi con. schema/ app. exanpl e. bl og. post
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Thi s provides a nmechanismfor validating data records of any type in
the gl obal network if needed. Mst network services are not expected
to resolve and validate schemas at runtine. |Instead, the schema
system al | ows i ndependent parties to interoperate and reuse public
data without explicit perm ssion or prior coordination.

4. Network Architecture

The Network ldentity and Data Repository conponents provide a
mechani sm for any party to authenticate data repositories that they
may have obtained a copy of. This section of the docunent describes
the current network architecture and service roles that facilitate
the distribution of repository data. However, note that alternative
transports and architectures are possible.

Transfer of repositories between any two hosts in the network uses
the sane synchroni zation protocol, regardl ess of the host roles in
the network, with the client or “downstreami host initiating the
transfer process (” pull” versus “push” ). Details of the
synchroni zati on mechani sm are described in [ ATREPQ .

A key principle of AT is that any party can resolve, fetch, and
authenticate the full data repository for any account in the network
at any tine, without prior pernission or authentication. Individua
data records may be deleted at any tinme, and entire accounts may be
deactivated (pausing redistribution) or deleted.

Most APls in the network are sinple JSON over HTTP. APl endpoints
can be specified using the Lexicon schema | anguage, in a system
called “XRPC’ . Such an endpoint specified by a schema naned

com exanpl e. get Content coul d be requested at the path /xrpc/

com exanpl e. get Content. Sone of the endpoints that are part of the
AT systemitself are specified using XRPC. Using the XRPC system

i nproves interoperability across organi zati onal boundaries, but it is
not mandatory for all network services.

4.1. Personal Data Server (PDS)

Each account in the network is hosted on a Personal Data Server
(PDS), which may host one or nmany accounts. The PDS hosts the data
repository, holds the signing key used to authenticate repository
updat es and external APl requests, and often has enough control of
the account’s network identity to facilitate sinple changes like
handl e updat es.

PDS i nstances inplenment the public repository sync nechanismfor al

hosted accounts. Bl obs, records, and entire repositories can be
fetched by any client w thout authentication (though reasonable rate-
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limts nmay be enforced). Updates to repositories, identities, and
account status are all broadcast publicly over a "firehose"
WebSocket, which any party can subscribe to.

Account m gration between hosts is achi eved by upl oading a copy of
the data repository and any blobs to a new provider, and then
updating the network identity (DI D docunment) to reference the new PDS
host and newl y generated signing key. Accounts are expected to have
a sem-trusting relationship with their PDS provider. They may
choose to nmintain i ndependent control of their network identity and
backups of their account data to ensure that they can fully recover
their accounts if the provider stops operation suddenly or
unexpectedly violates trust.

Accounts on a PDS instance may be "active" or have one of severa
"inactive" statuses, including account deactivation, deletion, or
takendown (by the host). Account status usually propagates
"downstreant via broadcast nessages on the firehose. Account status
can be verified by querying the currently declared PDS instance.

4.2. Relay

Any party that wants to synchroni ze or observe the entire network
could maintain direct connections to all known PDS instances.

Mai nt ai ni ng hundreds or thousands of active subscriptions and
preventing network abuse can require some operational oversight, so
as a conveni ence subscribers can instead subscribe to a single relay
i nstance.

Rel ays subscribe to all known PDS instances (or some subset of
instance). They check every inbound nessage, apply rate-limts, and
re-broadcast all valid nessages on a aggregated firehose. The
firehose streamformat is the exact same as subscribing to an

i ndi vi dual PDS instance.

Rel ays can di scover new PDS instances by scraping identity
directories for service endpoint declarations, or by querying an
existing relay for a host list. PDS instances can al so announce
thenselves to relay instances. Relay services may be provided
publicly to enabl e network ecosystem growth, or they m ght be
operated privately.

Newbol d & Hol ngren Expires 18 March 2026 [ Page 10]



I nternet-Draft AT Architecture Sept enber 2025

4.3. Application Indices

Providing featureful and perfornmant web application experiences
usual ly requires application-specific data indexing. Depending on
the use-case, this nmight include full-text search indices, socia
graphs, nuneric aggregations, tinmeseries, backlink indices,
denornal i zed views, etc.

The AT network services which maintain these indices and provide
network APls to access them are called "AppViews" because they
provi de an application-specific view or perspective of the overal
network. Such services commonly subscribe to a full-network firehose
provided by a relay and filter down to only the record types rel evant

to the application. In other cases, they may of fl oad ful
synchroni zation to an external service which provides a filtered
stream of relevant nessages. |f needed, services can backfill ol der

data by enunerating rel evant accounts in the network and fetching
full repository exports fromeach account’s PDS.

AppVi ews m ght inplement APl endpoints with public Lexi con schenas,
service authenticated requests fromany account, and provide public
unaut henti cated APl access. But they are not required to do any of
t hese t hings.

4.4. Conposabl e Services

Applications can provide extension points that allow many network
services to fill a well-defined interface. The design pattern is for
services to advertise their existence using a public declaration
record that includes service netadata. The backing service is
identified by a DID, and declares a service endpoint in the DID
docunent matching a defined identifier fragnent. dient applications
i ndi cate which service they would like to fulfill a request by
indicating the declaration record by AT-URI in a request to an

AppVi ew.

For exanple, a nusic service could provide a conposabl e extension
poi nt for recomendati on services. Cients would make requests to
the music AppView indicating which specific recommendati on service
shoul d be used. The AppView resol ves and queries the services for a
set of candi dates, and then hydrates those results with additiona
met adat a and noderation | abels before returning themto the client.
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4.5. dient Applications

Clients are central to both the end-user experience and power
dynanmics in the network. They are downstream of other network
services in terns of dataflow, but ultimately control feature sets,
service provider defaults, content visibility, noderation features,
nmost forms of nonetization, etc. Mjor clients and the application
i ndi ces and noderation services they rely on are expected to have
mut ual |y sustai nabl e rel ati onshi ps, or even be operated by the same
party. In contrast, clients may be relatively independent from PDS
service providers.

Clients "wite" to the public network by creating records to account
repositories, and can "read" fromthe network either by requests to
an application index APlI, or by directly reading records and bl obs
from PDS i nstances.

Clients may authenticate directly to account PDS instances and proxy
APl requests to other AT network services via the PDS, which adds
Service Auth on behal f of the user (see Authentication section).
Alternatively, clients may be nore tightly integrated with an AppVi ew
(application index) and nmake requests to that service, which would
only nmake requests on to the account’s PDS instance if necessary.

5. Mbderation

Infrastructure-layer noderation is an unavoi dable part of hosting
user-generated content on the web. This neans that all AT network
services need nechanisns to take down content that is illegal in the
physi cal jurisdiction of the service.

However, nodern social web noderation addresses many behavi ora
patterns and harnms beyond sinple legality. Individual network
services are operated by single parties, who may not be well -
positioned to address many or all aspects of noderation. For
exanpl e, a PDS operator may not be familiar with all of the
application types used by hosted accounts. A design principle for
the AT systemis that, as nuch as possible, the role of noderation
shoul d be unbundl ed fromthe operation of infrastructure. This can
be achi eved using the conposabl e | abeling system descri bed bel ow, or
via application-specific product features.

Client applications play a central role in network noderation
Clients have the closest relationship to end users, contro
distribution and di splay of content, have recogni zabl e brands at
state, and are nost likely to be in a position to capture val ue
t hrough nonetization. Design of product features, selection of
infrastructure providers, and default configurations are all
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5.

6

deci sions made by application devel opers. For these reasons, it is
client applications that are expected to engage with and support any
nmoder ati on services they depend on

1. Labeling

Label s are a form of authenticated netadata about specific content
and accounts in the AT network. They were originally devel oped as a
composabl e system for content noderation, but they are not

noder ati on-specific and have found alternative use-cases such as
account badgi ng and content curation.

Label s exist as free-standing, self-authenticated data objects,
though they are also frequently distributed as part of AppView AP
responses. Additionally, |abel "values”™ may be directly enbedded in
records thenselves ("self-labels"). Labels primarily consist of a
source (DID), a subject (URI), and value. The value is a short
string, simlar to a tag or hashtag, which presunably has pre-defined
semantics shared between the creator and consuner of the | abel

Addi tional netadata fields can give additional context, but at any
point in time there should be only one coherent set of metadata for
the conbi nati on of source, subject, and value. |If there are nultiple
sets of netadata, the created-at tinestanp is used to clarify which

| abel is current. Autonated |abeling services generate too nmany

| abel s for themto be published as records in repositories.

Labeling services (identified by a service DID) can provide a nessage
stream of |abel updates, which can al so be used to enunerate and
backfill historical |abels. Labels are ingested and indexed by

AppVi ews, and can be hydrated into APl responses as netadata, or in
other cases used to trigger takedown actions.

Clients can indicate which | abeling services they would |ike to have
hydrat ed by using the Atproto-Accept-Label ers HITP header on
requests. The format of this header is a comma-separated array of
DiDs. The AppView will include the Atproto-Content-Labelers HTTP
header in responses, to indicate the set of |abelers that were
successfully resolved and hydrated into the response.

Aut henti cati on and Aut hori zati on
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6.1. QAuth

AT includes an QAuth profile for client authentication and

aut horization to the user’s host (PDS) as an auth server. The AT
use-case is different froma traditional QAuth platformor identity
provider (1dP) in that there are nany independent hosting providers
and many i ndependent client applications in the network, and no
single authority with whomto register (or revoke) clients.

The AT QAuth profile builds on the draft QAuth 2.1 Authorization
Framewor k ([ OAUTH21]), which neans:

* only the "authorization code" QAuth 2.0 grant type is supported,
not "inplicit" or other grant types

* mandatory Proof Key for Code Exchange (PKCE, RFC 7636)

* security best practices (Best Current Practice for QAuth 2.0
Security and draft-ietf-oauth-browser-based-apps) are required

In addition:

* DPoP (with nmandatory server issued nonces) is required to bind
auth tokens to specific client software instances (eg, end devices
or browser sessions)

* Pushed Aut hentication Requests (PAR) are used to streamine the
aut hori zati on request flow

Clients use the draft QAuth Client |ID Metadata Docunent

([ CAUTHCLI ENTI D] ) mechanismto use a public URL as a client_id, and
publish a JSON netadata docunent at that URL. Users usually initiate
the auth flow by providing a gl obal account identifier (handle or
DID), which the client resolves to an Auth Server (PDS)

6.2. Perm ssions

To describe perm ssions on PDS resources granted to QAuth client
sessions, AT includes a custom authorization scope | anguage. This
includes a string syntax for including in QAuth client auth requests.
AT-specific resources for which perm ssions can be requested include
witing to the account’s public repository (granular by record

coll ection), uploading of nedia files (blobs), external APl requests
to third parties (granular by APl endpoi nt and/or by service
provider), network identity, and aspects of account hosting itself.
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Clients may comonly request permi ssions to resources across many
NSI D nanmespaces. To address the separate issues of dynamc feature
ext ensi on (new schemas) and overwhel m ngly conpl ex authentication
requests, the systemallows for the definition of "perni ssion sets",
whi ch are bundl es of pernissions on related resources in the sane
namespace. These are published as Lexicon schemas and resol ved at
runtime by Auth Servers. They can include short sunmary descriptions
for display to end users during the auth approval flow. They are
constrained in scope to nanmed resources under the same NSID domain
authority, to prevent cross-donain privilege escal ation.

6.3. Service Auth

Requests between AT network services can be authenticated using
signed tokens (JWs) as HITP Aut hentication Bearer tokens. DIDs are
used to identity individual services, and signatures can be verified
by resolving the DI D docunent and extracting the appropriate key.

Mul tiple public keys can be published for distinct service types, and
di stingui shed using identifier fragments. For exanple,

di d: web: api . exanmpl e. cont#fexanpl e_service. |If no fragment is included,
#atproto i s used.

The target service is indicated in the audi ence (aud) field, the

Lexi con APl endpoint being called is identified in the Ixmfield, and
the requesting service (or account) is indicated in the issuer (iss)
field.

7. Security Considerations

A detailed analysis of attack surfaces and security mitigations is
out of scope for this overview docunent, but a few broad thenmes can
be addressed.

AT public data repositories are for manifestly public data, which may
be redistributed, archived, and enunerated individually or in bulk
formby any party on the public internet.

Account identities may be pseudonynous, but hosting providers and
client applications are likely to have visibility of identifying
met adat a, such as account enmils and device | P addresses.

Aut henti cated proxy requests to other services in the network may
strip _sone_ identifying netadata, but still include strong

aut henti cati on.
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Identity resolution requires care. The relationship between handl es
and DI Ds nust be verified bidirectionally. Ceartext DNS TXT

resol ution can be observed or manipul ated on untrusted networks;
clients on end-devices (including browser apps) should use DNS-over-
HTTPS or simlar techniques.

Hosting (and re-hosting) of user-uploaded nedia files raises many web
pl atform security concerns. Account hosts should have restrictive
CORS policies. dient apps (including QAuth client apps) should not
be operated on the sane origin as user-uploaded nedia files.

Hosting providers should not trust authenticated client requests,
especially those resulting in proxied or other outbound network
requests to arbitrary hosts (for exanple, identity resolution of
arbitrary hostnanes). Mtigations against SSRI and request
anplification are essential.

Bi nary data formats nust be treated as untrusted, including CBOR data
objects and serialized CAR files. Wen parsing these formats,
recursion limts and overall menory allocation quotas should be

enf or ced.

| ANA Consi der ati ons

The at:// URI schenme has a provisional registration. See
https://ww. i ana. or g/ assi gnment s/ uri - schemes/ uri - schenmes. xhtm .
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DI D Docunent s

A DI D docunent describes an account in the AT network if it includes
the follow ng:
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* a handle declaration in the al soKnownAs array (described in the
"Handl e" section bel ow).

* an AT signing key under verificationMethod, with the id ending
#atproto and the controller matching the DI D of the docunent
itself. The type should be "Miltikey", as described in the
Controlled Identifiers WBC standard ([ CONTROLLEDID]). The
supported key types are described in Appendix B

* a service endpoint under service, with the id ending #atproto_pds
and type natching "AtprotoPersonal DataServer”. This nust be a
public HTTPS URL, with no path segnent, indicating the current
hosti ng provider of the account.

Appendi x B. Cryptographic Keys

To maxim ze interoperability, AT supports only a small set of

crypt ographi c systens and curve types. This set may expand slowy
over time as an evolvability mechanism The two elliptic curve types
supported are:

* NI ST P-256, aka "secp256r1"
*  “secp256kl” , aka K-256

Unl ess ot herwi se specified, public keys are encoded in "Miltikey"
string encoding, as described in [CONTROLLEDID]. As specified in
that docunment, P-256 keys are prefixed with the bytes 0x8024 before
bei ng encoded. For simlar historical reasons, K-256 keys are
prefixed with OxE701. Conpressed 32-byte binary encodi ngs are used
for both key types.

I n ECDSA, both key types have nall eabl e signatures. |In the context

of AT data signatures, only "low S" signatures are considered valid

Thi s does not apply when using the sane keys in other contexts, such
as JWI signatures
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