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Abst ract

Thi s docunent describes a mechanismto define a uni que nessage key
for a YANG to nessage broker integration and a topic addressing
schene based on YANG Push subscription type and a YANG i ndex defi ned
in this docunent. This enables a Message Broker to serve froma
single partition, conpress to current state in case of YANG state
metrics and YANG data consumer to consune for a specific YANG node
identifier of a network node YANG dat ast ore.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Nowadays network operators are using machi ne and human readabl e YANG
[ RFC7950] to nodel their configurations and obtain YANG nodel | ed
operational data fromtheir networks according to [ Mar24].

YANG data can be used for several network anal ytic use cases.

Dependi ng on use case, only a subset of the subscribed data nmight be
necessary. This subset could be the current network state instead of
state changes over a period of tinme, or instead of consum ng data for
all network nodes maybe only for a particular network node or network
node conponent of a YANG subscri ption.
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Most network anal ytic use cases require real-tine data and deliver
near real-tine analytical, actionable insights. This requires high
scalability, resilience and | ow overhead in the data processing

pi peline. Accessing the right data for the right use case with

m ni mal overhead and in the shortest period of tine is therefore
cruci al

Net wor k operators organize their data in a Data Mesh [ Deh22]
according to [Bod24] where a Message Broker such as Apache Kafka

[ Kaf 11] or Apache Pul sar [Pul 16] facilitates the exchange of nessages
anong data processi ng conponents in topics and subjects. Typically,
data is being stored in Message Broker topics for several hours or
days to facilitate resilience in the data processing chain and
addressed i n subjects depending on schema. Enabling a data consurmer
to address and re-consunme previously consuned data again if
previously |ost.

An Architecture for YANG Push to Message Broker Integration
[1-D.ietf-nnop-yang- nessage- broker-integration] defined an
architecture for integrating YANG Push with Message Brokers for a
Data Mesh architecture. How the notification nmessages at a YANG Push
Receiver is being transforned to the Message Broker is being
described in Section 4.5 of
[1-D.ietf-nnmop-yang- nessage- broker-integration] and to whi ch message
schema in Section 3 of

[1-D.ietf-nmop-nmessage-broker-tel enetry-mnmessage], however how
messages shoul d be i ndexed best for dinensional YANG data is |eft
unspeci fi ed.

Due to the m ssing di nensional indexing for Message Broker stored
YANG data, all YANG data is stored in one single Topic, distributed
round robin across multiple Partitions and each YANG schema id is a
subject within that topic. Therefore, the entire Topic from al
Partitions needs to be consuned first before data sel ection can be
applied. This |leads to avoidable data processing overhead which in
turn inpairs scalability and real-tinme capabilities which are
requirenents for certain Network Analytics use cases

D nensional data is structured information in a data warehouse. It
uses a nodel of dinmension tables to organize business netrics and
their descriptive context. This nodel, devel oped by Ral ph Kinball
[KinmB6], sinplifies data analysis and reporting by creating
denormel i zed, easy-to-understand structures for quick querying. It
is optim zed for online anal ytical processing (OLAP) and data

war ehouses. YANG [ RFC7950] as a data nodelling | anguage facilitates
t he nodel I i ng of dinensional data.
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Thi s docunent defines how YANG nessages shoul d be indexed and
organi zed i n Message Broker topics by |everaging the network node
host name, YANG dat astore name and YANG itemidentifier for indexing
and YANG Push subscription type and YANG schema nane for a Message
Br oker topic nam ng schene.

Net wor k node host name, YANG dat astore nanme and subtree and xpath
filters are part of "ietf-yang-push-tel enetry-nmessage" structured
YANG data defined in Section 3 of

[1-D.ietf-nnmop-nessage-broker-tel enetry-nessage]. YANG item
identifier are derived fromsubtree and xpath filters respectively
fromtheir YANG schema tree.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2.1. Term nol ogy

The following terns are used as defined in
[1-D.ietf-nmop-termn nol ogy]:

* Network Telenetry

*  Network Anal ytics

*  Val ue
* State
* Change

The following terns are used as defined in
[1-D.ietf-nmop-yang-message-broker-integration]:

* Message Broker
*  YANG Message Broker Producer
*  YANG Message Broker Consumer

The following terns are used as defined in Apache Kafka [Kafl1l] and
Apache Pul sar [Pul 16] Message Broker:
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Subj ect: A named comuni cation channel where a schenma id is
associ at ed.

Topi c: A communi cation channel for publishing and subscri bing
messages with one or nore subjects.

Topi ¢ Conpaction: The act of conpressing nmessages in a topic to
the latest state. As used with Apache Pul sar. Apache Kafka uses
the term Log Conpaction with identical meaning.

Partition: Messages in a topic are spread over hash buckets where
a hash bucket refers to a partition.

Message: A piece of structured data sent between data processing
components to facilitate conmmunication in a distributed system

Message Key: Metadata associated with a nessage to facilitate
determni stic hash bucketi ng.

The following terns are used as defined in Confluent Schema Registry
Docunent ati on [ ConDoc18]:

*

Schema: A formalized, docunmented structure that defines the shape
and content of the messages exchange.

Schema ID: A unique identifier of a schema associated to a Message
br oker subject.

The following terns are used as defined in [ RFC8641]:

*

Peri odi cal
On- Change
Sync-On-Start
Xpath Filter

Subtree Filter

The following terns are used as defined in
[1-D.ietf-netconf-notif-envel ope]:

*

Host nane

The following terns are used as defined in [ RFC8342]:

*

G af,
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The following terns are used as defined in [ RFC7950] :
* Schema Node ldentifier

* Schema Tree

The following terns are used as defined in [ RFC9254]:
* YANG itemidentifiers

Thi s docunent defines the following term

*  YANG i ndex: |s a subset of YANGitemidentifiers containing only
schema node identifiers. Different to an absolute schema node
identifier it includes the YANG nodul e name and is therefore
gl obal Iy unique. Wen the schenma node identifier points to a YANG
list, then the key to that list is included.

3. Solution Design

In order to identify which YANG node identifier of a network node
YANG dat astore is produced in which Message broker Topic and
Partition for which Subject, YANG Message Keys and | ndexes
(Section 3.1) are being introduced.

In order to facilitate Message Broker Topic Conpaction, a YANG Push
subscription type based topic naneing schenme (Section 3.2) is
proposed. This segregates statistical (Value), State and State
change YANG netrics and facilitates a YANG Message Broker Consuner to
use the Topic wild card consunption nethod to sel ect based on YANG
Push subscription type.

3.1. YANG Message Keys and | ndexes

A Message Broker uses a Message Key to index the nessage and a val ue
to carry the Message content. |f no Message Key is defined then the
Messages are distributed in a round robin fashion across partitions.
If a Message Key is defined, then the value of the Message Key is
bei ng used as input for the Message Broker Producer hash function to
distribute across Partitions. Therefore, Message Keys facilitate
Message orderi ng.

The Message Key not only used for Message indexing at the Message
Producer but also at the Message Broker for topic conpaction.

For YANG the network node hostnanme, from which YANG dat astore the

YANG netrics are published fromand the YANG i ndex is used to
generate the Message Key.
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3.1.1. YANG Message Broker Producer

YANG dat a nodes are uniquely identifiable. Section 6.5 of [RFC7950]
defines with "absol ut e-schema- nodei d* how absol ute YANG scherma node
identifiers are being crafted locally unique to the YANG nodul e.

Section 3.3 of [RFC9254] defines how gl obally unique YANG item
identifiers are defined as text strings.

Section 3.6 of [RFC8641] defines how YANG data nodes can be
subscribed with subtree and xpath selection filters. A YANG Push
publ i sher publishes with "subscription-started" state notifications
for each subscription which filter and filter type is being used to
the YANG Push receiver.

To cal cul ate the YANG I ndex of the Message Key, the YANG item
identifier needs to be extracted fromthe used YANG Push subtree or
xpat h subscription filter. |If the YANGitemidentifier is a YANG
list as defined in Section 7.8 of [RFC7950] the YANG list key defined
in Section 7.8.2 of [RFC7950] statenent is suffixed with a "/" to the
YANG itemidentifier.

For exanple, if the following xpath filter is being used, the YANG
itemidentifier is "ietf-interface:interfaces/interface". Interface
is a YANG list with name as key. Therefore, the YANG | ndex of the
Message Key is "ietf-interface:interfaces/interface/ nane".

ietf-interface:interfaces/interface[type="ianaift:ethernetCsnmacd’ ]
Figure 1. YANG Push ietf-interface Xpath Filter Exanple

For exanple, if the followi ng subtree filter is being used, the YANG
itemidentifier is "ietf-hardware: hardware/ conponent/state".
Therefore, the YANG I ndex of the Message Key is "ietf-

har dwar e: har dwar e/ conponent / st ate".

<get >
<filter type="subtree">
<hardware xm ns="urn:ietf:parans: xm : ns:yang:ietf-hardware">
<conponent >
<state/>
</ conponent >
</ har dwar e>
</filter>
</ get >

Figure 2: YANG Push ietf-hardware Subtree Filter Exanple
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When the Message is being produced to the Message Broker, the Network
node hostnane and YANG datastore nane is used fromthe structured
YANG data defined in "ietf-yang-push-tel emetry-nmessage” Section 3 of
[1-D.ietf-nnmop-nessage-broker-tel enetry-nmessage] where the YANG | ndex
is derived fromsubtree and xpath filters, respectively fromtheir
YANG schena tree

3.1.2. YANG Message Broker Consurmer

The consuner hashes the Message Key and applies nodulo with the
nunber of partitions to deternmine the partition it needs to consune
fromto obtain Messages with desired Message Key.

3.2. YANG Push Message Broker Topic Nam ng

YANG can be subscribed periodically, on-change or on-change with
sync-on-start. Periodical subscriptions are used for obtaining
statistical metrics. On-Change subscriptions are used for obtaining
St at e Changes and on-change with sync-on-start for obtaining States.

Message Brokers topics are addressed with a uni que name. Usually
topics are naned hierarchically simlar to the DNS nanespace where
"." delimnates hierarchies.

Thi s docunent proposes to include "statistics", "states" and "state-
changes" in the topic nane as the first part to denote the types of
data. Followed by "yang" to denote YANG data. Followed by the YANG
nmodul e nanes subscribed, and followed by the YANG Schena Node
Identifier where "/" is substituted by " ".

For exanple, if the "ietf-interface:interfaces/interface" xpath
filter is being used, the Message Broker topic name woul d be as
following. |In the exanple the project name and environnent (prod,
dev, test etc.) is prefixed.

proj ect.environment.statistics.yang.ietf-interfaces.interfaces interface
Figure 3: YANG Push ietf-interface Topic Name Exanple
3.2.1. YANG Message Broker Producer

For the Message Broker topic creation, the "periodic", "on-change"
and "sync-on-start" contained data in "update-trigger" from"ietf-
subscri bed-notifications”, YANG nodul e defined in Section 4.1 of

[ RFC8641], subscription state notifications are being used to derive
wher ever subscribed YANG data is "statistics", "states" or "state-
changes". The YANG Index is derived fromsubtree and xpath filter
data of subscription state notifications, respectively fromtheir
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YANG schena tree.
3.2.2. YANG Message Broker Consurmer

The consuner has the ability to consune with a wildcard denoted with
"*" in the topic name to consune from nore than one topic.

For exanple, if YANG states should be consumed and indexed in Tine
Seri es database or stream processor than bel ow Topi c Name coul d be
used, and the YANG data could be ingested into tables according to
topi c nanes and i ndexed per Message Key. |If Topic Conpaction is
enabl ed, only current state is consuned.
proj ect. environment. states. yang. *
Figure 4: YANG Push Wl dcard Topi ¢ Name Exanpl e
4. Message Broker |nplenmentations
Topic, Partitioning and Message Keying are generic concepts of
Message Brokers. There are two known Message Broker inplenentations
supporting all features described in this docunent.
4.1. Apache Kafka
Apache Kaf ka supports Message Keying, Partitioning and Log
Conpaction. The topic nanes are constrained to 249 character length
and the follow ng characters: "a-z", "A-Z", "0-9", ".", " " and "-".
4.2. Apache Pul sar

Apache Pul sar supports Message Keying, Partitioning and Topic
Conpaction. The topic nanes allow all characters except: "/".

5. | ANA Consi derati ons
Thi s docunent includes no request to | ANA
6. Security Considerations
Thi s docunent should not affect the security of the Internet.
7. Operational Considerations
The YANG Message Broker Producer of a YANG Push receiver SHOULD have

three config knobs facilitate the features described in this docunent
as optional:
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8.

8.

* Topic Distribution: Select between "topic" and "subject"
distribution. Default is subject to remain backward conpatibility
to [1-D.ietf-nnmop-yang-message-broker-integration].

* Distribution Type: Sel ect between "none" and " YANG Push
subscription type".

*  YANG Message Key: Sel ect between "enable" and "di sabl e".

To accommpdate for potential date |oss throughout the data processing
pi pel i ne, periodical update of the current State for State netrics is
RECOMMENDED. This can be acconmopdated with YANG Push as defined in

[ RFC8641] by conpl ementing "on-change sync on start" subscriptions
with periodical subscriptions. Alternatively, in YANG Push Lite
defined in Section 7.6 of [I-D.wlton-netconf-yang-push-lite] this
sinmplified in one subscription.

Ref er ences
1. Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC7950] Bjorklund, M, Ed., "The YANG 1.1 Data Mddel i ng Language",
RFC 7950, DO 10. 17487/ RFC7950, August 2016,
<https://www. rfc-editor.org/info/rfc7950>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8342] Bjorklund, M, Schoenwael der, J., Shafer, P., Watsen, K.,
and R WIlton, "Network Managenent Datastore Architecture
(NVDA) ", RFC 8342, DA 10.17487/ RFC8342, March 2018,
<https://ww.rfc-editor.org/info/rfc8342>.

[ RFC8641] Cemm A and E. Voit, "Subscription to YANG Notifications
for Datastore Updates", RFC 8641, DO 10.17487/ RFC8641,
Sept enber 2019, <https://www. rfc-editor.org/info/rfc8641>.

[ RFC9254] Veillette, M, Ed., Petrov, 1., Ed., Pelov, A, Bornann,
C., and M Richardson, "Encoding of Data Mdeled with YANG
in the Concise Binary Object Representation (CBOR)",

RFC 9254, DO 10. 17487/ RFC9254, July 2022,
<https://www. rfc-editor.org/info/rfc9254>.

G af, et al. Expires 24 March 2026 [ Page 10]



I nternet-Draft YANG Message Keys Sept enber 2025

[1-D.ietf-nmop-term nol ogy]

Davis, N., Farrel, A, Gaf, T., Wi, Q, and C. Yu, "Sone
Key Terms for Network Fault and Probl em Managenent™, Work
in Progress, Internet-Draft, draft-ietf-nnop-term nol ogy-
23, 18 August 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-nnop-

t er mi nol ogy- 23>.

[1-D.ietf-nmop-yang- message- broker-integration]

Gaf, T. and A El hassany, "An Architecture for YANG Push
to Message Broker Integration", Wrk in Progress,
Internet-Draft, draft-ietf-nnop-yang-nessage-broker-
integration-08, 7 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-nnop-
yang- message- br oker-i ntegrati on-08>.

[1-D.ietf-nnmop-nessage-broker-tel enetry-nessage]

El hassany, A and T. Gaf, "Extensible YANG Model for
Net work Tel emretry Messages", Work in Progress, Internet-
Draft, draft-ietf-nnmop-nessage-broker-tel enetry-mnmessage-
02, 5 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-nnop-
nmessage- broker-tel enetry- nessage- 02>.

[1-D.ietf-netconf-notif-envel ope]

8. 2.

Feng, A. H., Francois, P., Gaf, T., and B. d ai se,
"Extensi bl e YANG Model for YANG Push Notifications", Wrk
in Progress, Internet-Draft, draft-ietf-netconf-notif-
envel ope-02, 17 June 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-netconf-
noti f - envel ope- 02>.

I nformati ve References

[1-D.wilton-netconf-yang-push-lite]

[ Mar 24]

G af,

et al.

Wlton, R, Keller, H, Caise, B., Aries, E, Cumm ng,
J., and T. Graf, "YANG Datastore Tel enetry (YANG Push
Lite)", Work in Progress, Internet-Draft, draft-wlton-
net conf -yang-push-lite-01, 7 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-wlton-
net conf - yang- push-lite-01>.

Marti nez- Casanueva, |. D., Gonzal ez- Sanchez, D., Belli do,
L., Fernandez, D., and D. R Lopez, "Toward Building a
Semantic Network Inventory for Model -Driven Tel enetry”,

| EEE, DO 10.1109/ MCOM 001. 2200222, February 2024,
<https://arxiv.org/ htm/2402. 06511v1>.

Expires 24 March 2026 [ Page 11]



I nternet-Draft YANG Message Keys Sept enber 2025

[ Bod24] Bode, J., Kiihl, N., Kreuzberger, D., and C. Holt mann,
"Toward Avoi ding the Data Mess: Industry Insights From
Data Mesh | nmpl enentations”, | EEE,
DO 10. 1109/ ACCESS. 2024. 3417291, January 2024,
<https://arxiv.org/htm/2302.01713v4>

[ Deh22] Dehghani, Z., "Data Mesh", O Reilly Medi a,
| SBN 9781492092391, March 2022,
<https://ww. oreilly.conllibrary/vi ew dat a-
nmesh/ 9781492092384/ >.

[ Ki mB6] Kinball, R and M Ross, "The Data Warehouse Tool kit",
Wley, |SBN 9781118530801, 1996,
<htt ps://wwv. ki nbal | gr oup. coni dat a- war ehouse- busi ness-
intelligence-resources/books/ dat a- war ehouse- dwt ool ki t/>.

[ Kaf 11] Nar khede, N., "Apache Kafka", Apache Software Foundati on,
January 2011, <https://kafka. apache. org/>.

[ Pul 16] @Quo, S. and M Merli, "Apache Pulsar", Apache Software
Foundati on, January 2016, <https://pul sar.apache. org/>.

[ ConDoc18] Yokota, R, "Confluent Schema Regi stry Docunentation",
Confl uent Community and Apache Software Foundati on,
Decenber 2018,
<https://docs. confluent.iof/platform current/schemna-
registry/>

Acknowl edgenent s
Thanks to

Contri butors
We |ike to thank Victor Lopez for the initial idea on the network
controll er use case. Ashley Wods, Sivakumar Sundaravadi vel and
Rafael Julio for the idea of grouping topics by YANG Push
subscription type and insisting that Topic Conpaction is a key
enabl er for inventory netrics and YANG data consumer integration and
shoul d be supported day 1. And Nigel Davis for confirmng that Topic
Conpaction sinplifies indeed data processing system architecture.

Aut hors’ Addr esses

G af, et al. Expires 24 March 2026 [ Page 12]



I nternet-Draft YANG Message Keys Sept enber 2025

Thomas G af

Swi sscom

Bi nzring 17

CH 8045 Zurich

Swi t zerl and

Enmei | : thonas. graf @w sscom com

Ahmed El hassany

Swi sscom

Bi nzring 17

CH 8045 Zurich

Switzerl and

Emai | : ahned. el hassany@w sscom com

Al ex Huang Feng

I NSA- Lyon

Lyon

France

Emai | : al ex. huang-feng@nsa-|yon. fr

Benoi#t O aise

Li ege

Bel gi um

Emai | : benoi t @ver yt hi ng- ops. net

G af, et al. Expires 24 March 2026 [ Page 13]



