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Abst r act

Thi s docunent describes a nethod to use YANG RFC 8525 and standard
YANG validation rules in RFC 7950 to validate YANG data nodes that
are children of an "anydata" data node.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The Iist of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Section 7.10 of [RFC7950] defines the "anydata" statenment to
represent an unknown set of YANG nodes for which the data nodel is
not known at mnodul e design tinme. However, Section 7.10 of [RFC7950]
left the verification of the "anydata" tree open to becone known

t hrough protocol signaling or other nmeans. Several |ETF nodels,
e.g., [RFC8526], [RFC9144], [RFC8639], [RFC8641], and [ RFC8040], use
"anydata" in their definitions. Current YANG inpl enentations accept
syntactically valid YANG data nodes as children of an "anydata" node
but do not check the data type of these data nodes agai nst a YANG
schema. This creates a real problemfor any YANG data consumer when
val i dati ng YANG data agai nst YANG data tree. For instance, a YANG
Message Broker Consuner described in Section 4.6 of
[1-D.ietf-nnmop-yang- nessage- broker-integration] is not able to fully
val i date the recei ved nmessages published by the network nodes.

YANG Schena Mount [ RFC8528] all ows nounting conplete data nodels at
i npl ementation and run tine. Wile powerful, schema nount cannot
address use cases where the user selects an arbitrary subset of an
instantiated data tree, such as [RFC8641]. A current proposed
approach, YANG Full Include [I-D.jouqui-netnod-yang-full-include],
compl enents YANG Scherma Mount and applies at design time, yet cannot
address dynamc filtering of an instantiated YANG data tree.

Thi s docunent propeses using the [ RFC8525] to define the context in
whi ch anydata trees are validated. This would require the YANG
tooling to inplenent additional flags that enables validating
"anydata" subtrees in the context of a YANG Library.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Thi s docunent uses the term nol ogy defined in YANG [ RFC7950] for
schema node and schenm tree but refines data node and data tree to be
nmore precise

* data node: A node in the schema tree that can be instantiated in a
data tree. One of container, leaf, leaf-list, list, anydata, and
anyxm . This docunent does not change how YANG handl es anyxm
dat a nodes.

* instantiated data node: an instantiated instance of a data node
that contains before fully qualified nane (nmodul e nanespace +
identifier) for the data node and the data nodel ed within YANG

* instantiated data tree: is what [ RFC7950] defines as "data tree"
Adding the term"instantiated" precisely indicates that this tree
is an instance of specific data nodeled with YANG

* data tree: a tree of data nodes (with no val ues)
3. Instantiated data node schema | ookup

Thi s docunent builds on the fact that when a YANG val i dat or exam nes
a node in an instantiated data tree, it can find the correspondi ng
data node in a YANG schema. For the existing YANG encodi ngs, the
following rules are defined to encode instantiated data nodes:

* In YANG XML encodi ng [ RFC7950], The element’s local nane is the
data node identifier, and its nanespace is the nodule’' s XM
namespace.

* |n JSON encodi ng [ RFC7951], each object nenber nust be identica
to the correspondi ng YANG data node identifier or namespace-
qualified - the data node identifier is prefixed with the name of
the modul e in which the data node is defined, separated fromthe
data node identifier by the colon character (":").
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* | n CBOR [ RFC9254] encodi ng, node shoul d include information that
woul d al |l ow each node to be - identified in a statel ess way, for
i nstance, the SID nunber associated with the node, the SID delta
fromanother SID in the application payload, the nanespace-
qualified nane, or the instance-identifier

G ven the encoding rules that maintain conplete information to
identify the correspondi ng data node for each instantiated data node,

the YANG validator can easily find the schema for the data node in
the YANG Library.

4. Validating "anydata" Data Tree
Thi s docunent introduces two new YANG val i dation options: anydat a-
compl ete and anydat a- candi date. These two options align with
Section 8.3.3 of [RFC7950], such that the conplete validation
val i dates the contents of the anydata subtree, which MJUST obey al
validation rules defined in the correspondi ng schema in the YANG
Li brary. The candi date does not apply the constraint checks.

5. Inplenentation Status
Note to the RFC-Editor: Please renove this section before publishing.

anydat a- candi date validation is inplenmented for |ibyang and avai abl e
at https://github. conl ahassany/li byang/tree/ anydat a-strict-parsing

6. | ANA Consi derations
This meno i ncludes no request to | ANA
7. Security Considerations
TBD
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