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Abst r act

Thi s docunent defines Execution Context Tokens (ECTs), a JW-based
extension to the WMSE architecture that records task execution
across distributed agentic workflows. Each ECT is a signed record of
a single task, linked to predecessor tasks through a directed acyclic
graph (DAG. ECTs reuse the WMSE signing nodel and are transported
in a new Execution-Context HTTP header field al ongside existing WNSE
i dentity headers.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The WMSE framework [I-D.ietf-w nse-arch] and its service-to- service
protocol [I-D.ietf-w nmse-s2s-protocol] authenticate workl oads across
call chains but do not record what those workl oads actually did.
Thi s docunent defines Execution Context Tokens (ECTs), a JW-based
extension that fills the gap between workl oad identity and execution
accountability. Each ECT is a signed record of a single task, |inked
to predecessor tasks through a directed acyclic graph (DAG.

1.1. Scope and Applicability
Thi s docurment defi nes:
* The Execution Context Token (ECT) format (Section 3)
* DAG structure for task dependency ordering (Section 5)
* An HTTP header for ECT transport (Section 4)
* Audit ledger interface requirements (Section 7)
The following are out of scope and are handl ed by W MSE:
*  Workl oad authentication and identity provisioning
* Key distribution and managenent

* Trust domain establishment and nanagenent

* Credential |ifecycle managenent
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2.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The following terns are used in this docunent:

Agent: An autononpus workl oad, as defined by W NMSE
[1-D.ietf-wi nse-arch], that executes tasks within a workfl ow

Task: A discrete unit of agent work that consumes inputs and
produces out puts.

Directed Acyclic Graph (DAG: A graph structure representing task
dependency ordering where edges are directed and no cycl es exist.

Executi on Context Token (ECT): A JSON Wb Token [ RFC7519] defined by
this specification that records task execution details.

Audit Ledger: An append-only, inmutable log of all ECTs within a
wor kf |l ow or set of workflows, used for audit and verification.

Workl oad ldentity Token (WT): A WNMSE credential proving a
workl oad’ s identity within a trust domain.

Wor kl oad Proof Token (WPT): A W MSE pr oof - of - possessi on token used
for request-1evel authentication.

Trust Dormain: A W MSE concept representing an organi zati onal
boundary with a shared identity issuer, corresponding to a SPlI FFE
[ SPI FFE] trust donmi n.

Executi on Context Token For nat

An Execution Context Token is a JSON Wb Token (JW) [RFC7519] signed
as a JSON Wb Signature (JW5) [RFC7515]. ECTs MJST use JWS5 Compact
Serialization (the base64url-encoded header. payl oad. si gnature fornmat)
so that they can be carried in a single HTTP header val ue.
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ECTs reuse the WMSE signing nodel. The ECT MJST be signed with the
same private key associated with the agent’s WT. The JOSE header
"kid* parameter MJIST reference the public key identifier fromthe
agent’s WT, and the "al g" paraneter MJST match the algorithmused in
the corresponding WT. In WNMSE depl oynents, the ECT "iss" claim
SHOULD use the W MSE workl oad identifier format (a SPI FFE I D

[ SPI FFE] ) .

3.1. JOSE Header
The ECT JOSE header MUJST contain the follow ng paraneters:

{
"al g": "ES256",

"typ": "w nmse-exec+ w",
"kid": "agent-a-key-id-123"
}

Figure 1: ECT JOSE Header Exanple

alg: REQU RED. The digital signature algorithmused to sign the
ECT. MJST match the algorithmin the corresponding WT.
I npl enent ati ons MJUST support ES256 [RFC7518]. The "al g" val ue
MUST NOT be "none". Symmetric algorithns (e.g., HS256, HS384,
HS512) MJUST NOT be used, as ECTs require asymetric signatures for
non-repudi ati on.

typ: REQUIRED. MJST be set to "w nse-exec+w" to distinguish ECTs
fromother JW types, consistent with the WMSE convention for
type paraneter val ues.

kid: REQU RED. The key identifier referencing the public key from
the agent’s WT [ RFC7517]. Used by verifiers to | ook up the
correct public key for signature verification.
3.2. JWr dains
3.2.1. Standard JWI d ai ns
An ECT MJUST contain the followi ng standard JW cl ai ns [ RFC7519] :
iss: REQURED. StringOURI. A URl identifying the issuer of the
ECT. In WMSE deploynents, this SHOULD be the workl oad’ s SPI FFE
IDin the format spiffe://<trust-domai n>/ <path>, matching the
"sub" claimof the agent’s WT. Non-W MSE depl oynents MAY use
other URI schenes (e.g., HITPS URLs or URN:. UUI D identifiers).

aud: REQUI RED. StringOrUR or array of StringOrURI. The intended
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3.

3.

2.

2.

recipient(s) of the ECT. The "aud" clai m SHOULD contain the
identifiers of all entities that will verify the ECT. Wen an ECT
must be verified by both the next agent and the audit | edger
i ndependently, "aud" MJST be an array containing both identifiers.
Each verifier checks that its own identity appears in "aud".

iat: REQU RED. NunericDate. The tinme at which the ECT was issued.

exp: REQUI RED. NunericDate. The expiration tine of the ECT.
I mpl enent ati ons SHOULD set this to 5 to 15 minutes after "iat".

jti: REQURED. String. A unique identifier for both the ECT and
the task it records, in UUD format [ RFC9562]. The "jti" serves
as both the token identifier (for replay detection) and the task
identifier (for DAG parent references in "par"). Receivers MJST
reject ECTs whose "jti" has already been seen within the
expirati on wi ndow. Wen "wid" is present, uniqueness is scoped to
the wor kfl ow; when "wi d" is absent, uni queness MJST be enforced
gl obally across the ECT store.

2. Execution Context
The followi ng clains are defined by this specification:

wid: OPTIONAL. String. A workflow identifier that groups related
ECTs into a single workflow \When present, MJST be a UU D
[ RFC9562] .

exec_act: REQU RED. String. The action or task type identifier
descri bi ng what the agent perforned (e.g., "process_paynent",
"val idate_safety"). This claimnane avoids collision with the
"act" (Actor) claimregistered by [ RFC8693].

par: REQUI RED. Array of strings. Parent task identifiers
representi ng DAG dependenci es. Each el enent MJST be the "jti"
value of a previously verified ECT. An enpty array indicates a
root task with no dependencies. A workflow MAY contain multiple
root tasks.

3. Data Integrity

The following clains provide integrity verification for task inputs
and outputs without revealing the data itself:

i np_hash: OPTIONAL. String. The base64url encoding (w thout
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paddi ng) of the SHA-256 hash of the input data, conputed over the
raw octets of the input. SHA-256 is the nandatory algorithmwth
no algorithmprefix in the value, consistent with [RFC9449] and
[1-D.ietf-w nmse-s2s-protocol]

out _hash: OPTIONAL. String. The base64url encodi ng (without
paddi ng) of the SHA-256 hash of the output data, using the sane
format as "inp_hash".

3.2.4. Extensions

ext: OPTIONAL. Object. A general-purpose extension object for
domai n-specific clains not defined by this specification.
I mpl enent ati ons that do not understand extension clainm MJST
ignore them Extension key nanes SHOULD use reverse domain
notation (e.g., "comexanple.customfield') to avoid collisions.
The serialized "ext" object SHOULD NOT exceed 4096 bytes and
SHOULD NOT exceed a nesting depth of 5 |evels.

3.3. Conpl ete ECT Exanpl e

The following is a conplete ECT payl oad exanpl e:

{
"iss": "spiffe://exanple.conlagent/clinical",
"aud": "spiffe://exanpl e.com agent/safety"
"iat": 1772064150,
"exp": 1772064750,
"jti": "550e8400-e29b- 41d4-a716-446655440001",
"wi d": "aOblc2d3-e4f5-6789-abcd-ef 0123456789",
"exec_act": "recommend_treatnent",
"par”: [],
"inp_hash": "n4bQyYhM WNL- qgxVr Qa0 _Txsr C4l sOV1sFbDnCgg",
"out _hash": "LCa0Oa2j _xo_5mDUSHTBBNBNCLXBkg7- g- Ypei GInb64",
"ext": {
"com exanpl e.trace_id": "abcl23"
}
}

Fi gure 2: Conplete ECT Payl oad Exanpl e

4. HITP Header Transport
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4.1. Execution-Context Header Field

Thi s specification defines the Execution-Context HITP header field
[ RFC9110] for transporting ECTs between agents.

The header field value is the ECT in JWS Conpact Serialization fornmat
[ RFC7515]. The val ue consists of three Base64url-encoded parts
separated by period (".") characters.

An agent sending a request to another agent includes the Execution-
Cont ext header al ongsi de the W MSE Workl oad-1dentity header. Wen a
Wor kl oad Proof Token (WPT) is avail abl e per

[I-D.ietf-w mse-s2s-protocol], agents SHOULD i nclude it al ongside the
WT and ECT.

CGET /api/safety-check HTTP/ 1.1
Host: safety-agent. exanpl e.com
Wor kl oad-1dentity: eyJhbCeci...WT...
Executi on- Context: eyJhbGci...ECT..

Figure 3: HITP Request with ECT Header

When nmultiple parent tasks contribute context to a single request,
mul ti pl e Execution-Context header field |ines MAY be included, each
carrying a separate ECT in JWS Conpact Serialization format.

VWhen a receiver processes nultiple Execution-Context headers, it MJST
individually verify each ECT per the procedure in Section 6. If any
single ECT fails verification, the receiver MJST reject the entire
request. The set of verified parent task IDs across all received
ECTs represents the conplete set of parent dependencies avail able for
the receiving agent’s subsequent ECT.

5. DAG Validation

ECTs forma Directed Acyclic G aph (DAG where each task references
its parent tasks via the "par" claim DAG validation is performed
against the ECT store — either an audit | edger or the set of parent
ECTs received inline.

When receiving and verifying an ECT, inplenentations MJUST performthe
foll owi ng DAG val i dation steps:

1. Task I D Uniqueness: The "jti" claim MJST be unique within the
appl i cabl e scope (the workflow identified by "wid", or the entire
ECT store if "wid" is absent). |If an ECT with the sane "jti"
al ready exists, the ECT MJST be rejected.
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2. Parent Existence: Every task identifier listed in the "par" array
MJUST correspond to a task that is available in the ECT store
(either previously recorded in the | edger or received inline as a
verified parent ECT). |If any parent task is not found, the ECT
MUST be rej ect ed.

3. Tenporal Odering: The "iat" value of every parent task MJST NOT
be greater than the "iat" value of the current task plus a
configurabl e cl ock skew tol erance (RECOMVENDED: 30 seconds)

That is, for each parent: parent.iat < child.iat +

cl ock_skew tolerance. The tolerance accounts for clock skew

bet ween agents; it does not guarantee strict causal ordering from
ti mestanps al one. Causal ordering is primarily enforced by the
DAG structure (parent existence in the ECT store), not by
timestanps. |If any parent task violates this constraint, the ECT
MUST be rej ect ed.

4. Acyclicity: Follow ng the chain of parent references MJST NOT
| ead back to the current ECT's "jti". |If a cycle is detected,
the ECT MUST be rejected.

5. Trust Domain Consistency: Parent tasks SHOULD bel ong to the sane
trust domain or to a trust domain with which a federation
rel ati onshi p has been established.

To prevent denial -of-service via extrenely deep or w de DAGs,

i npl ement ati ons SHOULD enforce a nmaxi mum ancestor traversal limt
( RECOMMVENDED: 10000 nodes). If the limt is reached before cycle
detection conpl etes, the ECT SHOULD be rej ect ed.

In distributed depl oynents, a parent ECT may not yet be avail able
locally due to replication lag. |Inplenentations MAY defer validation
to allow parent ECTs to arrive, but MJST NOT treat the ECT as
verified until all parent references are resol ved.

Si gnature and Token Verification

1. Verification Procedure

When an agent receives an ECT, it MJST performthe follow ng
verification steps in order:

1. Parse the JWS Conpact Serialization to extract the JOSE header
payl oad, and signature conponents per [RFC7515].

2. Verify that the "typ" header paraneter is "w nse-exec+ wt".
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10.

11.

12.

13.

14.

Verify that the "al g" header paraneter appears in the verifier’'s
configured allowist of accepted signing algorithms. The

all owist MUST NOT include "none" or any symmetric al gorithm
(e.g., HS256, HS384, HS512). |Inplenentations MJST include ES256
in the allowist; additional asymetric algorithms MAY be

i ncl uded per depl oynent policy.

Verify the "kid" header paraneter references a known, valid
public key froma WT within the trust domain.

Retrieve the public key identified by "kid" and verify the JWS
signature per [RFC7515] Section 5. 2.

Verify that the signing key identified by "kid" has not been
revoked within the trust domain. |nplenmentations MIJST check the
key's revocation status using the trust domain’s key lifecycle
mechani sm (e.g., certificate revocation list, OCSP, or SPlIFFE
trust bundl e updates).

Verify the "al g" header paranmeter matches the algorithmin the
corresponding WT.

Verify the "iss" claimmatches the "sub" claimof the WT
associated with the "kid" public key.

Verify the "aud" claimcontains the verifier’s own workl oad
identity. Wen "aud" is an array, it is sufficient that the
verifier's identity appears as one elenent; the presence of

ot her audi ence val ues does not cause verification failure. Wen
the verifier is the audit |edger, the ledger’s own identity MJST
appear in "aud".

Verify the "exp" claimindicates the ECT has not expired.

Verify the "iat" claimis not unreasonably far in the past

(i npl ementation-specific threshold, RECOMENDED maxi num of 15

m nutes) and is not unreasonably far in the future ( RECOMVENDED:
no nore than 30 seconds ahead of the verifier’'s current tine, to
account for clock skew).

Verify all required clains ("jti", "exec_act", "par") are
present and wel | -forned.

Per f orm DAG val i dati on per Section 5.

If all checks pass and an audit |edger is depl oyed, the ECT
SHOULD be appended to the | edger
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8.

If any verification step fails, the ECT MIUST be rejected and the
failure MIUST be | ogged for audit purposes. Error nessages SHOULD NOT
reveal whether specific parent task IDs exist in the ECT store, to
prevent information disclosure.

When ECT verification fails during HITP request processing, the

recei ving agent SHOULD respond with HTTP 403 (Forbidden) if the WT
is valid but the ECT is invalid, and HTTP 401 (Unauthorized) if the
ECT signature verification fails. The response body SHOULD i ncl ude a
generic error indicator without revealing which specific verification
step failed. The receiving agent MJST NOT process the requested
action when ECT verification fails.

Audit Ledger Interface

ECTs MAY be recorded in an i mutable audit |edger for conpliance
verification and post-hoc analysis. A |edger is RECOVWENDED f or

regul ated environnments but is not required for point-to-point
operation. This specification does not nandate a specific storage
technol ogy. Inplenentations MAY use append-only | ogs, databases with
crypt ographi ¢ comi tment schenes, distributed | edgers, or any storage
mechani smthat provides the required properties.

When an audit | edger is deployed, the inplenmentati on MUST provide:

1. Append-only senmantics: Once an ECT is recorded, it MJST NOT be
nodi fied or del eted.

2. Odering: The | edger MJUST nmaintain a total ordering of ECT
entries via a nonotonically increasing sequence nunber.

3. Lookup by ECT ID: The | edger MJST support efficient retrieval of
ECT entries by "jti" val ue.

4. Integrity verification: The | edger SHOULD provide a nechanismto
verify that no entries have been tanpered with (e.g., hash chains
or Merkle trees).

The | edger SHOULD be mai ntained by an entity independent of the
wor kfl ow agents to reduce the risk of collusion.

Security Considerations
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Thr eat Mbdel

The threat nodel considers: (1) a nalicious agent that creates false
ECT clains, (2) an agent whose private key has been conprom sed, (3)
a | edger tanperer attenpting to nodify recorded entries, and (4) a
time mani pul ator altering tinmestanps to affect perceived ordering

Sel f-Assertion Limtation

ECTs are self-asserted by the executing agent. The agent clainms what
it did, and this claimis signed with its private key. A conprom sed
or malicious agent could create ECTs with false clains (e.qg.,
clainmng an action was performed when it was not).

ECTs do not independently verify that:

* The clai ned execution actually occurred as descri bed

* The input/output hashes correspond to the actual data processed
* The agent faithfully performed the stated action

The trustworthiness of ECT clains depends on the trustworthi ness of
the signing agent and the integrity of the broader depl oynent
environment. ECTs provide a technical mechani smfor execution
recordi ng; they do not by thensel ves satisfy any specific regulatory
compl i ance requirenent.

Signature Verification

ECTs MUST be signed with the agent’s private key using JW5 [ RFC7515].
The signature al gorithm MJUST match the al gorithm specified in the
agent’s WT. Receivers MIST verify the ECT signature against the WT
public key before processing any clains. Receivers MJST verify that
the signing key has not been revoked within the trust domain (see
step 6 in Section 6).

If signature verification fails or if the signing key has been
revoked, the ECT MIUST be rejected entirely and the failure MJST be
| ogged.

I mpl ement ati ons MUST use established JWS Iibraries and MJUST NOT
i mpl ement custom si gnature verification
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8.4. Replay Attack Prevention

ECTs include short expiration times (RECOWENDED: 5-15 ninutes) and
audi ence restriction via "aud" to limt replay attacks.

I mpl enent ati ons MUST naintain a cache of recently-seen "jti" val ues
and MJST reject ECTs with duplicate "jti" values. Each ECT is
cryptographically bound to the issuing agent via "kid"; verifiers
MUST confirmthat "kid" resolves to the "iss" agent’s key (step 8 in
Section 6).

8.5. Mn-in-the-Mddl e Protection

ECTs MUST be transmitted over TLS or niLS connections. Wen used
with [I-D.ietf-w nmse-s2s-protocol], transport security is already
est abl i shed.

8.6. Key Conprom se

If an agent’s private key is conpromni sed, an attacker can forge ECTs
that appear to originate fromthat agent. Mtigations:

* | nplenmentati ons SHOULD use short-lived keys and rotate them
frequently.

*  Private keys SHOULD be stored in hardware security nodul es or
equi val ent secure key storage.

* Trust domains MUST support rapid key revocati on.

ECTs recorded before key revocation remain valid historical records
but SHOULD be flagged for audit purposes. New ECTs MJST NOT

ref erence a parent ECT whose signing key is known to be revoked at
creation tine.

8.7. Collusion and DAG Integrity

A single nalicious agent cannot forge parent task references because
DAG val idation requires parent tasks to exist in the ECT store.
However, multiple colluding agents could create a fal se execution
history. Additionally, a nalicious agent may onit actual parent
dependencies from"par" to hide influences on its output; because
ECTs are self-asserted (Section 8.2), no nechanismcan force conplete
dependency decl arati on.

M tigations include:

* The | edger SHOULD be mai ntained by an entity independent of the
wor kf | ow agent s.
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* Miltiple independent |edger replicas can be conpared for
consi st ency.

* External auditors can conpare the declared DAG agai nst expected
wor kf | ow patterns.

Verifiers SHOULD validate that the declared "wi d* of parent ECTs
mat ches the "wid" of the child ECT, rejecting cross-workflow parent
references unless explicitly permtted by depl oynent policy.

8.8. Privilege Escal ation via ECTs
ECTs record execution history; they do not convey authorization
Verifiers MJUST NOT interpret the presence of an ECT, or a particul ar
set of parent references in "par", as an authorization grant.
Aut hori zation decisions MUST remain with the identity and
aut hori zation |ayer (WT, WPT, and depl oynent policy).

8.9. Denial of Service
I mpl enent ati ons SHOULD apply rate limting to prevent excessive ECT
submi ssions. DAG validation SHOULD be perforned after signature
verification to avoid wasting resources on unsigned tokens.

8.10. Tinestanp Accuracy
| mpl enent ati ons SHOULD use synchroni zed tinme sources (e.g., NIP) and
SHOULD al |l ow a configurable clock skew tol erance ( RECOVWENDED: 30
seconds). Cross-organizational deploynments MAY require a higher
tol erance and SHOULD docunent the configured val ue.

8.11. ECT Size Constraints

I mpl enentations SHOULD limt the "par" array to a nmaxi mum of 256
entries. See Section 3.2.4 for "ext" size limts.

9. Privacy Considerations
9.1. Data Exposure in ECTs
ECTs necessarily reveal
* Agent identities ("iss", "aud") for accountability purposes
* Action descriptions ("exec_act") for audit trail conpleteness

* Tinmestanps ("iat", "exp") for tenporal ordering
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ECTs are designed to NOT reveal

* Actual input or output data values (replaced with cryptographic
hashes via "inp_hash" and "out hash")

* Internal conputation details or intermediate steps
* Proprietary algorithms or intellectual property
* Personally identifiable information (PII)
2. Data M nimzation
| mpl enent ati ons SHOULD m ni mi ze the information included in ECTs.
The "exec_act" claim SHOULD use structured identifiers (e.qg.,
"process_paynent") rather than natural |anguage descriptions.
Ext ensi on keys in "ext" (Section 3.2.4) deserve particular attention
human-r eadabl e val ues ri sk exposing sensitive operational details.
See Section 3.2.4 for guidance on using structured identifiers.
3. Storage and Access Control
ECTs stored in audit | edgers SHOULD be access-controlled so that only
aut horized auditors can read them |nplenmentations SHOULD consi der
encryption at rest for |edger storage. ECTs provide structura
records of execution ordering; they are not intended for public
di scl osure.
Ful | input and output data (corresponding to the hashes in ECTS)
SHOULD be stored separately fromthe | edger with additional access
controls, since auditors may need to verify hash correctness but
general access to the data values is not needed.
I ANA Consi derations
1. Media Type Registration

Thi s docunent requests registration of the followi ng nedia type in
the "Media Types" registry maintai ned by | ANA

Type name: application
Subt ype nane: w nse-exec+j w
Requi red paraneters: none

Opti onal parameters: none
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10.

10.

Encodi ng considerations: 8bit; an ECT is a JW that is a JW5 using
the Conpact Serialization, which is a sequence of Base64url -
encoded val ues separated by period characters.

Security considerations: See the Security Considerations section of
this docunent.

Interoperability considerations: none

Publ i shed specification: This docunent

Applications that use this nedia type: Applications that inplenent
agentic workflows requiring execution context tracing and audit

trails.

Addi tional information: Magic nunber(s): none File extension(s):
none Macintosh file type code(s): none

Person and enmmil address to contact for further information: Christi
an Nennemann, ietf @ennemann. de

I nt ended usage: COMVON

Restrictions on usage: none

Aut hor: Chri stian Nennemann

Change controller: |ETF

2. HTTP Header Field Registration

Thi s docunent requests registration of the foll owing header field in
the "Hypertext Transfer Protocol (HTTP) Field Name Registry”
mai nt ai ned by | ANA

Fi el d nane: Execution- Cont ext

Status: permanent

Speci fication docunment: This docunent, Section 4

3. JW dains Registration

Thi s docunent requests registration of the following clainms in the
"JSON Web Token C ai ns" registry maintai ned by | ANA
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| CaimNane | d aimDescription | Change Controller | Reference |
[ oo ool s s s oo e st e e
| wid | Workflow Identifier | | ETF | Section |
| | | | 3.2.2 |
- - RIS - +
| exec_act | Action/Task Type | | ETF | Section |
| | | | 3.2.2 |
R o e e e e e oo - o e e e o R +
| par | Parent Task | | ETF | Section |
| | ldentifiers | | 3.2.2 |
- - RIS - +
| inp_hash | Input Data Hash | | ETF | Section |
| | | | 3.2.3 |
R o e e e e e oo - o e e e o R +
| out_hash | CQutput Data Hash | | ETF | Section |
I I I |  3.2.3 |
- - RIS - +
| ext | Extension Object | | ETF | Section |
| | | | 3.2.4 |
R o e e e e e oo - o e e e o R +
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Use Cases

This section describes a representative use case denonstrating how
ECTs provide structured execution records.

Note: task identifiers in this section are abbreviated for
readability. In production, all "jti" values are required to be
UUl Ds per Section 3.2.2.

Cross- Organi zation Fi nancial Tradi ng

In a cross-organi zation tradi ng workfl ow, an investment bank’s agents
coordinate with an external credit rating agency. The agents operate
in separate trust domains with a federation relationship. The DAG
records that independent assessnents from both organi zati ons were
conmpl et ed before trade execution.
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Trust Domai n: bank. exanpl e
Agent Al (Portfolio Risk):
jti: task-001 par: []
i ss: spiffe://bank. exanpl e/ agent/ri sk
exec_act: analyze portfolio_risk

Trust Donmin: ratings.exanple (external)
Agent Bl (Credit Rating):
jti: task-002 par: []
iss: spiffe://ratings. exanpl e/agent/credit
exec_act: assess credit _rating

Trust Domai n: bank. exanpl e
Agent A2 (Conpliance):
jti: task-003 par: [task-001, task-002]
i ss: spiffe://bank. exanpl e/ agent/conpli ance
exec_act: verify trade_conpliance

Agent A3 (Execution):
jti: task-004 par: [task-003]
i ss: spiffe://bank. exanpl e/ agent/executi on
exec_act: execute_trade

Figure 4. Cross-Organization Tradi ng Workfl ow
The resulting DAG

task-001 (anal yze portfolio_risk) task-002 (assess _credit_rating)
[ bank. exanpl e] [ratings. exanpl e]
\ /

% %
task-003 (verify_trade_conpliance)
[ bank. exanpl e]
I
%
task- 004 (execute_trade)
[ bank. exanpl e]

Figure 5: Cross-Organi zati on DAG
Task 003 has two parents fromdifferent trust donains, denonstrating
cross-organi zati onal fan-in. The conpliance agent verifies both

parent ECTs — one signed by a | ocal key and one by a federated key
fromthe rating agency’s trust domain.
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Rel at ed Wor k
W MSE Workl oad ldentity

The WMSE architecture [I-D.ietf-w nse-arch] and service-to- service
protocol [I-D.ietf-w nse-s2s-protocol] provide the identity
foundati on upon which ECTs are built. WT/ WPT answer "who is this
agent?" and "does it control the claimed key?" while ECTs record
"what did this agent do?" Together they forman identity-plus-
accountability framework for regul ated agentic systens.

QAuth 2.0 Token Exchange and the "act" Caim

[ RFC8693] defines the QAuth 2.0 Token Exchange protocol and registers
the "act” (Actor) claimin the JWI Clains registry. The "act" claim
creates nested JSON objects representing a del egation chain: "who is
acting on behalf of whom" Wile the nesting superficially resenbles
a chain, it is strictly linear (each "act" object contains at nobst
one nested "act"), represents authorization del egation rather than
task execution, and carries no task identifiers or input/output
integrity data. The "act" chain cannot represent branching (fan-out)
or convergence (fan-in) and therefore cannot form a DAG

ECTs intentionally use the distinct claimnane "exec_act" for the
action/task type to avoid collision with the "act" claim The two
concepts are orthogonal: "act" records "who authorized whom" ECTs
record "what was done, in what order."

Transacti on Tokens

QAut h Transaction Tokens [I-D.ietf-oauth-transaction-tokens]
propagat e authorization context across workload call chains. The
Txn- Token "req_wW " cl ai maccunmul ates a comma-separated |ist of
wor kl oads that requested replacenent tokens, which is the cl osest
exi sting nechanismto call-chain recording.

However, "req_w " cannot form a DAG because:

* It is linear: a comm-separated string with no branching or
mergi ng representation. Wen a workload fans out to nmultiple
downstream servi ces, each receives the same "req_wW" value and the
branching is invisible.

* It is inconplete: only workl oads that request a replacenent token

fromthe Transacti on Token Service appear in "reg_w"; workl oads
that forward the token unchanged are not recorded.
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* It carries no task-level granularity, no parent references, and no
execution content.

* |t cannot represent convergence (fan-in): when two independent
pat hs rmust both conpl ete before a dependent task proceeds, a
linear "req wW" string cannot express that relationship.

Ext ensi ons for agentic use cases

([1-D.oauth-transacti on-tokens-for-agents]) add agent identity and
constraints ("agentic_ctx") but no execution ordering or DAG
structure.

ECTs and Transacti on Tokens are conpl enmentary: a Txn-Token propagates
aut hori zation context ("this request is authorized for scope X on
behal f of user Y'), while an ECT records execution accountability
("task T was perfornmed, depending on tasks P1 and P2"). An agent
request could carry both a Txn-Token for authorization and an ECT for
execution recording. The WPT "tth" claimdefined in

[1-D.ietf-w nse-s2s-protocol] can hash-bind a WPT to a co-present
Txn- Token; a simlar binding mechanismfor ECTs is a potential future
ext ensi on.

Di stributed Tracing (OpenTel enetry)

OpenTel emetry [ OPENTELEMETRY] and similar distributed tracing systens
provi de observability for debugging and nmonitoring. ECTs differ in
several inportant ways: ECTs are cryptographically signed per-task
with the agent’s private key; ECTs are tanper-evident through JWs
signatures; ECTs enforce DAG validation rules; and ECTs are designed
for regulatory audit rather than operational nonitoring.

OpenTel emetry data is typically controlled by the platform operator
and can be nodified or deleted without detection. ECTs and
distributed traces are conplenentary: traces provide observability
whi | e ECTs provide signed execution records. ECTs may reference
penTel enetry trace identifiers in the "ext" claimfor correlation

WBC Provenance Data Mdel (PROV)

The WBC PROV Data Mddel defines an Entity-Activity-Agent ontol ogy for
representing provenance information. PROV s concepts nap closely to
ECT structures: PROV Activities correspond to ECT tasks, PROV Agents
correspond to W MSE wor kl oads, and PROV' s "wasl nfornmedBy" relation
corresponds to ECT "par" references. However, PROV uses RDF/ OAL
ont ol ogi es desi gned for post-hoc docunentation, while ECTs are

runti me- enbeddabl e JWI' t okens wi th cryptographic signatures. ECT
audit data could be exported to PROV format for interoperability with
provenance- awar e systens.
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SCITT (Supply Chain Integrity, Transparency, and Trust)

The SCITT architecture [I-D.ietf-scitt-architecture] defines a
framework for transparent and auditable supply chain records. ECTs
and SCITT are conplenmentary: the ECT "wid" claimcan serve as a
correlation identifier in SCITT Signed Statements, |inking an ECT
audit trail to a supply chain transparency record.
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