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Abst r act

Agent ldentity and Discovery (AID) is a minimal, DNS-first discovery
protocol for |ocating agent service endpoints. Gven a domai n namne,
an AID client queries a DNS TXT record at the well-known subdomain
_agent. <domai n> and | earns the service endpoint URI, protocol token,
aut hentication hint, and optional netadata for that agent.

Thi s docunent defines the AID vl1.2 record format, client discovery
al gorithm exact-host |ookup rules, security requirenments, and | ANA
registrations for the *_agent' DNS node nane and the ‘agent‘ service
nane. AlIDis intentionally small. After discovery, protocol -

speci fic nechani sns such as MCP or A2A handl e comuni cation and
capability negotiation.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Applications that need to | ocate and connect to an agent often rely
on out-of-band configuration, centralized directories, or protocol -
speci fic discovery nechanisns. AID defines a single DNS-based
bootstrap point that answers one question: given a domain, where is
the agent and which protocol should a client speak?

Al D uses a TXT record at the well-known DNS name _agent. <domai n>

The record is small, versioned, and protocol -agnostic. It tells a
client where the agent is |ocated, which protocol token applies, what
aut hentication hint to expect, and whether endpoint proof is
required.

* Zero configuration: a user supplies a domain and the client
perfornms discovery.

* Decentralized deploynent: the protocol uses standard DNS
publi cati on.

* Protocol -agnostic bootstrap: AID identifies the next protocol,
rather than replacing it.

* Stable evolution path: the ‘' _agent‘ |abel remains stable across
pr ot ocol versions.

Thi s docunent specifies the wire format and client behavior for AID
v1l.2 and requests two I ANA registrations. The RFC 8552 registration
covers the depl oyed TXT-based di scovery |abel ‘ _agent‘, while the RFC
6335 service-nane-only registration reserves ‘agent‘ for possible
future SRV-based di scovery under the same naning famly

2. Conventions and Term nol ogy

2.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.2. Terns

AID dient
Software that perforns AlID discovery for a donmin.
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Pr ovi der

The entity that controls a domain and publishes the AID TXT
record

_agent subdonmai n
The DNS nane ‘ _agent. <domai n>* where the AID TXT record is
publ i shed.

A-1 abe

The Punycode representation of an Internationalized Donmai n Nane as
described in [ RFC5890] .

3. AID Record Format

A provider MJST advertise its agent service by publishing a single
TXT record at ‘' _agent.<domain>. For AID vl.x, agents MJST use DNS
TXT records for discovery. TXT is the deployed di scovery record type
because it is widely avail abl e across DNS provi ders and registrars.
Future versions of AID nay adopt a nore structured record type, but
the ‘' _agent’ |abel renmains stable; see Section 7.1

3.1. Syntax and Parsing

The record MJUST be a single senmicolon-delimted string of ‘key=val ue
pairs. Cdients SHOULD ‘trim()‘ leading and trailing whitespace from
keys and values. Cients MJST ignore unknown keys.

If a DNS server splits the TXT record into nultiple 255-octet
strings, the client MJST concatenate themin order before parsing.
Provi ders SHOULD keep the full record under 255 octets when

practi cal .

Key comparison is case-insensitive. Cients MJST recognize the
single-letter |owercase alias for every defined key. A record MJST
NOT include both a long key and its alias. Providers SHOULD enmit the
short-key form‘v,u,p,a,s,d, e, k,i‘ for AID vl.x records.

3.2. Defined Keys

version (‘v') Required
Specification version. For AID vl.x this MJST be ‘aidl'. Exanple:
‘v=ai dl'.

uri (‘u‘) Required
Absol ute endpoint URL or local locator. Allowed schenes depend on
the selected protocol token; see Appendi x B. Exanple:
‘“u=https://api.exanpl e.conlncp'.
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proto (‘p‘) Required
Prot ocol token from Appendi x B. Exanple: ‘p=ntp'.

auth (‘a‘') Recommended
Aut hentication hint token from Appendi x A. Exanple: ‘a=pat’.

desc (‘s') Optional

Short human-readabl e description, up to 60 UTF-8 bytes. Exanpl e:

‘s=Primary Al Gateway'.

docs (‘d') Optional
Absol ute HTTPS URL for hunman-readabl e docunentation. Exanple:
‘d=https://docs. exanpl e. conf agent * .

dep (‘e') Optional
I SO 8601 UTC tinestanp indicating deprecation. Exanple:
‘ €=2026-01- 01T00: 00: 00Z' .

pka (‘k‘) Optional

Mul ti base- encoded Ed25519 public key for endpoint proof. Exanple:

“ k=z7r W8r Tq804mvbvVf 7wlk3mdun9p2YxCAbcDeFgHi J* .

kid (‘i‘) Conditional
Rotation identifier, 1 to 6 | owercase al phanuneric characters.
Requi red when ‘pka' is present. Exanple: 'i=gl'.

3.3. Exanpl es

_agent. exanple.com 300 IN TXT (
"v=ai d1; u=https://api.exanpl e. com ncp; "
"p=ntp; a=pat ; s=Exanpl e Al Tool s"

)

Figure 1. Renpte MCP Agent

_agent.grafana.com 300 IN TXT (
"v=ai d1; u=docker: grafana/ ncp: |l atest;"
"p=l ocal ; a=pat ; s=Run G af ana agent |ocally"

)
Figure 2: Local Agent via Docker

_agent . exanpl e.com 300 IN TXT (
"v=ai d1; p=ntp; u=htt ps://api.exanpl e. coni ntp; "
"k=z7r WBr Tq804nmVbv Vi 7wlk3miu9p2YxCAbcDeFgHi J; i =g1; "
"d=https://docs. exanpl e. conf agent ;"
"e=2026- 01-01T00: 00: 00Z; s=Secure Al CGateway"

)
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Figure 3: Renote MCP with PKA and Met adata

_agent.local .test. 300 IN TXT (
"v=ai d1; p=zeroconf ;"
"u=zeroconf: ntp. _tcp;s=Local Dev Agent"

)

4. di

Figure 4: Local Zeroconf Exanple

ent Discovery Procedure

4.1. Discovery Al gorithm

When an AID client is given a domain, it MJST performthe follow ng
st eps:

1.

Nermret hi

Normal i ze the domain. |If the input contains non-ASCI| | abels,
convert themto A-label formas described in [ RFC5890].

Query the TXT record at ‘_agent. <exact-host-user-entered>'. The
client MJUST NOT wal k up the DNS hierarchy. |If no record is found
or the | ookup fails, the client MAY try the ‘.well-known

fall back on the sane exact host; see Appendi x E

Parse the TXT answer set as semicolon-delinited ‘key=val ue’
records. Key conparison MIST be case-insensitive, and clients

MJUST recogni ze single-letter aliases for all defined keys. |If
exactly one valid AID record is present at the queried DNS nane,
use it. |If nore than one valid AID record is present at the sane

queried DNS nane, the client MJST fail due to ambiguity.
Mal f or med answers do not matter when there is exactly one valid
Al D record

If ‘docs’ is present, the client MAY display it. |If ‘dep’ is in
the future, the client SHOULD warn. |If ‘dep' is in the past, the
client SHOULD fail gracefully.

If ‘“pka" is present, the client MJST performthe endpoint-proof
procedure in Appendix D. Providers MJST publish ‘kid" whenever
‘pka‘ is present.

If validation succeeds, return the discovered details. |If the

client does not support the selected protocol token, it MJST fai
with the appropriate error.
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4.

4.

2.

3.

Standard Cient Error Codes

[ ettty e —(—————————(—_—_— s U
| Code | Nane | Meaning |
[ bl ool et o}
| 1000 | ERR_NO RECORD | No ‘ _agent‘ TXT record was |
| | | found for the donmain. |
Fom e e - - Tt o e e e e e e e ememao - +
| 1001 | ERR_I NVALID TXT | A record was found but is |
| | | mal fornmed or m ssing |
| | | required keys. |
S . . +
| 1002 | ERR_UNSUPPORTED PROTO | The record is valid, but |
| | | the client does not support |
| | | the selected protocol.

+o-m - - o e e e e e e oo oo e e e e e e e e oo - - +
| 1003 | ERR_SECURI TY | Discovery failed due to a |
| | | security policy or |
| | | verification failure. |
Fom e e - - Tt o e e e e e e e ememao - +
| 1004 | ERR _DNS LOOKUP_FAILED | The DNS query failed for a |
| | | network-related reason. |
S O O +
| 1005 | ERR_FALLBACK FAILED | The ‘.well-known' fallback |
| | | failed or returned invalid |
| | | data. |
R o e e e e o e e e e e e e e m o +

Table 1. dient Error Codes
Exact - Host Semantics and Explicit Del egation

Di scovery is exact-host by default. |If the application asks for
‘app.team exanpl e.com, the canonical AID query nane is
‘ _agent. app.team exanpl e. com .

Cients MJUST NOT wal k up the DNS hierarchy | ooking for

‘ _agent.team exanple.com or ‘_agent.exanple.com . If an operator
wants a child host to inherit a shared record, that inheritance MJST
be expressed in DNS for the exact queried name, for exanple by using
a ‘CNAME' at the child host’s ‘ _agent® |abel.
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_agent . app.team exanpl e.com 300 IN TXT (
"v=ai d1; p=nctp; "
"u=https://app.team exanpl e. conf ncp"

)

_agent . app.t eam exanpl e.com 300 | N CNAME (
_agent . shared. t eam exanpl e. com

_agent . shared. t eam exanpl e.com 300 IN TXT (
"v=ai dl1; p=nctp; "
"u=https://gateway.team exanpl e. com ncp"

)
Figure 5: Exact-Host and Del egat ed Exanpl es

Pr ot ocol -specific | ookups foll ow the sane exact-host rule. If an
application explicitly asks for a given protocol token, a client MAY
query ‘ _agent. <proto>. <exact-host>" before the base ‘ agent. <exact -
host > name, but it MJST NOT query parent hosts inplicitly.

4.4. Exposing Multiple Protocols

The canonical |ocation for discovery is the base record

‘ _agent.<domai n>'. Providers MAY additionally expose distinct agent
services on protocol -specific subdonmai ns of the form

‘ _agent. _<prot o>. <donai n>'

_agent. _ntp.exanple.com 300 IN TXT (
"v=ai d1; p=ntp; "
"u=https://api.exanple.conl ncp"

)

_agent._a2a.exanple.com 300 IN TXT (
"v=ai dl; p=a2a; "
"u=https://api.exanpl e. conla2a"

)

Fi gure 6: Protocol - Specific Records

By default, clients query the base record. When a specific protocol
token is explicitly requested by the calling application, clients MAY
first query the correspondi ng protocol -specific nane and then fal

back to the base record for the same exact host.

5. Security Considerations
Al D publishes public discovery netadata. The TXT record MJST NOT

contain secrets. The protocol depends on DNS integrity, TLS for
renote endpoints, and explicit client safeguards for |ocal execution
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*  Providers SHOULD sign AID records wi th DNSSEC when avai |l abl e.
Clients SHOULD perform DNSSEC val i dati on when DNSSEC- si ghed
answers are avail abl e.

* A'‘renpote’ agent’'s ‘uri‘ MJST use ‘https://‘. dients MJST perform
standard TLS certificate and hostnane validation as described in
[ RFC9525] .

* \When ‘pka' is present, clients MJST verify endpoint control of the
private key as described in Appendix D. Providers MJST publish
‘kid° when ‘pka’ is present. dients SHOULD warn if a previously
observed ‘ pka' di sappears.

* (Cients that support ‘proto=local‘ MJST inplement the safeguards
descri bed bel ow.

* Cients MJUST NOT automatically follow cross-origin redirects from
a di scovered endpoint.

Clients that support ‘proto=local‘ MJIST inplenment the follow ng
saf eguar ds

1. Explicit consent: before first execution, the client MJST display
the full resolved command and require explicit confirmation.

2. Integrity check: the client MJST conpute and cache a
cryptographic fingerprint of the ‘uri‘* and ‘proto’ values. If
these val ues change on a later |ookup, the client MJUST re-trigger
the full consent process.

3. No shell interpretation: arguments derived fromthe ‘uri‘ MJST be
passed atonmically to the underlying OS execution call to prevent
command i njection.

4. No nested discovery: the client MJST reject a ‘local‘ execution
‘uri‘ that could be interpreted as a command that initiates
anot her Al D di scovery request.

5. Sandboxing: clients SHOULD run | ocal agents in a sandboxed
envi ronment w th mni mum necessary perm ssions.

If an initial request to the discovered ‘uri‘ returns an HITP
redirect (‘301', *302', "307, or ‘308') to a different origin,
clients SHOULD treat this as a potential security risk. dients MJST
NOT foll ow such cross-origin redirects automatically.

I npl enentati ons MAY either termnate with ‘ ERR SECURI TY' or require
explicit user confirmation before proceeding.
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5.1. Threat Mbdel

Al D addresses DNS spoofing and cache poi soning with optional DNSSEC
val i dation, endpoint inpersonation with optional public-key
attestation, downgrade detection with renenbered key state, comand
injection risks for |ocal execution, and cross-origin redirect abuse
for renote endpoints.

Conprom sed authoritative DNS servers, active network attackers
beyond the protections of TLS, and revocati on beyond DNS record
update remain outside the direct scope of AID vl. 2.

5.2. Enterprise Policy Mdes

Clients that expose enterprise controls SHOULD provide policy presets
and MAY expose the underlying policy knobs directly.

[ oo el e oo s oo ool e ey e e 3
| Preset | PKA | DNSSEC | Weéll-known | Downgrade |
[ ool el e ool oo et °}
| balanced | if-present | prefer | auto | warn |
F--- - - I i +---- - - - I i F-- - - - +
| strict | require | require | disable | fail |
R I R I I +

Table 2: Normative Policy Presets
The underlying policy knobs are:
* PKA policy: ‘if-present | require’
* DNSSEC policy: ‘off | prefer | require'
* Wl l-known policy: ‘auto | disable
*  Downgrade policy: ‘off | warn | fail"’
Policy semantics are as follows:

* PKA ‘require': discovery MIUST fail with ‘ERR SECURITY' if the
sel ected record does not publish ‘pka' and ‘kid".

* DNSSEC ‘prefer‘: clients SHOULD conti nue when DNSSEC cannot be
val i dat ed, but SHOULD surface a warning.

* DNSSEC ‘require': clients MIST fail with ‘ ERR_ SECURI TY' when

DNSSEC validation is unavail able or unsuccessful for the sel ected
DNS answer.
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* Wl l-known ‘disable : clients MJUST NOT use ‘/.well-known/agent'
fal |l back.

* Downgrade ‘warn‘: if a previously seen ‘pka’ disappears or ‘pka
or ‘kid" changes, clients SHOULD surface a warning.

* Downgrade ‘fail‘: if a previously seen ‘pka’ disappears or ‘pka
or “kid" changes, clients MIJST fail with ‘ ERR SECURI TY

If discovery succeeds only through ‘.well-known', that result cannot
satisfy a policy that requires DNSSEC vali dation

6. DNS and Cachi ng

Provi ders are RECOVMENDED to publish ‘ _agent‘ TXT records with a TTL
bet ween 300 and 900 seconds. Cients MJST respect the received TTL
and MUST NOT cache the record | onger than that.

7. Future Path

AID v2 or later nmay adopt a nore structured DNS record type such as
SRV [ RFC2782] or SVCB [ RFC9460], dependi ng on operational depl oynent
support. TXT remmi ns the canoni cal mechani smfor Al D vi. x.

Formal requests are expected for the ‘' _agent’ underscored DNS node
nanme under [RFC8552] and the ‘agent‘ service name under [ RFC6335].

7.1. Label Stability

The stable DNS | abel for AIDis ‘ _agent'. Record types may evol ve,
but the discovery | abel remains ‘' _agent’ across versions and the
record version field identifies the wire-format expectations. This
is the main reason the RFC 8552 registration is valuable even if
|ater AID versions use a different DNS RR type.

8. Registries and Governance

To support interoperability, token registries and community resources
are mai ntai ned publicly.

* Token registries: the canonical lists for ‘auth' and ‘proto’
tokens are nmintained at https://github.confagentcomunity/aid-
tokens (https://github. conf agent comruni ty/ai d-tokens). Additions
require a pull request and are governed by a first-come, first-
served policy with expert review.
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* @ obal index: an open DNS craw er and conmmunity dashboard show ng
Al D adoption is maintained at https://github. com agent comrunity/
aid-registry (https://github. com agentcommunity/aid-registry).

9. | ANA Consi derations

Thi s docunent requests registration in two | ANA registries. The
registrations serve different purposes. The RFC 8552 request covers
AlD vl.x TXT discovery at ‘_agent.<domai n> . The RFC 6335 request
reserves the service nane ‘agent' for potential future DNS service
di scovery usage under ‘ _agent. tcp. <donai n>‘.

9.1. Registration in the Underscored and G obally Scoped DNS Node Nanes
Regi stry

IANA is requested to register the following entry in the "Underscored
and d obally Scoped DNS Node Nanes" registry established by
[ RFC8552] .

N o m e e e oo - +
| RR Type | TXT |
S S +
| Node Nane | _agent |
Fom e oo o +
| Reference | This docunent |
N o m e e e oo - +

Tabl e 3: Requested RFC
8552 Regi stration

The ‘ _agent‘ node nanme is used exclusively for Agent ldentity and
Di scovery. A single TXT record published at ‘_agent. <domai n>'
contains sem colon-delimted key/value pairs that identify an agent
endpoi nt, protocol token, and optional netadata as defined in
Section 3 and Section 4.

The requested node nanme is specific to AID and does not reserve the
broader concept of agents or agent-related discovery generally.

Prot ocol -specific |abels of the form' _agent._<proto>. <domai n> are
subordi nat e nanes beneath the registered ‘ _agent‘ node and do not
require separate global registration

9.2. Registration in the Service Name and Transport Protocol Port
Nunber Registry

IANA is requested to register the follow ng service-nane-only entry

in the "Service Name and Transport Protocol Port Nunmber" registry
defined by [ RFC6335].
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. e +
| Service | agent |
| Name | |
S ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
| Transport | tcp |
| Protocol (s) | |
Fomemeaeeeaas e +
| Description | Agent ldentity and Di scovery (Al D): DNS- |
| | based di scovery of agent service endpoints |
S ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
| Port Nunber | NA |
. TS +
| Assignnent | No port nunber is requested. This is a |
| Notes | service-name-only registration intended to |
| | establish *agent‘ for possible future SRV- |
| | based discovery under ‘_agent._tcp. <domai n>' |
| | while preserving the stable ‘' _agent’ |abel. |
. TS +
| Reference | This docunent |
o m e e e oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +

Tabl e 4: Requested RFC 6335 Registration
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Appendi x A, Authentication Schene Registry

Al authentication tokens are case-sensitive and use | owercase ASCI |

* none

*  pat

* api key
* basic

* oaut h2_device

* oaut h2_code

* mls

* custom

Appendi x B

Prot ocol Registry

Al'l protocol tokens are case-sensitive and use | owercase ASCII.
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Model Cont ext Protocol

OpenAPI speci fication
docunent

gRPC over HTTP/ 2 or
HTTP/ 3

G aph@. over HITP

The agent runs locally
on the client nachine

nmDNS or DNS- SD servi ce
di scovery

Uni ver sal Commer ce
Pr ot ocol

Tabl e 5: Protocol

Appendix C. dient Error Constants

For cross-1|anguage SDK consi st ency,

nuneri c constants.
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March 2026

s sl
Al lowed ‘uri‘ scheme(s) |
e ——(—————————————r
https:// |
_________________________ +
https:// |
......................... +
https:// |

|
_________________________ +
https:// I
I
......................... +
https:// |
_________________________ +
wss:// |
_________________________ +

zeroconf: <service_type> |

I

_________________________ +

https:// |

I

......................... +
Tokens

clients SHOULD use the foll ow ng
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B ooy e e
| Constant | Value |
‘oo 4-=-==—===+
| ERR_NO_RECORD | 1000 |
R I F------- +
| ERR_I NVALI D_TXT | 1001 |
I i I F---- - +
| ERR_UNSUPPORTED PROTO | 1002 |
I I I e R ] I +
| ERR_SECURI TY | 1003 |
R I F------- +
| ERR DNS_LOOKUP_FAI LED | 1004 |
I i I F---- - +
| ERR _FALLBACK FAILED | 1005

I I I e R ] I +

Table 6: Error Constant Val ues
Appendi x D. PKA Handshake

When ‘pka' is present, the client MJST verify control of the
correspondi ng private key using HTTP Message Sighatures with Ed25519
as specified in [ RFC9421].

function perfornPKAHandshake(uri, pka, kid):
nonce = gener at eRandonByt es(32)
chal | enge = base64ur| Encode(nonce)
headers = {
"Al D- Chal | enge": chal |l enge,
"Date": current UTCTi me()
}

response = sendGET(uri, headers)

if response.status != 200:
fail Wt h( ERR_SECURI TY)

si gl nput = response. header s[ " Si gnat ure-1 nput"]
si gnature = response. headers["Si gnature"]

created = parseCreated(siglnput)

if JcurrentTime() - created| > 300 seconds:
fail Wt h( ERR_SECURI TY)

pubKey = mul ti baseDecode( pka)

if not verifyEd25519(signature, siglnput.coveredFields, pubKey):
fai |l Wt h( ERR_SECURI TY)

Fi gure 7: PKA Handshake Pseudocode
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Provi ders MUST include ‘kid whenever ‘pka’ is present. dients

SHOULD warn on downgrade if a previously observed ‘pka’ disappears.

Appendi x E. .well-known Fal |l back

AlD is a DNS-based di scovery protocol
a non-normative conveni ence for environnments where publishing DNS TXT

records is difficult. 1t does not change the RFC 8552 scope of
‘ _agent”.

*

Pat h: ‘ GET https://<donai n>/.wel | -known/agent'
Format: JSON mirroring the TXT keys, including aliases

Security: TLS certificate validation still applies, and *pka
still applies when present

Client behavior: use DNS first and fall back only on
‘ ERR_NO RECORD' or ‘ERR DNS LOOKUP_FAI LED

Error mapping: use ‘' ERR_FALLBACK FAILED when the fallback fails

or isinvalid

The ‘. well-known' URI convention itself is described in [ RFC8615].

Aut hor’' s Addr ess

Bal azs Nenethi (editor)

Open Agent Registry, Inc.

Emeai | : bal azs@gent conmuni ty. org
URI : https://agent community. org
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The fall back defined here is



