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Abst r act

Thi s docunent defines the Del egati on Recei pt Protocol (DRP), a
cryptographic authorization primtive for Al agent depl oyments.

Bef ore any agent action executes, the authorizing user signs an

Aut hori zation Object containing scope boundaries, tinme w ndow,
operator instruction hash, and nodel state commtnent. This signed
receipt is published to an append-only | og before the agent runtine
receives control. The protocol renpbves the operator as a trusted
third party by making the user’s private key the sol e signing
authority over the del egation record.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Novenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1.

I nt roducti on

Agentic Al systens execute actions on behal f of human principals
usi ng natural |anguage instructions as their primary authorization
artifact. This creates a structural gap between the authorization a
user believes they granted and the instructions an operator delivers
to the agent at runtine. No existing cryptographic nechani sm makes
that gap detectable.

Thi s docunent specifies the Del egati on Receipt Protocol (DRP), a
cryptographic authorization prinmtive that addresses this gap. DRP
requires every agent action to be preceded by a user-signed

Aut hori zation Object -- the Del egati on Receipt -- anchored to a

t anper - evi dent append-only I og. The receipt conmmts the user’s

aut hori zed scope, operational boundaries, validity wi ndow, and a
crypt ographi c hash of the operator’s stated instructions. Any
deviation by the operator fromthose instructions is provable from
the public log without additional trust assunptions.

DRP is not a replacenment for existing | ETF agent authorization work.
W MSE, AIP, and QAuth 2.0 Token Exchange [ RFC8693] address service-
to-agent trust. DRP addresses the upstream | ayer: user-to-operator
trust. In a conplete agentic trust stack, these |layers are

conpl enent ary.

A reference inplementation of this protocol is avail able as an open-
source SDK at https://github. coml Conmonguy?25/ aut hpr oof - sdk under the
M T License. A hosted service inplenenting the protocol is available
at https://cloud. authproof.dev with a free tier requiring no credit
card.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The following terns are used throughout this docunent:

Del egati on Recei pt:
A signed Authorization Cbject produced by the User prior to any
agent action. Contains scope, boundaries, time w ndow, and
operator instruction hash. MJST be anchored to an append-only | og
before the agent runtinme receives control
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Aut hori zati on Obj ect:
The canonical JSON body that is signed to produce a Del egation
Receipt. The receipt IDis the SHA-256 hash of this body in its
canoni cal serialization

User :
The human princi pal whose resources and authority are being
del egated. The User’s private key is the sole signing authority
for Del egation Recei pts.

Oper at or:
The devel oper or organization that builds and depl oys the agent.
The Operator provides instructions to the agent and is bound by
the instruction hash commtted in the receipt.

Agent :
The Al systemtaking actions on behalf of the User. The Agent
MUST verify a valid Del egati on Recei pt before executing any
action.

Append-Only Log:
A tanper-evident | edger to which Del egati on Recei pts are anchored
prior to execution. |Inplenmentations SHOULD use a decentralized
transparency log following the Certificate Transparency nodel .

Log Anchor:
An inclusion proof returned by the append-only |log after a receipt
is submtted. The |og anchor establishes the authoritative
i ssuance ti nmestanp.

Scope:
An explicit allowist of permitted operations enbedded in a
Del egation Receipt. Operations are classified as reads, wites,
del etes, or executes. All operations not listed are denied by
defaul t.

Boundari es:
Explicit prohibitions enbedded in a Del egati on Recei pt that
survive any subsequent QOperator instruction. Boundaries MJST NOT
be wai ved or overridden by the QOperator.

I nstruction Hash:
The SHA- 256 hash of the Operator’s stated instructions at
del egation time. Any change to the Operator’s instructions after
recei pt issuance is detectable by reconputing this hash
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M cr o- Recei pt :
A mnimal Del egati on Recei pt covering a single action not included
in the parent receipt’s scope. MJIST reference the parent receipt
hash.

Model State Conmitnent:
A cryptographic nmeasurenent binding a specific nodel identity,
versi on, system pronpt hash, and runtime configuration hash to a
Del egati on Recei pt.

Scope Di scovery:
A protocol that derives authorized scope from sandboxed
observation of agent behavior rather than upfront user
speci fication.

Sessi on State:
A live, stateful risk evaluation |ayer that tracks trust decay,
sensitivity classification, and behavi oral anonalies across the
lifetime of an agent session.
3. Problem St at enent
3.1. The Agentic Del egation Chain

Agentic Al systens involve at mininmumthree principals:

* User -- the human whose resources and authority are del egat ed.

* (Qperator -- the devel oper or conpany that builds and depl oys the
agent.

* Agent -- the Al systemtaking actions on the User’s behal f.

The del egation chain is:
User --> Qperator --> Agent --> Services

The User grants authority to the Operator. The Operator translates
that authority into instructions for the Agent. The Agent acts on
downstream services. At each step, fidelity to the User’s original
i ntent depends entirely on the honesty and conpetence of the
intermedi ate party.
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3.

3.

2

3.

The M ssing Cryptographi c Anchor

In current agentic deploynents, the User’s authorization is captured
in natural |anguage -- a chat nessage, a consent checkbox, a terns-
of -service agreenent. None of these produce a cryptographically
verifiable record of what the User actually authorized at the nonent
of del egati on.

This creates three conpoundi ng probl ens:

The repudi ation problem |f an agent takes an action the User did
not authorize, there is no cryptographic evidence of what the User
did authorize. The Operator’s account of the authorization is the
only record, and it is unverifiable.

The drift problem Operators nay update system pronpts, change agent
behavi or, or respond to external pressure in ways that diverge
fromthe User’s original authorization. Nothing in the current
architecture nmakes this divergence detectable.

The audit problem Regulators auditing agentic behavi or have no
evi dence chai n connecting agent actions to original user consent.
The Operator’'s logs are the only source of truth, controlled by
the party whose conduct is under scrutiny.

| ETF Framewor k Anal ysi s

Several | ETF working groups have produced or are producing
specifications for agent identity and authorization. Each addresses
a different trust boundary; none addresses user-to-operator trust.

W MSE (Workload Identity in Milti-System Environnents) addresses
service-to-service authentication: can service B verify that a
request came fromlegitimte workload A? |t does not address whether
the workl oad was aut horized by the User to nmake that request in the
first place.

Al P (Agent ldentity Protocol) defines credential structures for agent
princi pals and addresses how agents present identity to services they
call. Like WMSE, its trust nodel is downstream of the Operator --
it assunes the Operator has correctly represented the User’s

aut hori zati on.
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4.

4.

draft-klrc-aiagent-auth addresses QAuth-style authorization flows for
Al agents, allow ng agents to obtain access tokens for downstream
APls. It solves the service authorization problem-- whether the
agent can call an APl -- but not the delegation integrity problem --
whet her the Qperator’s instructions faithfully represent the User’'s
aut hori zati on.

QAuth 2.0 Token Exchange [ RFC8693] and Rich Authorization Requests

[ RFC9396] provi de nechani sns for scoped token issuance and del egati on
chai ns between services but operate at the service layer. The User’s
intent is represented by the QAuth grant, which is under Operator
control

The gap is consistent across all existing frameworks: user-to-
operator trust is taken as a precondition. DRP addresses that
precondition directly.

The Del egati on Recei pt
1. Receipt Structure

A Del egation Receipt is a JSON object with the foll owi ng REQU RED
fields:

del egati onl d:
The SHA-256 hash of the canonical serialization of the
Aut hori zation Object body (all fields except del egationld and
signature). Encoded as the string "sha256:" followed by the
| ower case hex digest.

ver si on:
Protocol version string. This docunment defines version "1".

scope:
An object with four keys: "reads", "wites", "deletes", and
"executes", each containing an array of pernitted
resource: operation strings. The "executes" array MJST contain
SHA- 256 hashes of the static capability DAG of each authorized
program program nanmes or URIs MJUST NOT be used in the "executes”
array. Natural |anguage MJST NOT appear in any scope field.

boundari es:
An array of prohibition strings that MJST be enforced regardl ess
of Operator instruction. The array MJST NOT be enpty;
i mpl ementations with no explicit prohibitions SHOULD popul ate a
conservative defaul t.
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ti meW ndow
An object with "notBefore" and "notAfter" fields, each an |1 SO 8601
timestanp. The authoritative tine reference is the |log tinestanp
(see Section 5.3), not the client clock

i nstructionHash:
The SHA-256 hash of the Operator’s stated instructions at
del egation time, encoded as "sha256:" foll owed by the | owercase
hex di gest.

operatorlnstructions:
The plaintext instruction string whose SHA-256 hash is recorded in
i nstructi onHash.

si gner Publ i cKey:
The User’s public key as a JSON Wb Key [ RFC7517].
I mpl enent ati ons SHOULD use ECDSA P-256 (crv: "P-256") [RFC7518]
keys.

si gnat ure:
The ECDSA P- 256 signature over the canonical serialization of the
Aut hori zation Object body, encoded as base64url

The following OPTIONAL fields are defined by this docunent:

t eeMeasur enment :
Model state commi tnent object binding the receipt to a specific
TEE encl ave neasurenent. See Section 7.

scopeSchena:
Machi ne-readabl e structured allow ist and denylist derived from
the Scope Di scovery Protocol. See Section 8.

The conplete structure is illustrated bel ow
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{
"del egationld": "<sha256-of-canoni cal - body>",
"version": "1,
"scope": {
"reads": ["<resource>: <operation>"],
"writes": ["<resource>: <operation>"],
"del etes": ["<resource>:<operation>"],
"execut es": ["sha256: <capability-dag- hash>"]
}
"boundaries": ["<prohibition-string>"],
"ti meW ndow"
"not Before": "<| SO 8601-ti nmestanp>",
"not After": "<ISO 8601-tinmestanp>"
}
"instructionHash": "sha256: <hex- di gest >",
"operatorlnstructions": "<operator-instruction-text>",
"si gner Publ i cKey": { "<JWK per RFC 7517>" },
"signature": "<base64url - ecdsa- p256- si gnat ur e>"
}

4.2. Canonical Serialization
The canonical serialization of a receipt body is defined as foll ows:

1. Serialize the Authorization Object as JSON with keys sorted in
| exi cographi ¢ ascendi ng order at every nesting |evel.

2. Renove all insignificant whitespace (nho spaces, no new ines
outside of string val ues).

3. Encode the result as UTF-8.
The del egationld is conputed as:

del egationld = "sha256:" ||
| ower case_hex( SHA- 256( canoni cal _body))

I mpl enent ati ons MJST conpute the del egationld over the body before
the signature field is added. The signature field MJST NOT be
included in the data that is signed.

4.3. Signing Procedure

Recei pt i ssuance MJST follow this sequence:

1. The Operator presents their intended instructions to the User,
along with the proposed scope, boundaries, and tinme w ndow.
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6

The User reviews the scope, boundaries, time w ndow, and Operator
i nstructions.

The User signs the canonical Authorization Object body using
their private key via the WebAut hn/ FI D2 APl [ WBC- WebAut hn]
[FID2]. Hardware key custody (Trusted Pl atform Mbdul e or device
secure encl ave) i s RECOMVENDED.

The signed receipt is submtted to a decentralized append-only
| og.

The | og assigns a timestanp and returns a | og anchor (i nclusion
pr oof).

No agent action MAY begin until the |og anchor is confirmed.

The log tinmestanp established in step 5 is the authoritative issuance
time. dient clocks MIST NOT be used as the tine reference for
recei pt validation.

5

5. 1.

The Append-Only Log

Log Entry Structure

Each entry in the append-only | og MJST contai n:

*

The Del egati on Recei pt hash (del egationld).

The SHA-256 hash of the preceding log entry (for chain |inking;
see Section 5.2).

A trusted timestanmp conformng to [ RFC3161].
The subm tter’s public key hash.

A nonotoni cally increasing entry sequence nunber.

I mpl enent ati ons SHOULD use a |l og format conpatible with Certificate
Transparency [ RFC6962] to enabl e standard | og consi stency
verification.

Action log entries produced during agent execution follow the sanme
structure. Each action log entry MJUST incl ude:

*

*

Nel son

The recei pt hash authorizing the action

The action type, payload hash, and destination
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5.

5.3.

2

* The SHA-256 hash of the preceding action log entry.

* An RFC 3161 timestanp and the agent’s ECDSA P-256 signature over

the entry body.
Chai n Li nki ng

Each | og entry MJIST include the SHA-256 hash of the imredi ately
preceding entry. This chain structure guarantees:

1. Log entries cannot be inserted retroactively w thout producing a
det ect abl e chai n break

2. Log entries cannot be deleted w thout invalidating the chain hash
of the subsequent entry.

3. Any two parties holding the sanme entry hash can verify
i ndependently that they share the sane log view up to that entry.

The chain structure makes it inpossible to insert or delete
i ndi vi dual action records w thout producing a detectable
i nconsi stency that any log nmonitor can identify.

Ti mestanp Authority

I mpl enent ati ons MJUST use an RFC 3161 [ RFC3161] Tine-Stanp Authority
(TSA) to produce the authoritative timestanp for each Del egation
Recei pt anchored to the log. The TSA tinestanp:

1. Establishes the authoritative notBefore time for the associated
Del egati on Recei pt.

2. Is usedinlieu of the client clock for all tinme w ndow
val idation (see Section 6.1).

3. Is included in the |l og anchor returned to the submtter

If the TSA is unreachable, inplementations MAY record a | ocal -cl ock
ti mestanp marked "UNVERI FI ED_TI MESTAMP'. An agent verifier MJST
treat UNVERI FI ED _TI MESTAMP as insufficient evidence of authorization
time in production depl oynents.

5.4. Denied Call Logging

I mpl enentati ons MUST log all verification decisions including those
that result in a DENY outconme. Logging only PERM T deci sions creates
a blind spot for detecting pronpt injection and nodel drift.
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6

6

The distribution of denied calls over tine is a |eading indicator of
adversarial activity. A nodel being pronpt-injected will generate
denied calls with novel action classes and scope edge probing that
differs detectably fromnnormal operation. Post-hoc analysis of the
deny path is the primary forensic signal for incident reconstruction

Denied call log entries MJST include the full call context, the
speci fic denial reason code, and the session risk score at the time
of denial. Inplenentations SHOULD expose denied call distribution

anal ytics to enable real-tine anonmaly detection
Pre- Execution Verification
1. Verification Checks

Bef ore executing any action, the Agent MUST performall of the
followi ng checks in order. Al checks MJST pass; any single failure
MUST abort the action w thout partial execution

The conplete verification procedure is:

Verify(receipt, action):
(1) if Revoked(receipt.del egationld)
-> fail
(2) if not VerifySig(receipt.signature,
canoni cal (recei pt. body),
recei pt. si gner Publ i cKey)
-> fail
(3) if not InTineWndow(receipt.tinmW ndow,
| ogTi mest anp)

-> fail
(4) if not InScope(action, receipt.scope)
-> fail
(5) if ViolatesBoundary(action, receipt.boundaries)
-> fail
(6) if action.type == EXECUTE and
Hash( Saf escri pt DAE program)
I'= recei pt.scope. execut es[ n]
-> fail

(7) if Hash(current Qperatorlnstructions)
!'= receipt.instructionHash
-> fail
(8) if receipt.tool SchemaHash PRESENT and
SHA- 256( canoni cal (current Tool Schema) )
I'= receipt.tool SchemaHash
-> fail
return true
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The revocation pre-check (step 1) MJST be perforned before any other
check. A revoked receipt MJST fail imediately regardl ess of whether
ot her checks woul d pass.

6.2. Check Ordering

The check ordering reflects distinct security properties; each step
elimnates a distinct attack surface.

Revocation check (1): Ensures a receipt explicitly invalidated by
the User cannot authorize further actions, regardless of its
cryptographic validity.

Signature check (2): Confirns the receipt was signed by the hol der
of the User’s private key and has not been altered since signing.
Any tanpering with the receipt body invalidates the signature
under ECDSA P-256.

Ti me wi ndow check (3): Validates the action against the |og-assigned
TSA tinestanp, not the client clock. Prevents time manipul ation
attacks in which an agent extends its own authorizati on w ndow by
adj usting local tine.

Scope check (4): Enforces the deny-by-default allowist. |If the
action is not explicitly listed, it MJST fail regardl ess of
Qperator instruction

Boundary check (5): Enforces the User’s hard linmts, which survive
any subsequent Qperator instruction or override.

Executi on hash check (6): Conputes the static capability signature
of the actual programthe agent has been given and conpares it to
the hash conmitted in the "executes" scope field. Substituting a
different programafter the receipt is signed is detectable
wi thout runtine introspection

I nstruction hash check (7): Conpares the SHA-256 hash of the
Qperator’s current instructions against the hash conmtted at
del egation time. |If the Operator has changed its instructions
since the receipt was issued, the msmatch is i mediately

detectable fromthe log entry, with no reliance on the Qperator’s
own account.

6.3. Failure Handling
When any verification check fails, the Agent MJST:

1. Abort the action imediately. No partial execution is permtted.
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2. Record the failure in the action log, including the specific
check that failed and the reason string.

3. Not fall back to Qperator instruction. A failed verification
check MUST NOT be overridden by any runtime paraneter,
envi ronment variable, or Operator-supplied flag.

4. Surface the failure to the User when the failing check is one of:
revocation (1), instruction hash m smatch (7), or execution hash
m smatch (6). These failures indicate possible Operator
deviation fromthe commtted authorization and SHOULD be
escal at ed.

When a scope check (4) fails because an action is outside the current
recei pt’s scope, the Agent MAY pause execution and request a Mcro-
Recei pt fromthe User covering the specific action. The Mcro-
Recei pt MJST reference the parent recei pt hash and MJST be anchored
to the append-only log before the action is attenpted.

. 4. Deni al Reason Codes

When VerifyRecei pt returns DENY, inplenentations MJST include one of
the follow ng reason codes in the structured failure response

I NVALI D_SI GNATURE:
Recei pt signature verification failed

RECEI PT_REVOKED:
Recei pt has been explicitly revoked.

RECEI PT_EXPI RED:
Recei pt tine wi ndow has el apsed.

RECEI PT_NOT_YET_VALI D
Recei pt creation tinme is in the future

ACTI ON_NOT_| N_SCCPE
Requested action not in allow list.

ACTI ON_EXPLI Cl TLY_DEN! ED:
Requested action in deny list.

OPERATCOR _| NSTRUCTI ONS_M SMVATCH
Operator instructions hash does not match recei pt commtnent.

MALI Cl QUS_MODEL_SUBSTI TUTI ON:
Model identity changed after recei pt was signed.
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7.

7.

1.

PROVI DER_UPDATE_REQUI RES_REAUTH:
Model version updated by provider; reauthorization required.

SESSI ON_RI SK_THRESHOLD EXCEEDED:
Session trust score bel ow bl ock threshol d.

REPLAY_DETECTED:
Recei pt presented nore than once concurrently.

TOOL_SCHEMA DRI FT:
Tool schema hash at execution time does not match hash committed
at receipt issuance tine. Tool specification has changed since
aut hori zati on was granted.

Model State Attestation
Conmi t rent Bi ndi ng

A valid Del egati on Recei pt proves that a User authorized an Agent to
act within defined scope. It does not prove that the nodel executing
the receipt is the nodel the User authorized. An Operator could
silently substitute a fine-tuned nodel variant after the receipt is
signed; all verification checks woul d pass because the receipt itself
i s genui ne.

Model State Attestation closes this gap with a two-phase
crypt ographi c protocol that binds the receipt to a neasurenent of
nodel state at both delegation tine and execution tine.

Phase 1 -- Conmitnent (at delegation tine):

The Operator commits to the exact nodel state that will execute. The
commitnent is a SHA-256 neasurenent of five components concatenated
in canoni cal order:

nmodel Measur enent = SHA- 256(
nor mal i ze( nodel | d) | ]
nor mal i ze( nodel Version) ||
syst enPr onpt Hash | ]
runti meConfi gHash | ]
recei pt Hash

)

I ncl udi ng recei pt Hash as the fifth conponent binds the nodel
measurenent to the specific delegation. The same nodel with the sane
system pronpt but a different receipt produces a different
measurenent. A conmmitnment MJUST NOT be reused across del egati ons.
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The commitment is signed by the Operator’s ECDSA P-256 key and
attested by the TEE runtinme, producing a sealed artifact that

i ncl udes nodel I d, nodel Versi on, systenPronptHash, runtimeConfigHash,
committedAt, the Operator’s signature, and a TEE attestation quote.

Phase 2 -- Verification (at execution tine):

I medi ately before the agent function executes, the current node
state is neasured using the sane five-conponent conputation. The
resul ting nmeasurenent MJUST equal the committed neasurenent. |[|f the
two neasurenents differ for any reason, executi on MJUST be bl ocked
with a Model DriftDetected error identifying exactly which conponents
changed.

Wth Mdel State Attestation in place, the conplete verifiable chain
of accountability is:

o e e e e e e eie oo n +
| Del egati on Recei pt <-- User signed
Tt +

|
o e e e e e e e oo +
| Model State Commitnent | <-- Hardware neasured
o e e e e e e eie oo n +

I
Tt +
| Execution Attestation | <-- TEE verified
o e e e e e e e oo +

I
o e e e e e e eie oo n +

Action Log Entry <-- Chain linked

Tt +

|
o e e e e e e e oo +
| Dat a Fl ow Recei pt | <-- Qutput policy
o e e e e e e eie oo n +

An auditor presented with a chain proof can verify each | ayer

i ndependently and confirmthat a | ogged action was taken by the node
the User authorized, acting within the defined scope, under
conditions unaltered since authorization was granted.
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7.2. Provider Update Handling

Host ed nodel providers may silently update the underlying nodel
behind a versioned alias without Operator action. Treating this
identically to a deliberate substitution attack is too blunt: it

woul d bl ock | egitimte executions whenever a provider retires a nodel
version, forcing operators to recommit on every provi der naintenance
cycl e.

Model State Attestation distinguishes two categories of neasurenent
m smat ch:

Mal i ci ousSubstitution:
The Operator explicitly changed the nodel identifier, system
pronpt, or runtime configuration after the comm tnent was signed.
This MJUST al ways be a hard bl ock. Indicators are any of:

* currentMdelld !'= committedMbdel Id, OR
* current Syst enPronpt Hash ! = conmi ttedSyst enPr onpt Hash, OR
* current Runti meConfigHash !'= comm ttedRunti neConfi gHash

Pr ovi der Updat e:
The nodel version changed, but the Operator’s configured nodel ld
i s unchanged. The provider updated the nodel behind a stable
alias. Indicators are all of:

* current Model | d == conm ttedMbdel I d, AND
* current Model Version ! = conmi ttedMbdel Ver si on

Operators decl are how provi der updates are handl ed at construction
time via the providerUpdatePolicy field:

"bl ock":
Treat provider updates identically to MaliciousSubstitution. Any
versi on change MJST bl ock execution inmmediately. RECOMVENDED when
strict nmodel pinning is required.

"reaut hori ze" (default):
When a provider update is detected, return { allowed: false,
reason: "PROVI DER_UPDATE DETECTED', requiresReauthorization: true
} and bl ock all subsequent executions under this attestation
instance until the User explicitly acknow edges the change.
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The "reauthorize" policy preserves a recovery path. The provider
update is flagged and the systemhalts, but the cause is identified
as a non-nalicious provider action. A human MJST explicitly invoke
reaut hori ze() with userApproval : true before execution resunes. This
is an explicit human-in-the-loop checkpoint; the system MJST NOT
silently resunme execution after a provider update.

7.3. Mal i ci ous Substitution Detection

The per-conponent conparison in the Phase 2 verification identifies
exactly which aspects of nodel state changed: nodel identity,
version, systempronpt, or runtinme configuration. This enables
forensic anal ysis of how an unaut hori zed executi on occurr ed.

The full SHA-256 neasurenent comnparison is performed in addition to
per - conmponent conparison. This is redundant given the conponent
checks but provides a cryptographi c guarantee: even if the conponent
conparison | ogic contains a bug, the nmeasurenment conparison wll
detect any state change.

Model State Attestation proves:

1. Model identity at commitnent tinme. The Operator conmitted to a
speci fic (nodel I d, nodel Version, systenPronptHash,
runti meConfi gHash) tuple before execution began. The ECDSA
signature and TEE attestation prove this conmtnment was nade
inside a trusted environnment and has not been altered.

2. Model state at execution tine. The TEE verification attestation
proves the nmeasurenment was reconputed inside the enclave
i medi atel y before execution, and that the reconputed neasurenent
mat ched the committed neasurenent.

3. Delegation binding. The recei ptHash conponent ensures the
commitnent is irrevocably bound to the specific delegation. A
conmi tnent nmade under receipt A MUST NOT be presented as valid
under receipt B.

Model State Attestation does not prove that the commtted nodel is
safe, aligned, or correctly configured. It does not inspect the
content of the systempronpt. |In sinulation node (the default for
testing), attestations are signed with a software ECDSA key rat her
than produced by real TEE hardware. Production depl oyments SHOULD
use Intel SGX, Intel TDX, or ARM TrustZone attestation
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8. Scope Discovery Protoco

The Scope Discovery Protocol addresses the upstream authorization
gap: a User cannot correctly define agent scope before observing
agent behavior. Asking users to define scope upfront produces one of
two failure nodes

Over-aut horization: The User grants broad perm ssions to avoid
bl ocking the agent. The agent is then authorized to perform
operations the User never intended to permt.

Under - aut hori zation: The User grants narrow perm ssions and the
agent fails mid-task, requiring repeated round-trips to expand
scope. Users respond by granting progressively w der perm ssions
under frustration

Nei t her outcone produces a receipt that reflects the User’'s actua
intent. The scope field becones a legal fiction rather than a
genui ne aut hori zati on boundary.

The Scope Discovery Protocol inverts the authorization sequence.

I nstead of asking Users to define scope before running the agent, it
runs the agent first in a sandboxed sinulation and uses the observed
behavior to derive the scope definition

The protocol proceeds in four stages:

Stage 1 -- Sandboxed observation
The agent function is wapped with transparent proxies for every
supported resource type (enmil, cal endar, paynent, files,
dat abase, network). Every operation call is intercepted,

ti mest anped, and appended to an observation |log. Mck data
mat chi ng the expected structure is returned so the agent proceeds
normal ly. No real |I/0O occurs; no side effects are produced.

Stage 2 -- Scope generation
The observation log is analyzed to produce:

a. A draftScope with an all owedActions |ist (de-duplicated
observed operations) and conservative deni edActions defaults
for delete, execute, and paynent operations.

b. A plainSummary in non-technical |anguage suitable for end-user
revi ew.
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c. riskFlags for: delete operations, execute operations, paynent
operations, external send and wite operations, and any
operation called nore than 50 tines in the observation
sessi on.

d. suggestedDeni als for dangerous operations the agent did not
use, with per-entry explanations.

Stage 3 -- Plain | anguage review
The Operator or User reviews the plain summary, risk flags, and
suggest ed deni al s before approving. An approve() call accepts
"renmove" and "add" arrays for surgical nodification of the draft
scope. This is the nmonent of genui ne human aut hori zati on,
grounded in observed behavi or rather than specul ation

Stage 4 -- Cryptographic commtnent:
The approved scope is enbedded into a Del egati on Recei pt using the
standard signing procedure (Section 4.3). The receipt includes a
scopeSchena field with the structured all owedActi ons and
deni edActions lists, and a discoveryMetadata field recording
observation count, any tinmeout abort, and the risk flags at
generation tine.

The recei pt produced by Scope Discovery is structurally identical to
one produced by direct issuance. It carries all standard fields and
MJST be verifiable by the standard Verify procedure (Section 6.1)

wi t hout nodification.

The critical property of observation-based scope generation is
groundi ng: every entry in all owedActions corresponds to an operation
the agent actually performed during a representative run. This is a
structural record of what the agent did, not a user estimate of what
it mght need.

Groundi ng has three practical consequences:

Precision: The allowedActions |ist contains exactly the resource/
operation pairs observed. An agent that reads email but never
wites it receives a receipt authorizing read on email, not wite.

Defensibility: The discoveryMet adata. observati onCount and ri skFl ags
fields provide evidence that scope was derived from observation
The audit trail runs fromobservation to draft to approval to
receipt.

Ratcheting: Each tinme the agent’s behavi or changes, a new
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observation session produces a new draft. |If the agent begins
calling a new operation class in a new version, that operation
surfaces in the risk flags before any receipt is issued for the
updated agent. Drift in agent behavior is detectable before it is
aut hori zed.

For operators who trust their agent’s observed behavior and do not
require manual review, a guided node provides a single-call end-to-
end flow that runs observe, generate, approve, and finalize
automatically. The returned riskFlags all ow operators to inspect
what was fl agged even when they choose not to gate on it.

9. Session State and Adaptive Authorization

A Del egation Receipt is a static artifact. It answers one question
at one nonent in tine: did this User authorize this Agent to perform
this class of actions? It cannot answer whether a specific action is
safe to take right now, given everything that has happened in this
sessi on.

Static receipts have three blind spots for |ong-running sessions:

The drift problem A receipt issued for "manage ny cal endar" renains
technically valid after the agent has sent 400 enmmils and received
a pronpt injection payload. The receipt scope string has not
changed and cannot reflect runtine events.

The escal ation problem A receipt with a generous scope becones
progressively nore dangerous as the agent accunul ates sensitive
data and accesses external services. Risk is not static -- it
depends on what cane before.

The injection problem A receipt cannot detect that the agent’s
i nput pipeline has been conprom sed m d-session by a pronpt
injection attack enbedded in retrieved content. The receipt was
signed before the session began; it has no know edge of runtine
i nput s.

SessionState cl oses these gaps by maintaining a live, stateful view
of each session that evolves with every action. It tracks a

trust Score for each session, initialized at 100 and bounded between 0O
and 100.

Trust decays when anomalies are detected:

trustScore -= anomaly.severity * trustDecayRate

Anomaly severity levels are defined as:
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Pronmpt injection detected : severity 5
Sensitive data in external dest. : severity 4
Frequency spi ke : severity 3
Scope edge usage . severity 2
First-time action : severity 1

Trust recovers slightly on each clean action

trust Score += trustRecoveryRate (default: 0.01)
Session status is driven by trust score threshol ds:
trustScore >= 30 : ACTIVE -- nornmal operation

trustScore < 30 : DEGRADED -- risk scores anplified
trustScore < 10 : SUSPENDED -- all actions bl ocked

May 2026

The DEGRADED state does not block operations directly. Instead, it

causes the risk scorer to apply a multiplier to every score,

maki ng

previously marginal decisions tip into REQU RE_APPROVAL or BLOCK

territory.
Bef ore each action, every payload is classified into one of four
sensitivity |evels:
RESTRICTED : SSN, credit card, nedical identifiers, APl keys
CONFI DENTI AL : Internal enmil addresses, system pronpts,
dat abase schemas, config files
| NTERNAL . Conpany domai n references, internal project
names, user |Ds
PUBLI C . Everything el se
Each | evel nodifies the block and approval threshol ds:
RESTRICTED : Block threshold drops to at nobst 60
CONFI DENTI AL : Approval threshold drops to at nost 40
| NTERNAL . No change
PUBLI C : Al thresholds relax by +10
The conpl ete deci sion engi ne eval uates five risk checks and maps the

final score to one of three outcones:
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Check 1 -- Sensitive data scan
SSN pattern +35
Credit card pattern +35
APl key pattern +30
Hi gh-entropy string +20
Pronmpt injection pattern +40
Passwor d keywor d +25

Check 2 -- External exfiltration:
External domain + sensitive data +30
First-time external domain +15

Check 3 -- Frequency anomal y:
Same action type >10x in 60s +25
>50 total actions in session +15

Check 4 -- Scope edge usage:
New perm ssion cl ass +10
At scope boundary +10

Check 5 -- Trust nmultiplier:
final Score = rawScore * (1 + (100 - trust) / 100)

i f session.status == SUSPENDED --> BLOCK
if final Score >= bl ockThreshol d --> BLOCK
i f final Score >= approval Threshol d --> REQUI RE_APPROVAL
el se --> ALLOW

The checks are determnistic and ordered. The same action, payl oad,
and session state al ways produce the sane score. Every BLOCK or
REQUI RE_APPROVAL deci si on SHOULD be acconpani ed by a structured
reason object identifying which specific checks contributed to the
score.

SessionState MJST be integrated with the PreExecutionVerifier as a
final check, running after all static receipt checks pass (see
Section 6.1). An action that passes all cryptographi c checks but
produces a BLOCK outconme from session risk evaluati on MUST NOT
execut e.

The architectural insight is that authorization is not binary. A
valid receipt is a necessary condition for execution, not a
sufficient one. Real-world safety requires a live, stateful |ayer
that observes behavior and adapts its decisions based on the ful
sessi on context.
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10.

10.

10.

Mul ti-Agent Del egation Chains

When a del egated Agent needs to hand off a subtask to another Agent,
the chain of authority MJUST remain auditable and bounded. DRP
enforces three invariants at every del egation hop

1. Scope Attenuation

Each del egation step MJUST produce a strict proper subset of the
parent’s authorized scope. Specifically:

1. Every action the child Agent is permtted MJST al ready appear in
the parent’s allowedActions list. An Agent MJST NOT grant
perm ssions it was not itself given

2. The child MJUST have strictly fewer permtted actions than the
parent. Equal scope MJST be rejected.

3. Every action explicitly denied by the parent in deni edActions
MJST be carried forward to the child. A child MAY add new deni ed
actions but MJST NOT renove any denial that the parent
est abl i shed.

The recei pt chain MJST track del egati on depth. The root receipt,
signed directly by the User, is at depth 0. Each del egation
increments depth by 1. Wen a del egati on woul d produce a receipt at
dept h >= nmaxDepth, the inplementation MIST rai se a MaxDept hExceeded
error before creating the receipt. The default naxDepth is 3,
meani ng at nost three |levels of agent-to-agent hand-off before the
chain MUST be re-anchored at the User |evel

The root receipt MIST carry a valid ECDSA P-256 signature fromthe

User’s key. |If the root could be generated by an Agent or Operator
wi t hout User invol venent, the entire chain could be bootstrapped
unilaterally, defeating the protocol. Any downstream Agent that

wants to prove its authority can walk the chain to the root and
denonstrate a continuous path of scope-narrow ng receipts.

2. Cascade Revocation

Revocation of a receipt in a nulti-agent chain MAY or may not cascade
to child receipts, depending on the revocation call
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When cascadeToChildren is true:
A breadth-first traversal of all descendants MJST be performed and
each descendant marked revoked. The cascade SHOULD be anchored to
the append-only | og before agents are notified, to prevent a race
condition where a child Agent conpletes an action between the
parent revocation and cascade propagati on.

When cascadeToChil dren is false:
Only the named receipt is invalidated. |Its children remain valid
until explicitly revoked. This allows surgical renoval of one
Agent froma chain w thout disrupting sibling branches.

Cascade revocation entries MJST be signed by the User’s private key
and anchored to the append-only log with the same requirenents as the
original revocation procedure (see Section 11.1).

11. Security Considerations
11.1. Threat Model
DRP considers the foll owi ng adversaries and mtigations:

Conpr omi sed Operator:
An attacker who gains control of the Operator’'s systens can alter
the instructions delivered to the Agent. Under DRP, any
instruction diverging fromthe hash comritted in the Del egation
Receipt is imediately detectable at step (7) of Verify. The
attacker cannot issue instructions that pass hash verification
wi thout the User’s private key.

Mal i ci ous Operator:
An Operator who intentionally instructs the Agent to exceed the
User’s authorization -- under comrercial pressure, |ega
conmpul sion, or bad faith -- produces a detectable instruction hash

m smat ch.  The di screpancy between committed and actua
instructions is an auditable fact in the append-only log. The
Operator cannot alter the log entry and cannot alter the signed
receipt.

Log Integrity:
The security of the protocol depends on the tanper-evidence of the
append-only log. |Inplenmentations SHOULD use decentralized | og
i npl ementations following the Certificate Transparency nodel that
do not depend on a single operator for integrity. Log fork
detection follows established approaches from CT ecosystens
[ RFC6962] .
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Key Conprom se:
If the User’s signing key is conpromi sed, an attacker can issue
Del egation Receipts in the User’s nane. Hardware key custody
using a FID2 authenticator [FIDX2] significantly reduces this
ri sk by maki ng key extraction technically infeasible on nodern
devi ces with secure encl aves.

Revocati on:
VWhen a User wi shes to revoke a Del egati on Receipt, they MJST:

1. Construct a revocation record containing: the SHA-256 hash of
the original receipt, a reason string, and a revocation
ti mestanp.

2. Sign the revocation record with the same private key used to
sign the original receipt.

3. Publish the signed revocation record to the append-only |og,
produci ng an i mutabl e | og anchor.

The | og anchor establishes the authoritative revocation tine.
Actions taken before this tinmestanp under the original receipt
remain valid. Actions attenpted after this tinestanp MJST fail.

Verification MIUST check revocati on before any other check
(Section 6.1, step 1). Because the revocation record is itself
signed by the User and anchored to the log, it carries the sane
evidentiary weight as the original receipt. Revocation is
audi t abl e, tanper-evident, and does not depend on the Qperator to
propagat e or acknow edge it.

Model Substitution:
An Operator could silently substitute a fine-tuned nodel variant
after receipt issuance. Moddel State Attestation (Section 7)
closes this gap by binding a cryptographic neasurenent of the
nodel state to the receipt at delegation tine and re-verifying
i nside a TEE at execution tine.

M cr o- Recei pt Fati gue:
A malicious Qperator could structure a workflow to generate nmany
m cro-recei pt requests in rapid succession, inducing the User to
approve actions they do not nmeaningfully review. This is
anal ogous to notification fatigue attacks agai nst MFA pronpts.
The protocol makes every approval a signed, auditable artifact.
Rate-limting and U affordances are the primary mtigation;
protocol inplenmentati ons SHOULD enforce a m nimum i nter-request
interval for mcro-receipt pronpts.
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11.

Non- Repudi at i on:
Let R be a Delegation Receipt with content C, user signature
sigma, and | og anchor L. Under the ECDSA P-256 EUF-CVA
unforgeability assunption, no party without the User’'s private key
can produce a valid sigma for any C. Therefore, the existence of
a valid receipt on the log is non-repudi abl e evidence that the
hol der of the private key authorized the content of C at tinme L.

Soundness:
For any action a where Verify(R, a) = true: (i) a falls within the
scope allowist in C (ii) a does not violate any boundary in G
(iii) if ais an execution action, the program s capability
signature matches the hash committed in C, and (iv) the Operator’s
instructions at execution tine hash to the value conmitted in C
Any deviation from(i)-(iv) causes Verify to return false. The
Qperator cannot alter C without invalidating sigm; the Operator
cannot alter L by the tanper-evidence property of the append-only
| 0g.

2. Semantic Gap

The protocol does not elimnate the semantic gap between authorized
scope and authorized intent. A User who authorizes "wite to

cal endar" may not intend to authorize deletion of all existing
events. The Scope Di scovery Protocol (Section 8) narrows this gap by
groundi ng scope definitions in observed agent behavior rather than
user specul ati on.

The "executes" scope class narrows the gap further for code execution
by requiring the SHA-256 hash of the progranis static capability DAG
rather than a programnanme or URI. A programidentified by nane or
URI can be silently replaced; a programidentified by its capability
si gnature MJST have the sane capability set as the authorized
version. Any capability addition or renpval changes the signature.

Nat ural | anguage MJUST NOT appear in any scope field. Scope entries
MUST be structured resource:operation pairs. This restriction exists
because natural |anguage scope definitions are anbi guous, subject to
interpretation, and cannot be used for deterministic validation. A
scope entry of "manage emmi|" does not deterministically resolve to a
set of pernmitted or deni ed operations.
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11.

Cryptographic primtive upgrade path: DRP uses SHA-256 throughout for
receipt 1D computation, instruction hash conm tment, manifest body
hashi ng, action | og chain Iinking, and revocation record |inking.

The version field in the receipt structure provides a mgration path
to SHA-3-256 (FIPS 202) or BLAKE3 in a future protocol version. Both
are drop-in replacenents for the SHA-256 role in this protocol. No
structural redesign is required for a hash function mgration

Quantum resi stance: ECDSA P-256 is vulnerable to Shor’s algorithm on
a sufficiently capabl e quantum conputer. The signing |ayer of the
protocol is therefore not post-quantum secure under current

i npl ementations. The migration path is through the FlI DO2/ WebAut hn
credential layer: because all DRP signing is abstracted behind the
WebAut hn API, a platformlevel upgrade to post-quantum Fl DO2
authenticators (e.g., CRYSTALS-Dilithium FALCON) upgrades the
protocol s quantum resi stance wi thout protocol-layer changes. The
append-only I og and hash commtnent structures are unaffected --
SHA- 256 prei nmage resistance is not threatened by known quantum

al gorithms.

For broader Al-specific risk management consi derations beyond the
crypt ographi c scope of this protocol, see the NIST Al Ri sk Managenent
Framewor k [ NI ST- Al - 100-1].

3. TEE Enforcenent

Cryptographic receipt verification al one cannot prevent a conprom sed
agent runtine fromcalling the verifier with a spoofed receipt,
receiving an "allowed" result, and then ignoring the scope. A three-
| ayer enforcenment nodel addresses this:

Layer 1 -- Receipt:
Crypt ographi c proof of User authorization (what). The User signs
a Del egation Recei pt specifying scope, boundaries, and Operator
instructions. Any tanpering is immedi ately detectable.

Layer 2 -- TEE
Har dwar e- measur ed executi on environnment (where and how). The
Agent runs inside an attested enclave whose neasurenment i s bound
to the receipt via the teeMeasurenent. expectedM encl ave fiel d.
Any substitution of nodel weights, verifier code, or platform
produces a different nmeasurenent and is detectable before
executi on.
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Layer 3 -- eBPF:
Kernel -1 evel enforcement. An eBPF LSM hook val i dates a signed
capability token on every rel evant syscall (security_ file_open,
security _socket connect, security task _execve). Scope violations
MUST be denied at the kernel |evel before they reach userspace.

W thout Layer 3, a conpromni sed agent runtine could bypass the
verifier. The eBPF LSMruns in kernel space and cannot be di sabl ed
by userspace code, including a conprom sed agent runtine. All three
| ayers MUST be present for the enforcenent nodel to be conplete and
non- bypassabl e.

Intel TDX and AMD SEV- SNP provi de encrypted nenory pages inaccessible
to the host OS and hypervi sor, hardware-rooted attestati on quotes
signed by the CPU vendor’s key, and measured boot that hashes every
conponent | oaded into the enclave. DRP binds del egation receipts to
encl ave nmeasurements vi a:

nrencl ave = SHA- 256(
platform || verifierHash || nodel Hash
)

This value is committed into the receipt’s

t eeMeasur enment . expect edMencl ave field at delegation tinme. At
execution tinme, the runtine reconputes nrenclave fromits runtinme
paraneters and MJST reject execution if there is any m smatch.
The token injection sequence is:

1. Confidential Runtine.launch() conputes nrenclave and verifies the
recei pt nmeasurenent.

2. PreExecutionVerifier.check() gates execution -- no valid receipt
nmeans no execution.

3. TokenPreparer. prepare() builds a signed capability token binding
recei pt hash, scope hash, and TEE quote hash

4. The token is injected into the agent process context.
5. The eBPF LSM validates the token on every rel evant syscall

6. Any operation not covered by the token’s scope MJUST be denied at
the kernel |evel

Nel son Expi res 4 Novenber 2026 [ Page 29]



I nternet-Draft Agent Del egati on Receipts May 2026

11.

12.

13.

4. Degraded Operation

When the del egation |l og is unavail able, inplenentations face a choice
bet ween fail-open and fail-closed behavi or.

RECOMVENDATI ON: | npl enent ati ons SHOULD fail-closed in regul ated
environnments. Wen the append-only | og cannot be reached for receipt
publication, the pre-execution verifier MJST deny execution rather
than proceed wi thout |og confirmation.

When operating against a locally cached revocation registry,

i npl ement ati ons MJST note the cache tinestanp and SHOULD rej ect
receipts issued after the cache was | ast updated if the cache age
exceeds a configurabl e maxi num

| npl enent ati ons MAY conti nue execution in degraded node with explicit
operat or acknow edgnent, but MJST record the degraded status in the
action log entry and MJST surface this status in any audit export
produced during the degraded peri od.

I mpl enent ati ons SHOULD provi de configuration to specify maxi num
acceptabl e cache age for revocation data, defaulting to one hour for
regul at ed depl oynents.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC3161] Adans, C., Cain, P., Pinkas, D., and R Zuccherato,
"Internet X. 509 Public Key Infrastructure Tine-Stanp
Protocol (TSP)", RFC 3161, DO 10.17487/ RFC3161, August
2001, <https://wwrfc-editor.org/info/rfc3161>.

[ RFC7517] Jones, M, "JSON Wb Key (JWK)", RFC 7517,
DO 10. 17487/ RFC7517, May 2015,
<https://www. rfc-editor.org/info/rfc7517>.

Nel son Expi res 4 Novenber 2026 [ Page 30]



I nternet-Draft Agent Del egati on Receipts May 2026

[ RFC7518] Jones, M, "JSON Wb Al gorithms (JWA)", RFC 7518,
DO 10.17487/ RFC7518, May 2015,
<https://www. rfc-editor.org/info/rfc7518>.

14. Informative References

[ NI ST- Al -100- 1]
National Institute of Standards and Technol ogy,
"Artificial Intelligence R sk Management Framework (Al RMF
1.0)", NI ST Al 100-1, January 2023,
<https://doi.org/10. 6028/ NI ST. Al . 100- 1>.

[ WVBC- VebAut hn]
Bal fanz, D., "Web Authentication: An APl for Accessing
Public Key Credentials Level 2", WBC Reconmendati on
webaut hn-2, April 2021,
<https://ww. w3. or g/ TR webaut hn- 2/ >.

[ FI DO2] FIDO Al liance, "Cient to Authenticator Protocol (CTAP)",
FI DO Al li ance Proposed Standard CTAP-v2.1, June 2021,
<https://fidoalliance. org/specs/fido-v2.1-ps-20210615/
fido-client-to-authenticator-protocol-v2.1-ps-

20210615. htm >.

[ RFC6962] Laurie, B., Langley, A, and E. Kasper, "Certificate
Transparency", RFC 6962, DO 10.17487/ RFC6962, June 2013,
<https://www. rfc-editor.org/info/rfc6962>.

[ RFC8693] Jones, M, Nadalin, A, Campbell, B., Bradley, J., and C
Mortinore, "QAuth 2.0 Token Exchange", RFC 8693,
DA 10.17487/ RFC8693, January 2020,
<https://ww.rfc-editor.org/info/rfc8693>.

[ RFC9396] Lodderstedt, T., Richer, J., and B. Canpbell, "QAuth 2.0
Ri ch Aut horization Requests", RFC 9396,
DO 10. 17487/ RFC9396, May 2023,
<https://www. rfc-editor.org/info/rfc9396>.
Acknowl edgenent s
The authors thank the | ETF WMSE, QAuth, and SCI TT worki ng groups for
their work on workload identity, token exchange, and supply chain
integrity, which inforned the design of this protocol.

Aut hor’ s Addr ess

Nel son Expi res 4 Novenber 2026 [ Page 31]



I nternet-Draft Agent Del egati on Receipts May 2026

Ryan Nel son

Aut hpr oof

dinton, Cklahoma

United States of Anmerica
Enmai | : ryan@ut hproof . dev
UR : htt ps://aut hproof. dev

Nel son Expi res 4 Novenber 2026 [ Page 32]



