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Abst r act

The Agent Definition Language (ADL) provides a standard JSON based
format for describing Al agents. An ADL docunent declares an agent’s
identity, capabilities, tools, perm ssions, security requirenents,
data classification, and runtinme configuration in a single, machine-
readabl e artifact. ADL enables discovery, interoperability,

depl oynent, and |ifecycl e managenent of Al agents across diverse
platforns and runtinmes. This docunent defines the structure of ADL
docunents, the semantics of their nenbers, conformance requirenents
for inplementations, and the registration of the application/adl+json
medi a type

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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1.

1.

2

3.

*  *Deployment:* Runtime environnents can provision and configure
agents based on decl ared requirenents.

*  *Security:* Perm ssion boundaries and security requirenents are
explicitly declared and enforceabl e.

* *Lifecycle:* Agents can be versioned, tracked through operationa
states, and managed across their entire lifecycle fromdraft to
retirement.

CGoal s

* *Portable:* ADL docurments describe agents independent of any
specific runtine, platform or provider.

* *|nteroperable:* ADL docunents can be transforned into other
formats (A2A Agent Cards, MCP configurations) and consuned by
di verse tooling.

* *Extensible:* ADL supports profiles that add donai n-specific
requi renents w thout changing the core specification

* *Secure:* Perm ssion boundaries, authentication, and security
constraints are first-class concepts.

* *Machi ne-readabl e:* ADL docunents are validated agai nst JSON
Schema and can be processed programmatically.

* *Human-friendly:* C ear nam ng conventions and structures that are
easy to read and aut hor.

Desi gn Model
An ADL docunent functions as a *passport* for an Al agent. It
carries the declarations that a counterparty -- peer agent, gateway,
orchestrator, registry, or human operator -- needs to nake a trust

decision: identity, capabilities, permssions, security posture, and
gover nance signal s.

The passport nodel establishes two principles:

1. *Self-contained trust signals.* An ADL docunent *MJST* contain
enough information for a counterparty to eval uate whether to
interact with the agent, without requiring access to externa
syst ens.

Nedervel d Expires 19 Septenber 2026 [ Page 5]
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2. *Separation of declaration fromoperations.* Operational detail
that changes i ndependently of the agent’s decl ared behavior --
escal ati on contacts, audit schedul es, evaluation reports,
depl oynent logs -- belongs in external records (e.g., a
governance record in a registry), not in the passport. Profiles
*MAY* define linking nmenbers (e.g., governance_record_ref) that
ref erence such records by stable URI.

Thi s separation ensures that: - The passport remains conpact for
agent -t o-agent and agent-to-gateway interactions. - Operational
changes (personnel rotation, policy updates) do not require re-
i ssuing the passport. - Internal operational detail is not exposed to
external counterparties.

1.4. Relationship to O her Specifications
ADL builds upon and interoperates with:

*  **JSON [ RFC8259] -- ADL docunents are valid JSON

*  *JSON Scherma* [JSON- SCHEMA] -- ADL docunents are validated agai nst
JSON Schenm; tool paraneters use JSON Schema for types.

* *A2A Protocol* [A2A] -- ADL docunents can generate A2A Agent
Car ds.

* *Mbdel Context Protocol (MCP)* [MCP] -- ADL docunments can generate

MCP server configurations; tools, resources, and pronpts align
with MCP primtives.

*  *QpenAPl* [OPENAPI] -- ADL can reference OpenAPl specifications
for HITP-based tools.

* *WBC DIDs* [WBC.DID] / *Verifiable Credential s* [WBC. VC] -- ADL
supports DIDs for cryptographic identity and VCs for attestations.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Nedervel d Expires 19 Septenber 2026 [ Page 6]
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3.

Ter mi nol ogy

The ternms "Al agent”, "Al systent, "autonony”, and "autonmation" are
used in this docunment consistent with their definitions in

[1SO 22989]. Wiere this specification narrows an | SO | EC 22989 term
the narrower definition bel ow takes precedence.

| Term | Definition |

[} gt p——— g —p———————————————————————————————————————————

| *ADL | A JSON object that conforns to this specification.

| documnent* | |

I T e +
*agent * An Al agent [ISO 22989] further scoped as an Al

I I
| system [ISO 22989] that operates wthin boundaries
| declared by an ADL docunment. An agent senses and

| responds to its environment and takes actions to
| achieve its goals, subject to the pernissions and
| constraints expressed in its ADL docunent. |

| An engi neered systemthat generates outputs such |
| as content, forecasts, recomendations, or |
| decisions for a given set of human-defined |
| objectives [ISO 22989]. |

| The Al nodel (e.g., large |anguage nodel) that |
| powers an agent’s reasoning. In [|ISO 22989] |
| terms, a nodel is the |earned conputational |
| artifact within an Al system |

| A function or capability that an agent can invoke
| to performan action or retrieve information |
| (equivalent to "function" in function-calling and
| "tool"™ in [MCP]). |

| *resource* | A data source that an agent can read from (e.g., |
| | vector store, know edge base, file systenj. |

| *pronpt* | A predefined pronpt tenplate that an agent can |
| | use. |

| *profile* | A set of additional requirenments and nenbers that
| | extend the core ADL specification for specific
| | domai ns. |

| *permission | A category of system access (network, filesystem |
| domai n* | etc.) that defines operational boundaries for an |
| | agent. |

Nedervel d Expires 19 Septenber 2026 [ Page 7]
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4.

4.

4.

1.

2.

*

*

*

*runtime* | The system or environnent that executes an agent |
| based on its ADL definition. |

| The characteristic of a systemthat is capable of |
| nodifying its intended domai n of use or goal |
| without external intervention, control, or |
| oversight [ISO 22989]. ADL expresses the degree |
| of permitted autonony through the autonony menber |
| and governance profile tiers. |

Docunent Structure

Medi a Type

ADL docunents use the media type *application/adl +j son*.

ADL docunents *MJST* be encoded in UTF-8.

ADL docunents *MJST* be valid JSON [ RFC8259].

Menber nanmes *MJST* use *snake_case* (| owercase with underscores).

Al tinmestanps *MJST* be 1 SO 8601 strings with tinmezone (e.qg.,
"2026-02-15T14: 30: 00Z").

Al URIs *MJST* conformto [ RFC3986].

*YAML aut horing and JSON canonical form* YAM. is an authoring
conveni ence; JSON is the canonical wire format. Wen an ADL
docunent is authored in YAM,, inplenentations *MJST* convert it to
JSON for processing and validation. The nmedia type application/
adl +j son applies to the JSON canonical form

Top- Level nhject

An ADL docunent *MJST* be a single JSON object.

*Requi red nenbers: *

adl _spec (Section 5.1)
nane (Section 5.3)

description (Section 5.4)

Nedervel d Expires 19 Septenber 2026 [ Page 8]
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* version (Section 5.5)
* data_classification (Section 10.4)
*Optional nenbers:*

* S$schemmn, id, provider, cryptographic_identity, lifecycle, nodel,
system pronpt, tools, resources, pronpts, perm ssions, security,
runtime, netadata, profiles

An ADL docunent *MJST NOT* contain nmenbers not defined by this
specification, a declared profile, or the extension mechani sm

Ext ensi on Mechani sm

* *Profiles:* Add domai n-specific requirenments and nenbers; decl ared
in profiles. See Section 13.

* *Extensions object:* Customvendor data without a full profile.
An ext ensi ons nenber *MAY* appear at any object |evel within an
ADL docunent. Wthin extensions, vendor data is grouped under
rever se-donmai n nanespace keys

Vendor namespace keys *MJST* use reverse-dommin notation with at
| east two dot-separated segnments (e.g., comacne, io0.anthropic,
org. exampl e.research). Keys *MJST* conformto the vendor-key
production in Appendix D. Single-segnment keys (e.g., acne) and
uppercase keys (e.g., COM ACME) are invalid.

I mpl ement ati ons *MJST* preserve extensions nenbers when round-

tri pping ADL docunents. |Inplenentations *MAY* ignore the contents of
extensions. |nplenmentations *MJUST NOT* reject docunments containing
ext ensi ons wi th unknown vendor namespaces.

The nenber nane extensions is reserved at every object level in an
ADL docunent. |nplenentations *MJUST NOT* define non-extension
semantics for the extensions nmenber.

Exanpl e:

json { "adl spec": "0.2.0", "nane": "lnvoice Processor", "version"
"2.0.0", "description": "Processes and routes invoices.",
"data_classification": { "sensitivity": "confidential", "extensions"
{ "comacme": { "data_tier": "gold", "retention_override_approved"
true } } }, "nodel”: { "nane": "acne-I|arge-2024", "extensions": {
"comacnme": { "nodel tier": "premuni, "cost per_ 1k tokens": 0.03 } }
}, "extensions": { "comacne": { "internal _id": "inv-proc-007",

"cost _center": "engineering" } } }

erveld Expires 19 Septenber 2026 [ Page 9]
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4. 4.

5.

Pattern Matchi ng

Several ADL nenbers use patterns to specify allowed or denied val ues.
ADL defines a mnimal pattern syntax based on a subset of glob
mat ching rules. The follow ng constructs are support ed:

1. *Literal match.* A string with no wildcard characters matches
only itself. Matching is case-sensitive unless the underlying
systemis case-insensitive (e.g., Wndows filesystem paths).

2. *Single-segnent wildcard (*).* The * character matches zero or
nmore characters within a single segnent. The segnent boundary
depends on context:

* *Host patterns* (Section 9.2): segnents are separated by .
(dot). * does not match dots. *.exanple.com matches
api . exanpl e. com but does not match deep. sub. exanpl e. com

* *Environnent variable patterns* (Section 9.4): * matches any
characters in the variable nane. APP * matches APP_PORT and
APP_HOST.

*  *Command patterns* (Section 9.5): * matches any characters in
t he conmand nane.

3. *Milti-segnent wildcard (**).* The ** sequence matches zero or
nmore path segments including separators. Valid only in
filesystem path patterns (Section 9.3). /data/** matches /data/,
/dat a/ foo, and /data/foo/bar/baz. ** *MJST NOT* appear in host
patterns, environnent variable patterns, or conmmand patterns.

4. *Restrictions.* Patterns *MJST* contain w ldcards only in the
positions described above. Md-string wildcards (e.g., foo*bar)
are *NOT RECOMVENDED*; inplenmentations *MAY* reject them A bare
* as an entire pattern (matching everything) is valid but *NOT
RECOMVENDED* for security-sensitive domains (all owed _hosts,
al | omed_vari ables). Inplenentations *SHOULD* warn when a bare *
wi ldcard is used in perm ssion patterns.

I npl enent ati ons *MJUST* apply patterns using the rules defined in this
section. Inplenmentations *MJUST NOT* interpret patterns as regul ar
expressions. Formal grammar productions for pattern el enents are
defined in Appendi x D.

Core Menbers

Nedervel d Expires 19 Septenber 2026 [ Page 10]
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5.1. ADL Specification
Specifies the ADL specification version the docunment conforns to.

*  *REQUI RED. * Val ue *MUST* be a string in semantic versioning fornmat
(MAJOR M NOR. PATCH). The format *MJST* conformto the senver
production in Appendi x D.

* I nplenmentations *MJST* reject docunents with an unsupported
adl _spec version.

* | nplenmentations *SHOULD* support docunents with the same MAJOR
versi on and | ower or equal M NOR version.

* Pre-rel ease suffixes (e.g., "0.2.0-draft"”) *MJST NOT* appear in
adl _spec values. Only release versions are valid for confornmance.
Pre-rel ease identifiers *MAY* appear in the agent’s own version
menber (Section 5.5).

Exanmpl e: "adl _spec": "0.2.0"
5.2. $schem
Optional. URI reference to the JSON Schena for validation.
* RECOMVENDED* for JSON docunents (enables |IDE validation). Canonica
schema URI for ADL 0.2: https://adl-spec.org/0.2/schema.json
5.3. Name

Human-r eadabl e nanme for the agent. *REQUI RED.* Val ue *MJST* be a non-
enpty string. For nmachine identifiers, use id (Section 6.1).

5.4. Description

Human-r eadabl e description of the agent’s purpose and capabilities.
*REQUI RED. * Val ue *MUST* be a non-enpty string. *SHOULD* be
sufficient for users to understand what the agent does without
exam ning tool definitions.

5.5. Version

Agent’s version. *REQU RED.* Val ue *MJST* be a string in semantic
versioning format (MAJOR. M NOR PATCH); the format *MJST* conformto
the senver production in Appendix D. Agent version changes *SHOULD*
foll ow Senmver (MAJOR breaking; M NOR new capabilities; PATCH:
fixes, docs).

Nedervel d Expires 19 Septenber 2026 [ Page 11]
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5.

5.

Nedervel d Expires 19 Septenber 2026 [ Page 12]

6.

6.

Li fecycl e

Operational lifecycle status of the agent. *OPTI ONAL.* Wien present,

val ue *MJUST* be an object containing at mninmum a status nenber.

| Menber | Type | Required | Description
| status | string | REQURED | Lifecycle state of the
I I | agent
o a o T S o e e e e e e eee e
| effective date | string | OPTIONAL | | SO 8601 tinestanp when
| | | | current status took effect
oo o - Fomm e - o - Fomm oo - o e e e e e e e e m e e
| sunset_date | string | OPTIONAL | |1SO 8601 tinmestanp for
| | | | planned or actual
| | | | retirenent
o a o T S o e e e e e e e i e
| successor | string | OPTIONAL | URI or URN of the
| | | | replacenment agent
o e Fomm oo TS o e e e e e e e e e o
Tabl e 2
1. status

*REQUI RED* when lifecycle is present. Value *MJST* be one of:

[ ety sl
| Status | Meaning

| draft | Under devel opnent; not ready for production use
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo

| active | Operational and avail able for use

S TR .

| deprecated | Superseded; discouraged for new use; nay be renpved |
S IR e

| retired | End-of-life; no | onger operational

R o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo

Table 3

When lifecycle is onitted, no lifecycle assertion is nade.
I mpl enent ati ons *MJUST NOT* assune a default status.
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Runti mes *SHOULD* check |ifecycle.status before provisioning agents.
Runt i mes *SHOULD NOT* provision agents with status draft in
production environments. Runtimes *SHOULD* warn users when

provi sioning agents with status deprecated. Runtinmes *MJST NOT*
provi sion or execute agents with status retired.

*Note:* "Provision" and "execute" refer to instantiating an agent
for operation. Reading, parsing, validating, analyzing, or
mgrating froman agent definition is unrestricted regardl ess of
|lifecycle status.

5.6.2. effective date

When present, value *MJST* be a valid |1 SO 8601 string with tinezone.
I ndi cates when the current status took effect.

5.6.3. sunset_date

When present, value *MJST* be a valid | SO 8601 string with tinezone.
I ndi cates when the agent will be or was retired. |nplenentations
*SHOULD* warn when sunset _date is in the future and within 30 days.
When sunset _date is in the past and status is deprecated, runtines
*SHOULD* treat the agent as retired

5.6.4. successor

When present, value *MJST* be a string; *SHOULD* be a URI or URN
identifying the replacenent agent (see Section 6.1 for identifier
formats). *SHOULD* be present when status is deprecated or retired.

I mpl ement ati ons *SHOULD* warn if successor is present when status is
active or draft.

Exanpl e:

json { "lifecycle": { "status": "deprecated", "effective date":
"2026-01- 15T00: 00: 00Z", "sunset _date": "2026-08-01T00: 00: 00Z",
"successor": "https://acnme. exanpl e. com agent s/ research-assistant" } }

6. Agent ldentity

6.1. Id

Uni que identifier for the agent. *OPTIONAL.* When present, val ue
*MJUST* be a string and *MJUST* be a valid URI [ RFC3986] or URN
[ RFC8141] .

Identifier formats, in order of preference:

Nedervel d Expires 19 Septenber 2026 [ Page 13]
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6.

2.

*HTTPS URI ( RECOVMENDED) : * https://{domai n}/agents/{nane} --

Provi des ownership verification via TLS, direct resolution to the
agent’s ADL docunent, and natural integration with .well-known

di scovery (Section 6.4). The domain authority *SHOULD* serve the
ADL docunent at the identifier URL with media type application/
adl +j son.

*Decentralized ldentifier:* did:web:{domain}:agents:{nane} --
Provi des cryptographic identity binding via the DI D Docunent.
Resol ution foll ows the did:web nethod specification [WBC. DI D).

* RECOMVENDED* when crypt ographic verification of agent identity
is required independent of transport.

*URN (of fline/catal og use):* urn:adl:{namespace}:{nane}: {version}
-- Location-independent identifier suitable for air-gapped
environnments, offline catalogs, and internal registries where
network resolution is unavailable. URN identifiers provide

nam ng only; they do not support ownership verification or

di scovery w thout an external resolver.

When an agent has both a resolvable identifier (HITPS URI or DI D) and
a URN, the resolvable identifier *SHOULD* be used as the primary id
value. The URN *MAY* be recorded in netadata for catal og
interoperability.

*Note: * The urn:adl: namespace identifier is used as a convention
in this specification but is not yet a regi stered URN nanespace
per [ RFC8141]. Formal registration with IANA will be pursued in a
future revision. Inplenmentations *SHOULD NOT* assune t hat

urn:adl: URNs are globally resol vabl e.

Pr ovi der

Identifies the organization or entity that provides the agent.
*OPTI ONAL. * When present, val ue *MJST* be an object:

E oo oo oo g el oo g
| Menmber | Type | Required | Description |
L by oo oo s ey o ey oo s e g
| nane | string | REQU RED | Provider name |
S I - +
| url | string | OPTIONAL | Provider website |
S IR I p—— T e +
| contact | string | OPTIONAL | Contact email |
. R R R o +

Tabl e 4

Nedervel d Expires 19 Septenber 2026 [ Page 14]
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6.3. Cryptographic ldentity

Cryptographic identification for the agent. *COPTIONAL.* \Wen present,
val ue *MJST* be an obj ect:

[ oo s e oo e
| Menber | Type | Required | Description |
[ el ool s sl s s sl
| did | string | OPTIONAL | Decentralized |
| | | | Identifier [WBC.DID] |
I F-------- I L I I I I A +

| public_key | object | OPTIONAL | Public key for |
| I | | signature verification |

Table 5

At | east one of did or public_key *SHOULD* be present. The
public_key object, when present, *MJST* contain algorithm (string,
REQUI RED) and val ue (string, Base64-encoded, REQUI RED).

| mpl enent ati ons *SHOULD* reject weak algorithms (e.g., RSA bel ow 2048
bits, DSA, ECDSA bel ow P-256). EdDSA (Ed25519, Ed448) is

* RECOMVENDED* .

Exanpl e (agent identity with DID and public key):

json { "id": "https://acme. exanpl e. conf agent s/i nvoi ce- processor"”,
"provider": { "nanme": "Acme Corp", "url": "https://acne.exanple.coni,
"contact": "ai-platform@cne. exanpl e. com' },
"cryptographic_identity": { "did":

"di d: web: acne. exanpl e. com agent s:i nvoi ce-processor"”, "public_key": {

"al gorithni: "Ed25519", "val ue":
" MCowBQYDK2VwAy EAGOIECWYEZf 6FQbr BZ9wW7| shGhgowt r bLDFwWAr XAxZuE=" } } }

6.4. Discovery
Agent di scovery enables clients to | ocate agents published by a
domai n wi thout prior know edge of individual agent identifiers.
Domai ns hosting ADL agents *MAY* publish a discovery docunent at the
wel | -known URI [ RFCB8615]:

https://{donmai n}/.well -known/ adl - agent s
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The di scovery docunent, when present, *MJST* be a JSON object served
with media type application/json and *MJST* contain an agents array.
Each entry in the array *MJST* be an object with at least id (string,
the agent’s identifier per Section 6.1) and adl _docunent (string, URL
to the full ADL docunent). Entries *MAY* include nane, version,
description, and status.

Exanpl e di scovery docunent:

json { "adl discovery": "1.0", "agents": [ { "id":
"https://acne. exanpl e. com agent s/i nvoi ce-processor"”, "adl docunent":
"https://acne. exanpl e. com agent s/ i nvoi ce-processor/adl .json", "nane":
"Invoi ce Processor", "version": "2.0.0", "status": "active" }, {
"id": "https://acne.exanpl e. conf agent s/ resear ch-assi stant",

"adl _docunent": "https://acne. exanpl e. conf agent s/ resear ch- assi stant/
adl .json", "nane": "Research Assistant", "version": "2.1.0",
"status": "active" } ] }

Clients perform ng discovery *MJUST* fetch the di scovery document over
HTTPS. Cdients *SHOULD* validate the TLS certificate chain. The

di scovery docunent *SHOULD* be cacheabl e; servers *SHOULD* set
appropri ate Cache-Control headers.

*Note: * Registration of .well-known/adl-agents with | ANA per
[ RFC8615] will be pursued al ongside the | ETF Internet-Draft
submi ssi on.

7. Mbdel Configuration

7.1. Model

Al nodel configuration. *OPTIONAL. * When omtted, the runtime
determ nes the nmodel. Wen present, value *MJST* be an object:
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| Menber | Type | Required | Description |
[} e —————— Ll————— Llpp—p——_—————_ s —p—_—————————————r
| provider | string | OPTIONAL | Model provider identifier |
o a o T S o m e e e e e iee i +
| name | string | OPTIONAL | Model identifier |
o a o R S Fom e e e e i +
| version | string | OPTIONAL | Mbdel version |
o e Fomm oo TS o e e e e e e e e m o +
| context_w ndow | number | OPTIONAL | Max context w ndow (tokens) |
o a o T S o m e e e e e iee i +
| tenperature | nunmber | OPTIONAL | Sanpling tenperature |
I I I | (0.0-2.0) I
oo o - Fomm e - o - Fomm oo - o e e e e e e e ememao - +
| max_t okens | nunmber | OPTIONAL | Max out put tokens |
S S SRR TS oo e e e e e e e e oo - - +
| capabilities | array | OPTIONAL | Required nodel capabilities |
o a o T S o mm e e e e e e e i +
Table 6

capabilities values may include: function_calling, vision,
code_execution, streamn ng.

7.2. System Pronpt

System pronpt for the agent. *OPTIONAL.* Val ue *MJST* be a string or
an object. Wen an object, it *MJST* contain tenplate (string,
REQUI RED) and *MAY* contain variabl es (object).

7.2.1. Tenplate Variable Syntax

Variables in tenpl ates use the {{variable_nane}} syntax and *MJST*
conformto the tenplate-var production in Appendix D. Variable nanes
*MUST* begin with a letter (A-Z or a-z) and *MAY* contain letters,
digits, and underscores.

*Escaping:* To include a literal {{ in tenplate text w thout
triggering variabl e substitution, inplenentations *MJST* support the
escape sequence \{{. A\{{ in the tenplate string is rendered as {{
and is not treated as a variable reference.

*Undefined variabl es:* When a tenplate references a variabl e nane not
present in variables, the inplenentation *MIST* treat this as an
error (error code ADL-1006) and *MJST NOT* silently substitute an
enpty string. |Inplementations *SHOULD* include the undefined
variable name in the error detail.
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Exanpl e:

json { "nodel": { "provider": "acne-ai", "nane": "acne-|arge-2024",
"cont ext _wi ndow': 200000, "tenperature": 0.7, "max_tokens": 4096,
"capabilities": ["function_calling", "vision"] }, "systempronpt": {
"tenplate": "You are a hel pful assistant for {{conpany_nane}}. Today
is {{current_date}}.", "variables": { "conpany_nane": "Acne Corp",

"current _date": "2026-02-18" } } }
8. Capabilities
8.1. Tools

Array of tool objects (functions the agent can invoke). *OPTI ONAL. *
Each tool *MJST* contain name (string, REQUI RED) and description
(string, REQU RED). Each tool *NMAY* contain: paraneters (JSON
Schema), returns (JSON Schemm), exanples, requires_confirnmation
(bool ), idenmpotent (bool), read only (bool), annotations,

data_cl assification (Section 10.4). Tool names *MJST* be uni que,
*MUST* match ~[a-z][a-z0-9_]1*$%, and *MJST* conformto the tool-nane
production in Appendix D. The paraneters and returns objects, when
present, *MJST* be valid JSON Schensa.

The exanpl es menber, when present, *MJST* be an array of exanple
obj ects. Each exanpl e object *MAY* contai n:

[ ettty ———— ppp—p—p———(—— lf e p—p—p—p—_—————(——————(—————(——————————r
| Menber | Type | Required | Description |
[ ety el sy e s sl
| name | string | OPTIONAL | Human-readabl e nane for the exanple |
Fommmaa - T IR T T Tt +
| input | object | OPTIONAL | Exanpl e input paraneters |
Fomm oo Fomm oo TS oo e m e e e e e e e e e e e e mm e mmmaa o - +
| output | any | OPTIONAL | Expected output val ue |
S I S Focmmnaaann O +
Table 7

The annot ati ons nmenber, when present, *MJST* be an object containing
i npl ementation hints and netadata. Annotations is an open object --
i mpl ement ati ons *MAY* add custom keys. Standard annotati on nmenbers
i ncl ude:
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[ ooy oo oo oo e e
| Menber | Type | Required | Description |
[ ooy oo sy e e
| openapi _ref | string | OPTIONAL | URI to an QpenAPl |
| | | specification |
I R ppe—— S T R +
| operation_id | string | OPTIONAL | OpenAPl operation |
| | | | identifier |
S R R o +
Tabl e 8

See Section 15.3 for OpenAPl integration details. |Inplenentations
*MJUST* preserve all annotation menbers when processing, including
unr ecogni zed keys.

Exanpl e:

json { "tools": [ { "nane": "search_invoices", "description": "Search
for invoices by vendor name, date range, or anount.", "parameters": {
"type": "object", "properties": { "vendor": { "type": "string",
"description": "Vendor name to search" }, "date fronm: { "type"
"string", "format": "date" }, "date_to": { "type": "string",
"format": "date" } }, "required": [] }, "returns": { "type": "array",
"itenms": { "type": "object" } }, "exanples": [ { "nanme": "Search by
vendor", "input": { "vendor": "Acme Supplies" }, "output": [{ "id":

"I Nv-001", "anount": 1500.00 }] } ], "idenpotent”: true, "read_only"
true, "annotations": { "openapi _ref": "https://api.acne.exanple.conl
openapi .json", "operation_id": "searchlnvoices" },
"data_classification": { "sensitivity": "confidential" } } ] }

8. 2. Resour ces

Array of resource objects (data sources the agent can access).

*OPTI ONAL. * Each resource *MJUST* contain nane (string, REQU RED) and
type (string, REQU RED). type *MJST* be one of: vector_store,

know edge _base, file, api, database. Each resource *MAY* contain:
description, uri, mme_types, schema, annotations,

data_cl assification (Section 10.4). Resource nanes *MJST* be uni que.

The mine_types nenber, when present, *MJST* be an array of strings.
Each val ue *MJST* be a valid M ME type (e.g., "application/json",
"text/plain").

The schema nenber, when present, *MJST* be a valid JSON Schema
describing the structure of the resource’s data.
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The annot ati ons nmenber, when present, *MJST* be an object. Same
semantics as tool.annotations -- an open object for inplementation
hints that *MJST* be preserved when processing.

Exanpl e:

json { "resources": [ { "name": "invoice_store", "type":
"vector_store", "description": "Vector store containing indexed

i nvoi ce docunents for semantic search.™, "uri":
"https://store.acne. exanpl e. conlinvoi ces", "mnme_types":
["application/pdf", "application/json"], "data classification": {
"sensitivity": "confidential" } } 1 }

8.3. Pronpts

Array of pronpt objects (reusable pronpt tenplates). *COPTIONAL.* Each
pronpt *MJST* contain nanme (string, REQUI RED) and tenplate (string,
REQUI RED). Each pronpt *MAY* contain description, argunents (JSON
Schema). Tenplate argunents use {{argunent_nane}} and *MJST* conform
to the tenpl ate-var production in Appendix D. Pronpt names *MJST* be

uni que.

Exanpl e:

json { "prompts": [ { "name": "summarize_invoice", "description":
"Summari zes an invoice for a reviewer.", "tenplate": "Summarize the

foll owi ng invoice for
{{reviewer _role}}:\n\n{{invoice text}}\n\nHi ghlight anpbunts over

{{threshol d}}.", "arguments": { "type": "object", "properties": {
"reviewer _role": { "type": "string" }, "invoice_ text": { "type":
"string" }, "threshold": { "type": "nunber" } }, "required":
["reviewer _role", "invoice_text"] } } ] }

9. Perm ssions
The perm ssions nmenber defines the agent’s operational boundari es.
*OPTI ONAL. * When present, value *MJST* be an object containing one or
nmor e perm ssion domai n nenbers.

9.1. Perm ssions Mbdel

| Domain | Description |
| network | Network access boundaries |
R o e e e e e e o - +
| filesystem | Filesystem access boundaries |
o e e oo o e e e e e e e i e +
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| environment | Environment variable access |

Table 9

Per m ssi ons operate on a *deny-by-default* nodel. Runtinmes *MJST*
deny any capability not explicitly granted in the perm ssions nenber.
Runti nes *MUST* enforce declared perm ssions. Runtines that cannot
enforce a specific perm ssion domain *MJUST* warn users before
execution and *SHOULD* refuse to execute the agent unless the user
explicitly acknow edges the limtation

When the pernissions nenber is onmtted froman ADL docunent, no
perm ssions are granted to the agent. Runtines *MJST* treat the
absence of perm ssions as equivalent to an enpty perm ssions object
-- the agent has no granted capabilities.

When a specific permission domain (e.g., network, filesystem is
omtted fromthe perm ssions object, all operations in that domain
are denied. For example, if perm ssions is present but does not
contain network, the agent *MJST* have no network access.

Runtinmes *MUST NOT* infer, assune, or provide default perm ssions
when perm ssions or a permnission domain is absent.

9.1.1. Conflict Resolution

When a val ue matches both an allowed_* pattern and a denied_* pattern
within the sane pernission domain, the denied_* pattern *MJST* take
precedence. The agent *MJST NOT* be granted access to any val ue

mat ched by a denied * pattern, regardl ess of whether it also matches
an allowed_* pattern. This deny-takes-precedence rule ensures that
explicit exclusions cannot be overridden by broad all ow patterns.

Example: If allowed_variables is ["APP_*"] and denied_variables is
["APP_SECRET *"], the variable APP_SECRET KEY is *deni ed* even though
it matches APP_*.

9.2. Network
May contain: allowed_hosts (array of host patterns), allowed_ports,

al | oned protocols, deny private (bool). Host patterns support exact
mat ch and *. exanpl e. com
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Host patterns in allowed_hosts *MJST* conformto the pattern syntax
defined in Section 4.4.

9.3. Filesystem

May contain: allowed paths (array of { path, access } where access is
read, wite, or read_wite), denied_paths.

Path patterns in allowed_paths[*].path and deni ed_pat hs *MJST*
conformto the pattern syntax defined in Section 4.4. The ** nulti-
segnent wildcard is valid in filesystem path patterns.

9.4. Environnent

May contain: allowed_variabl es, denied variables (patterns with
Wil dcards, e.g., APP_*).

Variable patterns in allowed variabl es and deni ed_vari abl es *MJST*
conformto the pattern syntax defined in Section 4.4.

9.5. Execution
May contain: allowed _commands, denied conmmands, allow shell (bool).

Conmand patterns in all owed_commands and deni ed_commands * MJST*
conformto the pattern syntax defined in Section 4.4.

9.6. Resource Limts

May contain: nmax_nenory_nb, max_cpu_percent, max_duration_sec,
max_concurrent.

Exampl e (compl ete perni ssions object):
json { "permssions": { "network": { "all owed hosts"

["api.acne. exanpl e. coni', "*.storage. exanple.conm'], "allowed ports"
[443], "allowed_protocols": ["https"], "deny_private": true },

"filesystem: { "allowed_paths": [ { "path": "/data/invoices/**",
"access": "read" }, { "path": "/tnp/processing/**", "access":

"read wite" } ], "denied_paths": ["/tnp/processing/**/secrets"] },
"environment": { "allowed variables": ["APP_*", "INVO CE *"],

"deni ed_variabl es": ["APP_SECRET_*"] }, "execution": {

"al l oned_commands": ["python3", "jqg"], "allow shell": false },

"resource_limts": { "max_nenory_nb": 512, "max_cpu_percent": 25,
"max_duration_sec": 300 } } }
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10.

10.

10.

10.

Security

The security menber defines security requirenments. *OPTIONAL. * \When
present, value *MJST* be an object that *MAY* contain authentication,
encryption, and attestation.

1. Authentication

May contain: type (one of none, api_key, oauth2, oidc, ntls),
required (bool). Type-specific nmenbers (e.g., QAuth2: scopes,
token_endpoint; O DC. issuer, audience) *MAY* be present.

2. Encryption

May contain: in_transit (required, mn_version), at_rest (required,
al gorithm.

3. Attestation

May contain: type (one of self, third party, verifiable_credential),
i ssuer, issued_at, expires_at (I1SO 8601), signature (object).

I mpl enent ati ons *SHOULD* warn when expires_at is in the past or

wi thin 30 days.

*Si gnature object:* Wen present, *MJST* contain algorithm value
(Baseb4url - encoded), signed_content ("canonical" or "digest"). When
signed_content is "digest", *MJST* al so include digest_algorithmand
di gest _value. Supported algorithns include Ed25519 ( RECOMVENDED) ,
Ed448, ES256/384/512, RS256, PS256 (RSA >= 2048). Verification:
remove signature, serialize with JCS [RFC8785], verify digest if

appl i cabl e, resolve public key fromcryptographic_identity, verify
si gnature.

Exanpl e:

json { "security": { "authentication": { "type": "oauth2",
"required": true, "scopes": ["invoices:read", "invoices:wite"],
"token_endpoint": "https://auth.acrme. exanpl e. com oaut h/ t oken" 1},

"encryption": { "in_transit": { "required": true, "mn_version":
"TLS1.3" }, "at _rest": { "required": true, "algorithnt: "AES-256-GCM
} }, "attestation": { "type": "third _party", "issuer":
"https://trust.acne. exanpl e.conf, "issued at":

"2026-01-01T0O0: 00: 00Z", "expires_at": "2027-01-01T00: 00: 002" } } }
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10.

10.

4., Data Cassification

The data_cl assification nmenber declares the sensitivity and
categories of data the agent may access, process, or produce.
*REQUI RED. * Val ue *MJUST* be an object.

Data classification is required by NIST FIPS 199, N ST SP 800-60, |SO
27001: 2022 Annex A.5.12, FedRAMP, SOC 2, and CMMC. It is the
foundational step of security categorization across all mgjor
conpl i ance franmeworks

This nmenber is a *reusabl e conposable attribute*. In addition to the
requi red top-1level declaration, it *MAY* al so appear wthin

i ndi vidual tools[*] or resources[*] objects to classify specific
capabilities. Wen present on both the top level and a tool or
resource, the tool/resource-level classification applies to that
capability.

4.1. H gh-Vater Mark Rule

The top-level data classification.sensitivity *MJST* be greater than
or equal to the highest sensitivity value declared in any tool-|eve
or resource-level data classification within the sane docunent. This
follows the FIPS 199 hi gh-water nmark principle: a system s overal
security categorization is the highest value anpbng its constituent

i nformati on types.

The sensitivity ordering fromlowest to highest is: public < interna
< confidential < restricted.

Sensitivity levels align with NIST FIPS 199 inpact categorization and
| SO 27001: 2022 Annex A.5.12 information classification

[ ety S pugut b jums o pu e pojusfspel o fus s g pu e pj——_—
| Member | Type | Required | Description |
B e el e el oo s
| sensitivity | string | REQURED | Information sensitivity |evel |
L L J Fomm oo - o e e e e e e e meme oo +
| categories | array | OPTIONAL | Broad information categories |
| | | | handl ed |
- S ey S I oo me e eeieiieacaiacaeeaaaaaas +
| retention | object | OPTIONAL | Data retention requirenents |
. I p—— T ' +
| handling | object | OPTIONAL | Data handling constraints |
S Fomm oo TS o e e e e e e e e e e aa o - +
Tabl e 10
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10.4.2. sensitivity

of :

10.4.3. categories

ADL March 2026

*REQUI RED* when data_classification is present. Value *MJST* be one

::::::::::::::::::::::::::::::::::::::::::+
Definition |
s ooy o}
I nformati on approved for unrestricted |
di scl osure |
__________________________________________ +
Information linmited to organizational |
use |
.......................................... +

I nformation requiring protection; |
unaut hori zed di scl osure coul d cause harm |

__________________________________________ +
I nformation requiring the highest |evel

of protection; unauthorized disclosure |
coul d cause severe harm |
__________________________________________ +

Table 11

VWhen present, *MJST* be a non-enpty array. Each item *MJST* be one

of :

Neder vel d

Expires 19 Septenber 2026 [ Page 25]



Internet-Draft

Profiles *MAY* define add
10.4.4. retention

When present, *MJST* be an

R ety Ll o
| Menber | Type |
[ bbb e pu e pe g
| m n_days | number |
R I +---- - - - +
| max_days | nunber |
I F-------- +
| policy_uri | string

I I +

When both mn_days and nax
than or equal to max_days

10.4.5. handling

When present, *MJST* be an

Nedervel d Expi r

_days are present,

ADL March 2026

Fi nanci al data (PCl-DSS, G.BA, SOX
scope)

Aut hentication credentials, secrets,
keys

Trade secrets, proprietary
al gorithms, business-sensitive data

Data subject to specific regulatory
requirenents

Table 12

tional category val ues

obj ect. *MAY* contai n:

Table 13

obj ect. *MAY* contain:
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| Menber | Type | Description |
[} e —————————————— Lt Clpp—p—p—p—p—_————————————————(———————r
| encryption_required | bool | Whether data nust be |
| | | encrypted at rest |
o m e e e e i oo Fomm o - o e e e e e e e i e +
| anonym zation_required | bool | Wether data nust be |
| | | anonym zed before processing

o e e e e e e oo R o e e e e e e e e e o +
| cross_border_restricted | bool | Whether data nmay not |eave

| | | jurisdictional boundaries |
o m e e e e i oo Fomm o - o e e e e e e e i e +
| 1ogging_required | bool | Whether all access nust be

I I | 1ogged I
o e e e e e e oo R o e e e e e e e e e o +

10.4.6. Profile Extensions

Profiles *MAY* add domai n-specific sub-objects within
data_classification to provide granular classification vocabul ari es.
For exanple, a healthcare profile nay add a heal t hcare sub-object
with PH type enunerations, and a financial profile may add a
financial sub-object with financial data type enunerations. Miltiple
profil e extensions compose naturally within the same

data_cl assification object. See Section 13 for profile conposition
rul es.

Exanpl e (top-level and tool-level data classification denonstrating
the high-water mark rule):

json { "data_classification": { "sensitivity": "confidential",
"categories": ["financial", "pii"], "retention": { "max_days": 2555,
"policy uri": "https://acne.exanpl e.conidata-retention" },
"handling": { "encryption_required": true, "logging_ required": true }
}, "tools": [ { "nane": "get_invoice_details", "description"

"Returns detailed invoice data including PII.",
"data_classification": { "sensitivity": "confidential", "categories"
["financial", "pii"] } }, { "nane": "get _invoice_sumary",
"description": "Returns anonym zed invoice sumary.",
"data_classification": { "sensitivity": "internal" } } ] }

The top-level sensitivity of "confidential" satisfies the high-water
mark rule: it equals the highest tool-level value ("confidential" for
get _invoice_details)
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11.

11.

11.

11.

Runti me Behavi or

The runtine nenber configures agent runtime behavior. *OPTI ONAL. *
When present, value *MJST* be an object.

1. Input Handling
May contain: max_input | ength, content_types, sanitization.

The sanitization nenber, when present, *MJST* be an object descri bing

i nput sanitization rules. It *MAY* contain:
F oo ooy s sl oo s o}
| Menber | Type | Required | Description |
[ oo ey e oo el e sy o}
| enabl ed | boolean | OPTIONAL | Whether input |
| | | | sanitization is active
Fom e S S Fom e +
| strip_htm | boolean | OPTIONAL | Wether to strip HTM. |
| | | | tags frominput
o e e e e oo oo S R TS o e e e e e e e e oo o - +
| max_input_length | nunber | OPTIONAL | Maxi muminput |ength
| | | | in characters
Fom e S S Fom e +

Tabl e 15
The content _types nenber, when present, *MJST* be an array of
strings. Each value *MJUST* be a valid M M= type specifying an
accepted i nput content type.
2. CQutput Handling
May contain: nmax_output _|ength, format, stream ng (bool).
The format nenber, when present, *MJST* be a string specifying the
default output format. Value *MJST* be one of: "text", "json",
"mar kdown", "htm".

3. Tool Invocation

May contain: parallel (bool), max_concurrent, timeout s,
retry_policy.

The retry_policy nenber, when present, *MJST* be an object descri bing
retry behavior for tool invocations. It *MAY* contain:
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F oo oo s ey s s e s o}
| Menber | Type | Required | Description |
[ e sl sl e, s s s e ety
| max_retries | nunmber | OPTIONAL | Maxi mum nunber of retry |
I I I | attenpts I
R I I I F----- - - R I i T +
| backoff _strategy | string | OPTIONAL | One of: "fixed", |
| | | "exponential", "linear"

R i +---- - - - F--- - - B T I I +

| initial _delay_ns | nunber | OPTIONAL | Initial delay between |
I | | | retries in mlliseconds

| max_del ay_ns | nurmber | OPTIONAL | Maxi num del ay between
| | | | retries in mlliseconds

11.4. FError Handling

May contain: on_tool _error (abort, continue, or retry), max_retries,
fal | back_behavi or.

The fall back_behavi or nenber, when present, *MJST* be an object
descri bi ng behavi or when errors occur and on_tool _error does not

resolve the situation. It *MAY* contain:
b by =gy s pumfums e pomjemsfuely e s
| Menber | Type | Required | Description |
B b e oo e s oo oo e e
| action | string | OPTIONAL | One of: "return_error", |
| | | | "use_default", "skip" |
S R Fomm oo TS o e e e e e e e e e o +
| default | any | OPTIONAL | Default value to return when
| | | | action is "use default" |
S S S o m oo +
| nmessage | string | OPTIONAL | User-facing nessage on |

| | fallback |
S R Fomm oo TS o e e e e e e e e e o +
Tabl e 17

Exanpl e:

json { "runtinme": { "input_handling": { "max_input_length": 32768,

"content types": ["text/plain", "application/json"], "sanitization"

{ "enabled": true, "strip _htm": true } }, "output_handling": {

"format": "json", "max_output |ength": 8192, "streaning": false },
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12.

12.

12.

12.

12.

12.

"tool _invocation": { "parallel": true, "max_concurrent": 3,
"timeout_ns": 30000, "retry policy": { "max_retries": 2,
"backof f _strategy": "exponential”, "initial_delay_ms": 500,
"max_delay _ns": 5000 } }, "error_handling”: { "on_tool _error":
"retry", "max_retries": 2, "fallback behavior": { "action"
"return_error", "nessage": "lnvoice processing tenmporarily

unavailable.” } } } 1}
Met adat a

The netadata nmenber provides additional information. *OPTI ONAL. * When
present, value *MJST* be an object.

1. Authors
Array of author objects. Each *MAY* contain nane, email, url
2. License

String: SPDX license identifier or URI to |license docunent.
3. Docunentation

String: URI to docunentation

4. Repository

String: URI to source repository.

5. Tags

Array of strings. *SHOULD* be | owercase, al phanuneric and hyphens
only. Tags *SHOULD* conformto the tag production in Appendi x D.

6. Exanple

json { "nmetadata": { "authors": [ { "nane": "Platform Teani, "emmil"
"pl at f or m@xanpl e. cont', "url": "https://exanpl e.com team pl atforni }
], "license": "Apache-2.0", "documentation”
"https://docs. exanpl e. com agent s/ i nvoi ce-processor", "repository":
"https://github. conf exanpl e/i nvoi ce-processor”, "tags": ["finance",
"invoice", "production"] } }
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13. Profiles

The profiles menber decl ares which profiles the docunment conforns to.
*OPTI ONAL. * Val ue *MUST* be an array of profile identifiers (URI's or
regi stered nanmes). Wen a profile is declared: the docunent *MJST*
satisfy all profile requirenents, *MAY* use profil e-defined nmenbers,
and validators *SHOULD* check profil e-specific rules.

ADL defines two categories of profiles:

* *Standard profil es* define domain-specific top-level nenbers and
validation rules. Standard profiles use the urn:adl:profile:*
nanespace and *SHOULD* be registered with the | ANA profile
registry (Section 13.5) to prevent naming conflicts. Exanples:
CGovernance (urn:adl:profile:governance: 1.0), Healthcare,

Fi nanci al .

*  *Vendor profiles* declare vendor-specific extensions with schema
validation, targeting the extensions nanespace rather than
defining new top-level menbers. Vendor profiles use URI
identifiers controlled by the vendor (e.g.,
https://acne. com adl / ext ensi ons/v1l) and do not require
registration -- the reverse-domai n nanespace provides collision
prevention through DNS ownership. See Section 13.4.

Both categories use the sane all O conposition nechani sm
(Section 13.1) and *MAY* appear together in a docunment’s profiles
array.

13.1. Profile Schema Conposition

Profil es extend the base ADL schema using the JSON Schema 2020-12
all O conposition mechanism Each profile publishes a JSON Schema
t hat :

1. References the base ADL schema via allOf with $ref.

2. Declares the profile’s additional top-level nenbers in its own
properties.

3. Adds uneval uat edProperties: false to close the conposed schens,
ensuring only base ADL menbers, profil e-defined nmenbers, and
ext ensi ons nenbers are accept ed.

The base ADL schema (Appendi x A) does not restrict unknown top-I|eve
properties -- it declares properties and patternProperties but omts
addi ti onal Properties and uneval uat edProperties. This allows profile
schenas to add nmenbers via conposition wthout conflict. For
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13.

docunents that do not declare any profiles, validators *SHOULD* use
the strict schema (schema-strict.json), which adds
uneval uat edProperties: false to reject unknown top-Ievel nenbers.

Profile schemas *MJUST NOT* redefine core ADL nenbers with
i nconpatible types. Profiles *MAY*:

* Add top-level menbers.

* Add nmenbers to existing objects (e.g., extending
data_cl assification with donai n-specific sub-objects).

* Define validation rules.
* Require specific values for optional core nenbers.

* Use conditional validation (if/then) to enforce tier-based or
cont ext - dependent requirenents.

2. Milti-Profile Conposition

When a docunent declares nultiple profiles, the docunent *MJST*
satisfy all declared profile requirenents. Validators conpose
profile schemas using all Of -- each profile’'s schema is included as
an elenent. JSON Schema all O uses "strictest wins" semantics: if
any profile requires a menber, the conposed result requires it.

Profiles *MJUST* be designed for independent conposition. A profile's
validation rules *MJST NOT* assune the absence of nenbers defined by
other profiles. For standard profiles, the I ANA profile registry
desi gnated expert review (see Section 13.5) prevents cross-profile
field nam ng conflicts. Vendor profiles avoid conflicts through
their reverse-donmai n nanmespace isol ation

3. Profile Dependencies

A profile *MAY* decl are dependenci es on other profiles. Wen a
profil e decl ares a dependency, docunents using that profile *MJST*
al so satisfy the dependency profile’s requirenments. The profiles
array *MJST* include all transitive dependenci es.

At the schenma | evel, a dependent profile conposes its parent via
all O :

json { "allO": [ { "$ref": "https://adl-spec.org/0.2/schena.json" },
{ "$ref": "https://adl-spec.org/profil es/governance/ 1.0/ schena.json"
} 1, "properties": { "hipaa_data_handling": { "type": "object" } },
"uneval uat edProperties": false }
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A dependent profile *MAY* tighten constraints fromits parent (e.g.,
make an optional parent field required, narrow an enum. A dependent
profile *MJST NOT* | oosen constraints fromits parent (e.g., make a
required parent field optional). This follows fromall O semantics
-- the parent’s constraints renmain in force

If a dependent profile needs a parent field to not be required, this
i ndi cates a design issue. Resolutions include: refactoring the
parent into a base profile with |ooser constraints, changing the

rel ati onship from dependency to sibling, or revising the parent
profile in a new major version.

4. Vendor Profiles

A *vendor profile* is a profile published by an organization to

decl are vendor-specific extensions with schema validation. Vendor
profiles use the sane all Of conposition nmechani smas standard
profiles (Section 13.1) but target the extensions nanespace rather
than defining new top-Ilevel nmenmbers. See Section 13 for an overvi ew
of the standard/vendor profile taxonony.

Vendor profiles use URI identifiers controlled by the vendor (e.g.,
https://acne. com adl / extensi ons/vl). The urn:adl:profile:* nanespace
is reserved for standard profiles. Vendor profiles *MJST NOT* use
thi s namespace.

A vendor profile *MAY* add schema constraints to the extensions
object at any level, validating that its reverse-donai n nanespace
contains the expected structure. The profile schema references the
base ADL schema via all O and declares properties for extensions
within the rel evant objects.

A vendor profile *MAY* decl are a dependency on a standard profile and
add schema constraints to extensions within that profile’'s objects.
The vendor profile conposes its dependency via all Of and adds
extensions constraints inside the profil e-defined objects. This
enabl es vendors to extend profile-defined objects wi thout redefining
t hem

Vendor profiles are subject to the follow ng constraints:

*  Vendor profiles *MJST NOT* redefine core ADL nenbers or standard
profile menmbers with inconpatible types.

* Vendor profiles *MJUST* only add schema constraints within their
own reverse-domai n nanespace under extensions
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* A vendor profile's extensions schena applies only when the vendor
profile is declared in the docunment’s profiles array.
* Documents *MAY* include extensions data for a vendor w thout
declaring the vendor’'s profile. 1In this case, the data is

preserved but unvalidated -- inplenmentations treat it as opaque.

* Miltiple vendor profiles compose independently. Each vendor’s
extensions constraints apply only within its own nanespace.

Vendor profiles do not require | ANA registration. The reverse-donain
nanespace provides collision prevention through DNS owner shi p.

Vendor s * SHOULD*:
* Publish their profile schema at a stable, dereferenceable UR
* Version their profile schemas (e.qg., /vl/, [/v2/).
* Docunent the semantics of their extension fields.
13.5. Standard Profile Registration
Standard profile identifiers *SHOULD* be registered to prevent nam ng
conflicts. Only standard profiles -- those using the
urn: adl : profil e:* nanespace -- are subject to registration. Vendor
profiles rely on reverse-domai n namespace isolation and do not

require registration (see Section 13.4).

The registration authority (e.g., IANA profile registry) *MJST*
enpl oy desi gnated expert review to ensure:

1. New standard profiles do not redefine nenbers from existing
profiles with inconpatible semantics.

2. New standard profiles do not introduce field nanes that conflict
with existing profiles.

3. Dependenci es between profiles are explicitly declared and
acyclic.

If a nenber becones cross-cutting (needed by multiple standard

profiles), the registration authority *MAY* recomend pronmoting it to
the core ADL specification
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13.6. Exanple
json { "adl _spec": "0.2.0", "nane": "lnvoice Processor", "version"
"2.0.0", "description": "Processes invoices with governance and
financial conpliance.", "data classification": { "sensitivity":
"confidential", "categories": ["financial"] }, "profiles": [
"urn:adl:profil e:governance: 1. 0", "urn:adl:profile:financial:1.0" ] }

14. Processing ADL Documents

14.1. Parsing
| mpl enent ati ons *MJUST* parse ADL as JSON [ RFC8259], *MJST* reject
invalid JSON, and *MJST* reject docunents where the top-I|evel value
is not a JSON object.

14.2. Validation
I mpl ement ati ons *MJST* val i date ADL docunents agai nst the JSON Schema

defined in Appendix A Inplenmentations *MJST* validate the foll ow ng
semantic rul es:

URI's MJST be valid per RFC 3986 |

l'ifecycle.status MIST be a valid status value if |
pr esent |

l'ifecycle.effective date MIST be valid 1SO 8601 if |
present |

| VAL-11 | lifecycle.sunset _date MJST be valid |1 SO 8601 if |
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| | present |
B o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mema—o - +
| VAL-12 | lifecycle.successor MIST be a valid URI if present

E o o o e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo +
| VAL-13 | Tool nanes MJST match ~[a-z][a-z0-9 ]*$ |
T e m e e e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| VAL-14 | Resource type MJST be a valid resource type val ue |
B o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mema—o - +
| VAL-15 | nodel .tenperature MJST be between 0.0 and 2.0 if |
| | present |
T e m m e e e e e e e e e e e e e e e e e e e e e e eeeo o +

| VAL-16 | security.authentication.type MIST be a valid |
| | authentication type if present |

| VAL-17 | security.attestation.type MJST be a valid |
| | attestation type if present |

| VAL-18 | runtinme.error_handling.on_tool _error MJST be a |
| | valid error action if present |

| VAL-19 | runtine.output_handling.format MJST be a valid |
| | format value if present |

| VAL-20 | nodel.capabilities items MUST be valid capability |
| | values if present |

| VAL-21 | Host patterns MJST conformto Section 4.4 pattern |
| | syntax |

| VAL-22 | Filesystem path patterns MJST conformto |
| | Section 4.4 pattern syntax |

| VAL-23 | Environnent variable patterns MJST conformto |
| | Section 4.4 pattern syntax |

| VAL-24 | Attestation signature.signed content val ue "digest"
| | MUST have digest_al gorithm and di gest_val ue present |

| VAL-25 | data_classification.sensitivity MIST be a valid |
| | sensitivity level if present |

| VAL-26 | data_classification.categories items MJST be valid
| | category values if present |

| VAL-27 | data_classification.retention.mn_days MJST be | ess
| | than or equal to max_days when both are present |

| VAL-28 | Top-level data_classification.sensitivity MIST be |
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15.

15.

15.

15.

16.

16.

| | >= the highest sensitivity in any tool or resource |
| | data_classification (high-water mark) |
Tabl e 18

I mpl ement ati ons *MAY* perform additional validation based on decl ared
profiles.

3.  Unknown Menbers

| mpl enent ati ons *MJUST* preserve unrecogni zed nmenbers when round-

tripping. |nplenentations *MJST NOT* reject documents containing

ext ensi ons wi th unknown vendor nanespaces. |nplenentations *MAY*

warn on unknown non-extensi on, non-profile menbers.
Interoperability

1. A2A Agent Card Ceneration

| mpl enent ati ons *SHOULD* support generating A2A Agent Cards from ADL

(e.g., nane, description, version, tools->skills,

cryptographic_identity.did->id,

security. aut hentication->authentication).

2. MCP Server Configuration

I npl enent ati ons *SHOULD* support generating MCP server configurations
(nane, description, version, tools, resources, pronpts).

3. OpenAPl Integration

Tool s that invoke HTTP APls *NMAY* reference OpenAPl specs. The tool
annot ati ons obj ect *MAY* contain openapi _ref (URI) and operation_id.

Errors
1. Error Format

I mpl enent ati ons *SHOULD* return errors in a consistent format, e.qg.:

json { "errors": [ { "code": "ADL-1001", "title": "Invalid JSON',
"detail": "Unexpected token at line 42, colum 15", "source": {
"pointer": "/tools/O/name" } } ] }

The source object *MAY* contain: pointer (JSON Pointer to the error
| ocation), line (1-indexed), colum (1-indexed).
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16.2. Error Codes

[} gy e ————(—(—(—_ s p—p—p—_—(——————(——————(———————————————r
| Code | Category | Description |
[ el Ll e e el
| ADL-1001 | Parse | I'nvalid JSON synt ax |
T S IR e +
| ADL-1002 | Parse | Document is not a JSON object |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-1003 | Schemm | Mssing required nenber |
Focmmnaaann S . +
| ADL-1004 | Schemra | I'nvalid nenmber type |
T S IR e +
| ADL-1005 | Schema | I'nvalid enum val ue |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-1006 | Schema | Val ue does not match pattern |
Focmmnaaann S . +
| ADL-2001 | Semantic | Unsupported ADL version |
T S IR T +
| ADL-2002 | Semantic | Duplicate tool nane |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-2003 | Semantic | Duplicate resource nane |
Focmmnaaann S . +
| ADL-2004 | Senmantic | Duplicate pronpt nane |
T S IR e +
| ADL-2005 | Semantic | Invalid timestanp format |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-2006 | Semantic | Invalid URl format |
Focmmnaaann S . +
| ADL-2007 | Semantic | Invalid JSON Schema |
T S IR e +
| ADL-2008 | Semantic | Invalid tool name pattern |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-2009 | Semantic | Invalid resource type val ue |
Focmmnaaann S N +
| ADL-2010 | Semantic | Tenperature out of range |
T S IR T +
| ADL-2011 | Semantic | Invalid authentication type |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-2012 | Semantic | Invalid attestation type |
Focmmnaaann S . +
| ADL-2013 | Semantic | lnvalid error handling action |
T S IR T +
| ADL-2014 | Semantic | Invalid output format |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-2015 | Semantic | Invalid nodel capability |
Focmmnaaann S . +
| ADL-2016 | Semantic | Invalid host pattern syntax |
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S R o m m e e e e e e e e e e e e e e eeee oo +
| ADL-2017 | Semantic | Invalid filesystem path pattern |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-2018 | Semantic | Invalid environnent variable pattern |
S Fom e o m e e e e e e e e e e e e e e e e e eeee e +
| ADL-2019 | Semantic | Mssing digest fields for digest-node |
| | | signature |
Fomm oo - N o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| ADL-2020 | Semantic | Invalid data classification sensitivity

| | | level |
S Fom e o m e e e e e e e e e e e e e e e e e eeee e +
| ADL-2021 | Semantic | Invalid data classification category |
S R o m m e e e e e e e e e e e e e e eeee oo +
| ADL-2022 | Semantic | Retention mn_days exceeds nax_days |
TS R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| ADL-2023 | Semantic | Top-level sensitivity bel ow tool/resource

| | | sensitivity (high-water nmark viol ation) |
S Fom e oo o m e e e e e e e e e e e e e e e eeee e +
| ADL-3001 | Profile | Profile requirenments not satisfied |
Fomm oo - N o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| ADL-3002 | Profile | Unknown profile |
TS S oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| ADL-4001 | Security | Wak key al gorithm |
S Fom e oo o m e e e e e e e e e e e e e e e eeee e +
| ADL-4002 | Security | Invalid signature |
Fomm oo - N o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| ADL-4003 | Security | Expired attestation |
TS S oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| ADL-5001 | Lifecycle | Invalid lifecycle status val ue |
S Fom e oo o m e e e e e e e e e e e e e e e eeee e +
| ADL-5002 | Lifecycle | Successor present on active/draft agent |
Fomm oo - N o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| ADL-5003 | Lifecycle | Sunset date in the past with non-retired

| | | status |
S Fom e o m e e e e e e e e e e e e e e e e e eeee e +

Tabl e 19

16.3. FError Source Exanples

The source. poi nter nenber uses JSON Pointer [RFC6901] to identify the
| ocation of the error within the ADL docunment. The foll ow ng
exanples illustrate source values for representative error codes from
each category:
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17.

json // ADL-1003 (Schema): M ssing required nenber

"data_cl assification" { "code": "ADL-1003", "title": "M ssing
required menber", "detail": "Required nenber 'data_classification’ is
m ssing", “source": { "pointer": "" } }

json // ADL-2002 (Semantic): Duplicate tool nanme at index 2 { "code"

"ADL-2002", "title": "Duplicate tool nanme", "detail": "Tool name
"search_docunents’ already defined at index 0", "source": {
"pointer": "/tool s/2/name" } }

json // ADL-2016 (Semantic): Invalid host pattern in permssions {
"code": "ADL-2016", "title": "Invalid host pattern syntax", "detail"
"Pattern '**’ is not a valid host pattern", "source": { "pointer":
"/ perm ssi ons/ network/all omed_hosts/ 1" } }

json // ADL-2023 (Semantic): H gh-water mark violation on a tool {
"code": "ADL-2023", "title": "Hi gh-water mark violation", "detail"
"Tool 'query records’ has sensitivity 'confidential’ which exceeds
top-level "internal’", "source": { "pointer":
"/tools/1/data_classification/sensitivity" } }

json // ADL-3001 (Profile): Profile requirenent not satisfied {

"code": "ADL-3001", "title": "Profile requirenents not satisfied",
"detail": "Governance profile requires 'conpliance nenber",
"source": { "pointer": "/profiles/0" } }

json // ADL-4001 (Security): Weak key algorithm{ "code": "ADL-4001",
"title": "Weak key algorithni, "detail": "Algorithm’'RS256" with
1024-bit key does not neet mininumstrength requirenments”, "source"

{ "pointer": "/security/attestation/public_key" } }

json // ADL-5002 (Lifecycle): Successor on active agent { "code"

"ADL-5002", "title": "Successor present on non-retired agent”,
"detail": "Menber ’'successor’ is only valid when lifecycle.status is
"retired’ ", "source": { "pointer": "/lifecycle/successor" } }

I ANA Consi derations
1. Media Type
Thi s docunent requests |ANA to register the application/adl+json
media type in the "Media Types" registry in accordance with
[ RFC6838] .

* *Type nane:* application

*  *Subtype nane:* adl +j son
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*  *Required paraneters:* None
* *(Optional paraneters:*

- profile -- A comma-separated list of ADL profile identifiers
(URI's or registered names fromthe ADL Profile Registry defined
in Section 17.2) that the docunent confornms to. Each
identifier *MUST* be a URI conform ng to [ RFC3986]. Consuners
that do not recognize a profile identifier *MAY* ignore the
paraneter and *MJST* preserve it when retransmtting the
docunent .

* *Encoding considerations:* binary -- ADL docunents are JSON text
sequences encoded in UTF-8 [ RFC8259]. No other character encoding
is permtted. Consistent with [RFC8259], UTF-8 without a byte-
order mark (BOM is *RECOMVENDED*.

* *Security considerations:* ADL docunents decl are agent behavi or
i ncludi ng perm ssion grants, system pronpt tenplates, too
i nvocation configuration, and cryptographic identity. Processors
*MUST* treat content fromuntrusted sources with appropriate
caution. Tenplate variables in systempronpt and pronpt tenpl ates
use a {{variable _nane}} substitution syntax; processors *MJST*
sanitize variabl e val ues before substitution to prevent pronpt
injection attacks that could alter agent behavior. ADL documents
include URI references in fields such as $schema, openapi _ref,
docunent ati on, and repository; processors *MJST NOT* automatically
dereference these URIs fromuntrusted docunments, as doing so may
target internal network resources and enabl e Server-Si de Request
Forgery (SSRF). Docunents that declare broad perm ssions (e.g., a
bare * wildcard in all owed_hosts) represent elevated risk and
*SHOULD* require explicit human revi ew before depl oynent.
Processors *SHOULD* inpose limts on docunent size, JSON nesting
depth, and array lengths to prevent resource exhaustion from
adversarially crafted docunents. For a conprehensive treatnent of
all security considerations applicable to this nedia type, see
Section 18.

* *Interoperability considerations:* ADL docunents *MJST* be
processed as JSON [ RFC8259] regardl ess of authoring format. YAM
is a conmon aut horing conveni ence, but processors *MJST* operate
on the JSON form docunents intended to be signed using JCS
[ RFC8785] *MJST* be serialized as JSON before signing. Profile
decl arations -- whether via the profile optional paraneter or the
profil es document menber -- allow nmultiple profiles to conpose
within a single docunent; consunmers that partially inplenent
profile requirenents *SHOULD* process the nenbers they recognize
and preserve unrecogni zed nenbers per Section 14.3. Validation
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agai nst the JSON Scherma defined in Appendi x A provides a baseline
interoperability check. Inplenentations that generate A2A Agent
Cards or MCP server configurations from ADL docunents * SHOULD*
foll ow the nappings defined in Section 15. Producers *SHOULD*

i nclude the $scherma menber to enabl e tooling-assisted validation.
*Publ i shed specification:* [this docunent]

*Applications that use this nmedia type:* Al agent platfornms, agent
registries, devel opnent tools, orchestration franmeworks, and
runtime environnents that provision and nmanage Al agents.
*Fragment identifier considerations:* Fragnent identifiers for
resources of this type *SHOULD* be interpreted as JSON Poi nter
expressi ons [ RFC6901] identifying a |l ocation within the ADL
docunent obj ect.

*Addi tional information:*

- Deprecated alias nanes for this type: NA

- Magic nunber(s): NA

- File extension(s): .adl.json, .adl

- Mcintosh file type code(s): NA

- (Object ldentifiers: NA

*Person and emmil|l address to contact for further information:* See
the Author’s Address section of this docunent.

*| nt ended usage: * COMMON

*Restrictions on usage:* None

*Author:* See the Author’s Address section of this docunent.
*Change controller:* I ETF

Profile Registry

I ANA is requested to create and maintain a newregistry titled *"ADL
Profile Registry"* within a new "Agent Definition Language (ADL)"
registry group.
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*Regi stration Policy:* Specification Required [ RFC8126]. The
designated expert reviews registration requests to verify that the
profile is docunented in a publicly available, stable specification
and that all required registration tenplate fields are conpl ete.

*Regi stration Tenplate:* Parties wishing to register a profile *MJST*
provide all of the followi ng fields:

[} i p———_— = —p—_—————————————————————————(————(———————r
| Field | Description |
[ sty sl
| Identifier | A URI that uniquely identifies the profile,

| (UR) | conforming to [RFC3986]. The URI *SHOULD* be

| | dereferenceable and return a human-readabl e

| | description of the profile. |
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Nare | A short human-readabl e name for the profile

| | (e.g., "ADL CGovernance Profile"). |
I IRy T Ysrrrreeee +
| Version | The profile version string in |
| | MAJOR M NOR. PATCH semantic versioning format.
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| Specification | A stable, publicly accessible UR or docunent |
| Reference | reference for the profile specification. The

| | specification *MJUST* define all profile-

| | required menbers, validation rules, and any

| | additional semantics added by the profile. |
S oot o e e e e e e e e e e e e e e e e e e e e e e oo oo +
| ADL Version | The ADL specification version(s) with which

| Conpatibility | the profile is designed to operate (e.g., |
| | "0.1.x").

o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| Contact | Narme and emai| address of the person or group

| | responsible for the profile registration. |
S I O +
| Status | One of: active (currently maintained) or |
| | deprecated (superseded or abandoned).

o m e e e oo - o m e e e e e e e e e e e e e e e e e e e e e e emamao o +

Tabl e 20

*Initial Registry Contents:*
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| Identifier (URI) | Nare | Version |
[} e ——————————————————————_ L —p—_—_—_————————————_—_ Llp—p—p—(—(———r L
| urn:adl:profile:governance:1.0 | ADL Governance | 1.0.0 |
| | Profile | |
' T S TR +
| urn:adl:profile:portfolio:1.0 | ADL Portfolio | 1.0.0 |
| | Profile | |
o e e e e e e e e e e e o m o o e e e e e e e e oo o - S R +
| urn:adl:profile:healthcare:1.0 | ADL Heal t hcare | 1.0.0 |
| | Profile | |
' T S TR +
| urn:adl:profile:financial:1.0 | ADL Financi al | 1.0.0 |
| | Profile | |
o e e e e e e e e e e e o m o o e e e e e e e e oo o - S R +
Tabl e 21

Al initial entries reference Appendix C of this docunent, target ADL
compatibility 0.1.x, are active, and list the Author’s Address as
contact.

*Desi ghated Expert Criteria:* The designated expert *SHOULD* eval uate
requests against the following criteria:

1. *Publicly avail able specification:* The profile specification
*MJST* be accessible at a stable, public URI. Specifications
behi nd paywal | s or access controls are not acceptable for
regi stration.

2. *Non-conflict with core ADL:* The profile *MJST NOT* redefine or
contradi ct normative requirements of the core ADL specification.
Profil es *MAY* add new nenbers, constrain optional nmenbers to a
subset of permtted values, or require that optional core nmenbers
be present.

3. *Complete registration tenplate:* Al required tenplate fields
*MJUST* be present and non-enpty. Incomplete registrations *MJST*
be returned to the submitter.

4. *Stable identifier:* The profile URI *SHOULD* be dereferenceable
and *SHOULD* remain stable over tine. Ephenmeral or frequently
changing URI's are not acceptabl e.

5. *Legitimate purpose:* The profile *SHOULD* address a genui ne

domai n or depl oynment need not already covered by an existing
active registered profile.
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17.

3.

URN Namespace

I ANA is requested to register the adl URN nanespace identifier in the
"Formal URN Nanespaces" registry in accordance with [ RFC8141].

*

4.

*Namespace |ldentifier:* adl

*Version:* 1

*Date: * [date of publication]

*Registrant:* See the Author’s Address section of this document.

*Pur pose: * The urn:adl: nanespace provi des persistent, |ocation-
i ndependent identifiers for ADL agents, profiles, and rel ated
artifacts. These identifiers are intended for use in offline
catal ogs, air-gapped environnments, and internal registries where
network resolution is unavailable. For connected environnents,
HTTPS URIs (Section 6.1) are the *RECOMMVENDED* identifier format.

*Syntax:* URNs in this nanespace conformto the follow ng
structure: urn:adl:{type}:{nanmespace}: {name}:{version} where
{type} is one of agent or profile, {namespace} is a |owercase

al phanumeric organi zation identifier, {nane} is a | owercase

al phanumeric resource nane with hyphens, and {version} is a
semantic version string. The formal syntax is defined by the adl-
urn production in Appendi x D

*Assi gnment : * Sub- namespace assi gnment under urn:adl:profile: is
governed by the ADL Profile Registry (Section 17.2). Sub-
nanespace assi gnment under urn:adl:agent: is at the discretion of
t he nanespace hol der; no central registry is required for agent
URNS.

*Security and Privacy:* URN identifiers in this nanespace are
opaque strings and carry no inherent security properties.

I mpl ement ati ons *MJUST NOT* infer ownership, trust, or

aut horization froma urn:adl: identifier alone. Verification of
agent identity *MJST* rely on the mechani snms described in
Section 6.3 (Cryptographic lIdentity) and Section 10.3
(Attestation). See Section 18 for conprehensive security

consi derati ons.

Wl | - Known URI

I ANA is requested to register the adl-agents well-known URI suffix in
the "Wl | -Known URIs" registry in accordance with [ RFC8615].
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18.

* *URI suffix:* adl-agents

* *Change controller:* IETF

* *Specification docunent:* Section 6.4 of [this docunent]
*  *Status:* permanent

* *Related information:* The well-known URI https://{domain}/.well-
known/ adl -agents returns a JSON docunent listing all ADL agents
publ i shed by the domain authority. The docunment format is defined
in Section 6.4. The resource *MJST* be served over HITPS

Security Considerations
1. Docunent Integrity

ADL docunents define agent behavior, pernission grants, and security
requirenents. The trust nodel for an ADL docunent depends on its
provenance and the integrity mechani snms applied to it. Unsigned ADL
docunents fromuntrusted or unverified sources *MJST* be treated as
potentially malicious.

When a docunent includes a cryptographic signature in
security.attestation.signature, inplenmentations *MJST* verify the
signature before acting on the docunent’s perm ssion or security

decl arations. Signature verification requires serializing the
docunent (with the signature object renoved) using JCS [ RFC8785] to
produce a canoni cal byte sequence, then verifying the resulting

di gest using the algorithmand public key declared in
cryptographic_identity. |nplenentations *MJST* reject docunents that
claimto be signed but whose signhature does not verify.

| mpl enent ati ons *SHOULD* warn when processing signed docunents whose
attestation has expired (expires_at is in the past). An ADL docunent
whose perm ssions or capabilities have been nodified after signing

wi Il produce a different canonical byte sequence and fail signature
verification; this is the intended behavior and provi des protection
agai nst privilege escal ation via docunment tampering.

2. Sensitive Data in ADL Docunents

ADL docunents *SHOULD NOT* contain secrets, credentials, or other
sensitive data in plaintext. Fields such as system pronpt,
provi der. contact, netadata.authors, and tool paraneter exanples nay
i nadvertently expose confidential information if docunments are

| ogged, cached, or transnmitted w thout adequate access controls.
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18.

APl keys, passwords, private keys, bearer tokens, and other

aut hentication material *MJST NOT* appear as literal string values in
ADL docunents. \Where agent configuration requires secret val ues at
runtime, inplenmentations *SHOULD* use environnent variable references
or external secret nmanager URIs rather than enbeddi ng val ues
directly. Inplenmentations *SHOULD* warn when string val ues match
patterns comonly associated with credentials (e.g., values matching
the format of known APl key prefixes). Organizations *SHOULD*

subj ect ADL docunents to the sanme secret-scanning controls applied to
source code repositories before storage or distribution

3. Tenplate Injection

The system pronpt nemnber (Section 7.2) and prompts[*].tenplate
menbers (Section 8.3) support a tenplate substitution syntax using
{{variabl e_nane}} placeholders. |f variable values are derived from
untrusted user input and substituted without sanitization, an
attacker nay be able to alter agent behavior by injecting nalicious
instructions into the rendered pronpt -- including instructions that
override the intended agent behavior or cause the agent to exfiltrate
i nformati on.

I mpl enent ati ons *MJUST* sanitize tenplate variable val ues before
substitution. At mininum inplenentations *SHOULD* escape or reject
val ues that contain the tenplate delimter sequence {{ or }}, and
*SHOULD* apply length Iimts to variable values. Applications that
all ow end users to supply tenplate variabl e val ues *SHOULD* treat
such val ues as untrusted and apply content validation appropriate to
the depl oyment context. Runtines operating on agents with
data_classification.sensitivity of confidential or restricted
*SHOULD* | og rendered pronpts (after variable substitution) to enable
post-inci dent review, subject to applicable privacy constraints.

4. Information Disclosure

ADL docunents may reveal infrastructure details that are useful to
attackers. The name, description, and tool description fields may
di scl ose the existence of internal services or system architecture.
The perm ssions. network. al | owed_hosts Iist may reveal interna

host nane patterns, private |IP ranges, or internal service nam ng
conventions. The permissions.filesystemallowed paths |ist may
reveal sensitive directory structures. The provider.url,

met adat a. docunment ati on, and netadata.repository fields may reference
internal systems not intended for public visibility.

ADL docunents intended for public distribution *SHOULD* be revi ewed
to renove or generalize infrastructure-specific information. Host
patterns *SHOULD* use registered domain nanes rather than IP
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18.

addresses or internal hostnames. Path patterns *SHOULD* avoid
exposing sensitive directory names. Docunments wth
data_classification.sensitivity of confidential or restricted
*SHOULD* only be distributed to parties with appropriate access
aut hori zati on and *SHOULD NOT* be published to public registries
wi t hout thorough review

5. Resour ce Exhausti on

I npl enent ati ons that parse and validate ADL docunents are susceptible
to resource exhaustion fromadversarially crafted inputs. Specific
attack vectors include: deeply nested JSON Scherma in paraneters and
returns nenbers (including circular $ref chains or exponentially
expandi ng al | Of/anyOF conbi nators); docunents with very | arge nunbers
of tools, resources, or pronpts; and documents with excessively |ong
string values in systempronpt, description fields, or pattern
arrays.

I mpl ement ati ons *SHOULD* enforce and document limts on: tota
docunent size (recomrended nmaxi mum 1 MB); JSON nesting depth
(recomrended maxi num 32 | evels); nunber of entries in tools,
resources, and pronpts arrays (recomended maxi rum 1000 each);
string length for systempronpt and description fields (recomended
maxi mum 1 MB per field); and number of entries in any perm ssion
pattern array (recomended maxi nrum 500 patterns per domain).

I mpl enent ati ons *SHOULD* term nate processing with an appropriate
error code when any of these limts is exceeded rather than
continuing to consume resources.

6. Pattern Matchi ng Abuse

The perm ssion pattern syntax (Section 4.4) governs access grants
across network, filesystem environnent variable, and execution
domai ns. Overly perm ssive patterns underm ne the deny-by-default
perm ssion nodel; patterns that are expensive to eval uate can enable
deni al - of - service
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A bare * as the sole value of an entry in allowed_hosts grants access
to all hostnanes and effectively disabl es network pernission

enforcement. | nplenentations *MJST* warn when a bare * wildcard is
used in any security-sensitive permission pattern, including

al | oned _hosts and al | owed_variabl es. |npl enentati ons *SHOULD*
require explicit user acknow edgnment -- or refuse to deploy -- agents

that use bare * patterns in these domains. Pattern evaluation
*SHOULD* be bounded in time and space: inplenmentations that use
backtracki ng pattern matchers *SHOULD* reject or normalize patterns
that woul d require exponential backtracking (e.g., consecutive

wi | dcards such as ***). The ** nulti-segnent w ldcard *MJST NOT*
appear in host, environnment, or command patterns, and inplenentations
*MJUST* reject docurments in which it does.

7. URl Reference Attacks (SSRF)

Multiple ADL fields accept URI val ues: $schemm, id, provider.url

met adat a. docunent ati on, netadata.repository, resource.uri,

tool . annot ati ons. openapi _ref, 1ifecycle.successor,
security.attestation.issuer, and others defined by profiles. If an
i mpl ement ation automatically dereferences these URIs when processing
a docunent froman untrusted source, an attacker nmmy cause the

i npl ementation to i ssue requests to arbitrary endpoints, including
internal services not reachable fromthe public internet -- a class
of vulnerability known as Server-Side Request Forgery (SSRF).

I mpl enent ati ons *MJUST NOT* automatically dereference URl val ues from
ADL docunents received fromuntrusted sources w thout explicit
operator or user consent. Inplenentations that fetch external schema
docunents (e.g., via $schemn) for validation purposes *SHOULD* use an
allowist of trusted schema hosts and *MJUST NOT* follow redirects
that | eave the trusted set. Wen fetching openapi _ref documents for
tool description or validation, inplenentations *SHOULD* verify that
the target URI matches a pre-approved allowist. |Inplenentations
*SHOULD* validate that URI values in ADL docunments conformto

[ RFC3986] and *SHOULD* reject URIs with schenes other than https,
http, or urn unless the deploynment context explicitly allows them

8. Canonicalization Attacks

ADL supports docunent integrity verification via cryptographic
signatures using JCS canonicalization [ RFC8785]. The security of
thi s nechani sm depends on all conforming inplementations produci ng
i dentical canonical byte sequences for the same |ogical docunent.

Subtl e differences in JCS inplenentations -- such as incorrect
handl i ng of Uni code escape sequences, floating-point nunber
serialization, or object nenber ordering -- could cause a legitinmate

signature to fail verification, or, nore critically, allow an
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attacker to construct a docunent where different inplenentations
produce di fferent canonical forms, potentially enabling a signature
verification bypass.

| mpl enent ati ons *MJUST* use a conformant JCS [ RFC8785] i npl enentation

for both signing and verification. |Inplenentations *SHOULD* validate
their JCS inplenmentation against the test vectors provided in RFC
8785 before use in a production environment. |nplenmentations *MJST

NOT* verify signatures against non-canonical serializations such as
pretty-printed JSON or YAM.. |Inplenentations that process ADL
docunents containing | EEE 754 fl oating-point values in signed content
*SHOULD* be aware that platformspecific floating-point
representation differences may affect canonicalization and * SHOULD*
avoid floating-point values in fields that will be signed when
possi bl e.

9. Privacy Considerations

ADL docunents may contain personal information subject to applicable
privacy regul ations. The provider.contact field (Section 6.2)
contains a contact emmil address. The netadata.authors array
(Section 12.1) may contain author nanes, enmil addresses, and URLs.
The system pronpt nenber nmay contain information about intended user
rol es, user popul ations, or organizational context. Wen ADL
docunents are published to public registries or shared broadly, this
i nformati on beconmes publicly accessible.

Publ i shers *SHOULD* revi ew ADL docunents for personally identifiable
information (PlI1) before public distribution and *SHOULD* use

organi zati onal or rol e-based contact addresses rather than persona
emai | addresses. |Inplementations that |1 og ADL docunent contents for
debuggi ng or auditing *SHOULD* redact or omit provider.contact,

met adat a. aut hors, and system pronpt fields fromlogs unless there is
a docunented operational requirenent to retain them Users *SHOULD*
be infornmed when their ADL documents are transmitted to third-party
services for validation, indexing, or registry queries.

10. Privilege Escal ation

An ADL docunent that has been nodified -- whether by a malicious
actor during transm ssion or by a conprom sed storage or distribution
system -- could grant an agent perm ssions or capabilities beyond
those that were revi ewed and approved for deploynent. This risk is
the primary notivator for the integrity mechani snms described in
Section 10. 3.
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| mpl enent ati ons *SHOULD* verify docunent integrity (Section 10.3)

bef ore enforcing the permissions declared in a docunent, particularly
when documents are retrieved fromnetwork | ocations, shared storage
systens, or public registries. Runtines that cannot verify docunent
integrity *SHOULD* apply conpensating controls -- such as mandatory
human review -- before depl oyi ng agents that declare el evated

perm ssions or sensitive data access. Wen a docunment’s
data_classification.sensitivity is confidential or restricted,
runtimes *SHOULD* require a verified signature or a verified supply
chain (e.g., docunent retrieved froma trusted registry over an
authenticated and integrity-protected channel) before provisioning.
Organi zations *SHOULD* namintain an inventory of approved ADL
docunments along with their expected signatures or cryptographic

di gests, and *SHOULD* treat any discrepancy between the recorded and
observed docunent as a potential security incident.

11. Cross-Origin and Supply Chain Concerns

ADL docunents may be fetched fromrenote sources: registries, source
control systens, artifact stores, or agent marketplaces. A docunent
tanpered with in transit or at the origin could cause a runtinme to
provision a malicious agent without the operator’s know edge.

ADL docunents *SHOULD* be fetched over authenticated, integrity-
protected channels (HTTPS with full certificate validation).

I mpl enent ati ons *SHOULD* verify docunent signatures (Section 10.3)
when documents are retrieved fromrenote or third-party sources

| mpl enent ati ons *SHOULD* validate that the signing identity declared
in cryptographic_identity matches an expected, trusted identity for
the docunment’s decl ared provider

Supply chain integrity requires attention at every reference
boundary: the ADL docunent itself, referenced OpenAPl specifications
(openapi _ref), and external JSON Schemas ($schemmn). | nplenentations
that automatically resolve external references during provisioning
*SHOULD* pin or verify all such references. When accepting ADL
docunments fromthird-party sources, inplenmentations *SHOULD* apply an
allowist of trusted providers (based on provider.nanme or id URI
authority), verify attestation signatures fromtrusted issuers, and
treat docunments fromunverified sources with the sane caution applied
to untrusted executabl e code.
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12. Pernission Mddel and Defense in Depth

The deny-by-default perm ssion nodel (Section 9.1) is a foundationa
security property of ADL: an agent can only access resources and
capabilities that its ADL docunent explicitly permts. However, the
ef fectiveness of this npdel depends entirely on the runtinme correctly
enforcing decl ared perm ssions. No pernission nodel is a substitute
for defense in depth.

Runti mes *MUST* enforce decl ared perm ssions and *MJST NOT* al | ow
agents to exceed those perm ssions under any circunstances, including
error conditions or fallback behaviors. Runtines that cannot enforce
a specific perm ssion domain (e.g., because the underlying platform
|l acks the required isolation primtives) *MJST* warn users before
execution and *SHOULD* refuse to execute the agent unless the user
explicitly acknow edges the Iimtation

Beyond perni ssion enforcement, runtines *SHOULD* nonitor agent
behavi or during execution: |ogging tool invocations, recording
networ k destinations contacted, and alerting on anonal ous activity
such as repeated attenpts to access resources outside declared

perm ssions. The ADL docunment represents intended access boundaries
at definition time; runtine nonitoring ensures actual behavior
remai ns within those boundaries in production

Runti nmes *SHOULD* validate tool inputs and outputs agai nst the

decl ared JSON Scherma (Section 8.1) before passing themto or fromthe
agent. Malforned responses fromexternal tool inplenentations could
i nject unexpected data into agent reasoning; runtinme-level schema
val i dation provides a defense agai nst mal functioning or malicious
tool backends. Tools annotated with requires_confirmation: true
*MJST* receive explicit user confirmati on before invocation; runtines
*MUST NOT* invoke such tools autononously regardl ess of other
configuration.

Li fecycl e status *MJUST* be enforced as a security boundary. Runtines
*MJST NOT* provision or execute agents with |ifecycle.status of
retired. Retired agents may have revoked credentials, unpatched

vul nerabilities, or stale perm ssion configurations. Agents with
Iifecycle.status of deprecated *SHOULD* trigger warnings to
operators, who *SHOULD* migrate to the agent identified by
|'ifecycle.successor before the sunset_date is reached.
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Appendi x A, JSON Schenma
The normative JSON Schema for ADL is available at https://adl-
spec. org/ 0. 2/ schema. json (JSON Schema Draft 2020-12). A mninal
required-fields schema is provided in schema.json (./schema.json) in
this directory.

Appendi x B. Exanpl es
See the exanples/ (./exanples/) directory:

* *Mnimal:* mninmal.yam (./exanpl es/nmininmal.yan)
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* *Agent with tools:* with-tools.yam (./exanples/wth-tools.yan)

* *Production agent:* production.yam (./exanples/production.yan)
Appendix C. Profiles

ADL profiles are maintained in the profiles/ (../../profiles/)

directory. Each profile is versioned independently and decl ares

compatibility with ADL versions.

C.1. Available Profiles

| Profile | Identifier | St at us|
[} g ——————————————— e ——(——————————— Lp—p————
| Gover nance | urn:adl:profile:governance: 1. 0| Draft |
| (../../profil es/governance/ | | |
| over vi ew) | | |
T Fom e meemeeieeeeeceieemeaacaaas oo +
| Portfolio |urn:adl:profile:portfolio:1.0 |Draft |
| (../../profiles/portfoliol | | |
| overvi ew) | | |
O . S +
| Heal t hcar e |urn:adl:profile:healthcare:1.0|Draft |
| (../../profiles/healthcare/| [ [
| overvi ew) | | |
o e e e e e o e e e e e e e e e o R +
| Fi nanci al |urn:adl:profile:financial:1.0 |Draft |
| (../../profiles/financial/ | | |
| overvi ew) | | |
T Fom e meemeeieeeeeceieemeaacaaas oo +
Tabl e 22

See the profiles/ (../../profiles/) directory for the full profile
i ndex and contribution guidelines.

Appendi x D. ABNF G anmmar

Thi s appendi x defines formal ABNF grammar productions (RFC 5234 / RFC
7405) for syntactic constructs specified in this docunent. All
productions use ASCI| character references consistent with RFC 5234,
Appendi x B. The core ABNF rules ALPHA (letters), DIA T (deci nal
digits), and VCHAR (visible ASCI|I characters) are defined in RFC 5234
Section 6 (B.1).

<CODE BEG NS> ‘ “ “abnf ; Semantic Versioning format (Sections 5.1,
5.5) semver = 1 DAT"." 1. DAEAT"." 1*DAT
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; Tool name (Section 8.1) ; Al al pha characters MJST be | owercase,;
satisfies "[a-z][a-z0-9_]*% tool-name = Ic-alpha *( lc-alpha/ DGAT
[ " _" ) lc-alpha = %61-7A ; a-z (lowercase letters only)

; Vendor extension nanespace key (Section 4.3) ; Reverse-donain
notation, mnimmtw segnments vendor-key = domain-segnment 1*("."
domai n-segnent) donai n-segnent = |c-al pha *(lc-alpha/ DAT/ "-")

; Tenplate variable (Sections 7.2, 8.3) ; Used in system pronpt

tenpl ates and pronpt tenplates tenplate-var = 2% 7B var-nane 2% 7D
var-nane = ALPHA *( ALPHA / DIG T/ "_" ) ; First character MJST be a
|l etter (upper or | owercase)

; Tag (Section 12.5) ; Lowercase al phanumeric characters and hyphens
tag = 1*( lc-alpha/ DAT/ "-" )

; Pattern syntax (Section 4.4) ; An ADL pattern consists of literal
characters and optional w ldcard tokens pattern = 1 _pattern-el ement
pattern-element = multi-wildcard / single-wildcard / literal-chars

multi-wildcard = "**" ; Valid only in filesystem path patterns
(Section 9.3) ; MJST NOT appear in host, env-variable, or conmand
patterns single-wildcard =" " ; Matches within one segnent; does not
cross "." in host ; patterns or "/" in filesystempath patterns
literal-chars = 1 literal-char literal-char = %21-29 / %2B-7E ;
Printable ASCI| except " " (W2A) ; "/" (W2F) carries segnent-
boundary nmeaning in path patterns ; "." (9%2E) carries segment-
boundary neaning in host patterns ‘‘‘ <CODE ENDS>
Cross- Ref erence Sunmary
| Production | Normative Section | Usage |
[} g ——— e ——_—————————————_ Ll p—p——_—r
| senver | 5.1, 5.5 | adl _spec and version val ues |
. S TRy e +
| tool-nane | 8.1 | Tool nane val ues |
. I IR T T re e +
| vendor - key | 4.3 | Vendor extension nanespace |
| | | keys |
R o e e e e oo oo e e e e e e e e oo - - +
| tenplate-var | 7.2, 8.3 | {{variable}} references in |
| | | tenplates |
. I IR T Ty +
| tag | 12.5 | netadata.tags array itemns |
o e e - o e e e o o e e e e e e e e m o +
| pattern | 4.4, 9.2-9.5 | Perm ssion domain pattern |
| | | strings |
. RIS . +
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