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Abst ract

Thi s docunent reports findings in the availability and operationa
performance of the client side translator (CLAT) feature within
464XLAT as defined in [RFC6877]. It also identifies remaining issues
in providing ubiquitous and efficient CLAT support on a global scale.
Since publication in April 2013, 464XLAT has nade a significant

i npact on nmobile networks wishing to inplenent endpoints purely with
IPv6. This has allowed the IPv6 Internet to expand dramatically as
wel |l as increase | Pv6 depl oynments across wireline and enterprise-
styl e networks.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://buraglio.github.io/draft-nbrr-v6ops-clat-status/draft-nbrr-
vbops-clat-status.htm. Status information for this docunent nmay be
found at https://datatracker.ietf.org/doc/draft-nbrr-v6ops-clat-
status/.

Di scussion of this docunent takes place on the | Pv6 Operations
Working Goup mailing list (mailto:v6éops@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/v6ops/. Subscribe at
https://ww.ietf.org/mailman/listinfol/v6ops/.

Source for this draft and an issue tracker can be found at
https://github. com buraglio/draft-nbrr-v6ops-cl at-st at us.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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1.

I nt roducti on

The increase of |Pv6-only deploynents since around 2021 has

hi ghl i ghted the inportance of the 464XLAT technol ogy, and
specifically custoner-side address translator 9CLAT) conponent, in
enabl ing access to | egacy | Pvd-only resources. Inclusion of CLAT
technol ogy, as either a default addition or a user-installable
feature, has been a notable enabler of a nore seam ess migration off
of legacy IP. The availability of client side translation has
proliferated over the |ast several years, and nmany options and

i mpl ementations exist. This docunent details the findings of an
availability study of nmjor non-nobile operating systens and their
status as a feature availability. Additionally, basic functionality
and performance is tested between varying systems using conmon
performance testing tools.

Ter mi nol ogy

464XLAT: A set of technol ogies that enable | Pv6-only networks to
access | Pv4 services by conbining stateful and statel ess translation
mechani sms as defined by [ RFC6877].

PLAT: As defined in [ RFC6877], PLAT is provider-side translator
(XLAT) that conplies with [RFC6146]. It translates N1 global |Pv6
addresses to global |Pv4 addresses, and vice versa.

CLAT: As defined in [ RFC6877], CLAT is customer-side translator
(XLAT) that conplies with [RFC6145]. It algorithmically translates
1:1 private | Pv4 addresses to global |1Pv6 addresses, and vice versa.
The CLAT function is applicable to a router or an end-node such as a
mobi | e phone. The CLAT should performIP routing and forwarding to
facilitate packets forwardi ng through the statel ess translation even
if it is an end-node. The CLAT as a common hone router or wireless
Third Generation Partnership Project (3GPP) router is expected to
perform gateway functions such as being a DHCP server and DNS proxy
for local clients. The CLAT uses different |Pv6 prefixes for CLAT-
si de and PLAT-side |Pv4 addresses and therefore does not conply with
the sentence "Both | Pv4-transl atable | Pv6 addresses and

| Pv4-converted | Pv6 addresses SHOULD use the sane prefix.” in
Section 3.3 of [RFC6052]. The CLAT does not facilitate
conmmuni cati ons between a local |Pv4-only node and an | Pv6- only node
on the Internet.
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3.

3.

Avail ability

CLAT functionality has existed as a core, automatic function of the
devi ces operating systens in nobile devices for nany years and has
been successful ly depl oyed, supported, and expanded its footprint
since its inception. However, the availability within traditiona
desktop, laptop and general use operating systems has a |onger tail
with few conmercial, off the shelf (COTS) operating environments
possessing the sane | evel of support for CLAT that exists in nobile
depl oynents. Wthin the confines of general use operating systens,
there are four major categories that perform 99% of daily-use user-
facing functions. The followi ng details the current support for CLAT
in these four environments.

.1. BSD

BSD systens that support the ipfwtool kit have support for CLAT.
Thi s support nmust be manually enabled within the ipfw configuration
and does not come on by default, allowi ng a nore seamnl ess user
experience by supporting DHCP option 108 as defined by [ RFC8925],
pref 64 as defined by [RFC8781], or DNS activation as defined by

[ RFC7050] .

Wthin the official Concurrent Version Systemports repository, there
is a CLAT configuration daemon naned [ Gel at od] which checks for a
NAT64 transl ator and configures the BSD packet filter to translate

| Pv4 packets into | Pv6 packets.

2. Linux

Li nux has no official support. Linux systenms may install 3rd party
applications to support CLAT. This support must be manually
installed and enabled within the configuration of the third party
application. Third party support has varying | evels of support wth
the nobst conmon relying on DNS activation as defined by [ RFC7050].
There is ongoing work on several options for CLAT in Linux, and an
effort to include it in the base operating systembut currently this
effort is inconplete

An open source SIIT-DC, [LinuxCLAT] inplenentation for Linux.

3.3. Mcrosoft Wndows

There is currently no public support for CLAT in any M crosoft

W ndows version that is usable within a LAN environment.

I npl enentations exist within nultiple versions of Mcrosoft Wndows
but are limted to Mobile / Cellular interfaces.
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3.4. Apple MacCS

MacOS supports all manner of CLAT activation, and has a native, non-
nmobi | e-devi ce i nplenentation of the CLAT service as of MacCS 13.

4. Behavi or and Performance

Per f ormance of CLAT inplenmentati ons across major operating systens

can and will have any nunber of factors affecting the overal
performance of the internal operation. However, sone sinple baseline
tests can be run to ascertain fundanental expectations. |t should be

not ed, however, that on compdity desktop systens performance is not
often a significant factor unless there are notable and significant
anounts of packet |oss which can be attributed specifically to the
internal CLAT process. This is uncommon, however, as it is far nore
Iikely that upstream problens would be the root case of noticeable
performance. |In these tests, a common set of paraneters were used to
aid in consistent outcomes. Tools involved were the sane across al

pl atforns, and based on [IPerf3], a common bandwi dth testing utility.

4.1. Linux to Linux ()
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X Axis: Time (seconds)
Y Axis: Jitter (ms)
4.2. MacOS to MacOS (version 15.5)
5. Security Considerations
None.
6. | ANA Consi derations
Thi s document has no | ANA acti ons.
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