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1. Introduction

Starting fromthe initial efforts of Steve Deering [ RFC1112], the

| ETF has devel oped a range of IP multicast solutions that enable the
efficient transm ssion of a single packet to a group of receivers.
In this docurment, we focus on Source-Specific Milticast for IP

[ RFC4607], but the solution proposed could also be applied to other
forms of IP Milticast.

Al though IP Milticast is not a new solution, it is not as w dely used
by applications as popular transport protocols |like TCP [ RFC9293] or
QUI C [ QUI G TRANSPORT] do not support nulticast. Current IP Milticast
applications include IP TV distribution in ISP networks and trading
services for financial institutions. Mny reasons explain the
difficulty of deploying IP Miulticast [DIOT]. Fromthe application’s
vi ewpoi nt, a key challenge with IP Miulticast is that even if there
exi sts a uni cast path between two hosts, there is no guarantee that
it will be possible to create and nmaintain a nmulticast tree between
these two hosts to efficiently exchange data using IP nulticast. To
cope with this problem applications nust inplenment both a multicast
solution and a unicast solution. This increases the conplexity and
the cost of these applications. For this reason, many applications
that send the sane information to a |large set of receivers, such as
stream ng services or software updates, still rely on TCP or QU C
over unicast. This is inefficient fromthe network viewpoint as the
network carries the sane information multiple tines.
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The depl oyment of QUI C opens an interesting opportunity to reconsider
the utilization of IP Multicast. As QU C runs above UDP, it could
easily use IP nulticast to deliver information along nulticast trees,
while offering the native reliability and security features of the
protocol. Milticast extensions to QU C have al ready been proposed in
[1-D. pardue-quic-http-ntast] and [I-D.jholland-quic-nulticast-08].

To our know edge, these extensions have not been fully inplenmented
and depl oyed. Additionally, these solutions suggest to share a QU C
connecti on between nultiple receivers froma specific source, as well
as individual connections. This design requires applications to
handl e two di stinct connections in case of packet |osses and

mul ticast failures.

Fl exi cast QUIC takes a different approach. Instead of extending QU C
[ QUI G TRANSPORT], Fl exicast QU C extends Miultipath QU C

[ MULTI PATH-QUIC]. Muiltipath QU C already includes several features
that are very useful to allow a QU C connection to use unicast and
mul ti cast simultaneously.

Fl exi cast QUI C proposes a sinple extension to Miultipath QU C t hat
enables to share an additional path between multiple receivers. The
destination address of this path can be a multicast |IP address and
rely on a nulticast forwardi ng mechanism(e.g., IP Milticast) to
transmt the packets. This docunent defines the core design of

Flexi cast QU C starting fromMiltipath QUC  Side docunents wll
further expand this design to add new features.

Thi s docunent is organized as follows. After having specified sone
conventions in Section 2, we provide a brief overview of Flexicast
QUCin Section 3. W describe in nore details the Flexicast QUC
handshake in Section 4 and then the new QU C frames in Section 11.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Flexicast QU C

Mul tipath QUI C was designed to enable the sinultaneous utilization of
multiple paths inside one QU C connection. A Miltipath QU C
connection starts with a regul ar QU C handshake, and adds the

initial _max_path_id transport paraneter to negotiate the multipath
extension. This paraneter specifies the maxi numpath identifier that
an endpoint is willing to maintain at connection establishnent.
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Multipath QU C requires the utilization of non-zero connection
identifiers and one packet nunber space per path. Miltipath QU C
assunes that the additional paths are created by the client using the
server address of the initial path.

Consi der as an exanple a smartphone that uses Miultipath QUC  This
smart phone has a W-Fi and a cellular interface. The smartphone has
created the QUIC connection over the cellular interface. After the
handshake, the smartphone and the server have exchanged additi ona
connection identifiers. To create a new path over the W-Fi
interface, the smartphone sends a PATH CHALLENGE over this path using
one of the connection identifiers advertised by the server. The
server replies with a PATH RESPONSE usi ng one of the connection
identifiers advertised by the smartphone. The smartphone confirns
the establishnent of the second path using a PATH RESPONSE. At this
poi nt that smartphone and the server have two paths to exchange data:
the first over the cellular interface and the second over the W-Fi
interface. Each path uses a different sequence nunber space, but
QUI C packets are encrypted using the same connection keys using a
per-path IV construct. Wen a QUI C packet needs to be sent, the
packet schedul er selects the relevant path. If a QU C frame is |ost
over one path, it can be retransmtted over any other path.

Fl exi cast QUIC extends Multipath QU C by using different encryption
and decryption keys. As such, multiple clients can share the sane
additional path which is encrypted with a different key than their
respective unicast path. The IP destination address of this new,
shared path MAY be a multicast address, so that all receivers
attached to this nulticast tree receive the same packet.

The case where the IP destination address is _not_ an IP multicast
address is discussed later in this docunent. |In this case, Flexicast
QUI C uses packet replication at the source, e.g., using sendmsg,
usi ng the unicast destination address of the receivers. This
solution scales at the source because Fl exicast QU C generates and
encrypts only one packet, and duplicating the bytes is

strai ghtforward
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A Fl exi cast QUI C connection starts with a uni cast handshake,
simlarly to a regular QU C connection. Receivers Rl, R2 and R3
establish a connection to source S using the flexicast_support and
the initial _max_path_id transport paraneters. The initial path

bet ween each receiver and the source are individually secured using
the keys derived at connection establishenent. It remains open
during the whol e flexicast session and constitute a unicast
bidirectional path between the source and each receiver. This path
is used for two very different purposes. First, it acts as a contro
channel and enabl es the source to exchange control information with
each receiver. Second, it can be used to transmt or retransnt data
that cannot be delivered along the multicast tree.

Most of the data sent over a Flexicast QU C connection is transnitted
al ong what we call a nmulticast flow A nulticast flowis a
unidirectional nultipath path froma source to a group of receivers.
An inmportant characteristic of a nulticast flowis that all the
packets sent by the source over this flow are secured using keys that
are shared between the source and the receivers attached to the

mul ticast flow.

The source advertises the existence of a nmulticast flow through the
FC _ANNQUNCE frane, which is sent on the unicast path with the
receiver. This frane contains flowspecific information, such as the
destination UDP port and |IP address used by the source to send the
packets, and the Flexicast Flow ID, i.e., the equivalent of the
Connection ID for the multicast flow \Wen a receiver joins a
specific nulticast flow, the source additionally sends an FC KEY
frame, which contains the secret required to derive the set of TLS
keys used to decrypt packets of the nulticast flow

Fl exi cast QUI C supports two types of multicast flows. The first type
multicast flowis an IP nulticast tree, as illustrated in Figure 1.
The source relies on an underlying IP nmulticast network to create an
IP multicast tree and selects a set of encryption and authentication
keys. The FC_ANNCUNCE franme contains the I P address of the multicast
group the source uses to send the data to the receivers. The

Fl exi cast QUI C source uses this multicast flowto efficiently send
data to nmultiple receivers simultaneously (RL and R2 in Figure 1).

R1 and R2 use their unicast path, created at connection
establishnent, to return acknow edgnents. A source can retransmt

| ost data either on the multicast flow or over a specific unicast
path, e.g. when sone data was mssing at only one receiver
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Fl exi cast QUI C supports non-nulticast-capable receivers in two
different ways. A first approach is to use the unicast path to
deliver the data to such receivers. This inplies that each data nust
be aut henticated and encrypted using the TLS keys derived over each
unicast path. This is illustrated in Figure 1 where receiver R3 lies
in a non-nulticast-capable network and relies on unicast delivery.

This is not efficient when there are nultiple receivers. Flexicast
QUI C supports a second type of nulticast flow which inproves
performance when there are multiple unicast receivers. For these
receivers, it is nore efficient fromthe source viewpoint to encrypt
and authenticate a QU C packet using shared keys and then send a copy
of this packet to all receivers, e.g. using systemcalls such as
sendnmmsg. In this case, the source maintains a nulticast flow where
it replicates each packet towards each receiver. It also sends an
FC _ANNOUNCE frane to advertise the nmulticast flow, using the
receiver’'s | P address as a destination instead of a multicast

addr ess.
o m m o o e e e e e e e e e emeee - +
| R + | =======> nul ticast fl ow
| | |
| | | | S > uni cast path
| \Y 239. 239. 23. 35: 4433 \Y |
+-> S —=====m-mm————oo—4m—m————====> R |
A \\ v
| +=================> R2
|
i P > R3

Figure 1: A Flexicast QU C connection is conposed of two types of
pat hs: (1) one bidirectional, unique, unicast path between the
source and each receiver and (2) a nulticast flow fromthe source
to a set of receivers relying on a nulticast distribution tree

Transiti ons between sending application data on a nulticast flow and
a unicast path is seanm ess thanks to the underlying Miultipath QU C
extension. At any point in tine, if the network conditions of a
receiver of a nmulticast flow degrade, e.g., because the underlying
mul ticast tree fails or because the receiver noves into a non-
mul ti cast network, it can |leave the multicast flow and continue
receiving content through its unicast path.

Fl exi cast QU C offers full reliability by retransmtting |ost franes

either to all receivers on the nmulticast flow, or per-receiver using
their unicast path.
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3.1. Extensions to Multipath QU C

Fl exi cast QU C nodifies Multipath QU C in three ways to enable the
utilization of a shared unidirectional path, the nulticast flow, as
one of the Miultipath QU C paths. The nulticast flow can be
transported on top of an IP rmulticast distribution tree to reach
several receivers sinultaneously, which brings several chall enges:

1. AnIP multicast tree is unidirectional, in contrast with a
Mul tipath QU C pat h.

2. AnIP nulticast tree is identified by a pair <source address,
group address>.

3. Al the receivers attached to an IP Multicast tree receive the
same packet.

Since an P nulticast tree is unidirectional, it is inmpossible to use
the QU C path chall enge/ response nmechanismto create the multicast
flow along an IP nmulticast tree. Flexicast QU C only uses path

chal | enge/ response on uni cast paths. Flexicast QU C repl aces the
explicit path challenge/response fromMiltipath QUC to create the
mul ticast flow by an inplicit path creation. Since the destination
address of this new "path" is a nulticast |IP address, it is

i npossi ble for receivers to test its reachability fromthe source

An under | yi ng nmechani sm(e.g., using | GWwW) SHOULD provi de feedback to
the receiver on the reachability of the nulticast flow through the IP
mul ti cast address provided by the source.

Furthernmore, the data received over the nulticast flow cannot be
acknow edged over this path since it is unidirectional. Because

Fl exi cast QUIC uses Miultipath QU C, ACK frames are repl aced by

PATH ACK frames. Flexicast QU C receivers MIST send acknow edgnent s
to the source using PATH ACK frames sent on their unicast path

In single-source multicast, an IP nulticast group is represented by
the (S, G tuple, respectively denoting the I P address of the

mul ticast source and the nulticast group. To join the multicast
flow, the receivers nmust be informed of the (S,G tuple of the
underlying IP nmulticast tree. The server uses the FC ANNOUNCE frane
to advertise the identifier of the nulticast tree that the receivers
can j oin.

The Fl exicast QUI C packets that are sent over the multicast flow are
encrypted and authenticated. However, these packets are not
encrypted using the TLS keys derived during the QUI C connection
establ i shnent since they are unique to the receiver. To secure the
transm ssion of Flexicast QU C packets along the multicast flow, the
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source generates an independent set of security keys and shares them
usi ng the FC KEY frane (see Section 11.3) to all receivers over the
uni cast path. Since this frame is sent over the unicast paths, it is
aut henti cated and encrypted using the TLS keys associ ated to each

uni cast path. The security questions related to the delivery of the
TLS key secrets through the FC KEY frane are discussed in

Section 13. 1.

Section 10 gives nore details on the nodifications to
[ MULTI PATH-QUI C] to protect packets sent on the nulticast flow.

4. Handshake Negotiation and Transport paraneter

Fl exi cast QUIC defines a new transport paraneter, used to negotiate
the use of the flexicast extension during the connection handshake,
as specified in [ QU C TRANSPORT]. The new transport parameter is
defined as foll ows:

* flexicast_support (current version uses Oxedf3): this transport
paraneter indicates support of the flexicast extension. The
transport paraneter contains two bool ean val ues, respectively
i ndi cating support of IPv4 and IPv6 for nmulticast addresses. |If
an endpoint receives the flexicast_support transport paraneter
with both | Pv4 and | Pv6 supports set to false (0), it nust close
the connection with an error type of FC PROTOCOL_VI OLATION. The
support of the flexicast extension is conditioned to the support
of the multipath extension, as defined in [ MULTIPATH QU C]. As a
result, endpoint wishing to support the Flexicast extension MJST
support [ MULTI PATH QUI C] .

An endpoi nt receiving the flexicast_support transport paraneter from
its peer, wthout support for nultipath MJST ignore the
fl exi cast _support transport paraneter

The extensi on does not change the definition of the transport
paranmeters defined in Section 18.2 of [ QU C TRANSPORT] .

5. Initialisation of a Flexicast Flow

This section details how a Fl exi cast QUI C source advertises multicast
fl ows and how receivers join them

Figure 2 illustrates how a Fl exi cast QUI C source and receiver
exchange frames on the unicast path to advertise and join a multicast
flow The handshake uses the transport paraneters defined in the
previ ous section. This handshake creates a QUI C connection between a
source and a receiver. The source sends an FC ANNOUNCE franme over
this connection to advertises the nmulticast flow, e.g. an IP
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mul ticast tree. The receiver joins the tree and then sends an

FC STATE(JON) frane to the source to indicate that it is attached to
the tree. The source sends an FC KEY franme containing the security
keys associated to the nulticast flow. The receiver returns an

FC STATE(LI STEN) franme to indicate that it receives frames over the
mul ticast flow.

Sour ce (Uni cast path) Recei ver
cast flow)
QUI C handshake R > QUI C handshake
FC_ANNOQUNCE ~~  ------------- >
Comm e FC_STATE(JAO N)
FCKEY  memmeeo-- - >
Qoo FC _STATE( LI STEN)
Comm e e e e ==
Commmmmmee e PATH_ACK

5.

1.

Figure 2: Milticast flow announcenent and join
Fl exi cast Fl ow Announcenent

A Fl exi cast QUI C source announces a multicast flow using the
FC_ANNOUNCE frane (see Section 11.1). The initial Connection ID
derived during connection establishnent between the source and the
recei ver cannot be reused on the nulticast flow since it is unique
for each receiver. On a nulticast flow, Flexicast QU C replaces the
concept of Connection IDwith the Flexicast Flow ID. Sinmilarly to
the Connection ID from[MILTI PATH QU C], the Flexicast Flow ID
uniquely identifies a multicast flow The Flexicast Flow | D MJST NOT
be enpty, as of [MJLTIPATH QU C] specification. Using a Flexicast
Flow ID, a multicast flow can change the addressing at | ower protocol
| ayers (UDP, |IP) without causing packets to be delivered to the wong
endpoint. In [ QU C TRANSPORT] and [ MULTI PATH QUI C], endhosts chose
their source Connection IDs and advertise themto their peers using
NEW CONNECTION I D franes. In Flexicast QU C, the source decides the
Flexicast Flow ID identifying a multicast flow and sends this val ue
to receivers.

Through the FC_ANNOUNCE frame, the source advertises the Fl exicast
Flow I D of the nmulticast flowto listen to. The advertised Fl exicast
Flow I D serves as the Destination Connection ID for packets sent on
the nulticast flow. _TBD: how to avoid colission.

The FC_ANNOUNCE frane al so contains the source address, destination
address and UDP destination port nunber of the nulticast flow |If
the destination address is an IP nmulticast address, then the
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mul ticast flow uses an IP nmulticast tree and the receiver MJST join
this tree and listen to the specified UDP port nunber. If the
destination address is the unicast |IP address of the receiver, then
the receiver MIST listen to the specified UDP port nunber on this
address. _TBD: how to avoid colission with an already bound UDP
destination port.

The source MAY advertise nmultiple distinct nulticast flows to a given
receiver, i.e., multicast flows with distinct Flexicast Flow ID. The
source MAY advertise updated information about a specific nmulticast

fl ow by sendi ng new FC_ANNOUNCE frames with increased sequence
nunbers. Upon reception of a new FC ANNOUNCE frane updating
informati on of an existing nulticast floww th a smaller sequence
nunber conpared to the last received FC_ANNOUNCE franme, a receiver
MUST silently discard the new FC_ANNOUNCE fr ame.

The source MAY withdraw a nulticast flow by sending a new FC_ANNOUNCE
frane, with an increased sequence nunmber, with null source and
destination I P addresses. Upon reception of such frane, receivers
MJST stop listening to packets received fromthe nulticast flow

5.2. Joining a Fl exicast Flow

Figure 3 illustrates the finite-state machine of a receiver fromthe
start of the QU C connection (Unaware) until it is ready to listen to
packets on the nulticast flow After receiving an FC_ANNOUNCE frane
advertising a nulticast flow, a receiver MAY decide to join it. For
exanpl e, the source can advertise multiple flows dissem nating the
sanme video streamin different qualities, letting the receiver choose
the appropriate quality. Due to the scalability benefits fromthe
poi nt of view of the source and the network, it is encouraged that
receivers do join the multicast flow Milticast flow nanagement is
handl ed with the FC STATE franme (see Section 11.2). The receiver
sends an FC STATE franme with the Flexicast Flow ID of the nmulticast
flowit wants to join and the JON action.
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Upon reception of an FC_STATE frame with the JO N action, the source
sends an FC KEY frane, containing the TLS master secret that will be
used to derive the set of keys necessary for the receiver to decrypt
packets received on the nmulticast flow. The frame contains an

i ndi cation on the current packet nunber sequence such that the
receiver can correctly reconstitute the full packet nunber when
receiving a QUI C packet on the flexicast flow The receiver SHOULD NOT
process packets with a | ower packet nunber, and applicati ons SHOULD
transmt through the unicast path any application data required for
the receiver to correctly process subsequent packets received on the
multicast flow ID. Starting fromthe advertised first packet nunber
of interest, the source MJST retransnit on any path any lost reliable
franes.

Once the receiver received the FC KEY frane and its underlying
mul ticast network is ready to receive packets on the nmulticast flow,
it sends an FC STATE frane to the source with the LI STEN acti on.

The Fl exi cast QUI C source SHOULD NOT consi der the receiver as an
active menber of the multicast flow before it has received an

FC STATE with the LI STEN action fromthe receiver. This process
avoids the unlikely case where the receiver wants to join the

mul ticast flow, but no underlying nmulticast distribution tree could
be constructed toward the receiver (e.g., it lies in a unicast-only
network). By not considering such receiver as an active nmenber of
the group, the Flexicast QU C source avoids considering all sent
packets as lost, potentially inpacting its congestion state.

5.3. Underlying (multicast) network

If the I P destination address in the FC_ANNOUNCE frane is a nulticast
| P address, the receiver MIST notify the underlying network of its

interest to receive nulticast packets to this address. In an IP
mul ticast network, this is done by sending an I|GW/ M.D join on (S, G
in the case of single-source nulticast. |If the |P destination

address in the FC_ ANNOUNCE frane is the unicast address of the
receiver, it means that the source uses unicast-duplication. The
receiver MAY also wait to receive the FC KEY frame of the
corresponding nulticast flow to avoid receiving packets that it wll
not be able to process before receiving the required TLS keys.

6. Milticast flow nenbershi p nanagenent
Thanks to the FC STATE franme, a Flexicast QU C source knows the set
of receivers listening to a specific multicast flow Receivers MAY

decide, at any point in tinme during the comunication, to | eave the
mul ticast flow.
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6.1. Receiver-side nanagenent

Receivers | eave a nulticast flow by sending an FC_STATE frame with
the LEAVE action. Upon reception of this frane, the Flexicast QU C
source MJST renove the receiver fromthe nembers of the multicast
flow, and it MAY continue transmitting data through the unicast path
with the receiver; the source MAY al so decide to close the connection
with the receiver, depending on the application. The receiver MJST
drop any path state for the multicast flow regarding this nulticast
flow. The finite-state machine on the receiver-side MIST be reset to
the sane state as when it received the FC_ ANNOUNCE for the first

tinme.

A receiver that previously left a nulticast flow MAY attenpt to join
again the sanme flow, or another flow by restarting the phases from
Section 5. 2.

6. 2. Source-side nmanagenent

At any point in time, the Flexicast QU C source MAY decide to
unilaterally renove a receiver froma nulticast flow, by sending an
FC STATE franme with the LEAVE action.

There are two reasons to decide on the source-side to renove
receivers fromthe multicast flow - A receiver is a bottleneck on
the nulticast flow, i.e., the bit-rate of the nulticast flow becones
too | ow because of this receiver. 1In that case, the bottl eneck
receiver is removed fromthe specific nmulticast flow. The source can
continue distributing the content either through the unicast path
with this receiver, or by letting the receiver join another nulticast
flow - A receiver experiences too many | osses. Receivers send
feedback to the source. Too nmany | osses degrade the quality of
experience for the application. To recover fromsuch | osses, there
is a need for retransm ssions, which can take up to several RTTs.

The source SHOULD decide to renove the receiver fromthe multicast
flow and continue receiving data through unicast, even tenporarilly.
A reason why it would be better to continue through the unicast path
is that the underlying IP multicast tree may be failing.

7. Reliability

The reliability mechani smof Flexicast QU C uses the standard QUI C
mechani sms.  This section only details the reliability nechanisns for
franes sent on the nulticast flow This docunent does not modify the
reliability nmechani smdefined in [ RFC9002] for packets sent on the
uni cast path.
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Recei vers regularly send PATH ACK frames back to the source on their
uni cast path. Receivers MJST send PATH ACK frames for packets
received on the nmulticast flow on their unicast path with the source.
A Fl exi cast QUI C source receiving an PATH ACK from a receiver on the
mul ti cast flow MUST cl ose the connection with this receiver with an
error of type FC PROTOCOL_VI OLATION. The PATH ACK frames sent by the
receivers on their unicast path include the path_id field to refer to
the multicast flow.

A maj or change between [ RFC9002], and to some extent [ MJULTI PATH QUI C]
is that a Flexicast QU C source receives acknow edgnents from
multiple receivers for the same data. A Flexicast QU C source nust
wait for the acknow edgnment fromall receivers listening to the

mul ticast flow before releasing state for the transmtted data. An
acknow edgment - aggr egati on nechani sm MJUST be i npl enented, at |east on
the Flexicast QU C source, to advance its state when all nenbers of
the multicast flow sent PATH ACK franmes to acknow edge data sent on
the multicast flow

Bottl eneck or malicious receivers may slow down, and even bl ock the
transm ssion of data, thus inpacting the quality of service for other
receivers. Simlarly to [ RFC9002], a Flexicast QU C source may
decide to stop the comunication with a specific receiver if it does
not regularly receive PATH ACK frames fromthis receiver. A

Fl exi cast QUI C source SHOULD renove bottl eneck-inducing or malicious
receivers fromthe multicast flowin that case, and MAY conti nue
transmtting data through the unicast path with these receivers
instead, thus relying on [ RFC9002].

The Fl exicast QUIC source is responsible to decide whether to send
retransmtted frames on the multicast flowto all receivers, or
specifically to receivers individually on their unicast path.

Recei vers are not inpacted by this choice since the [ MILTI PATH QU C]
specification allows to retransnit franmes on another path than the
initial path on which they were sent. The first case would be nore
efficient if multiple receivers |ost the same packet; the second case
is nore interesting for isolated | osses to avoid healthy receivers
recei ving duplicate franes.

8. Congestion Contro

There are currently several possibilities regarding congestion
control for Flexicast QUC A first idea is to maintain constant
bit-rate delivery and exposing nmultiple multicast flows operating at
different bit-rates. As such, if a receiver sees degradation in its
conmmuni cation (e.g., congestion or increased delay in the network),

it my switch to a lower bit-rate multicast flow. However, this idea
does not solve the problemof increasing the congestion in the
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net wor k.

The other idea outlines the possibility to take into account all
receiver-specific bit-rate to chose the overall bit-rate on the
multicast flow, e.g., by requiring that the multicast flow bit-rate
is the |lowest bit-rate anong all receivers listening to this

mul ticast flow. Since receivers regularly send PATH ACK franmes, it
is possible for the source to adjust a per-receiver bit-rate (or
congesti on wi ndow) and use the mninumval ue as the value for the
multicast flow. O course, such nethod paves the way to mali cious
recei vers decreasing on-purpose the nulticast flow bit-rate.
Applications SHOULD provide to a Flexicast QU C source a "m ni mum
bit-rate" to ensure a minimumaquality of service for the receivers.
Mal i ci ous or bottleneck receivers with a per-receiver bit-rate bel ow
this minimumbit-rate SHOULD be renoved fromthe nulticast flow
menbership. Since the Flexicast QU C source can unilaterally evict
such receivers, it can adjust the nmulticast flow bit-rate without
consi dering these receivers.

A m x of both approaches is also possible. A Flexicast QU C source
may expose multiple nulticast flow, each operating at different bit-
rate windows. For exanple, a first wi ndow would operate at a m ni num
bit-rate of 2 Mops and a maxi mum bit-rate of 5 Mips; anot her

mul ticast flow woul d operate between 5 Mips and 10 Mips,... Receivers
falling bel ow the 2 Mps bit-rate SHOULD be evicted from fl exi cast
delivery; a Flexicast QU C source MAY decide to continue the delivery
t hrough the uni cast path.

9. Flow Control

Simlarly to the congestion control, an aggregated flow control
mechani sm ext ends the standard QUIC fl ow control nechanismfrom

[ QUI G TRANSPCRT] . The nulticast flow MIST respect the flow control
limts of active nenbers. Receivers actively listening to the

mul ticast flow MUST send MAX DATA and MAX STREAM DATA on their

uni cast path, similarly to [ QJ C TRANSPORT]. The mnulticast flow
aggregates all flow control linits fromactive nmenbers and MJST set
its limts to the mnimumanong all limts fromthe receivers.

To ensure that the flow control does not violates any Iimt, the flow
control MAY use values fromdifferent active receivers to update its
flow control limts. For exanple with three receivers RO, Rl, and
R2, the nulticast flow nmay update its max data using the val ue
advertised by RO, its nmax streamdata for streamid X using the val ue
advertised by RL, and its max streamdata for streamid Y using the
val ue advertised by R2.
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10.

10.

The source MAY renpve bottleneck receivers fromthe set of active
menbers if such receivers fail to update their flow control to ensure
a mninumaquality of service. |In that case, the source MAY continue
transmiting data to these receivers on their unicast path, again as a
fall-back on unicast QUIC as defined in [ QU C TRANSPORT] .

Because the flow control limits are shared between nmultiple paths
within the sane connection, a receiver which previously fall backed
on uni cast delivery MAY rejoin a nmulticast flowif its flow contro
limts have been updat ed.

Packet protection

Packet protection for QU C version 1 is specified in Section 5 of
[QU CGTLS]. Section 4 of [MILTIPATH QU C] further expands this
design when nultiple paths with different packet nunber spaces are
used. Because the multicast flow is shared anong nultiple receivers,
thi s docunent nodifies the design from Section 4 of [ MIULTI PATH QUI C].

1. Protection Keys

Thi s docunent extends the design from [ MJLTIPATH QUI C] by requiring
that all multicast flows use different TLS protection keys. O
course, these protections keys MJST be different fromthe protection
keys derived during the handshake between the source and any
receiver.

For each multicast flow, the Flexicast QU C source derives new random
TLS keys that will be used to encrypt and decrypt the packets. The

Fl exi cast QUI C source MJST derive these keys randonmy, sinulating a
QUI C connection establishnent alone. The master secret and used
algorithmis sent through the FC KEY frane (Section 11.3) on the

uni cast path to receivers joining a nulticast flow. The master

secret and algorithmare used to derive the TLS decryption keys on
the receivers

Since no explicit path probing phase is used in Flexicast QUC, the
recei ver can use the dedicated protection key context whenever
receiving a packet fromthe nulticast flow directly after receiving
the FC KEY franme fromthe source.
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10.

10.

11.

2. Nonce Cal cul ation

Section 4 of [MILTIPATH QU C] expands the conputation of the Nonce
fromSection 5.3 of [QUC-TLS] to integrate the | east significant 32
bits of the Path ID to guarantee its uniqueness. A nulticast flowis
shared anmong mul tiple receivers simultaneously, thus requiring that
all receivers share the sane Path ID for the same nulticast flow
Since receivers are allowed to dynamically change the nulticast flows
they listen, it is inpossible to ensure that all receivers use the
sane Path ID for the same nulticast flow

However, since each nulticast flow uses its own set of TLS keys, the
comput ation of the Nonce is decorel ated between any pair of multicast
fl ows, and between any multicast flow and any unicast path with a
receiver. It is therefore not mandatory anynore to use the Path ID
to ensure the uniqueness of the Nonce. As such, this docunent
renoves the Path ID fromthe conputation of the Nounce when sending
packets on the nulticast flows.

3. Key Update
TODO in a future version of the draft.
New Fr anes

Al frames defined in this docunent MJST only be sent in 1-RTT
packets.

If an endpoint receives a flexicast-specific frame in a different
packet type, it MJST close the connection with an error of type
FRAME_ENCODI NG_ERROR.

Recei pt of flexicast-specific frames related to a Flexicast Flow ID
that is not unknown by endpoint MJST be treated as a connection error
of type FC_PROTOCOL_VI OLATI ON.

If an endpoint receives a flexicast-specific frane with a Fl exi cast
Flow ID that it cannot process anynore (e.g., the nmulticast flow
m ght have been abandoned), it MJST silently ignore the frane.

The new franes introduced bel ow are for control -specific purpose
only, and MUST NOT be sent on the Miulticast flow. Receipt of any of
the followi ng franes on the Miulticast flow MIST be trated as a
connection error of type FC PROTOCOL_VI CLATI ON.
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11.1. FC_ANNOUNCE frame

The FC _ANNOUNCE frame inforns the receiver that a Miulticast flowis
avai l abl e or has been updated. FC ANNOUNCE frames MJST NOT be sent
by the receiver. A Flexicast QU C source receiving an FC_ANNOUNCE
franme MJST cl ose the connection with a connection error of type
FC_PROTOCOL_VI OLATI ON

FC_ANNOUNCE franes are formatted as shown in Figure 4.

FC_ANNQUNCE Frane {
Type (i) = TBD- 00,
Length (8),
Fl exi cast Flow I D (8..160),
Sequence numnber (i),
I P Version (8),
Source I P (32, 128),
Goup IP (32, 128),
UDP Port (16),
Ack delay timer (64),

Fi gure 4: FC_ANNOUNCE Frane For nat
FC_ANNCOUNCE frames contain the follow ng fields:

Length: An 8-bit unsigned integer containing the |length of the
Flexicast Flow ID. Values less than 1 and greater than 20 are
invalid and MUST be treated as a connection error of type
FRAME_ENCODI NG_ERROR.

Fl exi cast Flow ID: A Flexicast Flow ID of the specified |ength.

Sequence nunber: A variable-length integer indicating the sequence of
the frame. The nunber is nonotonically increasing within a QUC
connection and is chosen by the sender. It helps the receiver to
order FC_ANNOUNCE frames by recency. A receiver SHOULD ignore franes
with a Sequence Number |ower or equal to the highest Sequence Number
recei ved.

I P Version: An 8-bit unsigned integer containing the version of IP
used to advertise the Source IP and Goup IP. Values different than
4 (for I1Pv4) and 6 (I1Pv6) are invalid and MJST be treated as a
connection error of type FRAME_ENCODI NG ERROR

Source I P: The I P address of the nulticast source, used for Single-
Source Ml ticast.
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11.

Goup IP: Either an IP nulticast address or the address of the
receiver.

UDP Port: The UDP destination port.

Ack delay timer: A 64-bit unsigned integer containing the delay, in
ms, between two acknow edgnments from a receiver.

FC_ANNOUNCE franes are ack-eliciting. |1f a packet containing an
FC _ANNOUNCE frane is considered | ost, the peer SHOULD repeat it.

Sources are allowed to send nultiple times FC ANNOUNCE frames with an
i ncreasi ng sequence nunber for the same Flexicast Flow ID. New
FC_ANNOUNCE franes MAY contain updated information, e.g., a new Ack
del ay timer.

Sources are allowed to advertise nultiple Miulticast flows by sending
mul tiple parallel FC ANNOUNCE franes with distinct Flexicast Flow

I Ds. The Sequence nunber is linked to a specific Flexicast Flow ID.

The sane Sequence nunber can be used for two distinct Flexicast Flow
| Ds.

A Flexicast QU C can withdraw a nulticast flow by sending an
FC_ANNCUNCE frame with null Source IP and Goup I Ps and identifying
the multicast flow using the Flexicast Flow ID. Upon reception of a
new FC_ANNOUNCE frame updating information of an existing multicast
flowwith an increased sequence nunber conpared to the |ast received
FC _ANNQUNCE frane, a receiver MJST update nulticast flow information.

2. FC_STATE frame

The FC_STATE frame inforns the endpoint of the state of the Fl exicast
receiver in the Miulticast flow. FC STATE frames MAY be sent by both
endpoints (i.e., receiver and source).

FC _STATE franes are formatted as shown in Figure 5.

FC_STATE frame {
Type (i) = TDB-01,
Length (8),
Fl exi cast Flow I D (8..160),
Sequence nunber (i),
Action (u64),

Figure 5: FC _STATE Frane For mat

FC_STATE franes contain the follow ng fields:
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11.

Length: An 8-bit unsigned integer containing the Iength of the
Fl exi cast Flow ID. Values less than 1 and greater than 20 are
invalid and MJUST be treated as a connection error of type
FRAME_ENCODI NG_ERROR.

Fl exi cast Flow | D. The Fl exicast Flow ID of the Multicast flow that
this frane relates to.

Sequence nunber: The nonotically increasing sequence nunber rel ated
to the advertised Flexicast Flow ID.

Action: The bit-encoded action, defined in Section Section 11.2.1.

FC _STATE frames are ack-eliciting. |If a packet containing an
FC_STATE franme is considered lost, the peer SHOULD repeat it.

For a given Miulticast flow (i.e., identical Flexicast Flow ID), both
endpoi nts use their own Sequence nunber.

A receiver sending an FC STATE frane inforns the source of its status
regarding the Miulticast flow indicated by the Flexicast Flow ID. The
source MAY al so send FC STATE franmes to a receiver to unilaterally
change the status of the receiver within the Milticast flow indicated
by the Flexicast Flow ID.

2.1. FC_STATE actions

This section lists the defined Actions encoded in an FC STATE frane.
An endpoi nt receiving an unknown value MJST treat it as a connection
error of type FC PROTOCOL_VI OLATI ON.

JO N (0x01): The receiver joins the Miulticast flow.
LEAVE (0x02): The receiver |eaves the Milticast flow.

READY (0x03): The receiver is ready to receive content on the
Mul ticast flow.

The JO N and READY actions are receiver-specific. These actions MJST
NOT be sent inside an FC STATE frane sent by the source. A receiver
receiving an FC STATE frane with any of the follow ng acti ons MJST
treat it as a connection error of type FC PROTOCOL_VI OLATION. The
action LEAVE MAY be sent by both the receiver and the source, as
detailed in Section 6.
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11.3. FC_KEY frane

The FC KEY frane inforns a receiver of the security keys used on a
Multicast flow joined by the receiver. FC KEY franes MJST NOT be
sent by the receiver. A Flexicast QU C source receiving an FC KEY
franme MJST cl ose the connection with a connection error of type
FC_PROTOCOL_VI OLATI ON

FC KEY franes are formatted as shown in Figure 6

FC KEY Frane {
Type (i) = TDB-02,
Lengt h(8),
Fl exi cast Flow I D(8..160),
Sequence numnber (i),
Packet nunber (i),
Key length (i),
Key (..),
Al gorithm (64),

Figure 6: FC KEY Frane Format
FC KEY frames contain the followi ng fields:
Length: An 8-bit unsigned integer containing the |length of the
Flexicast Flow ID. Values less than 1 and greater than 20 are
invalid and MUST be treated as a connection error of type

FRAVE_ENCODI NG_ERROR

Fl exi cast Flow | D. The Fl exicast Flow ID of the Multicast flow that
this frane relates to

Sequence nunber: The nonotically increasing sequence nunber rel ated
to the advertised Flexicast Flow ID.

Packet nunber: The first packet nunber that the receiver nust receive
with this key,

Key length: A var-int indicating the I ength of the security key.
Key: Byte-sequence of the decryption key of the Miulticast flow.

Al gorithm The bit-encoded al gorithmused for decryption, defined in
Section Section 11.3.1

FC KEY franes are ack-eliciting. |f a packet containing an FC STATE
frame is considered |ost, the peer SHOULD repeat it.
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12.

The source MAY send new FC KEY frames with an increased sequence
nunber to notify a new decryption key. This mechani smcan be used to
provi de backward and forward secrecy with dynam c Fl exi cast groups.

3.1. FC.KEY algorithns

The al gorithnms and their encoding follow [ RFC8446] and {QUI C TLS}.
TODO. expand this section.

Di scussi on

Thi s docunent has defined a sinple extension to Miultipath QU C that
enabl es a QU C connection to simulatenously use uni cast paths and
multicast trees to deliver the sane data to a set of receivers. The
proposed protocol can be extended in different ways and inprovements
wi Il be proposed in separate docunents. W briefly describe sone of
t hese possi bl e extensions.

This version of Flexicast QU C uses the existing QU C nechanisns to
retransmt lost frames. It is well known that Forward Erasure
Correction can inprove the performance of multicast transn ssion when
| osses occur. Several authors have proposed techni ques to add
Forward Erasure Correction to QUC [QURL], [rQU (],
[I-D.draft-mchel-quic-fec]. FEC can be sent a priori to enable
receivers to recover fromdifferent packet |osses w thout having to
wait for retransm ssions or a posteriori by sending a repair synbo
that enables different receivers to recover different |ost franes.

This version of Flexicast QU C uses a key shared between the source
and all receivers to authenticate and encrypt the data sent by the
source over the nulticast tree. A malicious receiver who has

recei ved the shared key could inject fake data over the nulticast
tree provided that it can spoof the |IP address of the source.

Techni ques have been proposed to authenticate the franes sent by the
source [I-D.draft-krose-nulticast-security]. Subsequent docunents
will detail how Fl exicast QUIC can be extended to support such

t echni ques.

Mul tipath QUI C assumes that the congestion control mechani sm operates
per path. For Flexicast QU C, a different congestion contro
mechanismw || be required for the unicast paths and the multicast
tree. For the forner, the QU C congestion control mechani sms

[ RFCO002] are applicable. For the latter, multicast specific
congestion control nechanisns such as [ RFC4654] will be required

The current prototype uses a variant of the CUBIC congestion control

Navarre & Bonaventure Expires 1 Septenber 2026 [ Page 23]



I nternet-Draft FC-QU C February 2026

13.

13.

13.

13.

13.

Security Considerations

This section highlights security considerati ons when operating a

Fl exi cast QUI C comuni cati on between a single source and nmultiple
receivers. Since a unique multicast flowis shared anong nultiple
receivers, additional threats nust be addresses conpared to a one-to-
one (Miltipath) QU C connection. The security considerations when
falling-back on unicast are simlar to Section 10 of

[ MULTI PATH QUI C] .

TODO. this section will be expanded in future versions of this
docunent .

1. Sending the TLS key secrets in FC KEY franes

TODO. discuss here the potential issues by sending the TLS key
secrets in the FC KEY franes. | don't think there is any probl em
since the secrets are sent through a secure channel

2. Mal i ci ous Receivers in a Flexicast Flow

Mal i ci ous receivers may listen to a nulticast flow in the presence of
heal thy receivers. This has several inmpacts that are addressed in
this section.

2.1. Cycling Between Joins and Leaves

A malicious receiver may issuing cycles of FC STATE with JO Ns and
LEAVES actions to the source, thus updating the state of the

Fl exi cast QUIC source. Since a Flexicast QU C source can decide to
unilaterally renove receivers froma nulticast flow, the source can
decide to reject FC_STATE JONs froma malicious receiver. The
source MAY send an FC _STATE frame withdrawing a nulticast flow
specifically for this receiver to avoid the receiver from perpetually
sendi ng FC _STATE JO Ns franes. Additionally, applications SHOULD
provi de a mechanismto avoid such receivers to periodically join and
| eave the same nulticast flow to saturate the Fl exicast QU C source
The connection with such malicious receiver will fall-back on unicast
delivery, thus relying on [QUI C TRANSPORT] to deal with it.

2.2. Intentionally Decreasing the Flexicast Flow Perfornmance

Section 6.2 mentions two reasons that could include malicious
receivers wishing to degrade the overall perfonmance of communication
through the multicast flow. By letting the source unilaterally
decide to renove receivers froma multicast flow, the inmpact of
mal i ci ous receivers is |linted.
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15.

15.

| ANA Consi der ati ons

I ANA is requested to assign three new QU C franme types fromthe "QUI C
Frame Types" registry avail able at
https://ww. i ana. or g/ assi gnment s/ qui ¢/ qui c. xht m #qui c-frane-types

* TBD-00 for the FC_ANNOUNCE frane defined in Section 11.1
* TBD-01 for the FC _STATE frame defined in Section 11.2
* TBD-02 for the FC KEY frame defined in Section 11.3

I ANA is requested to assign a new QU C transport paranmeter fromthe
"QUI C Transport Parameters" registry avail able at
htt ps://ww. i ana. or g/ assi gnment s/ qui ¢/ qui c. xht m #qui c-transport

* TBD-03 for the flexicast_support transport paraneter defined in
Section 4
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Appendi x A, Existing inplenmentation and initial results.

The design of Flexicast QU Cis presented in a scientific paper,
accepted at ACM SI GCOW Conput er Conmuni cati on Review (CCR) [ FCQUI C].
We provide a proof of concept inplenentation of Flexicast QU C
relying on doudflare quiche and the nultipath extension. The source
code of Flexicast QU Cis freely available for experinentations at
https://github. com | PNet wor ki ngLab/ f | exi cast - qui c.
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