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Abst r act

Thi s docunent defines the agent:// protocol, a URH tenplate-based
framework as described in RFC 6570 for addressing, invoking, and
interoperating with autonomous and sem - aut ononobus sof tware agents.
It introduces a layered architecture that supports m ni mal

i npl ement ations (addressing and transport) and extensi ble features
(capability discovery, contracts, orchestration). The protocol ains
to foster interoperability anong agents across ecosystens, platforns,
and nodalities, enabling conposable and coll aborative intelligent
syst ens.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roduction

The rise of intelligent software agents necessitates a standardized
way to identify, invoke, and coordinate them across diverse
platforns. While protocols |ike HITP [ RFC9110] provide a transport
mechani sm for static APls, agents differ significantly in behavior,
output variability, and interaction patterns. The agent:// proposes
a URI schene and resol ution nodel designed to conpl enent existing
agent comuni cation protocols and libraries |ike [Agent2Agent],

[ FI PA-ACL], Contract Net Protocol [FIPA-CNP], [LangChain], Mode
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Context Protocol [MCP], [AutoGen], [SenmanticKernel] etc. It serves
as an addressing and discovery |layer that works al ongsi de these
communi cati on protocol

The agent:// protocol supports diverse agent depl oynent nodels
through a unified addressing schene:

* (C oud-based agents accessible via standard web protocols

* Local agents running on the user’s device through the
agent +l ocal : // schene

*  On-prem ses agents within organizational boundaries
* Decentralized agents operating across distributed networks

This flexibility addresses a critical gap in current agent
ecosystens, enabling applications (including browsers) to discover
and i nvoke agents consistently regardl ess of where they' re hosted.
By providing standardi zed URI [ RFC6570] patterns for both renote and
| ocal agents, the protocol sinplifies previously conplex integration
scenarios |like browser-to-local -agent del egation for privileged
operati ons.

. +
| Agent Applications|
o e e e e oo oo +

<->
O +
| agent:// UR | <- Addressing, Resolution, Discovery
I +

<->
o e e e e oo oo SRR Ry +
| Agent 2Agent | CNP,. etc | <- Communication Protocols
S S R +

<-> <->
. I T +
| Transport Layer | | Transport Layer | <- HTTP, WbSockets, etc.
o e e e e oo oo SRR Ry +

Figure 1: Agent Protocol Stack Architecture
The agent:// protocol supports:
* Uni que and resol vabl e addressing of agents

* (Optional self-describing capabilities
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* Consistent invocation semantics over existing transports

*  Progressive support for advanced patterns |ike del egation,
col | aborati on, and orchestration

Thi s docunent outlines the specification for the agent:// protocol,
beginning with its URI scherme and extendi ng through capability
description, transport bindings, and extensibility patterns.

A reference inplenentation of the agent:// protocol is available to
denonstrate resol ution, transport bindings, capability discovery, and
orchestration patterns. |Inplenenters and adopters can find this
exanpl e inplenmentation at: [AGENT-URI - REPC

2. Term nol ogy

*  *Agent*: An autononpus or seni-autononpus software entity that can
receive instructions and perform acti ons.

* *Agent Descriptor (agent.json)*: A machine-readabl e docunment that
describes an agent’s identity, capabilities, and behavi or

* *Capability*: A self-contained function or behavior an agent
of fers.

* *Resolver*: A service or mechanismthat maps a URI to a network
endpoi nt or et adat a.

* *|]nvocation*: The act of calling a capability on an agent with
i nput paraneters.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in RFC
2119, BCP 14 [RFC2119], [RFC8174] when, and only when, they appear in
all capitals, as shown here.

3. Protocol Scope and Layering

The agent:// protocol is designed as a |ayered framework:

Nar vaneni Expi res 23 COctober 2025 [ Page 4]



I nternet-Draft agent -uri April 2025

| Layer | Purpose | Mandatory |
[} g ———————— e ——_———————_—————————(———————— Ll p—p——(———r L
| URI Schene | Unique addressing | Yes |
S TRy . S +
| Transport Binding | Mechanismfor invocation | Yes |
| | (e.g., HITP, WSS, Matrix, |1PC) | |
o e e e e oo oo o m e e e e e e e e e N +
| Agent Descriptor | Self-describing agent | Optional |
| | interface | |
S TRy . S +
| Resol ution | Maps agent URI's to endpoints | Optional |
| Framewor k | | |
o e e e e oo oo o m e e e e e e e e e N +
| Application | Shared vocab for capability | Optional |
| Semantics | nam ng | |
S TRy . S +

Table 1: Protocol Layering Structure

This layering allows inplenmentations to adopt mnimal or full-
featured configurations, depending on their needs.

4. URI Scheme Specification
The format of agent:// URIs is:

agent://[authority]/[path]?[query]#[fragnment]
agent +<protocol >://[aut hority]/[ path]

Fi gure 2: Agent URI For nat
Exanpl es:
* agent://exanpl e.com pl anni ng/ gen-iti?city=Paris
* agent://planner. exanpl e. conl cl aude?t ext =Hel | o
* agent +htt ps://exanpl e. coni assi st ant s/ chat gpt ?query=hel |l o
* agent +l ocal : // exanpl el ocal agent
* agent://did:web: exanpl e. com agent: researcher/get-articl e?doi =..
4.1. Conponents

* *Authority*: Uniquely identifies the agent or agent nanespace
(e.g., DNS or DI D).
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* *Path*: Specifies the agent being invoked. The [path]

April 2025

i s opaque

to agent:// and can represent either a namespace or direct

capability.

* *Query*: Contains serialized paraneters
be URL-encoded as key=val ue pairs.
needed,

Query paraneters SHOULD
If more conplex structures are
clients SHOULD use HTTP POST requests with application/

j son bodies rather than base64-encodi ng payl oads into query

par amet er s
*  *Fragnment*: Optional
* The optiona

* |f not specified, clients use resolution or fal

based i nvocati on.

reference for context or sub-capability.
+<protocol > i ndicates explicit transport binding.

back to HTTPS-

"@

4.2. ABNF for agent:// UR
agent - uri = "agent" ["+" protocol] "://" authority ["/" path]

[ "?" query ] [ "#" fragnment ]
pr ot ocol = 1*( ALPHA/ DAT/ "-")
authority = [ userinfo "@ ] host [ ":" port ]

; <authority, defined in RFC3986, Section 3.2>
pat h = pat h- abenpty

; begins with "/" or is enpty.

; Defined in RFC3986, Section 3.3
query = *( pchar / "/" [ "?"

; <query, defined in RFC3986, Section 3.4>
fragnent = *( pchar / "/" [ "?")

; <fragment, defined in RFC3986, Section 3.5>
pchar = unreserved / pct-encoded / sub-delinms / ":" [/
unreserved = ALPHA / DI@T [/ "-" ) ", " "o
pct - encoded = "% HEXD G HEXDI G
sub-del i s A A A N G A

R A T A B
; Character sets |ike pchar, unreserved, etc. are defined in RFC3986

Figure 3: ABNF Granmmar for agent:// UR Schene
5. Resol ution Franmework
Every agent MAY expose a sel f-describing docunent at:
<schene>:// <domai n>/ <pat h-t 0- agent >/ agent . j son
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If a single agent is deployed at the top level then it should be
under /.well-known to be conpatible with Agent2Agent protocol

* [.well-known/agent.json -- For single-agent deploynents
(conpatible with Agent 2Agent)

* [.well-known/agents.json -- For nulti-agent domai ns (maps agent
nanes -> descriptors)

This descriptor is OPTIONAL but RECOMVENDED. It enables capability
di scovery, transport resolution, and conpatibility with ecosystem
t ool s.
When present, the descriptor MAY use the [AgentCard] (as defined by
Agent 2Agent protocol by Google as of April 2025) schema as one
possi ble format, or any equival ent [JSON-LD11] based structure that
expresses the agent’'s identity, capabilities, and behaviora
nmet adat a.
If the agent is deployed at a subdomain (e.g., planner.exanple.org),
the agent descriptor SHOULD be published at /.well-known/agent.json
on that domain.

5.1. Ecosystem Registries
Domai ns MAY publ i sh:
htt ps://<domai n>/ . wel | - known/ agent s. j son
This file should nap agent nanmes to their agent.json URLs for
sinplified enuneration. It is OPTIONAL but RECOMMENDED for better
ecosysteminteroperability.
I npl enent ati ons MAY support resolution of agent URIs via
* Static resolution maps
* DID resolution

* \WebFi nger or customresol vers

Resol vers SHOULD support caching and capability introspection where
appl i cabl e.
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5.

6

6

(agent.json or agents.json)

Figure 4: Agent URI Resolution Process

* Exanpl e*:
"agents": {
"planner": "https://planner.exanpl e.coni.well-known/agent.json",
"translator”: "https://exanple.conftransl ator/agent.json"
}
}

Agents SHOULD use standard HTTP cachi ng nechani sns (Cache- Contr ol
ETag, Last-Modified) to enable efficient resolution and minimze
unnecessary descriptor fetches. dients SHOULD respect these headers
and cache descriptors appropriately

2. Trust Anchors

Domai ns MAY use trust anchors (e.g., DNSSEC, HTTPS certificates, or
Dl D-based verification) to enhance identity assurance.

A practical exanple of URI resolution, agent descriptor fetching, and
caching strategies is included in the reference inplenentation
avai |l abl e at: [ AGENT- URI - REPO

Transport Bi ndi ngs

1. Explicit Transport Binding

Use the agent +<protocol >:// scheme for clarity:
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| Transport | For mat | Description |
[} e ————————— e —_——————————_ s p——r U
| HTTPS | agent+https:// | Secure HITP-based invocation |
o e e e oo o e e e oo o e e e e e e eee e +
| WebSocket | agent +wss:// | Real -tinme streamng |
| Secure | | |
Fom e e e oo o e e e e oo - o e e e e e e e e m e e +
| Local | agent+local:// | Runtime-registered |ocal |
| | | agents |
o e e e oo o e e e oo o e e e e e e eee e +
| Unix | agent +unix:// | I'PC for co-located agents |
| Socket | | |
Fom e e e oo o e e e e oo - o e e e e e e e e m e e +
| Matrix | agent+matrix:// | Decentralized real-tine |
| | | transport |
o e e e oo o e e e oo o e e e e e e eee e +

Tabl e 2: Transport Binding Formats

The agent +<transport>:// schene allows explicit declaration of such
bi ndi ngs, enabling clarity, extensibility, and optim zed routing.
When no explicit transport is declared, clients MAY rely on
resolution netadata (e.g., agent.json) or default to HTTPS-based

i nvocati on.

This flexibility ensures the protocol can adapt to different
performance, privacy, or coordination requirenments while renaining
consistent at the addressing and invocation |ayer.

Local agents shoul d be accessed using:
agent +l ocal : / / <agent - name>

This allows agent runtines to register their presence using a | oca
resolver (e.g., via IPC, sockets, or service registry). The
transport mechanismis inplenmentation-specific.

The agent +l ocal : // scheme specifically addresses the current |ack of
st andardi zed nethods for browser-based applications to invoke locally
install ed agents. This enables web applications to delegate tasks to
| ocal agents that can performprivil eged operations such as file
system access, desktop autonation, or hardware interaction -
capabilities that are typically restricted in browser environnents.
Security considerations for such invocations are discussed in

Section 10.
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6.2. Default Fallback Behavi or
If the protocol is omtted (i.e., agent:// is used), clients:
1. Check .well-known/agents.json (if avail able)

2. Retrieve the agent descriptor at agent.json for the specified
pat h

3. Use the transport or endpoint hints fromthe descriptor

If nothing is found, clients MAY fall back to:

* HITPS (default transport protocol)

* HITP PCOST if payl oad present, otherw se GET
Note: This fall back behavior is provided for conveni ence and basic
interoperability, but production systens SHOULD prefer explicit
transport bindings or resol ver-based di scovery for robustness and
clarity.

Clients SHOULD prefer explicit transport bindings (agent+https://)

where available, and fall back to resol ution-based di scovery

(agent://) when agent transport nmetadata is reliably avail able.

Explicit binding reduces resolution anbiguity and inproves |atency.

6.3. Use Cases and Recommended Bi ndi ngs

The following table outlines some use cases and recomended bi ndi ngs

| Use Case | Recommended Bi ndi ng |
B s s s sl e s e
| Agent with known HTTPS endpoint | agent+https:// |
o m e e e e e e e e e eee oo s o e e e e e e e e oo s +
| Local runtine agent | agent+l ocal:// |
o mm e e e e e e e e e e e meamaoo- o m e e e e e e a oo +
| Dynamic/nulti-transport agents | agent:// with agent.json

oo e e e e e e e e e oo oo o e e e e o - +
| Inter-agent calls within a | agent:// or |
| known cont ext | agent+matrix:// |
o m e e e e e e e eee— oo o m e e e e e e e oo - +

Tabl e 3: Recommended Bi ndi ngs for Common Use Cases
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Nar vaneni

Capabi lity Framewor k

Agents SHOULD expose a descriptor document at:

<agent - base- pat h>/ agent . j son

Thi s descriptor MAY foll ow

*

The AgentCard structure (as defined by Googl e’ s Agent 2Agent
protocol as of April 2025), or another equivalent fornmat

Any format other than Agent Card SHOULD be expressed in [JSON LD11]
to enabl e semantic di scovery

Agent descriptors SHOULD i ncl ude:

*

Agent nane and version

MAY i ncl ude supportedVersions indicating the Iist of ol der
versi ons and their end-points.

Versi oni ng should follow [ SenVer] or |ater

Clients SHOULD verify conpatibility based on docunented nsjor,
m nor, and patch versions

Human-r eadabl e descri ption

I nput/out put schermas (e.g., JSON Schemm)

Capability list with I Ds, descriptions, tags, version

Optional behavioral netadata (e.g., isDetermnistic,

expect edQut put Vari ability, requiresContext: bool ean,

menor yEnabl ed: bool ean, responselLatency: "low' | "nmediuni |
"high", confidenceEstimati on: bool ean)

i sDeterm nistic (boolean): Indicates whether repeated calls
with identical inputs yield identical outputs.

expectedQutputVariability: indicates typical variability in
outputs, simlar to tenperature setting

responselat ency: Expected response tine.

requi resCont ext (bool ean): I|ndicates whether the input needs
context or the agent can work on its own

Expi res 23 COctober 2025 [ Page 11]
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- nmenoryEnabl ed (bool ean): |ndicates whether the agent will
remenber the interactions

* (Optional transport or invocation hints
* (Optional authentication or perm ssion requirenents
* (Optional state managenent practices

* (Optional interactionMddel to indicate a way to interact (e.qg.
agent 2agent, fipa-acl, kqm, contract-net, energent etc). If
menti oned, the nessage payl oad SHOULD fol |l ow the nodel’'s defined
paraneters if any.

Agents MAY expose input Formats and out put Formats per capability using
standard M ME types (e.g., application/json, application/ld+json,
application/fipa-acl).

Agent descriptors SHOULD i ncl ude input/output schemas (e.g., JSON
Schema) and MAY docunent content negotiation support via the

content Types field per capability. This allows clients to understand
and negoti ate payl oad encoding, enabling interoperability across
ecosystens that use JSON, [JSON-LD11], RDF/ XM., [FIPA-ACL], or other
formats.

Clients MAY use standard negoti ati on mechani sms such as Content - Type
and Accept headers (in HITP), or envelope netadata (in protocols like
[JSON-RPC], [Matrix], etc.).

| mpl enent ati ons MAY advertise protocol conpatility via netadata
fields such as interacti onMbdel, orchestration, or supported

envel opeSchemas etc. These metadata fields enable clients and agent
runtimes to interoperate across heterogeneous ecosystens and

commruni cati on nodel s.

This extensibility ensures agent:// can serve as a unifying
addressi ng and invocation |ayer, bridging agents that follow

est abl i shed standards, platformspecific conventions, or |earned
behavi ors in dynam c environnents.

If an agent.json is provided, it SHOULD contain at |east: nane,
versi on, and one or nore capabilities.

Clients SHOULD explicitly specify the agent version either as a URl
pat h segment, query parameter (?version=3.1.4), or HITP header (X-
Agent-Version). |If omtted, servers SHOULD assune the | atest

versi on. Agents MJST docunent their preferred nethod for version
negotiation clearly in their descriptor.
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Wil e .well-known/agents.json MAY be used to enunerate all avail able
agents under a domain, the individual agent.json files serve as the
canoni cal source of truth.

Expressing descriptors in [JSON-LD11] enables semantic
interoperability and supports alignment with common web-based data
nodel s.

I mpl enenters MAY choose to enbed, proxy, or map to other protocols
within the agent.json descriptor or transport bindings, allow ng for
seam ess orchestration and hybri d depl oynents.

8. Interaction Patterns {# interaction-patterns}
Supported interaction types include:
* Request/ Response (synchronous)

* Deferred response (polling or webhook) SHOULD include a taskld and
polling interval hint.

* Stream ng responses (e.g., Server-Sent Events, WbSocket).
Stream ng responses over agent+wss:// SHOULD use newline-delimted
JSON (NDJSON)

* Del egated invocation (calling other agents on behal f of user)

* Asynchronous event notifications via HITP webhooks or WbSockets.
Event notifications if available SHOULD i ncl ude event types,
payl oads, and identifiers.

Al interaction patterns (e.g., stream ng, event-driven, polling) are
transport-agnostic but MAY inpose format constraints (e.g., NDJSON
over WebSockets).

Agents SHOULD i nclude status and confidence nmetadata in responses
wher e applicabl e.

8.1. Stateful Interactions {# stateful-interactions}

The agent:// protocol |everages HTTP' s established nechani sns for
state nmanagenent. Cdients and agents SHOULD use standard HTTP
headers or query paraneters to pass identifiers such as sessionld or
taskld. Agents MAY naintain state across interactions using these
identifiers. dients and agents SHOULD agree on session senantics
via capability descriptors or invocation headers.
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Non- HTTP transports SHOULD i ncl ude session or task identifiers within
message envel opes (e.g., JSONRPC headers, WbSocket nessage

met adata, Matrix events). These fields SHOULD foll ow nam ng
conventions simlar to sessionld, taskld, etc.

Wien the transport |acks a native header nechani sm agents SHOULD
extract session information fromthe body or envel ope netadat a.

VWhen content negotiation fails or the requested format is not
supported, agents SHOULD respond with a 406 Not Acceptable HITP error
or equivalent, and MAY include supported formats in the response

nmet adat a.

8.1.1. Recommended practices:

8. 2.

8. 3.

8. 3.

* Use HITP headers (e.g., X-Session-ID, X-Task-1D) or query
paraneters for session and task identifiers.

Clearly docunment state identifiers and their expected lifecycle in
the agent’s descriptor (agent.json).

*Exanpl e*:
GET /tasks/ 1234 HTTP/ 1.1
Host: pl anner. exanpl e. com
X- Sessi on-1D: abcde- 12345
Orchestration Patterns
Agents MAY invoke other agents as part of del egated or conposite
tasks. Agents SHOULD explicitly provide orchestrati on workfl ows,
del egati on chains, or conposite interactions either in their
agent.json or in their response netadata.
Typical Interaction Flows
1. dient-to-Agent Interaction

A typical user-driven invocation of an agent using the agent://
protocol follows these steps:
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Initiates
intent (e.g.,
"Plan ny trip")

Presents result

Figure 5: Cdient-to-Agent

*Not es*:

agent -uri
------- + Fomm et
i ent | --> | Agent Host |
------- + S

I
I
I
I
I
Resol ves agent URl |
--> agents.json / agent.json

Retrieves capabilities

Constructs request |

April

2025

--> agent://plan. exanpl e.conigen-iti?city=Ri o

May cal |

Recei ves response
<== jtinerary JSON
to user

I nteraction Fl ow

Val i dat e i nput
Process | ogic/call
sub- agent s

tool s

* The client MAY handle fallback logic if the agent cannot be

resolved initially.
* Aut hentication MAY

* The invocation can
and structure.

8.3.2. Agent-to-Agent

be required before invocation.

be a sinple GET or

I nt eracti on

POST dependi ng on input size

Agents MAY interact with each other using agent:// URIs to del egate

tasks or conpose wor kf

* Exanpl e:

Nar vaneni

A pl anni ng agent

| ows.

Expi res 23 COctober 2025
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e + e + R T +

| Planning |------ >| Resol ver/ |------ >| Transl ation |

| Agent | | URI | | Agent |

TS + TS + R +
I nput

I
I
{"city":"Paris"} |
I

Needs transl ation|
I
| Resolves URI:
--agent://transl at or. exanpl e/ transl at e?t ext =Bonj our - - >

I I
| --> Get |
| agent.j son |

| --> Determne |

| transport |

I I

| | Process translation

| | Return translated JSON
I IR |

Merge & return

I I
to user/client | |
or continues | |

Figure 6: Agent-to-Agent Interaction Flow
* Chai ni ng Behavi or *:

* The invoking agent MAY include X-Task-I1D, X-Del egation-Chain, or
equi val ent headers.

* The response MAY include intermedi ate nmetadata such as confidence,
sourceAgent, taskTrace, or tinmeTaken

9. Error Handling {# error-handling}
The agent:// protocol MAY | everage HITP standard status codes for
signaling errors. Inmplenentations MAY return errors using standard
HTTP status codes along with structured JSON error responses
conformng to [ RFC9457] ("Problem Details for HITP APIs").

**Reconmended HTTP status codes include (but are not Iimted to)
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| Status Code | Meaning |
[ gt ——— e p—p—p—p—p—(——(—————————————————————(————————r
| 400 | Bad Request (e.g., invalid paraneters)

. . +
| 401 | Unaut hori zed |
I T T +
| 403 | Forbi dden |
S oo e m e e e e e e e e e e e e e e e e e ma o - +
| 404 | Capability or resource not found |
. . +
| 409 | Conflict (e.g., state m smatch) |
I T +
| 429 | Too Many Requests (rate limting) |
S oo e m e e e e e e e e e e e e e e e e e ma o - +
| 500 | I'nternal Server Error |
. . +
| 503 | Service Unavail abl e |
I T T +

Tabl e 4: Recommended HTTP st atus codes
Exanpl e:

HTTP/ 1.1 404 Not Found
Cont ent - Type: application/probl emtj son

{
"type": "https://exanple.conlerrors/capability-not-found",

"title": "Capability Not Found",

"status": 404,

"detail": "The requested capability 'gen-iti’ was not found.",
"instance": "/planner/gen-iti”

{: #fig-error-response title="Exanple HITP Error Response"}

This format is not prescriptive but ains to encourage consistency.
I mpl enent ati ons MAY adapt the error schema based on their transport
| ayer (e.g., JSON-RPC, HITP status + body, WebSocket nessages).

For non-HTTP transports (e.g., WbSockets, Mtrix), agents SHOULD
still return structured errors using similar JSON structures (type,
title, detail, status), encapsulated within the transport’s native
message envel ope (e.g., JSON-RPC error objects, Matrix event content
fields). [Inplenmenters SHOULD docunent chosen structures clearly in
their capability descriptors.
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10.

Where applicable, inplenmentations SHOULD align with existing
conventions such as:

* JSON-RPC error objects (code, nmessage, data)
* [ OpenAPlI] or REST error payl oads

* [Graph@.] errors array fornmat

Recomended error categories

*  CapabilityNot Found

* Invalidl nput

*  Anbi guousResponse

*  Ti meout

*  Permi ssi onDeni ed

Clients SHOULD parse and utilize these structured responses to handl e
errors gracefully.

Security and Privacy Considerations
The agent:// protocol explicitly relies on w dely-adopted HTTP
aut hentication and authorization standards. Agents SHOULD support
standard aut hentication and authorization schenes such as QAut h2
(Bearer tokens), APl keys, or signed payloads. Wen using HTTPS,
mut ual TLS MAY be enpl oyed. JSON Wb Tokens (JW) are RECOMVENDED
for conveying signed clains between agents.
Security extensions MAY incl ude:
* QAut h2 [ RFC6750] Bearer Tokens
*  JSON Web Tokens (JWI [ RFC7519])
*  Mitual TLS (nifLS [ RFC8705]) authentication
* APl Keys via HTTP headers (e.g., X-API-Key)

* Capability-based access contro

* Del egation chains
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10.

11.

For non-HTTP transports (e.g., WbSocket, Matrix), agents SHOULD

| everage native authentication nmechani sms, such as WebSocket
protocol -1 evel authentication tokens or Matrix honeserver

aut hentication flows. Agents MJIST clearly docunent supported
security nechani sns per transport binding.

When using Decentralized lIdentifiers [DID CORE] as authority, agent
descriptors MAY be cryptographically signed. dCients SHOULD verify
such signatures against the correspondi ng DI D Docunent .

For agent-to-agent del egation, agents SHOULD i ncl ude del egati on

met adata (e.g., X-Delegation-Chain) that identifies prior actors.
These chai ns SHOULD be signed or verifiable via clains (e.g., using
JWI, Verifiable Credentials, or DI D1linked proofs).

Privacy recomendati ons:

Agents SHOULD adhere to privacy best practices, including:

* Data mnimzation (collect only necessary data)

* Explicit consent and revocati on nechani sns

* (Cear logging/audit trails

* Ethical Al guidelines, including bias detection and fairness
assessnents as they evol ve

1. Conpliance and Regul atory Consi derations
I mpl enenters SHOULD ensure conpliance with rel evant | egal frameworks
(e.g., GDPR, CCPA) of the jurisdictions where the agent is hosted.
Agents processing sensitive data SHOULD provide audit trails and
explicit consent nechanisns clearly docunented in capability
descri ptors.

Extensibility
The protocol supports extension via:
* Nanespaced capability vocabul aries
* Alternate transport bindings

* Extended agent descriptors

* (Optional orchestration |layers (task graphs, workfl ows)
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12.

12.

Ext ensi on proposal s SHOULD be docunented clearly, and ideally

revi ewed t hrough established processes such as conmunity forumns,

dedi cat ed wor ki ng groups, or public registries to ensure transparency
and interoperability.

| ANA Consi der ati ons

Thi s docunent requests the registration of the agent URI schene in
the 1 ANA "Uni form Resource ldentifier (URI) Schemes" registry.

1. URI Schene Registration Tenpl ate
* *Schene Nane*: agent
* *Status*: Provisional

* *Applications/Protocols That Use This Schene*:
The agent URI schene identifies and i nvokes autononbus or seni-
aut ononobus software agents across systems. It provides transport -
agnosti c addressing | ayer supporting discovery, invocation and
orchestration. The schene is conpatible with existing schenes
such as https, did and web+ schenes where appropriate.

*  *Contact*:
Yaswant h Nar vaneni
yaswant h@mai | . com (mai | t o: yaswant h@nuai | . com

* *Change Controller*:
The author or a rel evant standards body such as the IETF if
adopt ed.

* *References*:
Thi s docunent (Internet-Draft): _agent:// Protocol -- A URl-Based
Framewor k for |nteroperable Agents_
[ RFC3986] - Uniform Resource ldentifier (URI): Generic Syntax
[ RFC7595] - CGuidelines and Registration Procedures for URI Schenes

*  *URI Syntax*:
The general form of an agent URl is:

agent : [ +<pr ot ocol >] : // <aut hori t y>/ <pat h>[ ?<quer y>] [ #<f r agnent >]

Nar vaneni Expi res 23 COctober 2025 [ Page 20]



I nternet-Draft agent -uri April 2025

Where: - authority is typically a domain name or Decentralized
Identifier (DID)

- path is an opaque agent-specific capability or nanespace

- query includes serialized key-val ue paraneters

- fragnent MAY reference a sub-capability or context

- The optional +<protocol> segnent indicates an explicit transport
binding (e.g., agent+https://)

Detailed ABNF is specified in Section 4.2 of this docunent.

* *Security Considerations*:
The agent schene does not introduce new transport-|ayer
vul nerabilities but inherits risks fromunderlying protocols such
as HTTP, WebSocket, or |ocal execution environments. |nplementers
shoul d apply standard authenticati on and authorization measures,
such as QAuth2, JWIs, or nutual TLS. See Section 10 for security
and privacy gui dance.

13. Appendi x A. Exanpl e Agent Descri ptor

Foll owi ng i s an exanple of agent.json
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"@ontext": "https://exanple.org/agent-context.jsonld",
"nanme": "planner.exanpl e.cont,
"description": "Agent helps in researching & planning itineraries",
"url": "agent://planner. exanpl e.com"
"provider": {
"organi zation": "Exanple Al Og"
}

"docunentationUrl": "https://planner. exanpl e. com docs",
"interactionhModel ": "agent2agent",
"orchestration": "del egation",
"envel opeSchermas": ["fipa-acl"],
"version": 3.1.4,
"supportedVersions": {
"3.0.0": "/v3/",
"2.1.2": "/olderversion/v2.1.2/"
"1.0": "/version-1/"
},
"capabilities": [
{
"name": "gen-iti",
"version": "2.1.5",
"description": "Creates a travel itinerary for a given city.",
“input": { "city": "string" },
"output": { "itinerary": "array" },
"isDetermnistic": false,
"expectedQut put Variability": "nmediuni,
"content Types": {
"inputFormat": ["application/json", "application/ld+json"],
"output Format": ["application/json"]
}
}
I,
"aut hentication": {
"schenes": ["QAuth2"]
}

"skills": [
{

"id": "agent-skill-1",
"nanme": "research-|ocation"”

Figure 7: Exanple Agent Descriptor in JSON-LD

A JSON-LD context is added to support senmantic querying and graph-
based processi ng.

Nar vaneni Expi res 23 COctober 2025 [ Page 22]



I nternet-Draft agent -uri April 2025

14.

15.

Appendi x B. Use Cases
Conposi ng workflows with agents fromdifferent vendors
Enabl i ng di scovery and invocation in agent narketpl aces
Facilitating human-in-the-1oop workflows with agent transparency
Bui | di ng know edge-based agents that invoke retrieval agents
Real -ti me col | aboration anong specialized agents

Browser -t o-1 ocal -agent del egation for privileged operations and
deskt op aut omati on

Consi stent addressing for agents across network boundari es and
security contexts

Appendi x C. Reference |nplenentation

A reference inplementation of the agent:// protocol is available to
gui de i npl enenters, denobnstrating the follow ng functionalities:

*

URl parsing and resolution (agent.json, .well-known endpoints)

Transport bindings including HTTPS, WebSocket, Matrix, and Loca
| PC

Capabi lity descriptor discovery, caching, and semantic processing
O chestration and del egati on chai ni ng exanpl es
Error handling, payl oad negotiation, and versioning patterns

Security exanpl es covering QAuth2, JWI, and nutual TLS (nTLS)

The inplementation i s open-source and naintai ned at:

[ AGENT- URI - REPQ|

I npl enenters are encouraged to use this as a starting point or
reference during their inplenentation efforts.
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