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Abst r act

Thi s docunent defines Domai nAuth, a protocol to attribute digita
signatures to domain names in such a way that verification can occur
entirely offline without a prior distribution of public keys.

Each signature is distributed as part of a self-contained "signature
bundl e" that encapsul ates a conplete chain of trust conprising: (1) a
DNSSEC chain fromthe root zone to a TXT record containing a public
key or its digest, (2) an X 509 certificate chain fromthe key
specified in the TXT record to the final signing key, and (3) the
digital signature in the formof a CM5 SignedData structure.

Finally, signatures can be attributed to the donmain nane itself (e.g.
"exanpl e. com') or specific users (e.g. "alice" of "exanple.conl).

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://docs. verai d. net/ donai naut h- spec/ dr af t - nar ea- dormai naut h. ht m .
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-narea-donmai naut h/.

Source for this draft and an issue tracker can be found at
https://github. com CheVeral d/ donai naut h- spec.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Public Key Infrastructures typically require continuous |nternet
connectivity for certificate validation or prior distribution of
public keys, creating significant limtations for offline or
intermttently connected environments. This docunent addresses the
chal | enge of securely attributing content to donmain nanes in
scenari os where verification nmust occur entirely offline, wthout
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reliance on real-tinme certificate status checking or pre-distributed
trust anchors.

Domai nAut h solves this verification challenge by creating self-
contai ned "signhature bundles" that encapsul ate the conplete trust
chain required for validation. Each bundle conprises three
cryptographically |inked conponents: a DNSSEC chai n extending from
the DNS root to a domain’s TXT record containing key material, an

X. 509 certificate chain fromthe domain to the signing entity, and a
CVMB SignedData structure containing the digital signature. This
architecture | everages established standards whilst elimnating the
need for continuous connectivity or prior trust establishnent.

Thi s specification defines the protocol conmponents, data structures,
and verification procedures that constitute the Domai nAut h prot ocol
It covers the DNS integration nmechani sm cryptographic requirenents,
certificate nmanagenent practices, and signature verification
processes.

1.1. Pr obl em St at enment

The protocol was initially designed and i nplenented to provide users
of the offline nmessaging application Letro [LETRO with identifiers
that are customnisable, user friendly, universally unique, and
verifiable.

Letro is powered by the del ay-tol erant network Awal a [ AWALA], which
of fers an end-to-end encrypted sneakernet to transport data between a
regi on di sconnected fromthe Internet and a | ocation with access to
the Internet. |In the nobst extrene cases, this physical transport may
take several weeks, during which users should be able to produce and
verify digital signatures without relying on online services.

Attacks by powerful adversaries, such as nation-state actors, are
part of the threat nodel, given that Awala and Letro explicitly
target people disconnected fromthe Internet due to conflict or
gover nnent - sponsored censorshi p.

Despite its origin in del ay-tol erant networking, Domai nAuth has
broader applicability and can be useful when the Internet is
avai l abl e, such as the follow ng use cases:

* Cient authentication. A client could prove its identity to a
server by sending a short-lived token signed with Domai nAuth; this
woul d be anal ogous to using a JSON Wb Token [JW], except that it
can be verified without a prior distribution of public keys or
renote operations. Alternatively, the client could sign each
nessage sent to the server.
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Artefact signing. Docunents, applications, libraries, and other
files could be signed on behalf of a domain name, w thout vendor-
speci fi c gat ekeepi ng mechani sms. This could unl ock further use
cases, such as enabling users to share original content whil st
proving authenticity and integrity, instead of sharing URLs to
resources that could be blocked at the network | evel

Peer-to-peer web hosting. A next-generation of websites could be
hosted on a peer-to-peer network, with files reliably attributed
to their respective domain nanes.

The present docurment is nmeant to provide the foundation for all the
use cases above in a generic manner.

1.2

Desi gn CGoal s

Domai nAuth is designed with the followi ng primary goals:

1.

Nar ea

*Offline verification:* Al signature bundles contain sufficient
informati on to be independently verified without requiring
ext ernal network queries.

*Decentralisation:* The protocol avoids the need for centralised
authorities beyond the DNS hierarchy itself. Each donain owner
has excl usive control over their domain and its associated
memnbers.

*User-friendly identifiers:* lIdentities are based on famliar,
human-r eadabl e dormai n nanmes and user nanes rather than
crypt ographi cal | y-derived val ues.

*Buil d upon wel |l -established standards:* DNSSEC for securing DNS
responses, X.509 for certificate nanagenent, and CMS for digita
si gnatures

*M nimal trust assunptions:* The protocol reduces trust
dependenci es by | everaging DNSSEC, |imiting potential credentia
i ssuance attacks to DNS hierarchy operators (primarily | ANA and
TLD operators).

*Cont extual binding:* Signatures are bound to specific

"services", preventing their unauthorised use across different
cont exts.
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1.3. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The following terns are used:

* *Organisation:* A donmmin nane that participates in the Domai nAuth
protocol by configuring DNSSEC and publishing the necessary
Domai nAut h TXT record(s).

* *Menber:* An entity that produces signatures on behalf of an
organi sation. Menbers are either:

- *Users:* ldentified by a unique user nane within an
organi sati on.

- *Bots:* Acting on behalf of the organisation as a whol e.

*  *Domai nAuth TXT Record:* A DNS TXT record at _donai naut h. <domai n>
that contains the organisation’s public key information.

* *(Organisation Certificate:* An X. 509 certificate owned by an
organi sation that serves as the root of trust for all signatures
produced on behal f of that organisation.

* *Menber Certificate:* An X. 509 certificate issued by the
organi sation certificate to a nenber.

* *Menber 1d Bundle:* A data structure containing a nmenber
certificate, its issuing organisation certificate, and the DNSSEC
chain proving the authenticity of the organisation’s Domai nAuth
TXT record.

* *Signature Bundle:* A data structure containing a digital
signature and chain of trust that enables offline verification.
There are two types of signature bundl es:

- *Menber Signhature Bundle:* A signature bundle containing a
si gnature produced by a nenber using their private key.

- *(Organisation Signature Bundle:* A signature bundle containing
a signature produced directly by an organisation using its
private key, with a required nenber attribution that assigns
aut horship of the content to a specific nenber.
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*DNSSEC Chai n: * A sequence of DNS responses that allows a verifier
to cryptographically validate the authenticity of a DNS record.

*Service:* A protocol or systemthat enploys Domai nAut h signatures
for a specific use case. Each service defines the context in
which a signature is valid, and its own rules for signature
creation and verification.

2. Pr ot ocol Overvi ew

2. 1.

Architecture

Domai nAuth is built on three foundational |ayers:

1.
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*DNS and DNSSEC Layer: *

* Provides the domai n name hi erarchy and DNSSEC- based
verification of domai n ownershi p.

* The DNSSEC chain connects the DNS root of trust to the
organi sation’s domain, enabling offline validation w thout
prior key distribution

* The Donmai nAuth TXT record bridges DNSSEC and PKI by publishing
the organisation’s public key information in a standardi sed,
di scover abl e way.

*PKI Layer:*

* [Establishes a per-organi sation PKI where each organi sation
i ssues certificates to its menbers

* The Organisation certificate functions as the domai n-specific
trust anchor that binds the organisation’s public key to its
domai n nane.

*  Menber certificates extend the organisation’s trust to
specific nenbers, containing identity information that enables
themto produce signatures.

*S'

gnature Layer:*

* Enabl es nenbers to produce digital signatures on behal f of
their organisation.

* Signature bundl es package digital signatures with al
verification material, enabling offline validation
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These | ayers interact differently depending on the signature type:

* In *menber signatures*, the chain of trust flows fromthe DNSSEC
chain to the organisation certificate, then to the nmenber
certificate, and finally to the signature, providing end-to-end
crypt ographi ¢ proof of authorship.

* In *organisation signatures*, the chain of trust flows fromthe
DNSSEC chain directly to the organisation certificate and then to
the signature, with nenber attribution provided as a claimrather
than a cryptographi c proof.

Furt hernmore, Menber |d Bundles are a key architectural conponent that
packages the conplete chain of trust (DNSSEC chain, organisation
certificate, and nenber certificate) into a single nmessage, enabling
menbers to produce verifiable signatures offline.

2.2. \Workfl ow Summary
The Domai nAut h protocol involves the foll owi ng key workfl ows:
2.2.1. Oganisation Setup

First, the organisation nust have DNSSEC properly configured for its
domai n.

Then, the organi sation nmust generate an asynmetric key pair and
publish its public key information in a Domai nAuth TXT record at
_domai naut h. <domai n> as described in Section 3.2.

Mul tiple such records are allowed, which can be useful for key
rotation or binding different keys to different services.

2.2.2. Certificate |ssuance

The organi sation nust obtain an X 509 certificate for its public key,
or reuse an existing certificate valid during the intended validity
peri od.

When issuing a nenber certificate, the organi sation nust distribute
it along with the organisation certificate. This can be done with a
Menber |d Bundle as specified in Section 5, which is desirable in
services neant to be used offline as it also contains the DNSSEC
chai n.
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2.2.3.

Si gnature Bundl e Production

A menber woul d produce a signature bundle as foll ows:

1.

Si mi
foll

Use their private key to produce a CM5 SignedData structure,
encapsul ating the nmenber’s certificate.

ot ai n the DNSSEC chain fromthe Domai nAuth TXT record. This
chain could be provided by the organisation (e.g. in the form of
a Menber 1d Bundle), retrieved froma cache, or resolved from DNS
if online.

Construct a signature bundle with the CM5 SignedData structure,
the organi sation certificate, and the DNSSEC chai n.

larly, an organisation would produce a signature bundle as
ows:

Use its private key to produce a CM5 SignedData structure,
wi t hout encapsul ating the organisation’s certificate.

ot ain the DNSSEC chain fromthe Domai nAuth TXT record, either
froma cache or by resolving it fromDNS if online.

Construct a signature bundle with the CM5 SignedData structure,
the organi sation certificate, and the DNSSEC chai n.

In both cases, the signer can choose to encapsulate the plaintext in

t he
2.2. 4.

The

CVB SignedData structure or distribute it separately.
Si gnature Bundl e Verification

verification process involves validating the entire chain of

trust as foll ows:

1.

2.

Nar ea

Verify the DNSSEC chai n.

Verify the organisation certificate using the public key fromthe
TXT record.

Determ ne the certificate of the signer of the CM5 SignedData
structure. If it is an organisation signature, use the

organi sation certificate. QOherwi se, use the certificate of the
menber, which is encapsulated in the CM5 SignedData structure.

Verify the CMS SignedData structure against the certificate of
the signer.
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5. Verify that the signature is valid for the intended service and
time period.

Alternatively, the verifier can start with the digital signature,
then verify the organisation certificate and finally the DNSSEC
chai n.

For nore detailed informati on on the verification process,
particularly regarding validity periods, see Section 7.1

2.3. Trust Mbdel

Domai nAut h’ s trust nodel is anchored in DNSSEC and of fers key
distinctions fromtraditional PKIs:

*  *Domai n-specific trust roots:* Each organi sation can only issue
certificates for itself and its nenbers, enforcing a strict
hi erarchy where donmain control is the only path to certificate
i ssuance.

* *Self-contained verification:* The inclusion of conplete DNSSEC
chains and certificates in signature bundles enables fully offline
verification without prior key distribution

* *Credential lifecycle:* Donmai nAuth favours short-lived credentials
over revocation mechani snms, reducing conplexity for disconnected
operati on.

* *Trust inheritance:* By relying on DNSSEC, Donai nAuth inherits
both its security properties and limtations, with trust
ultimately rooted in the DNS hierarchy, including the root zone
and TLD operators.

3. DNS Integration

Thi s docunent nakes no distinction between different types of DNS
zones, with the exception of the root zone which MJST NOT participate
in Domai nAuth. The root zone excl usion avoids representation
chal l enges in user interfaces (where it would appear as a dot or
enpty string) and elimnates the need for inplenentations to handle
this special case.

TLDs, apex dommins, and subdomains are all treated equivalently. Any
domai n at any level in the DNS hierarchy, except the root zone, MAY

i npl ement Domai nAut h. Each participating domain operates entirely

i ndependently fromits parent zones, with no hierarchica

relationship or inherited trust.
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Thr oughout this docunent, the terns "domai n" and "domai n nane" refer
to any such zone without regard to its hierarchical position

3.1. DNSSEC Configuration

Partici pati ng domai ns MJST have a conpl ete DNSSEC chain of trust from
the root zone to the Domai nAuth TXT record.

Newl y regi stered domai ns SHOULD wait at |east the maximumvalidity
period in Section 9 before enabling Domai nAuth to prevent potentia
attacks usi ng DNSSEC chai ns from previ ous donmai n owners.

3.2. TXT Record

Each organi sation participating in the Domai nAut h protocol MJST
publish a TXT record at _dommai naut h. <domai n> with the follow ng
fields separated by sinple spaces:

1. *Version* (required): A positive integer denoting the version of
the Domai nAuth TXT record format, set to O (zero) for this
versi on of the specification.

2. *Key Algorithnt (required): A positive integer denoting the key
algorithmas registered in the "Domai nAuth Signature Al gorithm
Regi stry" (Section 15.1). See also Section 8.1

3. *Key Digest Type* (required): A positive integer denoting the key
digest type used to identify the key, as registered in the
"Domai nAut h Key Di gest Type Registry" (Section 15.2).

4. *Key Id* (required): The representation of the key identifier.
For exanple, per Section 8.1, for an RSA key, this is the
Base64- encoded di gest of the public key.

5. *TTL Override* (required): A positive integer representing the
nunber of seconds for the maxi mumvalidity period of signatures.
This val ue MUST be at least 1 second and not exceed the linit
specified in Section 9. Refer to Section 3.3 for nore details.

6. *Service OD* (optional): An Object ldentifier (in dotted deci nal
notation) binding the key to a specific service. |If omtted, the
key is valid for any service.

For exanple, the follow ng TXT record specifies an RSA-2048 key

identified by its SHA-512 digest with a TTL override of 24 hours

(86,400 seconds) and no service binding:

_domai naut h. exanple.com [N TXT "0 1 3 dGhpcyBpcyBub3QyYSByZWrsl G | eSBkawdl ¢3Q 86400"
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Mul tiple TXT records MAY be published at the sane zone to support
different keys, key algorithms, or services.

3.3. TTL Override

The TTL override field in the Domai nAuth TXT record enabl es
verification of DNS records and DNSSEC si ghatures for |onger periods
than their respective specifications would allow, which is essentia
for del ay-tol erant use cases where users may be offline for extended
peri ods.

DNS records and DNSSEC signhatures typically have TTL val ues that nay
be as short as a few nminutes or hours. The TTL override mechani sm
all ows the DNSSEC chain to remain verifiable for a significantly

| onger period, regardless of the TTL in such records. Refer to
Section 9 for the maximumvalidity period.

During verification, the TTL override creates a restricted time

wi ndow t hat extends backwards fromthe end of the requested
verification period by the specified nunber of seconds. Verification
will succeed if the DNSSEC signatures (RRSIGs) were valid at any
poi nt during this w ndow, even if they would have expired according
to their original validity periods.

For exanple, if a DNSSEC signature has a standard validity period of
3600 seconds (1 hour) but the Domai nAuth TXT record specifies a TTL
override of 604, 800 seconds (7 days), a signature bundle can still be
verified up to 7 days after creation, even when offline. If a
verifier attenpts to verify a signature bundle 5 days after it was
created, the verification would succeed with the TTL overri de,
whereas it would fail with only the 1-hour DNSSEC signhature validity
peri od.

3.4. DNSSEC Chain Serialisation

The serialised chain MJST be encoded as the ASN. 1 DnssecChai n
structure bel ow, where each OCTET STRI NG contains a conplete DNS
message as detailed in [DNS]:

DnssecChain ::= SET OF OCTET STRI NG
This chain MJST include all DNSSEC responses necessary to validate
t he _domai naut h. <domai n>/ TXT record fromthe trust anchor. However,

the root zone DS records SHOULD be omitted, since they will be
ignored by verifiers as described in Section 7.1
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I mpl ement ati ons SHOULD optimnmi se the serialisation to mnimnse
redundancy and size whilst ensuring conpleteness for offline
verification.

4. X.509 Certificate Profile

Al X. 509 certificates MUST conply with [ X.509]. Additionally, each
certificate MJST

* Have a validity period of at least 1 second and not exceeding the
limt specified in Section 9

* Only use the algorithns specified in Section 8.

Addi tional requirenents and reconmendati ons apply to specific
certificate types as described in the foll owi ng sections.

4.1. Oganisation Certificate

This is a certificate whose subject key is referenced by the
Domai nAut h TXT record. The follow ng requirements and
recomendat i ons appl y:

* |ts Subject Distinguished Nanme MJST contain the Conmon Nane
attribute (OD 2.5.4.3) set to the organisation’s domain nane with
a trailing dot (e.g. exanple.com).

* When the certificate is used to issue other certificates, the
Basi ¢ Constraints extension from Section 4.2.1.9 of [X 509] MJST
be present and narked as critical. Additionally, the CA flag MJST
be enabl ed, and the Path Length Constraint SHOULD be set to the
| owest possible value for the length of the intended certificate
chai ns.

* \When the certificate is used directly to sign CV5 SignedDat a
structures, the Basic Constraints extension MAY be absent. |[f
present, it SHOULD have the CA flag di sabl ed.

Wi | st the organisation certificate is typically self-issued, it MAY
be issued by another certificate authority. |In such cases, the

i ssuer of the organisation certificate and any other certificates in
the certification path to the organisation certificate are not

consi dered part of the Domai nAuth protocol, and any such parent
certificates SHOULD NOT be included in the Signature Bundle.
Verification of the organisation certificate is performed solely
using the public key referenced in the Donmai nAuth TXT record.
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Mermber Certificate

* Its Subject Distinguished Name MJUST contain the Conmon Nane
attribute (OD 2.5.4.3) set to the nenber’s name in the case of
users or the at sign (@ in the case of bots.

* The Basic Constraints extension from Section 4.2.1.9 of [X 509]
MAY be absent. |If present, it SHOULD have the CA fl ag di sabl ed.

Intermedi ate Certificate

Organi sations MAY issue internmediate certificates to del egate the
responsibility of issuing nmenber certificates and organi sation
signatures to other entities.

Wien an internediate certificate is used, the Basic Constraints
extension from Section 4.2.1.9 of [X 509] MJST be present and narked
as critical. Additionally, the CA flag MIUST be enabl ed, and the Path
Length Constraint SHOULD be set to the | owest possible value for the
Il ength of the intended certificate chains.

Note that if an internediate certificate is assigned a Cormopn Nane,
it could also be used as a nenber certificate and it could therefore
produce nenber signatures.

Menber |d Bundle
The Menber Id Bundle is a self-contai ned nessage that provides all

the informati on needed for a nenber to produce verifiable signatures.
It is serialised using ASN.1 with the followi ng structure:

Menber | dBundl e :: = SEQUENCE {

version [0] I NTEGER

dnssecChain [1] DnssecChain,

organi sationCertificate [2] Certificate,

menber Certificate [3] Certificate,

intermedi ateCertificates [4] SET OF Certificate OPTI ONAL
}
Wher e:

* version is the format version, set to O (zero) in this version of
the specification.

* dnssecChain contains the serialised DNSSEC chain proving the
authenticity of the organisation’s Domai nAuth TXT record.

* organisationCertificate is the organisation's X 509 certificate.
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* menberCertificate is the X.509 certificate issued to the nenber by
t he organi sati on.

* internediateCertificates is a set of X 509 certificates issued by
the organisation to other entities that can sign nenber
certificates. It SHOULD NOT include certificates extraneous to
the chain between the organisation certificate and the nenber
certificate.

The Menber |Id Bundle links the nenber to their organisation and

provides all the cryptographic material needed to verify this

relationship. 1t serves as a precursor to signature production and
is typically distributed to menbers by their organisation’s
certificate managenment system

Menber |d Bundles are not inherently confidential, as they contain

only public information, but their integrity is critical for secure

si gnature production
6. CMS SignedbData Structure

Domai nAut h signatures use CMS SignedData structures as specified in
Section 5 of [CVB], with additional requirenents and reconmendati ons:

* signerlnfos field:
- There MJST be exactly one Signerlnfo.
- The digest and signature algorithnms MJST conply with Section 8.
- The followi ng signed attributes MJUST be included:
o Content Type attribute described in Section 11.1 of [CM5].
0 Message Digest attribute described in Section 11.2 of [CMS].

o0 Dorei nAuth signature netadata attribute as outlined in
Section 6. 2.

- The Signerinfo.sid field MIST use the issuerAndSeri al Nunber
choi ce specified in Section 5.3 of [CMg].

* certificates field:

- Any internediate certificates between the organi sation and the
si gner MJST be i ncl uded.
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- The organisation certificate SHOULD NOT be included, since it
is already included in the Signature Bundl e.

- Certificates outside the certification path between the
organi sation and the signer SHOULD NOT be incl uded.

6.1. Signature Types

Domai nAut h supports two distinct types of signatures, offering
different |evels of assurance and operational flexibility:

6.1.1. Menber Signatures

Menber signatures are produced by nenbers (users or bots) using their
own private key. They are suitable for scenarios requiring strong
non-repudi ation at the individual nmenber |evel, or when nenbers need
to produce signatures whilst being offline for extended peri ods.

The nenber’s certificate MJUST be included in the
Si gnedbDat a. certificates field.

6.1.2. Oganisation Signatures

Organi sation signatures are produced using the organisation’s private
key or a del egated signing key. These signatures involve attributing
the signature to a nenber and are suitable when nmenber certificate
managenent is inpractical

The Signerlnfo structure MJST include the Donai nAut h nenber
attribution in its signed attributes, using the QD
1.3.6.1.4.1.58708.1.2 and the value defined in the ASN.1 structure
bel ow.

Menber Attribution ::= UTF8String

The nmenber attribution value MJST conformto the restrictions defined
in Section 13.2. For users, this is the user nane; for bots, this is
the at sign (@.

Menber attribution is a claimnmade by the organisation, not
cryptographically proven by the nenber. Verifiers SHOULD present
this distinction clearly to end users.

6.2. Signature Metadata
Each Si gnedData structure includes netadata that binds the signature

to a specific service and validity period. This netadata is included
as a signed attribute in the Signerinfo structure.
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The signature netadata attribute MJUST use the QD
1.3.6.1.4.1.58708. 1.0 and be encoded as the SignatureMetadata ASN. 1
structure bel ow

Si gnat ureMet adat a :: = SEQUENCE ({
serviceO d [ 0] OBJECT | DENTI FI ER
validityPeriod [1] DatePeriod
}
Dat ePeri od ::= SEQUENCE ({
start [0] CeneralizedTi ne,
end [1] CeneralizedTinme
}
VWher e:

* serviceOd is the bject Identifier of the service for which the
signature is valid.

* validityPeriod specifies the tine period during which the
signature is considered valid. The start and end fields MJST be
expressed in Greenwich Mean Tine (GMIN and MJUST include seconds
Therefore, both tines will follow the format YYYYMVDDHHMVISSZ.

Both the start and end tinmes are inclusive, neaning the signature
is valid at exactly the start time and remains valid until exactly
the end tine.

7. Signature Bundle

The Signature Bundle is the primary artefact of the Domai nAuth
protocol, containing a digital signature and all the information
needed to verify it offline. It is serialised using ASN.1 with the
foll owi ng structure:

Si gnat ureBundl e :: = SEQUENCE {
ver sion [0] | NTEGER,
dnssecChain [ 1] DnssecChai n,
organi sationCertificate [2] Certificate,
signature [3] Contentlnfo

}

Wher e:

* version is the format version, set to O (zero) in this version of
the specification.

* dnssecChain contains the serialised DNSSEC chai n proving the
authenticity of the organisation’s Domai nAuth TXT record.
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* organisationCertificate is the organisation’s X. 509 certificate.

* signature is a CVM5 Contentlnfo containing the SignedData
structure.

The specific contents of the signature field depend on whether it is
a menber signature or an organisation signature, as detailed in
Section 6.

7.1. Verification Procedure

| mpl enent ati ons MJUST verify the syntactic validity of the signature
bundl e against its ASN. 1 schema and reject mal forned val ues. Refer
to Section 10 for nore information on serialisation formats.

A fundanental aspect of the verification procedure is to establish
that all conponents—the DNSSEC chain, X 509 certificate path and the
signature itself—were sinultaneously valid for at |east one second
within the specified verification period. This tenporal intersection
of validity periods ensures the cryptographic continuity of the trust
chain at the time of verification

I mpl enent ati ons MUST verify every syntactically-valid signature
bundl e as follows, and fail if any step fails:

1. *Establish the verification paraneters.* The verifier MJST
specify the foll owi ng paraneters

* Plaintext: The content to be verified if it is detached from
the SignedbData structure (i.e. the field
Si gnedDat a. encapCont ent | nfo. eContent is absent). This val ue
MUST NOT be provided if the plaintext is encapsul ated.

* Service: The O D of the service for which the signature nust
be valid.

* Validity period: The inclusive tinme range during which the
signature bundl e nust be valid for at |east one second (e.qg.
1st January 1970 00: 00: 00 UTC to 31st January 1970 23:59:59
UTC). This period MAY be specified as a specific tine (e.qg.
1st January 1970 00: 00: 00 UTC), in which case it MJST be
converted to a 1-second period where the start and end are the
same as the specified tine.

The verifier MAY override the root zone DS record(s) only for

testing purposes or to reflect updated | ANA trust anchors before
the underlying DNSSEC i npl enentati on updates its copy.
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2. *ldentify the rel evant Domai nAuth TXT record and determ ne the
verification tinme wi ndow for the DNSSEC chai n: *

1. Extract the domain nanme fromthe Commbn Nane attribute in the
organi sation certificate’ s Distinguished Nane.

2. Extract all records in the RRSet for
_domai naut h. <domai n>/ TXT.

3. Parse each TXT record rdata, per the rules in Section 3.2.

4. Locate records matching the subject key specification from
the organisation certificate (key algorithmand key id) and
the service O D specified by the verifier (either matching
exactly or with an absent service QD). If multiple matching
records exist, use the one with the specific service OD; if
none exists, use the wildcard record. |If nultiple records of
the same type (specific or wildcard) match, verification MJST
fail

5. Extract the TTL override value fromthe identified TXT
record

6. Calculate a verification tine wi ndow for the DNSSEC chai n as
f ol | ows:

* End tine: The end of the required verification period (as
specified by the verifier).

* Start time: The maximum (later) of:

- The start of the required verification period (as
specified by the verifier).

- The end tinme mnus the TTL override val ue in seconds.

3. *Verify the DNSSEC chain* fromthe root zone to the
_domai naut h. <domai n>/ TXT RRSet as described in [DNSSEC|]. The
chain is considered valid if all DNSSEC signatures in the chain
were simultaneously valid (i.e., not expired and not in the
future) for at |east one second within the verification tine
wi ndow cal cul ated in the previous step.
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*Verify the X. 509 certificate chain* fromthe organisation
certificate to the signer’'s certificate as specified in [ X 509],
usi ng any additional certificates in the SignedData.certificates
field as potential internediate certificates when constructing
the chain. Note that the chain will conprise a single
certificate when the organisation itself is the signer

The certificate chain MJUST overlap with the verification tine

wi ndow and the DNSSEC chain for at |east one second, neaning
there nust be at | east one second during which all certificates
in the chain were sinultaneously valid and this second falls
within both the verification tinme wi ndow and the period when the
DNSSEC chai n was valid.

*Verify the CM5 SignedData structure* as described in Section 5.6
of [CMB], using the signer’s certificate fromthe

Si gnedData.certificates field or the organisation certificate if
the signer is the organisation itself.

The signature netadata attribute MJUST be present in the signed
attributes of the Signerinfo structure. Additionally:

* The service OD MJST match that specified by the verifier

* The validity period MJST overlap with the verification tine
wi ndow, the X. 509 certificate chain and the DNSSEC chain for
at | east one second, neaning there nust be a m ni mum one-
second period during which the signature was valid, al
certificates were valid, and the DNSSEC chai n was valid.

If present, the nenber attribution attribute MJUST be in the
signed attributes of the Signerinfo structure, and its val ue MUST
be a valid nmenber nane as specified in Section 13.2. |If absent,
the signer MUST be a nenber whose certificate neets the
requirenents specified in Section 4. 2.

*Produce verification output:*

* The organisation name without a trailing dot (e.qg.
exanple.com). This string MJUST be represented using Unicode,
converting from Punycode if necessary.

* |f the signer is a user, their name MJST be a Uni code string.
The nane MUST be taken fromthe signer certificate in the case
of menber signatures, or fromthe nmenber attribution in the
case of organisation signatures. |If the signer is a bot, no
nane MJST be produced (not even an enpty string).
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* \Whet her the signature was produced by the nenber or the
organi sati on.

Alternatively, the verification MAY start with the SignedData
structure and end with the DNSSEC chai n as described bel ow, as |ong
as the validity periods across all conmponents still overlap for at
| east one second:

1. Establish the verification paramneters.

2. Verify the CM5 SignedData structure.

3. Verify the X 509 certificate chain.

4. ldentify the relevant Domai nAuth TXT record and determ ne the
verification tinme window for the DNSSEC chai n.

5. Verify the DNSSEC chai n.
6. Produce verification output.

The verification process MIST be perfornmed in full, w thout skipping
any steps.

8. Cryptographic Al gorithms

Thi s section describes the cryptographic algorithnms used in the X 509
certificates and CM5 SignedData structures, but not to the DNSSEC
chai n.

Al gorithns not explicitly allowed by this specification MJST be
rej ect ed.

Servi ces MAY recomrend specific algorithms within the set of
al gorithms allowed by this specification.

8.1. Digital Signature Al gorithmns

For ease of adoption and interoperability reasons, this specification
only requires support for RSA Signature Schene with Appendi x -
Probabilistic Signature Schene (RSA-PSS), as detailed in Section 8.1
of [RFC8017]. The Dormi nAuth Signature Al gorithm Registry, as
specified in Section 15.1, MAY introduce support for additional
signature algorithnms and restrict the use of RSA-PSS (including its
deprecation).

Nar ea Expires 3 Cctober 2025 [ Page 21]



I nternet-Draft Domai nAut hvi April 2025

I mpl enent ati ons MUST support RSA-PSS in X 509 certificates as
specified in [ RFC4055] and CMS SignedData structures according to
[ RFC4056] .

RSA keys with noduli |ess than 2048 bits MJST be rejected. RSA keys
wi th nmodul us size of 2048 MUST be supported, and greater sizes SHOULD
be supported.

Due to the size of RSA public keys, they MIST be identified in TXT
records using a digest. The process for creating this identifier
i nvol ves:

1. Taking the public key inits ASN.1 DER-serialised formas a
Subj ect Public Key Info (defined in Section 4.1.2.7 of [X 509]).

2. Computing a digest of this serialised key using a hash function
fromthe Donmai nAuth Key Di gest Type Registry (Section 15.2).

3. Encoding the resulting digest using Base64 without padding
([ RFC4648] ) .

Thi s encoded digest is then used as the Key Id in the TXT record.
8.2. Hash Functions

This section pertains specifically to the hash functions used wthin
digital signatures thenselves (e.g., X 509 certificates, CM5

Si gnedData structures), distinct fromtheir use in key

i dentification.

For ease of adoption and interoperability reasons, inplenentations
MUST support SHA-256, SHA-384, and SHA-512 as established in
[ NI ST. FI PS. 180- 4] .

The Domai nAut h Key Di gest Type Registry, as described in
Section 15.2, separately governs the use of hash functions for key
i dentification.

9. Maximum Validity Period
Digital signatures MJUST NOT have a validity period greater than
7,776,000 seconds (90 days). This linmit applies to DNSSEC RRSI G
records, X. 509 certificates, and CM5 SignedData structures (including
the signature netadata).

Simlarly, verifiers MUST NOT allow a validity period greater than
this limt when verifying signatures over a tinme period.
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10.

11.

12.

Servi ces SHOULD specify a maximumvalidity period shorter than the
protocol -level limt where feasible. This approach inproves security
by limting the window of vulnerability in case of key conprom se or
ot her security incidents.

Applications built on Domai nAuth services MAY inpose even shorter
validity periods based on their specific security requirenments and
threat nodel s.

Data Serialisation

Al'l data structures in the Domai nAuth protocol are defined using
Abstract Syntax Notation One (ASN.1), as referenced in [ ASN. 1].

I mpl enent ati ons MJST support Distingui shed Encodi ng Rul es (DER) as
presented in [ASN. 1].

Services MAY require or recomrend additional ASN. 1 encoding rul es.
Test Service

Servi ce-agnostic i nplenentati ons SHOULD use the test service QD
1.3.6.1.4.1.58708.1.1 for testing purposes. Service inplenentations
MUST NOT use this service.

This service is not subject to additional requirements or
recommendat i ons.

| mpl enent ati on Status

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in [RFC7942].
The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenment by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.
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According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

_Note to RFC Editor: Please renove this section before publication. _
12.1. Verald

Domai nAuth is the successor to the Verald protocol described in
[ VERAID]. Domai nAuth and Verald are functionally identical, except
for the followi ng differences:

*  DNS TXT record

- Nane: Domai nAut h uses _dommi naut h. exanpl e.com, whilst Verald
uses _veraid. exanpl e. com.

- Value: DomainAuth requires the value to begin with the nunber
0, denoting the version of the Domai nAuth TXT record format,
foll owed by a space. This value does not have a version nunber
in Veral d.

* Verald does not explicitly support internmediate certificates, and
its inmplenmentations do not support them Consequently, the
intermedi ateCertificates field in the Menber Id Bundle is not
present in Verald.

* Verald only allows ASN. 1 DER serialisation.
* Cryptographic algorithns:

- Signature algorithms: Verald only supports RSA-PSS w th nodul us
sizes of 2048, 3072, and 4096 bits. Support for EdDSA
si gnatures was consi dered, but not inplenented due to | ack of
support in the target Hardware Security Mdul es (HSMs), as
docunented in https://issuetracker. googl e.con i ssues/ 232422224
(https://issuetracker. googl e.conlissues/232422224).

- Hash functions: Verald only supports SHA-256, SHA-384, and SHA-
512.
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- Key identification: Verald only supports key digests
(equi valent to Key Digest Types 1-3 in Donai nAuth) as a
consequence of its support for RSA keys only, and does not
support direct use of public keys (Key Digest Type 0) for key
identification.

Veral d does not offer protection against | DN honograph attacks
(see Section 13.2).

Verald only disallow at-signs (@, tabs, and new |ines in user
nanes. QO herw se, user names are case-sensitive and nmay contain
spaces in Verald.

Veral d unnecessarily requires X. 509 certificates to have the
Authority Key ldentifier and Subject Key ldentifier extensions.

Verald is led by the author of this docunent, who intends to
deprecate the Verald specification in favour of Domai nAuth and update
the reference inplenmentations to fully conply with this

speci fication.

The followi ng reference inplenentations of Verald are available, all
i mpl ement ed by Rel aycorp and undergoi ng i ndependent security audits
with reports expected by md-April 2025:

1.

Nar ea

*Verald JavaScript Library*

* URL: https://github.conrel aycorp/veraid-js
(https://github.conrel aycorp/veraid-js)

* Maturity: Used in production in the Verald Authority
appl i cati on.

* Coverage: The entire protocol as outlined in [ VERAID].
* Licensing: MT licence.
*Verald JVM Li brary*

* URL: https://github.conlrel aycorp/veraid-jvm
(https://github.conrel aycorp/veraid-jvm

* Maturity: Used in the Android version of Letro [LETRQ.

* Coverage: The entire protocol except for O ganisation
Si gnat ure Bundl es.

* Licensing: Apache 2.0 |icence.
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3. *Verald Authority*

* URL: https://github.com rel aycorp/veraid-authority
(https://github. conirel aycorp/veraid-authority)

* Description: A nulti-tenant, cloud-native application for
managi ng organi sati on nenbers and i ssuing Menber |1d Bundl es.

* Maturity: Used in production in Letro [LETRQ .

* Coverage: Uses the Verald JavaScript Library to issue Menber
Id Bundl es and Organi sation Signature Bundl es.

* Licensing: Business Source License version 1.1
To facilitate functional testing, Verald inplenentations use a
dedi cated Verald TXT record at lib-testing.veraid.net, bound to the
test service (Section 11), whose organisation's private key is
publicly available in the source code for the projects above.
12.2. Letro
[LETRO is the only Verald service as of this witing.
* (Organi sation: Relaycorp

*  URLs:

- https://github.conrel aycorp/letro-android
(https://github.comrel aycorp/|etro-android)

- https://docs.relaycorp.tech/letro-server/
(https://docs.rel aycorp.tech/letro-server/)

* Maturity: Experinental.

* Coverage: The inplenmentation exercises the entire protoco
specified in [ VERAI D], except for organisation signatures and bot
menbers. It uses the Verald JVMLibrary to issue nemnber
signatures on Android, and the Verald Authority to issue Menber Id
Bundl es under a variety of domain nanes operated by Rel aycorp
(e.g. appl epie.rocks, cuppa.fans).

* Licensing: Freely distributable with acknow edgement (GNU GPLv3
and GNU AGPLv3 |icences).

* Contact: https://relaycorp.tech/ (https://relaycorp.tech/)
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*

13.

13. 1.

Last updated: 2024

Security Considerations

DNSSEC Dependency

Domai nAut h’ s security nodel relies fundanentally on DNSSEC, which
i ntroduces specific security considerations:

1.

2

3.
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*Trust Anchors:*

*

The Domai nAuth protocol inherits trust fromthe DNSSEC root
zone.

Conprom se of the root KSK would underm ne the entire system

I mpl enent ati ons MJUST securely nmanage and update DNSSEC trust
anchors.

Wi | st the protocol allows overriding root zone DS records,
this MIST only be done for testing or to reflect updated | ANA
trust anchors. Using alternative DNS roots in production
contradicts the unique DNS root principle outlined in

[ RFC2826] .

*TLD Control : *

*

*

Many TLDs are controlled by governnents or private entities.

A malicious TLD operator could theoretically issue fraudul ent
DNSSEC responses for donmai ns under their zone.

Organi sati ons SHOULD consi der the governance of their TLD when
assessing security, including review ng the rel evant DNSSEC
Practice Statenent.

*DNSSEC | npl ementation Vul nerabilities:*

*

Fl aws i n DNSSEC i npl enent ati ons coul d af fect Donmai nAut h
security.

| mpl ement ati ons SHOULD use wel | -tested, actively maintained
DNSSEC |i brari es.

Security updates for DNSSEC conponents SHOULD be pronptly
appl i ed.
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13.

13.

Whi | st these dependenci es introduce potential vulnerabilities, the
distributed nature of DNS provides significant security advantages
conmpared to centralised PKI nodels, particularly for offline
verification scenari os.

2. Phishing Attacks

To mitigate Internationalised Domain Narme (I DN) honograph attacks,
user interfaces SHOULD adopt the guidelines from Section 2.11.2
(Recommendati ons for User Agents) of [UTR36].

To mitigate phishing attacks |everagi ng user names, such names MJST
be norrmalised to the PRECI S User nameCaseMapped profil e as specified
in Section 3.3 of [RFC8265], but spaces (U+0020) and at signs
(U+0040) MUST NOT be al | owed.

3. Donmain Omership Changes

Organi sati ons SHOULD del ay i npl erenti ng Domai nAuth until at |east the
period specified in Section 9 has el apsed since the donmain was
registered or acquired. This prevents the DNSSEC chain fromthe
previ ous owner fromremaining valid.

Domai n owner shi p changes represent a fundanmental challenge to any
domai n- based aut hentication system Domai nAuth’s approach of using
short-lived certificates and signatures helps mtigate these risks by
limting the time wi ndow during which historical signatures remain
val i d.

4. Ofline Verification Limtations
Ofline verification introduces specific security considerations:

* *Time Synchronisation.* Verifiers rely on accurate |local clocks to
determine if signatures and certificates are within their validity
periods. Devices with incorrect tine settings may incorrectly
accept expired signatures or reject valid ones.

* *Replay Attacks.* Services SHOULD i npl enent additional neasures
(e.g., nonces) for replay-sensitive operations.

* *Revocation Linmtations.* Ofline verification cannot check real -
time revocation status, and therefore the protocol relies on short
validity periods rather than revocation checki ng.
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5. Deni al of Service

Several aspects of the protocol present potential denial of service
vect ors:

1. *Resource-exhaustion attacks*: Attackers could subnmit malforned
or excessively conplex signature bundl es requiring significant
resources to parse and validate, particularly during DNSSEC chai n
and certificate validation.

2. *Large bundl es*: The protocol doesn't inherently linmt signature
bundl e size. Services SHOULD enforce nmaxi mum bundl e si zes
appropriate to their use case to prevent resource exhaustion.

3. *Certificate chain conplexity*: Bundles with extremely | ong
certificate chains may cause excessive processing tinme or nenory
consunption during validation.

6. Key Managenent

Proper key managenent is essential for the security of the Domai nAuth
protocol. The followi ng requirenents and recomrendati ons apply:

* *Key Ceneration.* Domai nAuth REQUI RES a Cryptographically-Secure
Pseudor andom Number Generator (CSPRNG conpliant with [ RFC4086] .
I mpl enent ati ons SHOULD i ntegrate an exi sting CSPRNG i nst ead of
creating their own.

* *Key Storage.* Private keys MJST be protected from unaut hori sed
access. Organisation private keys SHOULD be stored with the
hi ghest | evel of protection available, preferably in Hardware
Security Mdul es (HSMs). Menber private keys SHOULD be protected
wi th appropriate measures, such as operating system security
mechani sms or har dwar e tokens.

* *Key Rotation.* O ganisations SHOULD establish a regular schedul e
for rotating their keys. G ven the nature of the protocol,
Domai nAut h TXT records for old keys MAY be renpbved as soon as the
new key i s deployed wi thout affecting signatures produced with the
ol d key.

* *Key Conpromise.* In the event of a key conprom se, inmediate
rotation is REQU RED and the conprom sed key's TXT record MJST be
renoved as soon as possi bl e.
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7. Audit Trails

Organi sations inplenmenting Domai nAut h SHOULD mai nt ai n conpr ehensi ve

audi t

| ogs of key managenent operations and certificate lifecycle

events to support security incident investigation and facilitate non-
repudi at i on.

* *Key Event Logging:*

Organi sations MJUST | og key generation, rotation, and retirenent
events.

Each I og entry SHOULD include the key identifier, tinestanmp,
operation type, and authorised operator identity.

Key material itself MJST NOT be included in |ogs.

* *Certificate Operations:*

Certificate i ssuance and renewal events MJST be | ogged.

Logs SHOULD include certificate subject, issuer, serial nunber,
validity period, and authorising entity.

*  *Menber Managenent: *

Menber registration, nane changes, and renoval operations MJST
be | ogged.

Logs SHOULD incl ude the affected nenmber identifier and the
aut horising entity.

ghature Operations:*

Organi sations SHOULD | og signature creation events for
organi sati on signatures.

Menber signhatures MAY be | ogged dependi ng on service
requirenents.

Logs SHOULD incl ude signer identifier, signature validity
period, service O D, and a content reference or hash

* *lLog Security:*

Nar ea

Audit | ogs MJST be protected agai nst unauthorised nodification
and access.
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- Logs SHOULD be stored with integrity protection nechanisns.

- In high-risk environments, organisations SHOULD i npl enent
t anmper - evi dent | oggi ng.

14. Privacy Considerations
Domai nAut h i s focused on authentication and integrity.
Confidentiality, a key property of privacy, is outside the scope of
this protocol
The protocol’s PKI design, where each organi sati on nanages its own
certificate hierarchy, hel ps avoid unnecessary information
disclosure. By allowi ng an organisation to serve as the certificate
authority for its menbers, this approach mnimses the data that
woul d otherwi se need to be shared with verifiers, thereby reducing
the risk of user information | eakage or enabling user enuneration
att acks.
Si gnature bundl es do not contain sensitive personal data beyond what
is necessary for identity verification, follow ng the principle of
data mnimsation. The protocol also supports the use of bot
signatures that do not identify specific individuals.

15. | ANA Consi derations

Thi s docunent requests IANA to create a new registry group called
" Domai nAut h Protocol Paraneters".

15.1. Dormi nAuth Signature Al gorithm Registry
I ANA is requested to create a newregistry titled "Domai nAut h
Signature Al gorithm Registry” under the "Domai nAut h Prot ocol
Par anmet ers" registry group.

The registry policy is Specification Required as set forth in
[ RFC8126] .

Each entry in this registry includes the follow ng fields:

* Value: A nuneric identifier for the signature algorithm

* Algorithm Nane of the signhature algorithm

* Reference: Reference to the docunent that defines the algorithm

* Status: Either "Active", "Deprecated", or "Obsol ete".

Nar ea Expires 3 Cctober 2025 [ Page 31]



I nternet-Draft Domai nAut hvi April 2025

The initial entries in this registry are:

[ bbb pummnl o fussbomsoefsesoefsesesesssespsespasespesfespesfespeesespueef, sty -l pej e o}
| Value | Algorithm | Reference | Status
[ sl oo e e e e, ey s
| 1 | RSA-PSS with nodul us 2048 bits | (This | Active
| | | document) | |
N o m e e e e e e e e e o e e e e oo - Fomm e - o - +
| 2 | RSA-PSS with nodul us 3072 bits | (This | Active
| | | docunent) | |
Fomm o - o m e e e e e e e e eea oo o e e e oo T +
| 3 | RSA-PSS with nodul us 4096 bits | (This | Active
| | | document) | |
N o m e e e e e e e e e o e e e e oo - Fomm e - o - +

Table 1: Initial entries in the Domai nAuth Signature Al gorithm
Regi stry

The desi gnated expert(s) MJIST ensure that the proposed algorithmis
appropriate for digital signatures and that the specification
adequately defines its paraneters and security properties. The
expert MJST consi der whether the al gorithm has undergone sufficient
security analysis and whether its inclusion would pronote
interoperability.

Al gorithns MJUST be marked as "Deprecated" if cryptographic

vul nerabilities are discovered that could significantly affect their
security properties. Al gorithns SHOULD be nmarked as "Chsolete" if
they should no | onger be used due to serious security

vul nerabilities. Inplenmenters SHOULD NOT use deprecated al gorithns
for new signatures and MJUST NOT use obsol ete al gorithns.

15.2. Domai nAuth Key Di gest Type Registry
IANA is requested to create a newregistry titled "Donmai nAut h Key
Di gest Type Regi stry" under the "Domai nAuth Protocol Paraneters"
regi stry group.

The registry policy is Specification Required as set forth in
[ RFC8126] .

Each entry in this registry includes the follow ng fields:
* Value: A nunmeric identifier for the key digest type.

* Hash Function: |If applicable, the nanme of the hash function used
to derive the key identifier fromthe public key.
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16.

16.

* Reference: Reference to the docunent that defines the key digest
type.

* Status: Either "Active", "Deprecated", or "Obsol ete".

The initial entries in this registry are:

[ e s el e sl ool
| Value | Hash Function | Reference | Status
[ gl s fums s el e ey e pj——j—
| O | None | (This docunent) | Active
L T TPy R ppe—— +
| 1 | SHA-256 | (This docunment) | Active
B S, Fom e e e oo - o e e e e e o B +
| 2 | SHA-384 | (This docunment) | Active
E R R E +
| 3 | SHA-512 | (This docunent) | Active
L T TPy R ppe—— +

Table 2: Initial entries in the Domai nAuth Key
Di gest Type Registry

Key Di gest Type O (None) is reserved for future cryptographic

al gorithms where the public key itself is conpact enough to be
included directly in the Key Id field of the Domai nAuth TXT record
(Section 3.2).

The desi gnated expert(s) MJIST ensure that the proposed key di gest
type is cryptographically suitable for identifying public keys, and
that the specification adequately defines its paraneters and security
properties.

Key di gest types MJIST be marked as "Deprecated” if cryptographic
vulnerabilities are discovered that could significantly affect their
security properties. Key digest types SHOULD be marked as "Ohsol ete"
if they should no | onger be used due to serious security

vul nerabilities. Inplementers SHOULD NOT use deprecated key di gest
types for new signatures and MUST NOT use obsol ete key digest types.

_Note to RFC Editor: Please replace all instances of (This docunent)
with the RFC nunber of this docunent upon publication. _
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Appendi x A ASN. 1 Schemnas

The following ASN.1 schemas define the data structures used in the
Domai nAut h pr ot ocol :
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-- Top-level schenmas for

Domai nAut hVl

Domai nAut h conponent s

-- DNSSEC chain is a set of DNS nessages

DnssecChain ::= SET OF OCTET STRI NG
-- Menber 1d Bundle
Menber | dBundl e :: = SEQUENCE ({
versi on [ 0] I NTEGER,

dnssecChain

[1] DnssecChain,

organi sationCertificate [2] Certificate,

menber Certificate

[3] Certificate,

April

2025

intermedi ateCertificates [4] SET OF Certificate OPTI ONAL

}

-- Signature Bundl e

Si gnat ureBundl e :: = SEQUENCE {
version [ 0] I NTEGER,
dnssecChain [1] DnssecChai n,
organi sationCertificate [2] Certificate,
si gnature [3] Contentlnfo

}

-- Signhature netadata (included as a signed attribute)
Si gnat ureMet adat a :: = SEQUENCE ({
serviceO d [ 0] OBJECT | DENTI FI ER,
validityPeriod [1] DatePeriod

}

-- Date period structure

Dat ePeri od ::= SEQUENCE ({
start [0] CeneralizedTi e,
end [1] CeneralizedTime

}

-- Menber attribution (included as a signed attribute in organisation signatures)
Menber Attribution ::= UTF8String

Al'l Domai nAuth data structures MJST be encoded using ASN. 1 as
specified in Section 10.

The ASN. 1 structures reference standard types from ot her
speci fications:

* Certificate is defined in [ X 509].
* Contentlnfo is defined in [ CMg].

Al'l inplenentations MJST strictly adhere to these schemas.

Nar ea Expires 3 Cctober 2025 [ Page 37]



I nternet-Draft Domai nAut hvi April 2025

Appendix B. O D Registry

The following Object Identifiers (O Ds) are defined for use in the
Domai nAut h protocol, under the 1.3.6.1.4.1.58708.1
(iso.org.dod.internet.private.enterprise.rel aycorp. domai naut h) arc:

* 1.3.6.1.4.1.58708.1.0: Signhature Metadata Attribute.

* 1.3.6.1.4.1.58708.1.1: Test Service.

* 1.3.6.1.4.1.58708.1.2: Menber Attribution Attribute.
Appendi x C. Service Design Quidance

This non-normative section summari ses key considerations for system
designers creating services that utilise Domai nAuth, draw ng upon
requi renents and recommendati ons specified el sewhere in this
docunent .

Service designers are required to obtain a unique O D for their
service, distinct fromthe Domai nAuth O D arc (see Appendi x B), as
this ODis enbedded within the signature netadata (Section 6.2) and
used during verification (Section 7.1). Note that organisations have
the option to bind specific keys to a service QD via the Domai nAut h
TXT record (Section 3.2), which verifiers are required to account for
when mat chi ng signatures to keys.

Consi deration should be given to incorporating version infornmation
either within the OD structure or the service-specific plaintext
data being signed, to facilitate future upgrades to the plaintext
format.

G ven the reliance on |local clocks for offline verification
(Section 13.4), services may find it beneficial to establish a

m ni mum signature validity duration (e.g., several mnutes) to
acconmodat e potential clock skew. Renenber that the overal
verification requires tenporal overlap between the DNSSEC chain’s
validity wi ndow (influenced by the TTL override Section 3.3), the
certificate chain’s validity (Section 4), and the signature
metadata’s validity period (Section 7.1).

Whi | st the protocol mandates ASN. 1 DER encodi ng (Section 10),
services have the option to specify alternative ASN. 1 encodi ng rul es,
but service-level inplenentations bear the responsibility for any
necessary conversions if the underlying Domai nAuth |ibrary does not
support the alternative rules (Section 10).
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Services need to determ ne which signature types (Menber,

Organi sation, or both) are appropriate for their use case

(Section 6.1), and whether plaintext will be encapsul ated or detached
(Section 2.2.3).

C.1. Service Security Considerations

The validity period for signatures, specified in the signature

met adata (Section 6.2), is required to adhere to the maximum/limt
defined in Section 9. It is recommended that services define their
own nmaxi mumvalidity period, as short as possible for their use case,
to enhance security (Section 9).

Domai nAut h speci fi es nandat ory-to-inpl enent cryptographic al gorithns
(Section 8). Services have the option to recomrend specific
algorithms fromthe all owed set but cannot nandate unsupported ones.

Servi ce inplenmentations nmust not override root zone DS records except
for testing or to reflect updated | ANA trust anchors. Services using
Domai nAut h shoul d cl early distinguish test environments from
producti on.

Servi ces designers should al so consider the foll owi ng potenti al
attack vectors:

* *Replay attacks:* Domai nAuth provides authenticity and integrity
but does not inherently mitigate replay attacks. Services may
need to inplenment additional neasures, such as nonces, depending
on the application's sensitivity to replays (Section 13.4).

*  *Phishing attacks:* Service logic built upon the verified identity
ought to correctly handl e the required Unicode representation of
domai n nanes, and the specific normalisation and character
restrictions applicable to user nanes (Section 13.2, Section 7.1).
Adhering to guidelines like those in [UTR36] for displaying
I nternationalised Domain Nanes can hel p nmitigate honograph
att acks.

* *Denial of service:* Service designers should establish limts on
signature bundle size to mtigate resource exhaustion attacks
(Section 13.5).

Services may define their own requirenments for |ogging signature

events, which would conpl ement the organisation-level audit trails
recommended in Section 13.7.
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C. 2. Service User Experience Considerations

Presenti ng Domai nAuth verification results clearly is inportant for
users to understand the basis of trust. Since Domai nAuth supports
different signature types with distinct trust inplications, user
interfaces can play a crucial role in conveying this infornmation
accurately.

Desi gners shoul d consider the follow ng points when crafting the user
experience for Donmai nAuth servi ces:

* *Communi cating signature origin.* Consider distinguishing between
menber signatures (cryptographically proven) and organisation
signatures (where the organi sation vouches for content with nmemnber
attribution). For organisation signatures, the attribution may be
presented as a claimby the organisation (e.g., "Vouched for by
exanpl e.com attributed to alice") rather than inplying direct
proof fromthe nenber. However, the distinction nay or may not be
rel evant dependi ng on the service.

* *Representing bot signatures.* \When displaying signatures
associated with bots, the interface has to attribute the signature
to the organisation itself, omtting any specific user nanme (e.g.
"Si gned by exanpl e.cont').

* *Displaying identifiers safely.*

- Consider inplenenting |IDN honograph attack mtigations, such as
those suggested in [ UTR36].

- Display the user nane exactly as provided by the verification
process (which is based on nornmalised data per Section 13.2).

- Avoid truncating user nanes or dommi n nanes to prevent
anbiguity or msrepresentation.

- Visually distinguish the user name part fromthe domai n nane
part of an identifier (e.g., "alice of example.coni,
"al i ce@xanpl e. cont') .
Appendi x D. I nplenmentation Guidance

This non-normative section provides gui dance for devel opers
i mpl ementi ng Domai nAuth |ibraries.
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I mpl ement ati ons shoul d ensure strict conpliance with the ASN. 1
schemas (Appendi x A), serialisation formats (Section 10), and

cryptographic algorithns (Section 8). Separating core protoco
functionality from service-specific |ogic enables reuse across
mul ti ple services.

For testing purposes, inplenmenters should consider establishing a
dedi cat ed DNSSEC- enabl ed test domain with a Domai nAuth TXT record
whose private key is publicly avail able, bound specifically to the
test service OD (1.3.6.1.4.1.58708.1.1). This approach is secure
when properly scoped: the donmain is controlled by the inplenmentation
team the key is bound only to the test service, and docunentation
clearly indicates these are for testing only. Serialised DNSSEC
chains can also serve as test fixtures, allowing offline testing.

I npl enent ati ons have to provide the ability to override root zone DS
records, which is only intended for local testing environments or to
reflect updated | ANA trust anchors before the underlyi ng DNSSEC

i npl enent ation is updated.

The verification procedure should support both verification orders
described in Section 7.1: either starting with the DNSSEC chai n and
ending with the signature, or vice versa. A critical aspect is
validating that all components in the trust chain (DNSSEC records,
certificates, and signatures) have validity periods that overlap for
at | east one second. |Inplenentations should also handle multiple TXT
records correctly, selecting the appropriate one based on key

i nformati on and service O D.

Error handling shoul d categorise failures based on verification steps
(Section 7.1), with different diagnostic detail |evels for debuggi ng
versus production. Performance optim sations may include caching
verified DNSSEC chains, using efficient ASN.1 parsing libraries,
ensuring thread safety, and optim sing certificate validation

operati ons.

Appendi x E.  Organi sati on Operation Cui dance

This non-normative section provides guidance for organi sations
operating domains that participate in the Donmai nAuth protocol

Bef ore i npl enentation, organisations should ensure their domain has
been under their control for at least the maxinumvalidity period
(Section 9) and consider TLD governance (Section 13.1). DNSSEC nust
be properly configured, with processes established for key rollovers.
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E.1. TLD DNSSEC Consi der ati ons

VWhen sel ecting a domain for Domai nAuth inpl enentation, organisations
shoul d carefully assess the security practices of the TLD operator,
as mentioned in Section 13.1. Factors to consider include:

* The TLD operator’s jurisdiction and potential vulnerability to
gover nnent i nfluence.

* The cryptographic algorithms used for DNSSEC by the TLD
* The TLD s DNSSEC Practice Statenent.

* The TLD operator’s history of security incidents or
vul nerabilities.

For security-critical applications, organisations may wish to sel ect
TLDs with strong security practices and jurisdictions with robust
| egal protections.

Sim | ar considerations apply to the DNS hosting provider used for the
dommi n, as they represent another potential attack vector. The
security practices, DNSSEC support, access controls, and
jurisdictional factors of the entity responsible for hosting the
domai n’s DNS records can significantly inpact the overall security of
a Domai nAut h i npl ement ati on.

E. 2. Oganisation Key Managenent

Key managenent practices shoul d include secure generation
(potentially using HSMs as suggested in Section 13.6), protected
storage, and schedul ed rotation. Organisations may publish multiple
TXT records for different keys, algorithns, or services, which
facilitates snooth key rotation. The TTL override value in TXT
records significantly affects verification wi ndows and shoul d be set
appropriately for the service's offline requirenents.

The organisation certificate serves as the trust anchor for al
menbers, making its protection particularly inportant. For menber
managenent, establish clear processes for certificate issuance,
nanmi ng conventions that conply with normalisation requirenents
(Section 13.2), secure distribution of Menber Id Bundles, and
handl i ng departing menbers.

Operational security measures should include regular verification of
Domai nAut h TXT records, conprehensive |ogging (Section 13.7),
certificate inventory mai ntenance, and nonitoring for unauthorised
DNS nodi fications. Incident response procedures shoul d address key
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conmprom se, DNS hijacking, and trust recovery, noting that the
limted validity period of signatures hel ps contain security incident

i mpact .

Due to the residual risks regarding offline verification
(Section 13.4), organisations should inplenment additional safeguards:

* Keep validity periods as short as operationally feasible.

* | nplement robust nonitoring for potential conprom se indicators.

* Maintain secure backup procedures for cryptographic materials.

* Have emergency procedures in place to respond to security
i ncidents, including conmunication plans to notify relying
parties.
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