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Abst ract

Aut ononpbus Al agents execute transactions across organi zationa
boundaries. No single agent platform provides the trust
infrastructure they need. This docunent defines the Agent Nane
Service (ANS) v2 protocol, which anchors every agent identity to a
DNS domain name. A Registration Authority (RA) verifies domain
ownership via ACME, issues dual certificates (a Server Certificate
froma public CA and an ldentity Certificate froma private CA

bi nding a version-specific ANSNane), and seals every lifecycle event
into an append-only Transparency Log aligned with IETF SCITT. Three
verification tiers -- Bronze (PKI), Silver (PKI + DANE), and CGold
(PKI + DANE + Transparency Log) -- let clients choose assurance

| evel s appropriate to transaction risk. The architecture decoupl es
identity fromdiscovery: the RA publishes seal ed events; independent
Di scovery Services build conmpetitive indexes. A three-layer trust
framewor k separates foundational identity (Layer 1, this protocol),
operational maturity (Layer 2, third-party attestors), and behaviora
reputation (Layer 3, real-tine scoring).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Al agents now buy supplies, book travel, and sign contracts wi thout a
human in the | oop. The ones handling real noney need proof of who
stands behind them DNS [ RFC1035] naps nanmes to addresses but does
not verify identity or track software versions. DNS-SD [ RFC6763]
adds service discovery but cannot tell a client whether the agent at
an address is the one it clainms to be.

Two prom nent protocols define how agents comuni cate. MCP [ MCP]
connects nodels to local tools and external APlIs. A2A [A2A] governs
how aut ononbus agents negoti ate and del egate tasks across

organi zati onal boundaries. These protocols define how agents

communi cate but explicitly defer the question of who the agent is and
whet her it shoul d be trusted.

ANS addresses these gaps by conbining three nmechanisnms. First, the
agent’s identity is anchored to a domai n nane whose ownership the
Regi stration Authority (RA) has verified. Second, every change to
the agent’s software produces a new version nunber and a new ldentity
Certificate, recording which version is registered. Third, every
lifecycle event is sealed into a Transparency Log, an append-only

| edger where entries cannot be altered or renpved after the fact.

The t hree mechani sms toget her prove which version was decl ared and
when.

1.1. Modtivating Scenario

Consi der a concrete failure nbde. A conpany’'s paynment agent receives
an instruction to wire $50,000 to a supplier’s invoicing agent. The
i nvoi ci ng agent presents a website URL secured by a TLS certificate.
The payment agent nust decide: does this agent actually belong to the
supplier, or has soneone stood up a convincing fake?
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An attacker registers a | ook-alike donmain such as paynents-

suppl i er. exanpl e.com and presents a valid TLS certificate for it.

The payment agent has no way to tell this inpostor fromthe rea
supplier, because a Domain Validation (DV) certificate -- the nobst
common type -- proves only that sonmeone controls the domain, not that
the domain belongs to the right organization. Organization
Validation (OV) and Extended Validation (EV) certificates exist but
are rarely used for programmatic agent endpoints.

Separately, a legitinmate supplier nmay pass a security audit and then
quietly update its nodel. The certificate stays valid, the endpoint
stays up, but the code behind it is no |onger what was audited.

1.2. Oigin and Evol ution

Thi s docunent builds on "Agent Name Service (ANS): A Universa
Directory for Secure Al Agent Discovery and Interoperability"

[ ANSv1], published at | EEE | CAl C 2026 and contributed to the |IETF as
an Internet-Draft. The original paper proposed a conceptua
architecture with a six-conponent ANSNanme format. The architecture
presented here sinplifies the ANSNane to three conponents
(ans://v{version}.{agentHost}), introduces a dual-certificate nodel,
repl aces conceptual registry integrity with a cryptographic
Transparency Log, noves protocol adapters to a client SDK, and
decoupl es di scovery fromthe RA

1.3. Relationship to O her Standards

HCS- 14 [ HCS14] uses DNS TXT records for agent discovery; an ANS
Profile for HCS-14 all ows any HCS-14 resolver to discover ANS agents.
HCS- 27 [HCS27] defines a checkpoint format for publishing the
Transparency Log’s root hash to a distributed consensus topic. The

I ETF SCITT working group [I-D.ietf-scitt-architecture] defines an
append-only transparency service; the ANS TL follows this nodel.
DNS- Al D [ DNSAI D] uses SVCB service binding records [ RFC9460] for
agent endpoi nt discovery; DNS-AID tells a client where to connect,
ANS tells it whether to trust the agent.

1.4. Regul atory Context

Regul ators are converging on verifiable agent identity as a
conpliance requirenent. The EU Al Act (Article 50) requires
transparency and identity disclosure for Al systens that interact
with people. 1Inthe US, NIST's Center for Al Standards and

I nnovation solicited public input on securing Al agent systens in
early 2026. Both point toward nmandatory verifiable agent identity.
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1.5. Foundational Principles

Every agent maps to a unique, globally resolvable Fully Qualified
Domain Nane (FQDN). The ANSNane format ans://v{version}.{agent Host}
enbeds the FQDN directly. The domain is the agent’s pernanent
address; the version nunber changes, the donain does not.

Fi ve design decisions follow fromthis foundation

1. Dommin control validation: The RA verifies ownership using the
ACME protocol [RFC8555] (DNS-01 or HTTP-01 chal | enges) before
attesting to any identity.

2. Decentralized discovery: The TL publishes sealed lifecycle
events. Third-party Discovery Services subscribe, verify
signatures, and build their own indexes.

3. Version-bound lifecycle: Every change to an agent’s software or
capabilities requires a new version nunber and a new
regi stration.

4. Dual-certificate nodel: A Server Certificate froma public CA
secures the stable FQDN. An ldentity Certificate froma private
CA attests to the version-bound ANSNane.

5. Discoverable schemas: The ANS Trust Card |inks each protocol to a
canoni cal URL. Schemas are public, versioned artifacts.

1.6. Registration Progression
The RA acts as a notary. It witnesses domain control, issues
certificates, specifies DNS records, and seals the event into the TL.

The minimumregi stration is intentionally low. a domain, a version,
at | east one endpoint, and an identity CSR

Courtney, et al. Expi res 15 October 2026 [ Page 6]
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| Artifact | Required | Trust |ndex effect |
[} g ———————————————_ Ll ——_————_ Ll —p—p—_—_—————————
| Domain + version + | Yes | Baseline registration |
| endpoints + identity CSR | | |
e Ry T +
| OV or EV Server | No | Raises identity score |
| Certificate | | |
S TS o e e e e e e e e oo o - +
| ANS Trust Card hosted at | No | Raises integrity |
| FQDN | | score; enables content |
| | | hash verification |
e T e T T +
| Registration Metadata | No | Seal ed hash enabl es |
| (agent CardContent) | | integrity verification |
| | | of the Trust Card |
e Focmmnaaann e +
| verifiabledains in | No | Feeds operational |
| Trust Card | | maturity signals (SOC |
| | | 2, SBOM conpliance)
S TS o e e e e e e e e oo o - +
| Principal binding (LEI, | No | Raises identity score

| DID, bionetric) | | |
e Ry T +
| SCITT receipt stapled to | No | Enables offline TL |
| Trust Card | | verification; highest |
| | | integrity signal |
o e m e e e e e oo TS o e e e e e e oo oo oo +

Table 1
1.7. Open Protocol Design

The protocol is designed for an open, federated market. Any

organi zation can operate an RA, a TL, a Trust Index, or a Discovery
Service. Miltiple RAs can coexist, each issuing certificates and
sealing events into its own TL. Miltiple Trust |Index providers can
crawl the sanme | ogs and produce conpeting evaluations. Every
interface is public. The DNS record types are standard. The TL
verification APl uses REST. The certificate npdel uses ACME, which
any server can answer.

1.8. Confornmance Rol es
The protocol defines five roles:

Regi stration Authority: Validates domain control via ACME, issues
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Identity Certificates froma Private CA, obtains or accepts Server
Certificates froma Public CA generates DNS record content, and
submits lifecycle events to a TL.

Di scovery Service: Consunmes RA output and indexes agents. Any DNS
provi der, search engine, or narketplace can operate one.

Transparency Log operator: Seals signed events into an append-only
cryptographi c structure, signs checkpoints, and exposes a public
verification API. A conformng TL operates as a SCITT
Transparency Service [I-D.ietf-scitt-architecture].

Trust Index provider: Craws TL events fromone or nore federated
RAs and publishes evaluations as signed Verifiable Credential s.

Verifier: A client that checks an agent’s identity before
connecting. Verification is a client-side act, not a property the
RA assigns. The verifier needs no relationship with the RA

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

Agent Hosting Platform (AHP): The entity that hosts the agent’s code
and serves the live endpoints at the agent’s FQDN

Agent Integrity Mnitor (AIM: A nonitoring service that conpares
the live state of an agent’s DNS records and Trust Card agai nst
the sealed TL records. It publishes findings but cannot command
state changes.

ANSNane: The canonical identifier for a registered agent, follow ng
the format ans://v{version}.{agentHost}.

ANS Trust Card: An optional COSE _Signl docunment hosted by the AHP
containing protocol-native netadata augnmented with ANS trust
fields and a stapled SCITT receipt.

Di scovery Service: An independent service that consumes RA output
and i ndexes agents for searchability.

Identity Certificate: An X 509 certificate issued by the Private CA
with a URI SAN containing the agent’s ANSNane.
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Protocol Card: The protocol-native netadata file (A2A Agent Card,
MCP mani f est, OpenAPl docunent) created by the devel oper.

Regi stration Authority (RA): The trusted third party that validates
domai n control via ACME, issues certificates, generates DNS record
content, and seals lifecycle events into the Transparency Log.

Regi stration Metadata: The agentCardContent field in the
registration payload, translated fromthe Protocol Card by the
SDK.  The RA hashes it and seals the hash into the TL.

Server Certificate: An X 509 certificate issued by a public CAwth
a dNSNanme SAN for the agent’s stable FQDN

Transparency Log (TL): An append-only cryptographic data structure
that seals signed events and provides inclusion and consi stency
proof s.

Trust Index: A scoring service that crawls TL events and externa
signals to produce a numeric trust evaluation for each agent.

3. Related Wrk

Traditional service discovery via DNS [ RFC1035] provi des nane-to-
address resolution but does not verify identity or track software
versions. DNS-SD [ RFC6763] adds | ocal service discovery capabilities
but does not address verifiable identity or conplex capability

mat chi ng on a gl obal scale.

Research in multi-agent systens has explored various agent

communi cati on | anguages, such as those defined by FIPA. These works
establish interaction protocols but do not address cryptographic
identity verification or tanper-evident audit trails.

The SCITT architecture [I-D.ietf-scitt-architecture] generalizes
transparency logs to arbitrary supply-chain statenments with signed
receipts. The ANS Transparency Log targets SCI TT conpliance so that
its receipts are interoperable with other SCI TT-conpliant services.

WBC Decentralized Identifiers (DI Ds) provide self-sovereign identity
but lack built-in discovery, transparency, and donai n-anchori ng
mechani sms. ANS conpl enents DIDs: a DID can serve as a principa

bi nding within an ANS registration.
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4. Architecture

The architecture connects a central Registration Authority wth Agent
Hosting Platforns and shared internet infrastructure. Two
chokepoints define trust flow. the RA, where identity enters the
system and the Transparency Log, where seal ed evidence | eaves it.

4.1. Registration Authority System
The RA system conpri ses

Regi stration Authority (RA): Receives registration requests from
AHPs, validates domain control via ACVE [ RFC8555], requests an
ldentity Certificate fromthe Private CA, obtains a Server
Certificate fromthe Public CA (or accepts one the AHP brings),
generates DNS records, and seals the registration into the TL

Key Managenent System (KMS): Signs every TL checkpoint. [|f this key
is conprom sed, every sealed record in the | og becones
unt rustwort hy.

Provi der Registry: Decouples an entity’'s legal nanme fromits
identifier. Wen "AcneCorp" becones "MegaCorp," one record
updates i nstead of re-registering thousands of agents.

Agent Integrity Munitor (AIM: Conpares the live internet against
what the RA sealed. When sonething does not match, it publishes a
finding. It cannot revoke certificates or conmand state changes.

RA API: The AHP regi sters an agent, subnmits CSRs for both
certificate types, and triggers ACME and DNS verification. Agent
di scovery flows fromthe Event Stream through independent indexing
services, not through the RA

4.2. Agent Hosting Platform System

The AHP hosts the agent’s code and serves the live endpoints at the
agent’s FQDN. The AHP may al so host an ANS Trust Card; the Trust
Index rewards its presence. During registration, the AHP responds to
ACME chal | enges so the RA can verify domain control, then receives
both certificates and installs themin its keystore. The AHP

provi sions DNS records using content the RA generates. \When the
agent’ s code changes, the AHP initiates a new version registration.

Interfaces hosted by the AHP include the Agent Functional Endpoi nt
(the live service exposing capabilities) and the ANS Trust Card (the
met adat a docunent descri bing capabilities, endpoints, supported
protocols, and ANS trust fields).
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4.3. Transparency Log

The TL receives signed events fromthe RA validates each signature,
and seals the events into a cryptographi c append-only structure.

That structure produces two kinds of proof: inclusion proofs (proving
a specific event exists in the log) and consistency proofs (proving
the 1 og has only grown, never shrunk or rewitten). The KM signs
each checkpoint. A conforming TL MJST operate as a SCITT
Transparency Service [I-D.ietf-scitt-architecture], issuing binary
COSE recei pts as proof of inclusion

Each event receives a sequence nunber that increases with every entry
and never repeats. Events becone visible only after the KM5 signs a
checkpoint, so a client querying the | og always sees a consi stent,
finalized view Each event carries a schema version so that field
renanes in future schemas do not break existing consuners

A conforming TL MJST expose a REST APl for external verifiers:

| Endpoi nt | Purpose |
[} it ——————————————— Ll p—p—p——————
| GET /vl/agents/{agentld} | Seal ed event, TL signature, |
| | and inclusion proof |
o m e e e e e e e oo - o m e e e e e e e e e e aa oo +
| GET /vl/ | Paginated history of all |
| agents/{agentld}/audit | lifecycle events |
o e m e e e e e oo T +
| GET /v1l/1 og/checkpoint | Latest signed checkpoint: |og

| | size, root hash, KM signature

o m e e e e e e e oo - o m e e e e e e e e e e aa oo +
| GET /v1/1og/checkpoint/ | Checkpoint history for |
| history | consistency proof verification

o e m e e e e e oo T +
| GET /vl/1og/ | JSON Schema definition for a

| schema/{version} | given event schena version |
o m e e e e e e e oo - o m e e e e e e e e e e aa oo +
| GET /root-keys | KMVS verification keys, |
| | including historical keys |
o e m e e e e e oo T +

Tabl e 2

The TL MJST distribute verification keys via /root-keys so that any
verifier can check root signatures w thout contacting the RA
Verification MJUST NOT require access to producer public keys,

aut hentication for read-only operations, or know edge of RA

i mpl ement ati on details.
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4.4. Event Stream

The Event Stream nmakes seal ed events queryable. Every payl oad
carries the RA's signature, verifiable against keys the RA registered
at the TL. Consuners verify authenticity without contacting the TL.
Di scovery Services subscribe to the Event Streamto build searchable
i ndexes.

4.5. Certificate Authorities
Two CAs, two trust roots, two revocation paths:

* pPublic CA: Issues Server Certificates. Revocation propagates
t hrough public OCSP/ CRL [ RFC6960] .

* Private CA: Issues ldentity Certificates on the RA's behalf. The
RA requests issuance; the Private CA signs. The Private CA may be
operated by the RA operator or by a separate organi zation. The
Identity Certificate requires a URI SAN that no Public CA can
issue. Only a Private CA, operating under its own issuance policy
and certificate practice statenent, can include the ans:// schene.
The ldentity Certificate's validity period is not subject to CA
Browser Forum Basel i ne Requirenents constraints.

4. 6. DNS Provi der

The external service that hosts the agent’s DNS zone. The RA
generates DNS record content; the AHP provisions it at the DNS
provi der.

4.7. Trust Framework: Three Layers

The RA answers one question: "Wo are you?" It does not evaluate
whet her the agent is well-governed or well-behaved. Three |ayers of
trust data together provide a conplete answer.

Layer 1: Foundational identity (this protocol). The RA verifies
domai n control, issues certificates, and seals the Registration
Met adat a hash into the Transparency Log. This layer is the scope
of this docunent.

Layer 2: Operational maturity (third-party attestors). SOC 2
reports, HI PAA conpliance certificates, and SBOVs arrive as
references in the Trust Card's verifiableC ainms array. They
update on the attestor’s cycle: annually for an audit, quarterly
for a conpliance scan.

Layer 3: Behavioral reputation (real-tine scoring). Transaction
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records, settlenent rates, and dispute flags. Wile these signals
may go back nonths, they update in seconds.

No single source controls the evaluation. A conpanion Trust |ndex
speci fication defines how a provider consunes seal ed data from Layer
1 and external signals fromLayers 2 and 3, conputes a nulti-

di mensi onal trust evaluation, and returns it as a signed credenti al
that clients use for authorization decisions.

4.8. The ANS SDK

The version-bound lifecycle requires a new registration on every code
change. Wthout tooling, a devel oper who ships a one-line fix nust

al so generate a key pair, build a CSR, submit it to the RA, wait for

domai n validation, install the new certificate, and update DNS. The

SDK col | apses that sequence into a single conmand.

The SDK contains a Protocol Adapter Layer that translates Protoco
Cards (A2A Agent Cards, MCP nmnifests, OpenAPl docunents) into the
RA's registration payload format. This is a key architectura
departure fromthe original ANS proposal [ANSvl1l], where protoco
adapters resided within the RA. Myving adapters to the client side
means the RA accepts a single payload fornat regardl ess of protocol,
sinplifying its inplementation and reducing its attack surface.

The SDK al so bundl es a Trust Provisioner that nanages the agent’s
trust store. 1In the single-RA phase, it installs the bootstrapping
RA's Private CAroot certificate. |In the federated phase, it
retrieves a trust bundle fromthe Federation Registry containing root
certificates of all conpliant RAs.

5. Data Mdel and Integrity
5.1. The ANSNane

The canonical identifier for a registered agent has three conponents
([ RFC1035], [RFC1123]):

ANSNare "ans://v" version "." agent Host
ver sion *DIgT"." 1*DIAT "." 1*DIAT
agent Host = <FQDN per RFC 1035 and RFC 1123>

Exanmpl e: ans://v1l.0.0.sentinment-anal yzer. exanpl e. com
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versi on | Semantic version, |
| nureric only: |
| maj or. mnor. patch.

| The "v" prefix is a

| literal part of the |
| ANSName syntax, not |
| part of the version |
I I

string.

| sentinent-anal yzer.exanpl e.com| FQN per RFC 1035

| | and RFC 1123. MJST |
| | NOT exceed 237 |
| | octets. |

Table 3

The 237-octet host limt: The RA derives DNS record nanes by
prepending |l abels to the agentHost. The | ongest derived nane is
_acme-chal | enge. {agent Host}, consuming 17 octets (16 characters plus
the | abel separator) of the 253-octet presentation-format domain name
limt (RFC 1035 Section 2.3.4, RFC 1123 Section 2.1). 253 - 16 = 237.

The conpl ete ANSName MUST NOT exceed 400 octets, providing headroom
for safe transport across HTTP headers, TLS fields, and database
col ums.

Two netadata fields acconpany the ANSNane at registration but are not
part of the identifier: agentDi splayNane (required, nmax 64
characters, hunman-readable | abel for discovery U s) and
agent Description (optional, max 150 characters).

5.2. ldentifier Taxonony

5.2.1. Registration Identifiers

[ oo sy oo s ey oo Y

| Identifier | Assigned | Miutable | Scope | Purpose |

I | by I I I I

R ety el et e ety e e el

| ANSNane | Derived | No | dobal | Which version |
I I I I

is registered |
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| | | | | on which domain |

Fomm e oo - Fomm oo - B B o e e e e oo - +
| FQDN | AHP | No | Gobal | Stable domain |
| | | | | across all |
| | | | | versions |
- Ry S TR S TR R +
| Agent ID | RA | No | I'ssuing | Registration |
| | | RA | record’s unique
I I I I | key I
R TS R R o e e e e oo +
| ProvideriID| RA | No | I'ssuing | Who controls |
| | | | RA | the domain |
S ISRy T T T oo mmeeemeeaaaas +
| Supersedes | RA | No | I'ssuing | Previous |
| ID | | | RA | version's |
I I I I | record I
S TR Focmmnaaann S TRy S TRy +
Tabl e 4

The Providerl D nanes the entity that controls the domain, not the
entity that authored the software. For cross-RA correlation, the
regi stration payl oad accepts an optional lei field (Legal Entity
Identifier, |SO 17442).

VWen a platformregisters an agent on behalf of a tenant, the
ProviderI D and lei field identify the platform and the tenant
respectively. The tenant can close the del egation gap by issuing a
WBC Verifiable Credential authorizing the platformto register on its
behal f, included in the Trust Card’s verifiabledains array.

5.2.2. Transparency Log ldentifiers

Log Entry ID (unique reference to each event), Sequence Nunber
(rmonotoni cal ly increasing, enforces append-only property), Leaf |ndex
(position in the cryptographic structure, used for inclusion proofs),
and Tree Version (increments on KVMS key rotation).

5.2.3. Reputation Continuity

The FQDN and Server Certificate together identify the agent’s TLS
endpoi nt across version bunps. Wen a registrant registers
support.exanpl e.comat version 1.0.0, then bunps to 1.1.0, the domain
and the Server Certificate stay the same. The ANSNanme resets. A
Trust Index that accumnul ates reputati on against the FQDN sees the
full transaction history across both versions. The supersedes field
in each TL event links the version chain.
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Three nechani sns detect a change in control

* ACME re-validation: The RA re-runs domain control validation at
each renewal and version bunp.

* RDAP nonitoring: The AIMnmonitors the registrant entity in the
registrar’s RDAP response [ RFC9083].

* Provider msmatch: When a new operator registers a version for an
FQDN that al ready has an ACTIVE registration under a different
ProviderI D, the RA detects the conflict and MJST revoke the prior
regi stration.

Upon detection of a control change, the RA MJST revoke the previous
registration by sealing an AGENT_REVOKED event into the TL.

A principal binding -- an external, persistent identifier for the
operating entity -- closes the gap between donmai n ownership and
organi zational identity. An LEl identifies the organization
regardl ess of which domain it operates. Wen the lei field is
present, a Trust Index can aggregate behavioral signals across al
regi strations sharing that LEl.

5.3. Three Agent Card Terns

1. Protocol Card: The protocol-native netadata file (A2A Agent Card,
MCP mani f est, OpenAPl docunent). Created by the devel oper

2. Registration Metadata: The agentCardContent field in the
regi stration payload. The SDK translates the Protocol Card into
this format. The RA hashes it and seals the hash into the TL.

3. ANS Trust Card: An optional COSE _Signl docunent the AHP hosts at
/. well -known/ans/trust-card.json. Contains protocol-native
met adat a augnented with ANS trust fields (ANSNane, verifiable
clains, trust references) and a stapled SCITT receipt. The AIM
verifies the content hash against the val ue seal ed when
Regi stration Metadata is submitted

5.4. Certificate Integrity

[ el s e, oo el s e
| Certificate | Issued by | SAN type | Purpose |
[ el ool sl s s 1}
| Server | Public CA | dNSName | Standard TLS for the

| | | | stable FQDN |
L i I I I I I I +
| ldentity | Private | URL SAN | Binds certificate to
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| | CA | | a versioned ANSNanme |

Table 5

The ldentity Certificate requires a URI SAN. The ans:// schene is
syntactically valid per RFC 3986 [ RFC3986] Section 3.1 and pernitted
in URl SANs per RFC 5280 [ RFC5280] Section 4.2.1.6. CA/Browser Forum
Basel i ne Requirenments prohibit URI SANs in publicly trusted server
certificates (BR Section 7.1.2.7.12). A Public CA cannot issue this
certificate; only a Private CA can.

5.5. Agent State Lifecycle

The RA tracks registration state in its database. Only certain
transitions produce TL events: entering ACTIVE, DEPRECATED, REVOKED,
or EXPI RED, and renewal while ACTIVE (the AGENT_RENEVED event type).
RENEWED is a TL event type, not a distinct registration state; the
agent remrai ns ACTI VE t hroughout the renewal process. Transitions
before activation (PENDI NG to PENDI NG DNS) are RA-internal.

[} gt p——— g —p———————————————————————————————————————————
| State | Description |
| PENDI NG | Awaiting validation |
o e e e e oo o o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me i mao +
| PENDI NG DNS | Donmin validated; awaiting DNS record verification |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| ACTI VE | Operational |
S e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| DEPRECATED | Signals consumers to migrate |
o e e e e oo o o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me i mao +
| REVOKED | Certificates invalidated (term nal) |
S o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
| EXPI RED | Requires renewal (termnal) |
S e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o +

Table 6

Ext ernal dommi ns pass through PENDI NG DNS; internal domains with
autonated DNS skip directly to ACTIVE. Revocation is idenpotent.
Cancel | ation before activation produces no TL event because the | og-
seal i ng step has not occurred.
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5.

6

6

6. Cryptographic Data Integrity Standards
[} e ——————— e —————————_ Ll p—p—r o
| Requirement | Standard | Rule |
[ ety el el
| Canonicalization | JCS (RFC | Al JSON MJUST be canonicalized
| | 8785) | before signing or hashing |
Fom e e e oo S o m e e e e e e e e e +
| Signature format | JWS5 Detached | Payload is not enbedded; |
| | | signatures stored separately
o e e e oo oo s o m e e e e e e e e eea oo +
| Algorithm | ES256 (ECDSA | Default. MJST support |
| | P-256/ SHA- | algorithmagility. |
I | 256) I I
o e e e e oo oo o e e - o e e e e e e e e e e e o m o +
| Wre format | JW5 Conpact | <header>..signature (two dots;
| | | detached payl oad) |
o e e oo oo s o m e e e e e e i e e ee oo +
Table 7

Every signature MJST include protected headers: alg (signing
algorithm, kid (key identifier), typ (type indicator), tinestanp
(Unix timestanp), and rald (RA instance identifier). Al JSON

payl oads MJUST be canonicalized per JCS [ RFC8785] before signing.

Si gnatures use JWS Compact Serialization [ RFC7515] with the JSON data
i nterchange format [RFC8259].

Trust, Security, and Attestation
1. Layered Trust and Verification Tiers
Trust rests on three independent verification dinensions (distinct

fromthe three-layer trust data framework in Section 4.7, which
separ at es data sources):
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| ANSNare regi stered on which domain |
Fom e e e e e e oo o e e e e e i eee oo n +
| Cryptographic KMS- si gned | The | og has not been |

checkpoi nt | tanmpered with |
T T o e e e e e e e e a oo - +
| Operational | rald per | Which RA instance |
| | event | perfornmed the validation |
o o o e e e e e i eee oo n +

Table 8

A client verifies an agent through independent checks, each using a
different trust channel

B el oo s s oo s sl s g
| Step | Check | What it proves | Trust |
| | | | channel |
[ ety s e s sy sy e
| 1 | PKI certificate | Standard TLS | CA system |
| | validation | | |
Fomemm - I T T +
| 2 | DANE record | Server Certificate | DNS (DNSSEC) |
| | validation | fingerprint matches | |
| | | TLSA record | |
S - I . - +
| 3 | TL verification | Registration was | TL ( KMS- |
| | | seal ed; tanpered | signed) |
| | | entries break the proof | |
R o e e e oo o e e e e e e oo o e e - +
Table 9

[ R el el e foms s e

| Tier | Steps | Shorthand |

[ gl bt S b o pus gt oo oo oo e g

| Bronze | 1 | PKI only |

S ey S - +

| Silver | 1-2 | PKI + DANE |

I p—— I I +

| Gold | 1-3 | PKI + DANE + TL

Fomm oo R, o e e e oo +

Tabl e 10
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A tier describes what the client verified, not a property the RA
assigned. Two clients connecting to the sane agent may reach
different tiers depending on what checks they run

TLSA paraneters: The RA specifies TLSA 3 0 1 [sha256_hash]: DANE-EE
(usage 3), full Server Certificate (selector 0), SHA-256 (matching
type 1) [ RFC6698]. Selector O produces the sanme hash as the badge
fingerprint in the TL, so a single SHA-256 conputation serves both
DANE and badge verification

DANE requires DNSSEC [ RFC4033]. Per RFC 6698 Section 4, a TLSA RRset
whose DNSSEC val idation state is not "secure" MJST be treated as
unusabl e, and the client falls back to standard PKI X certificate
validation. The RA SHOULD verify DNSSEC status before provisioning
TLSA records.

6.2. DNS Trust Anchor

The RA specifies one _ans-badge TXT record per ACTIVE version,
pointing to that version’s badge in the TL. The AHP provisions it.

_ans-badge. {agent Host} I N TXT
"v=ans- badgel; version=vl.0.O0;
url=https://{tl_host}/vl/ agents/{agentld}"

| Field | Required | Val ues |
[ ety e ety s s e s e
| v | Yes | Always ans-badgel |
S S o m e e e e e e e e e e e e e e e e e eemem e +
| version | Yes | Senver prefixed with v |
B Fomm oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| url | Yes | Badge URL at the RA's TL |
R TS oo m o e e e e e e e e e e e e e e e e e e meao— o +
| ra | No | RAID (reserved for federated depl oynments) |
S S o m e e e e e e e e e e e e e e e e e eemem e +
Table 11

When multiple versions are ACTIVE, each has its own _ans-badge
record. A verifier that knows the version (fromthe ldentity
Certificate’s URI SAN) selects the matching record.

6.3. Cryptographic Verification Path
Hi gh-assurance verification wal ks this chain:

1. Verify the _ans-badge TXT record via DNSSEC
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2. Validate the JW5 signature on the attestati on badge using the
RA' s public key.
3. Verify that the event exists in the TL via an inclusion proof.
4. Validate the Signed Tree Head using the KM5 key identifier
5. Confirmthe agent’s current state matches the latest log entry.
6.4. Mitual TLS Between ANS-Regi stered Agents
The niTLS handshake proceeds as foll ows:
1. Caller sends dientHello.
2. Server returns Server Certificate + CertificateRequest.
3. Caller presents its ldentity Certificate.

4. Server verifies the caller’s Ildentity Certificate against the ANS
Private CA.

5. nTLS tunnel established. The caller knows the server’s FQDN, the
server knows the caller’s ANSNane.

6. Caller verifies the server’s versioned identity via _ans-badge
TXT record or TL query.

Steps 1-5 are standard niLS. Step 6 is ANS-specific: the caller
confirns the server’'s Server Certificate fingerprint matches the
badge the RA sealed at registration.

When the agent’s ANS Trust Card carries a stapled SCITT receipt, the
caller verifies locally with no TL call. Wen the Trust Card is
absent, the caller fetches the receipt fromthe _ans-badge URL. |If
the TL is unreachable, the caller falls back to PKI + DANE
verification and records the downgrade

VWhen an agent acts on behalf of a human, the agent proves its own
identity via nifLS. The human’s authorization travels separately as a
del egati on token [ RFC8693].

6.5. Key Managenent
The RA never generates, handl es, or accesses an agent’s private keys.

The AHP owns its key lifecycle. The RA uses separate credentials for
each external service integration, rotated on schedul e.
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Each RA instance MJST register at |east one active public key with
the TL before submitting events. Rotation uses an overlap w ndow
new keys are registered with future validFrom dates; both old and new
remain active during the transition. Producer private keys never

| eave the RA instance. Historical signhatures remain valid after key
expiration but not after revocation

6.6. Channel vs. Message-lLevel Security
TLS secures transient, point-to-point APl calls. Digital signatures

secure durable artifacts that third parties or asynchronous consuners
verify independently.

| Payl oad | Signature | Verification |
[ ety ey e ety o}
| TL checkpoi nt | KVS key | Public, via /root-keys |
g Fom e oo o m e e e e e e i e e ee oo +
| RA attestation badge | RA key | Public, via RA's |
| | | published key |
T R o e e e e e e e e e e e o m o +
| Event producer | Producer | Internal only; preserves |
| signature | key | chain of custody |
g Fom e oo o m e e e e e e i e e ee oo +
| Revocation requests | AHP key | Non-repudiation |
o e e e e e e oo N o m e e e e e e e e e +
Tabl e 12

6.7. Privacy Considerations

Query privacy is out of scope for the RA. Discovery Services SHOULD
i npl ement privacy-preserving techniques (Private Information
Retrieval, Anonynm zed Query Rel ays).

The TLS handshake reveal s the agent’s hostnane to network observers.
Encrypted Cient Hello (ECH, RFC 9849) [RFC9849] encrypts the inner
ClientHell o, hiding the hostnane and ot her connection paraneters such
as the ALPN Iist. Wen an AHP provides an ECH configuration during
registration, the RA publishes it in the HITPS record.

7. Operational Flow

The RA maintains a nutabl e dat abase where regi strations progress
through states. The TL is append-only: once the RA seals an event,
it cannot be altered. Before sealing, a registration is a draft in
the RA's database. After sealing, the identity-bound fields are
i mut abl e. Every change requires a new version and a new TL event.
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7.1. Initial Registration Flow
Regi stration has two stages:
1. AHP submits registration request.
2. RA validates domain control (ACME) [ RFC8555].
3. RA obtains Server + ldentity Certificates.

4. RA seals event into TL. (Point of no return.)

5. RAreturns certificates + DNS record content to AHP.

6. AHP provisions DNS.
7.1.1. Stage 1: Pending Registration

The AHP subnmits a registration request containing:

April 2026

* ldentity: agentHost (FQDN), version (senver), agentD splayNane,

optional agentDescription.

* Endpoints: Array of protocol-specific endpoints (mninum1l), each

speci fying protocol, agent URL, optional netadata URL,

docunentati on URL, functions, and transports.

* Certificates: ldentity CSR (required), optional Server CSR or

exi sting Server Certificate (BYCC).

* Registration Metadata: Optional agentCardContent (translated from

Prot ocol Card by SDK).

* Organization: Optional lei (Legal Entity ldentifier).

* Privacy: Optional echConfigList (ECH configuration).
7.1.2. Stage 2: Activation

Al'l validations nust pass before activation:
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7.

2.

| Validation | Met hod |
[} gt p——p Clpp—p—p—p—p—p—_——————(——————————————————————(—————r
| Domain | ACME DNS-01 (RFC 8555 Section 8.4) or |
| control | HTTP-01 (Section 8.3) |
. TS +
| Organization | Separate OV-level process when |
| identity | applicable |
o e e - T +
| Schema | Fetch each metadataUrl, hash, conpare |
| integrity | |
. TS +
| DNSSEC | Query for DNSKEY at agent’s zone. |
| presence | Advisory: warn if absent; do not block. |
| | Record as dnssecStatus in TL event. |
R T +
Tabl e 13

The activation sequence, irreversible once step 4 conpl etes:

1. Certificate issuance: RA obtains the Identity Certificate and the
Server Certificate froma Public CA (if CSR was provided) or
val i dates a BYCC.

2. DNS record generation: RA generates record set content. AHP
provi sions the records.

3. Event payl oad: RA hashes Registration Metadata (if submtted) and
assenbl es the event payl oad.

4. Log sealing: RA submits signed event to TL. Point of no return.

5. Artifact delivery: RA delivers certificates and DNS record
content to AHP.

6. AHP provisions DNS: The AHP creates the DNS records using the
content the RA specified.

Li fecycl e Operations

B ool e e e e e s
| Operation | Trigger | TL BEvent | DNS Effect |
[ oo el oo sl s sl s s e °}
| Ver si on | Code/config | AGENT_REG STERED | New per-version
| bunp | change | | records (_ans,

I I I

I I I

|
_ans-badge); shared |
records unchanged |
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| | | | (_443. tcp). AHP
| | | | updates _ans-
| | | | identity. tls.

TS S o e e e e oo oo o e e e e m oo oo +
| Renewal | Certificate | AGENT_RENEWED | None |
I | expiring, | I I
I | code I I I
| | unchanged | | |
TS S o e e e e oo oo o e e e e e oo - +

Per - ver si on

| Revocati on| Agent |
| renoved; shared
I
I

I

| | shutdown or |
| renoved when | ast
| ACTI VE gone

| | retirenent

Tabl e 14

During a version bunmp, both old and new versions are ACTIVE. The
Server Certificate stays active (tied to the FQDN, not the version).
The RA does not inpose a retirement tineline.

Rol | backs: The AHP depl oys the ol d stable code as a new version
(e.g., v1.0.2), registers it, and revokes the buggy version

DNS Managenent Rol es

[ ey e ——————————————————_ Ll ——_—_—————_ Llppp—p—p—p—_—(——————(——r
| Actor | Registration | Ongoi ng | Deregistration
[ el el ey el
| AHP | Omns donmi n, manages | Aut ononous | Subnmits |
| | A/ AAAA | DNS updates | deregistration |
Fomm oo - o e e e e e e oo o m e e e oo - oo o - +
| RA | Generates ACME | Re-runs ACME, | Del etes agent
| | challenge, generates | updates | records
| | record content | records | |
S g o o a o +

DNS | Hosts zone, | Processes | Processes |
| provider | processes AP | nodifications | deletions |
| | requests | | |
TS o e e e e e oo oo S S +

Tabl e 15

A CNAME at the agent’s FQDN bl ocks HTTPS and SVCB records at the same
| abel (RFC 1034 Section 3.6.2) but does not affect child-Iabe

records (_ans, _ans-badge, 443. tcp). Wen the RA detects a CNAME,
it skips the HTTPS record. CNAME flattening by the DNS provider can
mtigate this restriction
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7

7

4.

4.

DNS Record Set

The RA generates record content for child | abels under the agent’s
FQDN. The AHP or domai n owner provisions the records:

B e oo oo s s e e el e e e pe g
| Record | Label | Type | Purpose | Per-ver.

[ e e el el s el ool °}
| Di scovery| _ans.{host} | TXT | Protocol and]|Yes |
| | | | met adat a | |
| | | | I ocation | |
R I i T T R +----- I F----- - - +
| Badge | _ans-badge. {host} | TXT | TL badge URL]| Yes |
I I I | for I I
| | | | verification| |
+---- - - - I T e +----- I i +-------- +
| DANE | _443. tcp.{host} | TLSA | Server Cert | No |
| | | | fingerprint | |
Fo-m e - - I i I I T N R +----- I I +
| HTTPS | {host} | HTTPS| ALPN hints, | No |
I I I | ECH I I
| | | | paraneters | |
L I i T I R +----- I F-------- +
|lIdentity | _ans-identity. tls.{host} |TLSA |ldentity | No |
| DANE | | | Cert | |
| | | | fingerprint | |
F---- - - - I i I R +----- R I +---- - - - +

Tabl e 16
1. The _ans DNS Record

The _ans TXT record is a connection hint published in DNS, telling a
client which protocol the agent supports and where to find the
met adat a

_ans. {agent Host} IN TXT
"v=ansl; version=v1.0.0; p=a2a;
url =https://agent.exanpl e. coni.wel | -known/ agent - card. j son"
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| Field | Required | Val ues |
[} ety e ————————— s p—p——_———————————————r
| v | Yes | Always ansl |
S TRy . e +
| version | Yes | Senver prefixed with v |
T I T Y +
| p | No | a2a, ncp, http. OQritted = any protocol.

S R S T +
| url | Unless | URL to the metadata file. Fallback: |
| | node=direct | /.well-known/agent-card.json. |
S TR . N +
| node | Unless url | card (default) or direct. |
| | present | |
S R S T +

Tabl e 17

Resol ution logic: (1) Query all _ans TXT records for the FQDN. (2)
Filter by p={target_protocol}. (3) Select the highest version (senver
ordering). (4) nmode=direct: connect to the FQDN, url present: fetch;
neither: fall back to /.well-known/agent-card.json

7.5. Coexistence with DNS-AlID
A domai n owner can publish DNS-AI D SVCB records [ DNSAI D] [ RFC9460]
al ongside _ans TXT records. The two record famlies occupy different
DNS nanmes and do not collide. An ANS-aware client reads _ans; a DNS-
AlD client reads the SVCB records under _agents.

7.6. Ongoing Integrity Verification
An Al M MUST di stingui sh between "Unreachabl e" (transient network

failure, retry later) and "M smatch" (the content has changed,
renedi ati on needed).
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| Check | What the Al M does | Pass |
| | | condition |
[} gttt ——— e pp—p——————————————————————————— Ll p—p—p——————
| DNS | Authoritative query for _ans | Records exist |
| pointer | and _ans-badge with DNSSEC | and validate |
T o m e e e e e i e oo +
| Trust Card | Fetch ANS Trust Card from | Hash mat ches
| integrity | /.well-known/ans/trust- | seal ed

| card.json, hash content | agent Car dHash
Fom ek o e e e e e e eee e oo +
| Schema | Fetch each schema.url, hash | Hash matches
| integrity | content | schema. hash |
| | | in Trust Card
R o e e e e e e e e e o T +

Tabl e 18

8. Interoperability and Standards Alignnent
8.1. HCS-14 ANS Profile

Hi ero’s HCS-14 standard [HCS14] independently arrived at DNS TXT
records for agent discovery, using _agent.<nativeld> as the record
name. An ANS Profile within HCS-14 allows resolvers to verify ANS
DNS records, certificates, and | og proofs through a standard
interface w thout ANS-specific branching.

8.2. HCS-27 Merkle Tree Checkpoi nt

A conpani on specification [ HCS27] defines a checkpoint format for
publishing the TL's root hash to a distributed consensus topic. The
ti mestanp on the consensus topic is independently verifiable,
strengthening the guarantee that historical |log entries have not been
backdated or rewitten.

8.3. I ETF SCITT Alignnent

The SCITT architecture [I-D.ietf-scitt-architecture] defines an
append-only transparency service that accepts signed statenents,
registers them and returns receipts. The ANS TL follows this nodel.
A future goal is formal SCITT conpliance, adopting COSE (RFC 9052)

[ RFC9052] signed statenents and standardi zed receipt formats for
interoperability with other SCI TT-conpliant transparency services.
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8.4. Depl oynent Topol ogi es

The same RA, TL, and certificate infrastructure can run at different
scopes:

* Public ANS: The RA, TL, and event feeds are internet-facing. Any
verifier that has installed the Private CA root can verify any
agent’s identity and audit its history.

* Internal ANS: An organization runs its own RA and TL behind its
corporate network. Agents are visible only to participants on
t hat networKk.

* Enterprise ANS as a service: A hosted internal ANS instance,
operated on behal f of an enterprise in their own cloud account.

* Extranet ANS: A sem -private deploynent shared anong a defined set
of partner organizations.

Each topol ogy runs the same protocol. The difference is who can see
the TL, who can query the event feeds, and who controls the Private
CA.

9. Fornal Properties

This section states the security properties the protocol specifies,
with sufficient precision that a conform ng inplenmentati on can be
verified agai nst them

9.1. Two-Layer Proof Conposition

A seal ed event carries two independent proofs of existence, each
anchored to a different trust root.

Layer 1 (Transparency Log): Let E be a lifecycle event sealed at |eaf
index i in alog of size nwith Merkle root R An inclusion proof
consists of a hash path of length ceil (log2(n)). The proof is valid
iff recomputing the root from Leaf Hash(E), the path, and i yields R
and the signature over R verifies against the TL's published KM5 key.
I npl enentations targeting SCITT conpli ance
[I-Dietf-scitt-architecture] encode the proof as a COSE Signl
receipt; the verification semantics are identical

Layer 2 (Consensus Checkpoint): An HCS-27 checkpoint [HCS27]
publishes Rto a distributed consensus topic at timestamp T. The
topic provides an independently verifiable total ordering.

Toget her, the two |ayers guarant ee:
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1. Inclusion: If a receipt for event E verifies against root R then
E was sealed into the | og before the checkpoint containing R

2. Non-repudiation: Renoving E fromthe | og after checkpoint
publication requires producing a tree of size n' >= n whose root
R is consistent with R yet excludes leaf i. This contradicts
the collision resistance of SHA-256

3. Tenporal binding: Because the consensus topic provides an
i ndependently verifiable tinestanp, the TL operator cannot
backdate an event.

An attacker who conmpronises the KM5 al one can sign fraudul ent roots,
but cannot insert those roots into the consensus topic’s history. An
attacker who comprom ses the consensus topic al one cannot produce
valid inclusion proofs. Both channels nust be conproni sed

simul taneously to forge a sealed event with a credi ble tinmestanp.

9.2. Cryptographic Boundary Enforcenent
The protocol distributes trust across four services. No service

accepts another’s assertions without verifying a cryptographic
si gnature.
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10.

TL verifies producer
signature (ES256, registered
key) before sealing

A forged event |
wi thout a valid |
producer key is |
rejected at ingestion |

| TL to | Verifier checks KMS | A tampered checkpoi nt |
| Verifier | signature on checkpoint via | fails signature |
| | /root-keys | validation at every |
| | | client |
T Fom e meemeeieeeeeceieemeaacaaas o mmemeeeeeeaccaeaaaas +
| TL to | Each published event carries | A fabricated event |
| Event | the producer’s signature; | without a valid |
| Stream | consuners verify agai nst | producer key fails |
| | keys registered at the TL | signature check |
Ry TS T +
| AIMto | AlMreports findings; RAre- | Afalse finding from

| RA | verifies each finding | a rogue nonitor is |
| | against TL-seal ed records | detected on re- |
| | before acting | verification |
Focmmnaaann e e +

Tabl e 19

Conprom se of any single conmponent is detectable by the others. A
conprom sed RA instance can sign fraudul ent events, but every event
records the instance’s rald; an auditor isolates the damage. A
conmprom sed TL can sign fraudul ent checkpoints, but cannot
retroactively alter checkpoints al ready published to the HCS-27
consensus topic. A conpromised AlIMcan file false reports, but the
RA re-verifies each finding; the quorumrequirenent prevents a single
monitor fromtriggering remediation. A conprom sed Event Stream can
suppress or delay events, but cannot forge new ones.

This property does not hold agai nst collusion between the RA and TL
operators. HCS-27 consensus checkpoints and federation (Section 8.4)
provide the primary mitigations.

Non- Functi onal Requirenents
| ID | Component | Threshol d |
[ bbb oo oo oo e oo e s s s s st o}
| NFR-A-01 | RA | 99.9% uptine |
U S o m o oo +
I
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Fai |l ure Mde
e
| Scenario |
o=
| AHP |
| unavail abl e |
I I
I +
| Donain |
| expires |
A .
| CA

Courtney, et al.

ANS v2 Apri
Activation processing < 120s nedi an
Seal i ng < 500ns nedi an
ivate CA | Revocation reflected in OCSP/CRL <
5 mn
M DNS change detection < 24h
Bat ch processing < 5s
Append: Q(l og n)
I ncl usi on proof generation < 100ns
1, 000 registrations/hour
Billions of events, sub-second
append
St andar di zed i ncl usi on and
consi stency proof interfaces
Tabl e 20
S
::::::::::::::::::::::+::::::::::::::::::::::::::
Consequence | RA Response
oo s
ldentity Certificate | Detects expired status.
expires. nmiLS fails. | Cannot auto-renew (AHP
| controls keys).
______________________ o e e e e e e e e e e e e e e - =
Endpoi nt | Treats persistent DCV
unreachabl e. DCV | failure as security event
fails. | and revokes registrations.
______________________ Fe e e e e e e e e e e e e e e — .- -
New regi strations | Queues pending requests.
bl ocked. Existing | Reports dependency
agents unaf f ect ed. | failure.
...................... o e e e e e e e e e e e e e e e e e m e = -
Tabl e 21
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11.

12.

12.

12.

Future Work

* Federated, nulti-RA ecosystem A marketplace of interoperable RAs,
governed by a standards body anal ogous to the CA/ Browser Forum

* Persistent identifiers: On-chain IDs and DIDs (did:web, did:ethr)
woul d provide reputation continuity across version bunps.

* Runtine integrity (ZKPs/ TEEs): Zero-Know edge Proofs and Trusted
Execution Environnment attestations would close the application
integrity gap.

* SCITT formal conpliance: Adopt COSE-based signed statenments and
st andardi zed recei pt formats.

* Verifiable claimtypes and issuer accreditation: Define specific
claimtype standards and accredit third-party issuers.

* Governance white paper: Detail nane allocation, fee nodel, dispute
arbitration, and root CA stewardship.

* Platformintegration: Denonstrate integration wth agent
framewor ks (LangChai n, AutoGen, CrewAl) and cloud pl atforns.

Security Considerations

This section addresses threats identified through a MAESTRO franmewor k
anal ysis applied to the ANS architecture.

1. Agent |npersonation

Ri sk: An adversary inpersonates a legitimte agent. Mtigation
Mandatory PKI with dual certificates. The lIdentity Certificate binds
a specific code version to a verified domain. The agent nust prove
possession of the private key. Certificate chain validation against
the Private CA root.

2. Registry Poisoning

Ri sk: An adversary injects nmalicious data (corrupted capabilities or
endpoints) into the registry. Mtigation: The Transparency Log nakes
all sealed entries immutable and tanper-evident. The RA validates
all payl oads before sealing. The Al M continuously conpares |ive DNS
and Trust Card state against the TL's seal ed records.
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12.

12.

12.

12.

12.

3. Man-in-the-M ddl e

Ri sk: An adversary nodifies comunications between system conponents.
Mtigation: Message integrity via digital signatures (JWS Detached).
mrLS bet ween ANS-registered agents using ldentity Certificates. DANE
provi des a second trust channel independent of the CA system

4, Deni al of Service

Ri sk: Adversary incapacitates RA, TL, or resolution services.
Mtigation: The data plane (nTLS handshakes between agents) continues
during RA or AlMoutages. Previously established trust proofs renain
valid until certificates expire. Standard operational defenses (rate
limting, DDoS protection).

5. Transparency Log Conprom se

Ri sk: An adversary nodifies or deletes historical TL entries.
Mtigation: Merkle tree structure nmakes tanpering mat hematically
detectabl e via consi stency proofs between any two tree states. KM
key separation ensures the signing key does not reside on the TL
host. HCS-27 checkpoint anchoring to a public distributed |edger
provi des i ndependently verifiable tinmestanps.

6. Conproni sed RA Instance

Ri sk: A single RA instance is breached and issues fraudul ent
registrations. Mtigation: Every TL entry records the rald of the
processing instance. Auditors isolate every event that instance
touched. Separation of duties requires the RA's DNS perm ssions
exclude TLSA wite access, preventing a conproni sed RA from al so
forgi ng DANE records.

7. SDK Supply Chai n Conprom se

Ri sk: The SDK manages key generation, CSR subm ssion, and Trust Card
assenbly. A conprom sed SDK could exfiltrate private keys or submt
altered registration payloads. Mtigation: The SDK i s open-source
and auditable. Key generation uses platform cryptography (HSM TPM
or OS keystore when available). The RA validates every CSR and

regi stration payl oad i ndependently. Software signing and provenance
attestation (e.g., SLSA, Sigstore) reduce the risk of tanpered

di stributions.
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12.

12.

13.

14.

14.

8. Single Operator Risk

For a given registration, the same entity may operate both the RA and
the TL that seals it. |If that entity is conprom sed, it could forge
events with no independent check. HCS-27 consensus checkpoints are
the primary mitigation: the TL's root hash is anchored to an

i ndependently verifiable | edger that neither the RA nor the TL
controls. Federation adds a second |l ayer: an agent can register with
an RA operated by one entity and have events sealed by a TL operated
by anot her.

9. EcosystemIntegrity and Renedi ation
Four principles guard against malicious nmonitoring services:

1. DMonitors report, the RA acts: External nonitors publish findings.
They cannot conmmand st ate changes.

2. Reports are public and signed: Mnitors publish to
cryptographically signed feeds, building verifiable reputation

3. Quorum before action: The RA MJUST NOT act on a single report from
one nonitor.

4. Evidence nust be verifiable: Every finding MJST include
cryptographic proof. The RA re-verifies independently.

Suppressi on before revocati on: Wen a finding neets the quorum
requirenent, the RA independently re-verifies the reported m snmatch
against the TL's sealed records. |f confirnmed, the RA publishes a
suppression event to the TL. Discovery services that consune the
event feed renove the agent fromtheir indexes. Suppression is
reversible; revocation is permanent.

I ANA Consi derations
Thi s docurment has no | ANA actions at this tine.
Future revisions may request registration of the "ans" URl schene

with | ANA per RFC 7595, and registration of underscore |abels "
" _ans-badge", and " _ans-identity" per RFC 8552

_ans",
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Appendi x A. Data Structure Exanples
Al'l exanpl es foll ow one agent, "Acne Support Agent"
(support.exanpl e.com version 1.5.0), through the registration
lifecycle. CSRs and signatures are truncated for brevity.
A. 1. Registration Request

The AHP subnmits this payload to the RA's /register endpoint.
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{

"agent Di spl ayName": "Acme Support Agent",

"agent Descri ption": "Customer support agent.",

"version": "1.5.0",

"agent Host": "support.exanpl e.coni,

"endpoints": [

{

"protocol ": "A2A",
"agentUrl": "wss://support.exanpl e.com a2a",
"met adataUr| ":

"https://support.exanpl e.conl.well -known/agent-card.json",
"transports": ["STREAMABLE-HTTP", "SSE"],
"functions": [

{ "id": "l ookupOrder", "nane": "Lookup Order",

"tags": ["order", "support"] }
H
{
"protocol ": "MCP",
"agentUrl": "https://support.exanple.com ncp”,
"metadataUrl ":
"https://support.exanpl e.com . wel | - known/ ncp/
server-card.json",
"transports": ["STREAMABLE-HTTP"],
"functions": [
{ "id": "getTicketStatus", "name": "Get Ticket Status",
"tags": ["ticket", "support"] }
]
| }
"identityCsrPEM': "...(truncated)...",
"serverCsrPEM': "...(truncated)...",
"lei": "549300EXAMPLEOOLEI 17",
"agent CardContent": { "...see A 2..." }
}

A.2. ANS Trust Card
Hosted by the AHP at the URL advertised in the _ans DNS record.

Built fromthe Protocol Card, augmented with ANS trust fields. This
artifact is optional.
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{
"ansNane": "ans://v1.5.0.support.exanpl e.coni,
"agent Di spl ayName": "Acme Support Agent”,
"version": "1.5.0",
"agent Host": "support.exanpl e.coni,
"rel easeChannel ": "stabl e",
"endpoints": |
"protocol ": "A2A",
"agentUrl": "wss://support.exanpl e.com a2a",
"metadatalrl ":

"https://support.exanpl e.coni.well-known/agent-card.json",
"transports": ["STREAMABLE- HTTP", "SSE"'],
"functions": |

{ "id": "l ookupOrder"”, "nane": "Lookup Order",

"tags": ["order", "support"] }
}
1,
"securitySchemes": {
"agent Aut h": {
"type": "mutual tls",
"description": "mlILS using the agent’s ldentity Certificate."
}
"verifiabledainm": [
{
"type": "SOC2_TYPE2",
"issuer": "did:web:auditor.exanple.cont,
"hash": "SHA256: 9f 3a2b...",
url":

"https://auditor.exanpl e.conireports/exanpl e-2026.j son",
"issuedAt": "2026-01-15T00: 00: 00Z",

"expiresAt": "2027-01-15T00: 00: 00Z"

H

{
"type": "SBOM CYCLONEDX",
"issuer": "self",
"hash": "SHA256: 4e7dlc...",
“url":

"https://support.exanpl e.conl.well-known/sbom json",

"issuedAt": "2026-02-01T00: 00: 00Z"
}
]
}

A.3. TL Event Payl oad
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"ansl d": "550e8400-e29b-41d4-a716- 446655440000",
"ansNane": "ans://v1.5.0.support.exanpl e.conf,
"event Type": "AGENT_REG STERED',
"agent": {

"host": "support.exanple.coni,

"name": "Acme Support Agent",

"version": "v1.5.0",

"providerld": "PlD 8294",

"lei": "549300EXAMPLEOOLEI 17"
}

ttestations": {

"identityCert": {
"fingerprint": "SHA256:22b8a804...",
"type": "X509-OV- CLI ENT"

"éerveerrt": {
"fingerprint": "SHA256:d2b71bcO...",
"type": "X509- DV- SERVER'

"ansRecordsProvisioned": {
" _ans": "v=ansl; version=v1.5.0; ...",
" _ans-badge": "v=ans-badgel; version=v1.5.0; ..."
} i)
"domai nVal i dation": "ACME-DNS-01",
"dnssecStatus": "fully_validated"

}

Xpi resAt": "2026-10-05T18: 00: 00. 000000Z"
"i ssuedAt": "2026-03-05T18: 00: 00. 000000Z"
"rald": "id-A",

"timestanp": "2026-03-05T18: 00: 00. 000000Z"
}

A. 4. TL Badge Response

Badge consumers query CGET /vl/agents/{agentld}.
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{
"schemaVersion": "V1",
"status": "ACTIVE",
"payl oad": {
"l ogld": "550e8400-e29b-41d4-a716-446655440000",
"producer": {
"event": { "...sane structure as A 3..." },
"keyld": "id-B",
"signature": "eyJhbGeci G JFUzI INi J9..."
}
},

"signature": "eyJhbCGei G JFUzI INi I sl ntpzCl6...",
"inclusionProof": {
"l eaf Hash": "abcl123def456...",
"l eaf | ndex": 1234567,
"treeSize": 9876543,
"treeVersion": 1,
"path": ["def456789abc...", "012345abcdef...", "..."],
"root Hash": "current 1234abcdef...",
"root Si gnature": "eyJhbCGci O JFUzI 1IN J9..."
}

}

The path array contains |og2(treeSize) hashes: about 30 for a billion
events (under 1 KB)

A. 5. DNS Records

$ORI G N support. exanpl e. com

$TTL 3600
; Core Location Records (Managed by AHP)
@ IN A 192.0.2.50
@ IN AAAA  2001: db8:: 50
; RA generates; AHP provisions
@ IN HTTPS 1 . al pn="h2"
_443. tcp IN TLSA 3 0 1 <sha256_of server_cert>
_ans IN TXT "v=ansl; version=v1.5.0; p=a2a;
url =https://support.exanpl e. com . wel | - known/ agent -card. j son"
_ans IN TXT "v=ansl; version=v1.5.0; p=ntp; node=direct"
_ans- badge IN TXT "v=ans- badgel; version=vl.5.0;

url=https://{tl_host}/vl/ agents/{agentld}"

; Hi gh-assurance (AHP-rmanaged, per ADR 010)
_ans-identity. tls INTLSA 3 0 1 <sha256_of identity cert>
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A.6. A MFailure Report

{
"event _type": "integrity failure_detected",
"event tinestanp": "2026-03-06T11: 00: 00Z",
"worker_id": "id-C',
"agent _host": "support.exanpl e.cont,
"ans_name": "ans://v1l.5.0.support.exanple.cont,
"check": {
"record type": " _ans",
"failure_type": "M SVMATCH',
"expected_val ue": "v=ansl; version=vl1.5.0; ...",
"actual _value": "v=ansl; version=v1.5.0;
url =https://malicious-site.exanple.comevil-card.json"
}
}
A. 7. Revocation Request and Response
{
"reason": "CESSATI ON_OF OPERATI ON',
"coments": "Service is being retired."
}
The RA returns the DNS records the AHP nust del ete:
{
"agent1d": "550e8400-e29b-41d4-a716-446655440000",
"ansNane": "ans://vl1l.5.0.support.exanple.coni,
"status": "REVCKED',
"reason": "CESSATI ON_OF_OPERATI ON',
"revokedAt": "2026-03-20T14: 00: 00Z",
"dnsRecordsToRemove": |
{ "nane": "support.exanple.coni,
"type": "HITPS', "purpose": "D SCOVERY" },
{ "nanme": " _443. tcp. support.exanpl e.cont,
"type": "TLSA", "purpose": "CERTIFI CATE_BI NDI NG' },
{ "name": " _ans.support.exanpl e.coni,
"type": "TXT", "purpose": "TRUST" },
{ "nane": " _ans-badge. support.exanpl e.cont,
"type": "TXT", "purpose": "BADGE" }
]
}
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