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Abst r act

The proliferation of Al agents requires robust nmechani sns for secure
di scovery. This docunent introduces the Agent Name Service (ANS), a
novel architecture based on DNS addressing the | ack of a public agent
di scovery framework. ANS provides a protocol -agnostic registry
mechani smthat | everages Public Key Infrastructure (PKI) certificates
for verifiable agent identity and trust. The architecture features
several key innovations: a fornalized agent registration and renewal
mechani smfor |ifecycle management; DNS-inspired nam ng conventions
with capability-aware resolution; a nodul ar Protocol Adapter Layer
supporting diverse comuni cation standards (A2A, MCP, ACP, etc.); and
preci sely defined algorithns for secure resolution. This

speci fication describes structured comruni cati on usi ng JSON Schena
and includes a conprehensive threat analysis. The result is a
foundati onal agent directory service protocol addressing the core
chal | enges of secure discovery and interaction in nulti-agent

systens, paving the way for future interoperable, trustworthy, and
scal abl e agent ecosystens.
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1. Introduction

Agent -t 0- agent conmmuni cation i s expected to beconme a significant
component of internet traffic, driving the need for reliable
mechani sms enabl i ng agents to discover, verify, and securely interact
with one another. Traditional service discovery, notably the Domain
Nane System (DNS) [ RFC1035], primarily naps human-readabl e nanes to
network addresses and is insufficient for the dynamic, semantically

rich, and security-sensitive environment of agentic Al. Enhancements
| i ke DNS-Based Service Discovery (DNS-SD) [RFC6763] offer
i mprovenents but still fall short of the necessary agent capability

granularity, identity verification, and |ifecycle managenent required
by aut ononobus agents. Furthernore, nmaintaining a trustworthy

regi stry necessitates robust processes for agent registration and
peri odi ¢ renewal

Several agent communication protocols are energing to standardize
i nteractions:
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*  Agent 2Agent (A2A) Protocol: Devel oped by Google, providing a
standardi zed protocol for inter-agent conmunication, aimng to
bridge different agent frameworks.

* NMbdel Context Protocol (MCP): Focused on sinplifying the
integration of Al nodels with external tools and data sources.

* Agent Conmuni cation Protocol (ACP): Designed to standardi ze how
agents conmuni cate, enabling automation, collaboration, U
i ntegration, and devel oper tooling, evolving frominitial MCP
concepts.

Thi s docunent outlines the Agent Nane Service (ANS), a framework for
a protocol -agnostic Agentic Al Registry. ANS conplenments these
energing protocols by integrating Public Key Infrastructure (PKlI) for
identity and trust, defining structured comunication via JSON
Schema, incorporating DNS-1ike nam ng for discovery, establishing
mechani sms for agent registration and renewal, and providing a fornmal
speci fication of the protocol to enhance precision and
implementability. ANS ains to provide a universal, secure directory
service foundation for interoperable agent ecosystens.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Related Wrk

Traditional service discovery, such as DNS [ RFC1035], provides
essential nanme-to-address resolution but |acks the semantic
under st andi ng and security features needed for agentic Al. DNS-SD

[ RFC6763] adds | ocal service discovery capabilities but doesn’t
address verifiable identity or conpl ex agentCapability matching on a
gl obal scal e.

Research in multi-agent systens (MAS) has expl ored various agent
conmuni cati on | anguages (ACLs), such as those defined by the
Foundation for Intelligent Physical Agents (FIPA) [FIPA-ACL]. Wile
influential, these often | ack standardi zed, built-in security
mechani sms and uni versally adopted transport protocols suitable for
the nmodern internet.

The energing protocols represent significant advancenents:
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*  A2A [ A2A- Bl og] [ A2A- Spec] focuses on bridgi ng agent ecosystens.

*  MCP [ MCP- News] [ MCP- Spec] enphasi zes dynam c di scovery and
integration of tools/data for Al nobdels.

* ACP [ | BM ACP- Pl acehol der] targets broader agent-to-agent
communi cati on needs, including del egation and orchestration

Qur work builds upon these efforts not by replacing them but by
providing a conpl ementary, protocol-agnostic infrastructure |ayer

ANS differentiates itself by integrating PKI-based identity
verification [ RFC5280] directly into the discovery and |ifecycle
managemnment process, offering a universal registry mechani smthat
enhances trust and facilitates secure interaction across different
protocol standards via a comon di scovery plan. Furthernore, the
formalized specification of the ANS protocol ensures clarity and ease
of inplenentation.

3. Agent Registry Architecture

The proposed Agent Registry architecture provides a secure,
interoperable platformfor agent discovery and interaction,
supporting nultiple conmunication protocols through a nodul ar design
Key conponents incl ude:

*Requesti ng Agent:*
The entity initiating the agent registration process, which could
be an individual, organization, or automated system seeking to
regi ster a new agent or update existing agent information in the
registry

*Agent Registry:*
A potentially distributed database for storing ACEM ( Agent
Credential and Entitlenent Managenent) and DI D (Decentralized
Identifier) related information. This registry enconpasses agent
capabilities, security policies, PKI certificates, protocol-
specific netadata (via protocol Extensions), and registration/
renewal tinestanps, supporting a conprehensive framework for agent
identity, authentication, and authorization.

*Certificate Authority (CA):*

A trusted entity issuing and nmanaging X. 509 digital certificates
[ RFC5280] for agents, forming the root of trust.
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*Regi stration Authority (RA):*

Verifies agent registration/renewal requests, interacts with the

CA to issue certificates based on Certificate Signing Requests
(CSRs), mmnages the agent lifecycle (registration, renewal,
revocation), and validates the legal entity of the Requesting
Agent. It enforces registry policies.

*Prot ocol Adapter Layer:*

Transl ates between the registry’s internal representation and
protocol -specific formats (details in Section 5).

*Request / Response Schena: *
A protocol -agnosti c JSON-based schema [ RFC8259] for registry
interactions (discovery, registration, etc.), incorporating PKI

data and all owi ng protocol -specific extensions (details in
Section 3.4).

*Agent Nane Service (ANS):*
Enabl es agent di scovery using human-readabl e, structured nanes,

coupl ed with agent Capability-based resolution (details in
Section 3.5).

Figure 1 illustrates the core conponents of the Agent Nanme Service
(ANS) and their interactions.

<preanmbl e>:1llustrates the interacti on between Agent, ANS Service,
RA, and Protocol Adapter Layer.

Agent Registry,

Fomemm oo + Requests agent discovery R +
| Agent I L R > | ANS Service |
R + R +
| Looks up agent info
A R R + Transl at es nessages R LR +
| Protocol Adapter Layer| <-------------c------- | Agent Registry |
o + o a o +
N N
| | Verifies
Val i dates reg. | | identity
I I
o T +
| Registration Authority| | Certificate Authority |
Tt T ot +

Figure 1: ANS Architecture
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The Protocol Adapter Layer translates between the registry’s internal
representation and protocol -specific formats. For exanple, consider
an agent registering with the MCP. An MCP tool description mght be
represented as a JSON bl ob. The agent would need to be registered
with ANS first and forenost. Therefore, inagine this tool is

associ ated with the foll owi ng ANSNane:

"mcp://sentinment Anal yzer . t ext Anal ysi s. Exanpl eCor p. v1. 0".

This would nean the MCP tool is now di scoverable via the ANS. The
MCP specific extension data itself might look like this:

{

"description": "Analyzes sentinent of text input.",
"input _schema": {

"type": "string",

"description": "Text to anal yze."

}

ut put _schema": {
"type": "object",
"properties": {
"sentinent": {
"type": "string",
"enuni: ["positive", "negative", "neutral"]
},
"score": {
"type": "nunber",
"description": "Sentinment score (-1to 1)."
}
}

1 pEndpoint": "https://sentinment.exanpl e. conl anal yze"

}

Figure 2: Exanple MCP Extension Data

The MCP Adapter within the Protocol Adapter Layer would parse this

JSON and map it to the registry’s internal colums. This could

i nvol ve:

* Extracting information inplicitly: since the ANSNane is
"ncp://sentinment Anal yzer. t ext Anal ysi s. Exanpl eCorp.v1.0", this
inmplicitly defines the:

- Protocol: ntp

- AgentlD: sentinentAnal yzer

- agentCapability: textAnalysis
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Thi

- Provider: ExanpleCorp
- Version: v1.0

Storing the description ("Analyzes sentinment of text input.") in a
dedi cat ed description field within protocol Ext ensi ons.

Serializing the input_schema and output_schema and storing themin
a protocol Ext ensi ons columm specific to MCP, allow ng ot her MCP-
aware agents to understand the tool’s interface.

The actual MCP endpoint "https://sentinent.exanple.com anal yze"
woul d be stored within the protocol Extensions, under the key
nmcpEndpoi nt .

s nornalization process allows the Agent Registry to store and

query MCP-specific information in a protocol -agnostic way, while
adhering to the ANSNanme structure for consistent identification and
resol uti on.

3.1. Agent Registration and Renewa
Mai ntai ning registry integrity requires explicit lifecycle
managenent :

*Regi stration*:

1. An agent submts a registration request (conformng to the
defined JSON schena, see Section 3.4) including netadata,
protocol details (wthin protocol Extensions), and a CSR

2. The RA validates the agent’s identity and subnitted information
against registry policies (potentially involving automated checks
or hunman review).

3. The RA requests a certificate fromthe CA using the validated
CSR.

4. The issued certificate and agent information are stored in the
Agent Registry.

*Renewal *:

1. Agents periodically subnmit renewal requests before their
registration or certificate expires

2. The RA verifies continued conpliance with policies.
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3. The RA requests a new certificate fromthe CA

4. The agent’s registration/renewal tinmestanp and potentially
updated certificate are stored in the Registry.

*Der egi stration/ Revocati on*: Agents can be deregistered, or their
certificates revoked (e.g., due to key conprom se), renpving or
flagging their entry in the registry and invalidating their
certificate via standard PKI nechani sns (CRL/ OCSP [ RFC6960])

Agent RA CA
Agent Registry
| ---Registration Request--->| |

I
| (metadata & CSR) | |

I
| |---Validate Identity----- >|

| | <--[Validation Fails]----- |

| <----Registration Rejected-|
I
| | ---[Validation Successful]->
I

| | ---Request Certificate--->

I
| | | <----lssue Certificate----|
| | <----Certificate---------- |

I
| |---Store Agent Info & Cert-------------------------- >|
| <----Confirmation--------- |

Figure 3: Agent Registration Process
3.2. PKI Integration

Public Key Infrastructure (PKI) [RFC5280] provides the cryptographic
foundation for trust within ANS. Each registered agent possesses a
uni que PKI key pair and a corresponding X 509 digital certificate

i ssued by a trusted CA via the RA

*Identity Verification:*
The agent’s certificate cryptographically binds its public key to
its verified identity (e.g., its ANSNane, organi zati ona
affiliation). Oher agents can verify digital signatures nade
with the agent’s private key by using the public key in the
certificate, thus ensuring the authenticity and integrity of
conmmuni cati ons.

*Trust Chain:*
Certificates are validated against the trusted CA, establishing a
hi erarchical chain of trust. Agents can determ ne the
trustworthi ness of other agents by tracing their certificates back
to a common trusted root CA
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*Li
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We

fecycl e Managenent: *

The validity of an agent’s certificate is tied to its registration
and renewal cycle. Revoked certificates are managed using
standard nechani sns |i ke CRLs or OCSP [ RFC6960], ensuring that
conprom sed or outdated certificates are no | onger trusted.

mplification:*

Wi | e managi ng PKI can be conplex, the integrated RA/ CA
interaction within the ANS framework ains to streamine the
certificate issuance and renewal processes for agent devel opers
conpared to manual PKI nmanagenent.

ANS Protocol Notation

introduce the follow ng notation for defining ANS el erents and

operati ons:

1)

*

Huang,

Top Level Elenents:

Prot ocol : Conmuni cation Protocol

Agent I D: Agent ldentifier

agent Capability: Agent Capability

Provi der: Provider Name

Version: Version Nunber

Ext ensi on: Extension Metadata

Cert: Agent Certificate (X 509)

Sig: Digital Signature

ANSNane: Agent Nane Service Name

Endpoi nt: a resol vabl e endpoi nt

Data Types:

String: Represents a sequence of characters.
Integer: Represents an integer nunber.

Bool ean: Represents a bool ean value (true or false).

Set <T>: Represents a set of elenents of type T.
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So, the top level elenents have the follow ng data types:
* Protocol: {a2a, nctp, acp, ...}

* AgentID: String

* agentCapability: String

* Provider: String

* Version: String (Senmantic Versioning)
* Extension: String

* Cert: X 509 Certificate

* Sig: Digital Signature

*  ANSNane: String

*  Endpoint: String

3) Verification Rules:

Certificate Chain Verification

VerifyCertChain (Cert, TrustedCA) -> Bool ean:
1. Get the certificate authority (CA signer) that signed the
2. Check for Certificate Revocation status of Cert via CRL or
3. If Cert is Revoked, Return Fal se.
4. |f CA signer is the TrustedCA, Return True (assumi ng Cert

and not expired).
5. Else, get the certificate of CA signer (lIssuerCert) and re
VerifyCert Chai n(IssuerCert, TrustedCA).

6. If no trusted CAis found in the chain, Return Fal se.

Figure 4: Algorithm1l: Certificate Chain Verification
Digital Signature Verification

VerifySignature (Data, Signature, PublicKey) -> Bool ean:

1. Use PublicKey to decrypt/verify the Signature against the

2. Hash Data using the agreed-upon cryptographic hash functio
that was used by the signer.

3. Conpare the hash obtained fromthe signature with the hash
cal cul ated fromthe Data.

4. |f the hashes match and the signature is cryptographically
Return True.

5. Else, Return Fal se.

Cert.
CCSP.

is validly signed by it

cursively call

Dat a.
n (e.g., SHA-256)

val i d,
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Figure 5: Algorithm2: Digital Signature Verification
3.4. Protocol - Agnostic Comuni cati on Schema
ANS utilizes JSON Schema [ RFC8259] to define the structure for al
registry interactions, including discovery requests/responses and
regi stration/renewal requests/responses. This ensures structured,
val i dat ed communi cati on across different protocols.

An exanpl e Agent Regi strati onRequest schema i s shown bel ow.

{
"$schema": "http://json-schemn. org/draft-07/schema#",
"title": "AgentRegistrati onRequest”,
"description": "Schema for Agent Registration Request"”,

"type": "object",
"properties": {
"protocol": {
"type": "string",
"enuni: ["a2a", "nctp", "acp"],

"description": "Comunication Protocol"
} i)
"agentI D': {

"type": "string",

"description": "Unique Agent ldentifier"
}

,gentcapability": {

"type": "string",

"description": "Primary Agent Capability"
}

"1rovider": {
"type": "string",
"description": "Name of the Provider"

}

"version": {

"type": "string",

"pattern": "A(O][21-9]\\d*)\\. (O] [2-9]\\d*)\\. (O] [2-9]\\d*)(?:-((?:0
d*[a-zA-Z-1[0-9a-zA-Z-1*)(?2:\\. (?2: 0] [1-9]\\d*|\\d*[a-zA-Z-]1[0-9a- zA-Z-1*) ) *)
a-zA-Z-1+(?:\\.[0-9a-zA-Z-1+) *)) ?%"

"description": "Semantic Versioning formt"
}

[ [1-9]\\d*|\\
)?2(?2:\\+([0-9

xtension": {
"type": "string",
"description": "Extension Metadata"

}

"certificate": {

"type": "object",

"properties": {
"subject": {"type": "string", "description": "Certificate Subject"},
"issuer": {"type": "string", "description": "Certificate |Issuer"},
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"pemi': {
"type": "string",
"description": "PEM encoded Certificate (strongly recommended to use a secur

e vault reference instead)",
"readOnl y": fal se

}
";equired": ["subject", "issuer", "pem']
}1
"pr ot ocol Ext ensi ons": {
"type": "object",
"description": "Protocol -specific data"
}
"required": ["protocol", "agentlD', "agentCapability", "provider", "version", "certi
ficate"]

}
Fi gure 6: Snippet: AgentRegi strati onRequest JSON Schema

*Core Fields:*
I ncl ude common el enents |ike agent communi cati on protocol types
(a2a, ntp, acp, etc.), requesting/responding agent identifiers,
ti mestanps, and PKI certificate details (subject, issuer, PEM
representation - though referencing a secure vault is recommended
for the PEMin production).

*pr ot ocol Ext ensi ons: *
A key field within the schema acts as a container for protocol -
specific data (e.g., an A2A Agent Card, MCP tool descriptions, ACP
agent profiles). This allows the registry to store and query
prot ocol - specific agentCapabilities while maintaining a cormon
core schenn.

*Val i dation:*
Al interactions with the registry must be validated agai nst these
schemas. (Conpl ete schemas are referenced in Appendi x A).

3.5. ANS Naming Structure and Resol ution

ANS defines a robust, protocol-agnostic mechani smfor nam ng and
resol ving agents across heterogeneous agentic environnments. |Its
principal function is to establish a uniform Endpoint format that
encodes identity, agentCapability, and contextual metadata for any

gi ven agent, irrespective of the underlying transport or runtime
architecture. ANS ensures that both human-readabl e and machi ne-

resol vabl e identifiers are preserved in a format designed to
facilitate dynam c di scovery, rigorous trust verification, secure
conmuni cati on, seam ess service conposition, and the representation
of relationshi ps between agents. A key notivation for ANS is to nove
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beyond sinple naming resolution to enable precise agentCapability

di scovery, which is not achievable with traditional systens |ike DNS.
The desi gn of ANS acknow edges that the agent’s agentCapabilities are
paranount for intelligent interactions, distinguishing it from

simpl er nami ng systens |ike DNS.

3.5.1. Formal Naning Structure

The ANSNane is formally defined as a string constructed fromthe
fol |l owi ng conponents, concatenated in a specific order:

ANSNanme = Protocol "://" AgentID "." agentCapability "." Provider ".v" Version ["." Exten
si on]

Figure 7: ANSNane Structure
Wher e:

* Protocol € {a2a, ntp, acp, ...} (Specifies the prinmary
commruni cati on protocol)

* AgentID: A unique identifier for the agent within its provider and
protocol scope. (String)

* agentCapability: Describes the primary capability or service
offered by the agent. (String)

* Provider: The nane of the entity or organization providing the
agent. (String)

* Version: The semantic version of the agent (e.g., "1.0.2").
(String)

* Extension (Optional): Used for depl oynent-specific or provider-
defined netadata (e.g., "hipaa", "testenv"). (String)

Constraints:

* Version MJIST adhere to Semantic Versioning standards.

* Agent| D, agentCapability, Provider SHOULD be registered with a
governance authority (simlar to | CANN for DNS domains) to prevent
col lisions and ensure uni queness.

* Extension SHOULD be used for depl oyment-specific or provider-
defined netadata, not for core identity. |In the actual

i npl ementation, a registry of reserved tokens for Extension can
enhance security.
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Exanpl e ANSNane:
"a2a://textProcessor. Docunent Transl ati on. AcneCor p. v2. 1. hi paa"

3.5.2. Resolution Process

The resol ution nmechanismin ANS maps a fully qualified ANSName to an
actionabl e reference, such as a network address, service binding, or
a detail ed netadata docunent (Endpoint). Resolution can be achieved
through distributed | ookups, |ocal resolver caches, or enterprise-
speci fic ANS gat eways, providing deploynment flexibility. Critically,
ANS noves beyond sinple nane resolution to facilitate precise

agent Capabi l ity discovery.

When an agent (the "Requesting Agent") requires resolution, it
queries the ANS service (a fundanental component of the Agent

Regi stry infrastructure). The query includes the ANSNane of the
target agent and can optionally incorporate agentCapability filters
to refine the search.

Requesti ng Agent ANS Service Agent Registry
| ---Resolution Query---->| |
(ANSNare + filters) | |
| ---Query Agent Record--->|
| | <--[Record Not Found]
| <----No Record Found----- |
<--Agent Not Found Err--| |
| | ---[Record Found]----

| (data, sig, cert) |

Trusted CA

>|

| ---Verify Signature (using Agent Registry Key)-->|

I

I

I

I

I

| | <--Return Agent Endpoi nt-|

I

I

| | <--[Signature Invalid]--|

| <--Invalid Sig Error---| |

| | ---[Signature Valid]--->|

| |---Verify Cert Chain (Target Agent Cert)------ >|
or agent certs)

| | | <--[Cert Invalid]----

| | <----lInvalid Cert Error--|

| | |---[Cert Valid]------

| <--Return Verified Endpoint---------------------- |

| (binding & sec info) | |

Fi gure 8: Agent Resolution Process Sequence
3.5.3. Formal Resolution Al gorithm
The ANS resolution algorithmtakes an ANSNane and an opti onal

Request edVer si onRange as input and returns a resol vabl e Endpoi nt or
an error.
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Resol ve( ANSNane, Request edVer si onRange) -> Endpoi nt Record / ERROR

1.

2.

3.

7.

8.

Parse ANSName into Protocol, AgentlD, agentCapability,
Provi der, Version, Extension.
Query Agent Registry for Agents with matching Protocol, AgentlD,
agent Capabi lity, Provider.
If no match found:
Ret urn ERROR(" Agent not found").
If multiple matches found (different versions):
Mat ch = Versi onNegoti ati on(Mat ches, Request edVer si onRange) .
If Match is ERROR("Inconpatible Version"):

Ret urn ERROR(" | nconpati bl e Version").
Endpoi nt Record_struct = Get Agent Endpoi nt Recor d( Mat ch. Agent | D).
/1l Renamed to avoid conflict, EndpointRecord_struct: {data, signhature, Cert}
I f Endpoi nt Record_struct is ERROR

Return ERROR("Coul d not retrieve endpoint record").
Valid = VerifyAgent Endpoi nt Recor d( Endpoi nt Record_struct,

Trust edCA for_ Registry_Signature,
Trust edCA for_Agent Certs).

If Valid is False:
Return ERROR("I nval i d Endpoi nt").
Ret urn Endpoi nt Record_struct.data. // Contains the actual endpoint URI/info

--- Hel per Functions ---
Get Agent Endpoi nt Record( Agent | D from Match) -> Endpoi nt Record_struct / ERROR

/1 Agent Registry inplements this to fetch records.

/1 This function nust enforce authentication and authorization
/1 against Agent Registry ACLs if applicable.

/1l Returns {data, signature, Cert} or ERROR

Veri f yAgent Endpoi nt Recor d( Endpoi nt Record_struct, Regi stryTrustedCA, Agent Cert TrustedCA

) ->

t)

Bool ean:
/1 1. Verify signature on Endpoi nt Record_struct.data using
/1 Agent Regi stry. Publ i cKey (obtained froma cert issued by RegistryTrustedCA).
signatureValid = VerifySi gnat ure( Endpoi nt Record_struct. dat a,
Endpoi nt Record_struct. signature,
Agent Regi stry. Publ i cKey) ;
If not signatureValid:
Return False; // O ERROR("Invalid Registry Signature")

/1 2. Verify certificate chain of the target Agent’'s Cert (Endpoi ntRecord_struct. Cer
/1 agai nst Agent Cert Trust edCA.
certChainvalid = VerifyCert Chai n( Endpoi nt Record_struct. Cert, Agent CertTrustedCA);
If not certChainValid:
Return False; // O ERROR("Invalid Agent Certificate Chain")

Return True;

/1 VerifySignature and VerifyCertChain are defined in Section 3.3
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Ver si onNegot i ati on( Mat ches, RequestedVersi onRange) -> Match_object / ERROR

1. Sort Matches by Version (highest to | owest Semantic Version).
2. For each Match_itemin Matches:
3. I f RequestedVersionRange is enpty OR RequestedVersionRange == "*" OR
I sVersi onConpati bl e(Match_item Versi on, Request edVersi onRange):
Return Match_item
End For
Ret urn ERROR(" I nconpati bl e Version");

oos

I sVer si onConpati bl e( Agent Ver si on, ReqRange) -> Bool ean

/1 1 mplenment Semantic Version range conpatibility check

/1 (e.g., using a library |like node-senver’s satisfies function)

/1 1. Attenpt to parse RegRange as a SenVer range.

[l 2. 1f parsing fails, treat ReqRange as a specific SenVer version
/1 3. Check if AgentVersion is satisfied by the RegRange.

/1 Exanple: return SenVer.sati sfies(Agent Version, RegqRange);

Return true; // Placehol der for actual SenVer library cal

Figure 9: Algorithm3: ANS Resol ution

| MPLEMENTATI ON NOTES

*

*Cacheability:* To ensure resol vers know when to re-validate
Endpoi nt Records, the Agent Registry MJST include a Tinme-To-Live
(TTL) value with each resol ved Endpoint. The TTL indicates the
nunber of seconds for which the Endpoi nt Record can be cached. A
recomrended default TTL is 300 seconds (5 mnutes), but this value
MAY be adjusted based on factors such as the volatility of the
agent’s configuration or the security policy of the Agent

Regi stry. Resolvers MJST re-validate the Endpoi nt Record (by

cal li ng Get Agent Endpoi nt Record) after the TTL has expired.

*Versi on Negotiation and Pre-rel ease Tags:* Wen using
SenVer . satisfies for version negotiation, pre-release tags (e.g.,
-rcl, -beta) MJIST be considered to have | ower precedence than the
correspondi ng stable version. For exanple, version 1.0.0-rcl
woul d be consi dered | ower precedence than 1.0.0. This ensures
that resolvers prefer stable versions over pre-rel ease versions
unl ess explicitly requested (e.g., by specifying a pre-rel ease
versi on range).

3.5.4. Secure Resolution |Inplenmentation

Key security aspects for the resol ution process include:

*Trust Anchor:*

The trust anchor for ANS is the Certificate Authority (CA) that
i ssues the Agent Registry's own certificate. The Agent Registry's
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3.

Huang,

6

certificate contains the public key used to verify the digita
signatures on the Agent Registry’s responses. This Agent Registry
certificate (or its issuing CA) nust be trusted by all agents that
use ANS. A separate trust anchor (or set of CAs) will be used to
validate the certificates of the agents thensel ves.

*Digital Signatures:*

Al'l responses fromthe Agent Registry (containing Endpoint

i nformati on) MJST be digitally signed using the Agent Registry’s
private key. dients (Requesting Agents) verify this signature
usi ng the Agent Registry's public key to ensure the integrity and
authenticity of the received data.

*DNSSEC- | i ke Security Considerations:*

VWi | e DNSSEC provi des a nodel for securing DNS, its direct
application to ANS requires careful evaluation due to potential
increased risk of DoS anplification attacks from |l arger crypto-
fields in responses. Mtigation strategies like rate liniting,
traffic filtering, and anycast deploynent are crucial if DNSSEC
I'i ke mechani sms are adopt ed.

*Certificate Revocation:*

A robust and tinely nechanismfor certificate revocation is
essential. |If the Agent Registry’'s private key is conproni sed,
its certificate MJUST be revoked imredi ately. Standard mnet hods
i ke CRLs [ RFC5280] or OCSP [ RFC6960] should be used for both
Agent Registry and individual agent certificates.

*Ongoi ng Threat Mdeling:*

Conti nuous threat nodeling is necessary to identify and
proactively address potential vulnerabilities in the secure
resol uti on mechani sm

ANS Chal | enges and Gover nhance

Depl oyi ng and naintaining a gl obal ANS invol ves addressi ng severa
key chal | enges:

*Nam ng Col | i sions and Squatting:*

Ensuring the uni queness of ANSNanmes, particularly the <Agentl D>,
<agent Capability>, and <Provi der> segnents, requires a nanaged
regi stration process. A governance nodel, potentially sinilar to
ICANN' s role for DNS, might be necessary to nanage top-I|eve

agent Capabilities, provider identifiers, and resolve disputes.

*Scal ability:*

Supporting a potentially vast nunber of agents (billions) requires
hi ghly scal abl e registry storage solutions (e.g., distributed
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dat abases |i ke Cassandra, NoSQL dat abases) and efficient
resol uti on mechani snms (e.g., distributed hash tables (DHTS),
robust caching | ayers, geographically distributed resolution
poi nts).

*CGover nance: *
Establ i shing cl ear and conprehensive policies for nane allocation,
di spute resolution, operational practices for CAs and RAs, and
managi ng the evolution of the trust infrastructure is crucial for
the long-termstability, trustworthiness, and adopti on of ANS

3.7. Agent ldentity

Agent identity within the ANS framework is multifaceted, encompassing
several components:

*Cryptographic ldentity:*
The agent’s PKI certificate, signed by a trusted CA provides a
verifiable cryptographic identity, linking its public key to its
ANSNanme and ot her attri butes.

*Logical ldentity:*
The ANSNane itself serves as a human-readabl e, structured
identifier that conveys information about the agent’s protocol,
capabilities, provider, and version

*Protocol - Specific ldentity:*
Agents may possess identities within their native comruni cation
protocols (e.g., A2A Agent Card ID, MCP tool identifiers, ACP
agent URIs). This information is stored within the
"protocol Extensions’ field of the agent’s record in the registry.

*Verifiable Cains:*
The registry could support the attachnent of digitally signed
attestations or verifiable credentials to agent profiles, such as
conpliance certifications, capability endorsenents, or security
audit results.

*ldentity |inkage:*
ANS ecosystem | everages the structured nam ng convention to
establish rel ati onshi ps between agents. The core principle is
that an agent’s ANSNane serves as a uni que and resol vabl e
identifier, allow ng other agents or the systemitself to
reference it. The Agent Registry, upon recognizing this request,
not only returns the target agent’s details (binding, netadata,
certificates) but also automatically resolves the |inked agents,
effectively materializing the relationship and providing all
necessary information for secure and infornmed interaction. This
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aut omat ed rel ati onshi p di scovery, built upon the foundation of
uni quely identifiable and resol vabl e agent nanes, significantly
simplifies the orchestration and coordination of conplex multi-
agent systens.

*Agent Card Validation:* The integrity of Agent Cards within the ANS
ecosystemis verified through cryptographic methods, utilizing the
rel ati onal patterns between agents. This process ensures that
capability declarations are validated agai nst organi zati ona
policies. Additionally, endpoint URL structures are enforced to
comply with security standards such as TLS and proper donain
constraints. The Agent Registry oversees and connects these identity
conponents, facilitating verification through chall enge-response
protocols that rely on the agent’s private key. Both the Requesting
Agent and the Registration Authority (RA) play crucial and distinct
roles in this validation process.

*Requesting Agent Responsibility:* The Requesting Agent has a primary
and ongoing responsibility for validating the Agent Card before every
interaction. This includes:

* *Cryptographic Verification:* Verifying the Agent Card's digita
signature to ensure it hasn't been tanpered wth.

* *Capability Alignment:* Confirming that the agent’s stated
capabilities are actually what the Requesting Agent expects and
needs for the intended interaction. This mght involve checking
speci fic input/output schemas or testing the agent’s performance
on sanpl e tasks before relying on it for critical operations.

The Requesting Agent’s validation is not a one-tine event; it’'s a
conti nuous process that ensures the agent remains trustworthy for
each specific interaction. A failure to properly validate an Agent
Card coul d expose the Requesting Agent to significant security risks.

*Regi stration Authority (RA) Responsibility:* The RA performs a
foundational validation of the Agent Card during the agent
registration and renewal processes. This includes:

* *Signature Verification:* Verifying the Agent Card’'s signature and
the validity of the associated certificate.

* *Policy Adherence:* Ensuring the agent’s claimed capabilities and

operational practices conply with broader registry policies and
| egal requiremnents.
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* *Legitimacy Checks:* Performing checks to confirmthe identity and
legitimacy of the agent’s owner (e.g., donmain validation,
organi zati onal checks).

The RA's validation provides a baseline |evel of trust, but it does
not replace the need for the Requesting Agent to performits own,
nmore cont ext-specific validation.

Addi tionally, endpoint URL structures are enforced to comply with
security standards such as TLS and proper donmmin constraints. The
Agent Regi stry oversees and connects these identity conponents,
facilitating verification through chall enge-response protocols that
rely on the agent’s private key.

*Agent Capability Attestation:* The Al agent’s identity and cl ai med
capabilities are authenticated through zero-know edge proof mnethods.
Specifically, ZKPs can be enployed to allow an agent to prove that it
possesses certain capabilities (e.g., access to specific data, the
ability to performa certain conmputation) w thout revealing howit
possesses those capabilities or the underlying data itself. For
exanpl e, an agent mght use a ZKP to prove it has access to a

dat abase containing sensitive patient information w thout revealing
the specific query it will use or any of the patient data. This

i nvol ves the agent constructing a proof, based on its private

know edge and the clained capabilities, that can be verified by the
Agent Registry (or another agent) using only publicly avail abl e

i nformati on.

The verifier gains assurance that the agent possesses the clai ned
capabilities without |learning any sensitive information about the
agent’s internal state or data. During runtine, capabilities are
dynanically validated as part of the resolution process. To further
enhance real -time verification, chall enge-response nechani sns are
enpl oyed.

*Chal | enge- Response Exanple:* Inmagine an agent clains to be able to
perform "Sentiment Analysis" with a certain accuracy.

* The Agent Registry (or a verifying agent) sends the clainmed
"Sentinment Anal ysis" agent a specific challenge: a piece of text
with a known sentiment.

* The "Sentinent Analysis" agent processes the text and returns its
sentinment classification (positive, negative, neutral) and a
confi dence score.

* The Agent Registry (or verifying agent) conpares the agent’s
response to the known sentinent and the claimed accuracy.
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* |f the response is correct and the confidence score aligns with
the agent’s cl ai ned accuracy, the agent’s capability is considered
validated (for that specific challenge).

* |f the response is incorrect or the confidence score is
significantly |ower than the claimed accuracy, the agent’s clainmed
capability is called into question and further challenges or even
revocation of the agent’s registration night be triggered.

Thi s chal | enge-response process can be repeated periodically or
triggered based on certain events (e.g., a change in the agent’s
code, a security alert). The challenges can be designed to test
various aspects of the agent’s claimed capabilities, ensuring that it
continues to function as expected over time. The Agent Registry

mai ntains a history of challenge-response results to track the
agent’s performance and reliability.

By combining ZKPs for initial capability attestation with challenge-
response nechani sns for ongoing validation, the ANS provi des a robust
framework for ensuring the trustworthiness of Al agents.

*Aut hentication Enforcenent:* The process involves validating the
QAuth 2.0 flowto ensure the legitimcy of authorization tokens,
verifying nilLS certificates to confirmalignment with the registered
agent’s identity, and checking JSON Wb Tokens (JWs) to ensure their
signatures and clains are accurate and properly authenti cated.

*Agent ldentity Mbdul e Exanpl es:* The Agent ldentity nodul e

i mpl ements resource access control through capability-based security.
Bel ow are exanples for A2A and MCP protocol s:
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{
"a2aCapabilityVerification": {
"capabilityVerification": {
"pr oof Mechani sni': " ZKP",
"verificationGrcuit": {
"constraints": [
"agent . hasCapability(c) AND agent.isAuthorized(c)",
"agent.certificate.isValid() AND agent.certificate.not Revoked()"
I,
"proof Generation": "G othl6",
"verificationKey": "Ox4a8f..."
}
oo
"rateLimt":
"al gorithni: "TokenBucket",
"refill Rate": "100/s",
"bur st Capacity": 500,
"perCapability": true
}
}
}

Figure 10: A2A Capability Verification Exanple
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{
"ncpAgentldentity”: {
"resour ceAccessControl ": {

"model ": " RBAC+ABAC',

"pol i cyDeci si onPoi nt": {
"engi ne": "OPA",

"eval uati onMbde": "di stributed"

},

"contextAttributes": [
"agent.role",
"resource.classification",
"tinme.w ndow',
"operation.sensitivity"

]

},
"tool Regi stration": {

"sandboxVal i dation": {
"environment": "gVisor",
"runtinme": "V8lsolate",
"menmoryLimt": "256MB",
"cpuQuota": "O0.5",

"net wor kPol i cy": "DENY_ALL"

}

}
}
}

Figure 11: MCP Agent ldentity Exanple
The Agent Regi stry nanages and links these identity facets, enabling
verification via chall enge-response protocols using the agent’s
private key.

4. Request/Response Schenma for ANS Nane Resol ution

The foll owing core JSON Schemas define the structure for
Agent Capabi lity requests (used for resolving ANSNanes) and responses.
These ensure validated and structured comruni cation for discovery
operations. (Full schemas are linked in Appendix A).

Agent Capabi | i t yRequest Schenma:

Huang, et al. Expi res 17 Novenber 2025 [ Page 24]



I nternet-Draft ANS May 2025

{

"$schema": "http://json-schenma. org/draft-07/schema#",
"title": "AgentCapabilityRequest”,
"description": "Schema for Agent agentCapability Request (Resolution)",
"type": "object",
"properties": {

"request Type": { "type": "string", "enum': ["resolve"] },

"protocol": { "type": "string",

"description": "Target protocol (from ANSNane)"},
"agentID': { "type": "string",
"description": "Target agentlD (from ANSNane)"},
"agent Capabi lity": { "type": "string",
"description": "Target capability (from ANSNane)"},
"provider": { "type": "string",
"description": "Target provider (from ANSNane)"},
"version": { "type": "string",
"description": "Target version or version range (from ANSNane or quer
)"}
"extension": { "type": "string",
"description": "Target extension (from ANSName, optional)"}
}
"required": ["requestType", "protocol", "agentlD",
"agent Capabi lity", "provider", "version"]
}

Figure 12: Agent CapabilityRequest JSON Schema

Agent Capabi | i t yResponse Schenma:
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"$schema": "http://json-schenma. org/draft-07/schema#",
"title": "AgentCapabilityResponse”,
"description": "Schema for Agent agentCapability Response (Resol ution)",
"type": "object",
"properties": {
"Endpoint": {
"type": "string",
"description": "Resol ved agent address/endpoint URl (e.g., a2a://translatorBot.D
ocunent Transl ati on. exanpl eCor p. v1. 2. 3. secure) "

}

: i gnature": {
"type": "string",
"description": "Digital signature of the Endpoint data by Agent Registry"
}1
"cert": {
"type": "string",
"description": "PEM encoded Certificate of the target Agent (strongly recomrende
d to use a secure vault reference instead)",
"readOnly": fal se
}
b . .
"required": ["Endpoint", "signature", "cert"]
Fi gure 13: Agent CapabilityResponse JSON Schema
Key points regardi ng schenas:
* Use a JSON Schema validator library for enforcenent.

* Pay close attention to required fields and data type constraints.

* Validate all incom ng and outgoing nessages related to ANS
resol uti on agai nst these schenas.

* | nplement graceful error handling for validation failures.

* Mbnitor evolving standards in agent communication (A2A, MCP, ACP)
and update schemas as necessary to naintain conpatibility and
i ncorporate new features.

5. Protocol Adapter Layer

The Protocol Adapter Layer is a critical conponent that enables the
ANS registry to support diverse agent conmuni cation protocols (like
A2A, MCP, ACP) without being tightly coupled to any single one. It
acts as an internediary, translating between the registry's core
logic and internal data storage format and the specific requirements
and netadata formats of each supported protocol.
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*Modul arity: *
Adapters are inplenmented as distinct, pluggable nodules (e.g.,
pl ugins or separate services). This allows for easy addition of
support for new protocols or updates to existing ones w thout
altering the core registry |ogic.

*Functionality:*
Each protocol adapter understands how to:

* Parse protocol -specific netadata (e.g., froman A2A Agent Card,
MCP Tool Description) and nap rel evant parts into the
registry’'s internal representation, especially within the
" protocol Extensions’ field of an agent’s record.

* Extract information froman agent’s registry record to
construct responses to protocol -specific discovery queries.

* Potentially handl e protocol -specific aspects of the
registration or validation process if they differ significantly
fromthe generic ANS procedures.

*Each adapter is responsible to securely inplenment features
defined by each protocol.*
Sone protocols have built-in security, such as signed nessages

*Transl ati on Focus: *
Adapters primarily focus on netadata translation for the purposes
of discovery and registration. They do not typically handle real -
ti me nessage translation between different protocols during agent-
to-agent interaction. Their role is to help agents find each
other and verify identity; subsequent conmunication generally uses
the agents’ shared native protocol

*Security aspect:*
* Al adapter inplenmentations nust use secure, up-to-date
libraries commonly enployed for the supported protocols.

* I mpl enentati ons MIUST adhere to the security gui dance provided
by each specific protocol

* Since each adapter parses potentially untrusted bl obs of data
(protocol -specific nmetadata), it is MANDATED that they be
i npl emented in nenory-safe | anguages (e.g., Rust, Go) and be
acconpani ed by formal test suites to ensure robustness against
parsing vul nerabilities.

<pr eanbl e>: Conceptual flow showing ANS interacting with different agent protocols via
their respective adapters.
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Figure 14: Protocol Adapter Layer Interaction
A2A Protocol Adapter

Par ses/ stores A2A Agent Card information within
pr ot ocol Ext ensi ons.

Enabl es di scovery based on A2A agent Capabilities advertised in the
card.

Facilitates finding A2A Endpoints listed in the card.
MCP Adapt er

Par ses/ stores MCP Tool and Resource descriptions within
pr ot ocol Ext ensi ons.

Enabl es di scovery of agents offering specific MCP tool s/resources.
Facilitates finding MCP-conpliant Endpoints.
ACP Adapt er

Par ses/ stores ACP agent profiles and agent Capability
adverti senents w thin protocol Ext ensi ons.

Supports discovery based on ACP rol es or agentCapabilities.
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* May assist in bootstrappi ng ACP del egation or orchestration
wor kfl ows by providing initial agent references.

5.4. Extension Points

Addi ng support for a new protocol involves creating a new adapter
modul e that inplenents the required nmappi ng and di scovery |ogic
interfaces defined by the registry franmework. This ensures the
registry can evolve with the agent ecosystem

5.5. Cross-Protocol Interoperability Limts

The registry primarily enabl es discovery and identity verification
across protocols. An A2A agent can di scover an agent advertising MCP
tools, verify its identity via PKI, and potentially interact if it

al so understands MCP or uses a gateway. ANS does not automatically
translate A2A tasks into MCP requests. It provides the foundationa
trust and location information, but deeper senmantic interoperability
often requires additional nechanisns or nulti-protocol support within
the agents thensel ves.

5.6. Protocol Adapter API Definition
Protocol Adapters are inplenmented as plugins that conformto the

following interface (expressed in a | anguage-agnostic way; adapt to
your chosen inplementation | anguage):
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i nterface Protocol Adapter {
/1 ldentifies the protocol supported by this adapter
// (e. g. , n a2all , IerCpll , n anll)
String getProtocol ();

/1 Parses protocol -specific nmetadata fromthe raw

/1 " protocol Extensions’ data (e.g., a JSON object or string)

/1 and maps it to a structured internal representation used by

/1 the registry (e.g., a map or a dedicated object).

/1l Returns a representation of the extracted data.

Map<String, Object> parseMetadata(Cbject protocol ExtensionsData);

/1 Constructs a protocol-specific discovery response payl oad

/1 based on information retrieved froman agent’s registry record.
/1 "registryRecord contains the agent’s core ANS data and the

/'l parsed protocol Ext ensi ons.

oj ect createD scoveryResponse( Map<String, Object> registryRecord);

/1 Handl es any protocol -specific validation |ogic required during
/1 the agent registration process, beyond the standard ANS checks.
/1 "registrationRequest’ is the full request object.

/1l Returns true if validation passes, false otherw se
Bool ean val i dat eRegi strati on( Agent Regi strati onRequest request);

Figure 15: Interface: Protocol Adapter

I nportant Consi derati ons:

* This is a basic interface. More conplex scenarios nmight require
additional nethods (e.g., for handling updates, deletions, etc.).

* The Map<String, Object> type should be replaced with nmore specific
data structures based on your chosen inplenentation | anguage and
regi stry data nodel

* Error handling should be inplenmented using exceptions or
appropriate return codes.

SUMVARY COF ANS FUNCTI ONAL LAYERS
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| ANS | ANS Functional | JSON Schema | npl enentation |
| Comnponent | Layer | |
[ el s s s
| Policy | Request | Forward-chaining rule |
| Enforcenent | Processing | processor with sequenti al |
| Engine | | evaluation of Agent’'s certs.

o m e e e oo - oo o - o e e e e e e e meme oo +
| PKI | Security | Hierarchical PKI wth Agent

| Governance | Infrastructure | specific Cert Validation & |
| | | I'ntegration. |
S o a o o m e e e e e e aaao o +
| A2A | Protocol | Zero-know edge proof |
| Protocol | Adapter | capability verification |
| Engine | | |
S S o mm e e e e e e a— oo oo +
| MCP | Protocol | RBAC+ABAC access control with

| Protocol | Adapter | OPA |
| Engine | | |
o m e e e oo - oo o - o e e e e e e e meme oo +
| Consensus | Distributed | Anal yzi ng Agent Signatures |
| Engine | Governance | |
Fom e o - o a o o m e e e e e e e aaao o +
| ANS Audit | Conpliance | Deterministically generate |
| Trail | Layer | unique Agent IDs (UU Dv5 |
| System | | based on PKI public key hash) |
S o e o e e e e e e e e e e aa o - +

Table 1. Summary of ANS Functional Layers

This technical inplenmentation of ANS ensures that universal agent

Regi stry/Directory operates with cryptographic assurance, distributed
consensus for critical operations, and real-tinme conpliance
enforcenment whil e naintaining high performance and scal ability
requirenents essential for enterprise Al agent deploynents.

6. Security Considerations

The security of the Agent Name Service is paramount for its adoption
and the trustworthiness of the agent ecosystens it supports. This
section outlines key threats, nitigation strategies, and security
controls, referencing the MAESTRO 7 Layers franmework [Huang- MAESTRO
where applicable. See RFC 3552 [ RFC3552] for a general guide on
witing security considerations.
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6.1. MAESTRO Based Threat Analysis

This section presents a systematic security threat analysis of the
proposed ANS protocol. W identify key potential vulnerabilities and
map them onto the MAESTRO 7 Layers franmework to provide a structured
under standi ng of the threat |andscape and the correspondi ng
mtigation strategies integrated into our design. MAESTRO stands for
Mul ti-Agent Environment, Security, Threat, Ri sk, and Qutcome, and its
seven | ayers are: Foundation Mddels, Data Operations, Agent
Framewor ks, Depl oynent and Infrastructure, Evaluation and
observability, Security and Conpliance, and Agent Ecosystem By

anal yzing vulnerabilities and risks at each architectural |ayer, as
wel | as cross-layer interactions, MAESTRO enables security teans to
proactively identify, assess, and mitigate threats unique to agentic
Al .

6.1.1. Threat: Agent |npersonation

*Ri sk: *
An adversary attenpts to inpersonate a legitimate, registered
agent inside the ecosystem

*Mtigation Strategy:*
Mandatory inplementation of PKI. Verification of agent identity
through validation of agent-specific digital certificates (Cert)
i ssued by a trusted CA. Agent nust prove possession of the
private key.

*Formal Check: *
* Agent MUST provide valid Cert on registration.

* RA MJST verify Cert against trusted CA

* Al conmunication MJST be digitally signed; recipient MJST
verify signature using public key from Cert.

* See Section Section 3.2 (PKI Integration) and Section 3.7
(Agent ldentity).

* MAESTRO Layer Mappi ng: *
Layer 7 (Agent Ecosysten) - Agent Inpersonation/ldentity Attack.

6.1.2. Threat: Registry Poisoning
*Ri sk: *

An adversary tries to inject nalicious data into the Agent
Regi stry (e.g., corrupting agentCapabilities or Endpoints).
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*Mtigation Strategy:*
Strict RA validation during registration/renewal; cryptographic
signing of registry responses (secure resolution); stringent
dat abase access controls. Secure resolution ensures responses are
signed by the Agent Registry’'s private key, verifiable by clients.

*Formal Check: *
* RA validation procedures (Section Section 3.1).

* Secure, authenticated registry responses (Section Section 3.5.4
| everagi ng PKI Section Section 3.2).

* Dat abase access controls (Infrastructure L4 / Data L2).

*MAESTRO Layer Mappi ng: *
* Layer 7 (Agent Ecosystem) - Conprom sed Agent Registry,
Mal i ci ous Agent Di scovery.

* Layer 6 (Security and Conpliance) - RA validation policies,
crypt ographi ¢ si gni ng.

* Layer 4 (Deploynent and Infrastructure) / Layer 2 (Data
Qperations) - Database access controls.

6.1.3. Threat: Man-in-the-Mddle (MtM Attacks

*Ri sk: *
An adversary nodi fies conmuni cati ons between system conponents
(agent -agent, agent-registry, agent-RA/ CA).

*Mtigation Strategy:*
Message authenticity/integrity via digital signatures (agent’s PKI
private key). Secure transport (e.g., mMILS) is best practice but
PKI signing is the core mechani smdi scussed. Formal resol ution
al gorithm (Section 3.5.3) enforces response integrity.

*Formal Check: *
PKI signing (Section Section 3.2).

* MAESTRO Layer Mappi ng: *
* Layer 4 (Deploynent and Infrastructure) - Targets comunication
channel s. Secure transport operates here.

* Layer 6 (Security and Conpliance) - PKI framework providing
keys/certs managed via L6.
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6.1.4. Threat: Denial of Service (DoS) / Distributed Denial of Service
(DDoS)

*Ri sk: *
Adversary attenpts to incapacitate Agent Registry, RA CA or
resolution services via traffic flooding or resource exhaustion.

*Mtigation Strategy:*
Resilience through distributed inplenentation design. Standard
operational defenses (rate |limting, DDoS protection services).
Formal resolution algorithns may include DoS linits.

*Formal Check: *
Architectural design (distributed options in Section Section 7).

* MAESTRO Layer Mappi ng: *
* Layer 4 (Depl oynent and Infrastructure) - DoS attacks target L4
availability. Architectural resilience is L4 design.

* Layer 7 (Agent Ecosystem) - Inpact felt at L7 (disrupted
di scovery/interaction).

6.2. Additional Security Controls and Consi derations

I mpl ementi ng ANS requires thorough threat nodeling and comprehensive
security controls.

6.2.1. PKI Security Controls

*Certificate Revocation:*
Robust CRL [ RFC5280] or OCSP [ RFC6960] nechani sns are essenti al
for handling conproni sed or deconm ssioned agent certificates.

*Secure Key Storage:*
Agent private keys MJUST be protected using strong nechani sns
(e.g., Hardware Security Mdul es (HSMs), secure encl aves, OS-1evel
key stores). Conprom se of a private key requires inmedi ate
revocation and re-issuance of the certificate.

*Regi stry Access Control:*
Strict authentication and authorization nmechani sms for managi ng

the registry (RA operations) and potentially for querying,
dependi ng on policy.
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*RA Validation R gor:*
The RA must inplenent a rigorous validation process to prevent
mal i ci ous or fraudulent registrations. This may include domain
val i dation, organi zational checks, and, in some cases, nanhua
revi ew.

6.2.2. ANS-Specific Security Controls

*Resolution Integrity:*
As di scussed, use DNSSEC-|i ke mechani sns or signed responses from
the registry to prevent ANS mani pul ati on or spoofing of resol ution
results.

*DoS Mtigation:*
Standard defenses (rate limting, firewalls, anycast routing) for
resol ution Endpoints are critical

*CA Security:*
The CA(s) underpinning ANS MUST adhere to standard CA best
practices (e.g., offline root CAs, regular audits, use of HSMs).
Consi deration should be given to using established, trusted CAs or
buil ding a highly secure, dedicated CA infrastructure.

*Sybi |l Attack Resistance:*
Regi stration processes should be designed to make the creation of
| arge numbers of fake identities (Sybil attack) difficult and/or
costly.

6.2.3. Protocol Integration Security

*Prot ocol - Specific Security:*
Leverage security features within A2A, MCP, ACP (e.g., QAuth,
capability tokens) for agent-to-agent conmmunication post-
di scovery.

*Gover nance and Trust Framework: *
Clear policies, liability, and trust anchors are essential for
adopt i on.

6.2.4. Side-Channel Deanonym zation and Mtigation
The process of querying the Agent Registry for specific
agent Capabilities could unintentionally reveal sensitive information

about the querier’s intent, business objectives, or operationa
profile. To mtigate this risk, the inplementation nmust prioritize:
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* *Private Information Retrieval (PIR) inplenentation:* To enable
retrieval of information fromthe Agent Registry w thout revealing
which information is being retrieved. Evaluate various PIR
libraries to determne the nost secure and efficient
i npl ement ati on based on use case. Prioritize the nost perfornant
and secure library.

* *Anonym zed Query Relays:* Inplenmenting query relays to hide the
origin of the requests and prevent ANS Registry from seei ng what
agents are querying for what capabilities.

* *Differential Privacy for Aggregated Query Data:* Anonynize all
data before sending to a 3rd party, ensuring that PIl isn't
included in the request.

* *Query Pattern Analysis:* Analyzing query patterns for anonal ous
behavi or, and bl ock queries that | ook suspicious.

* *Rate Linmiting:* Inplenenting rate limiting to prevent potentia
DDoS attacks, and hel p obfuscate queri es.

* *Auditing:* Ensure all security inplenentations are audited
regul arly.

* *Privacy Controls for Query and Response Data:* |nplenmentation of
data anonymi zati on techni ques to enhance privacy conpliance.

7. I nplenentation Considerations

The Agent Registry, the core of ANS, can be inplenented using various
architectural patterns. The choice depends on factors such as the
expected scal e of deploynent, trust nodel, performance requiremnments
(latency, throughput), adm nistrative overhead, and cost. The

Prot ocol Adapter Layer is well-suited to a plugin-based architecture.

Common i npl ement ation patterns for the registry include:

*Centralized: *
A single logical registry instance. Sinple to manage and ensures
strong consi stency. However, it can be a single point of failure
and a performance bottleneck. Suitable for snaller, private, or
experinental depl oyments.

*Distributed (e.g., using Cassandra, CockroachDB):*
Ofers high availability, fault tol erance, and scalability.
Technol ogi es |i ke Cassandra provi de tunabl e consistency (often
eventual consistency). Requires robust coordi nati on nechanisns
and careful data partitioning strategies.
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*Di

*B

stributed (DHT - Distributed Hash Table):*

Hi ghly scal abl e peer-to-peer |ookup. Can be conplex for state
managenent and ensuring data integrity. Suitable for very |arge-
scal e, decentralized depl oynents where eventual consistency is
accept abl e.

ockchai n/ Di stri buted Ledger Technol ogy (DLT):*

Smart contracts can act as Registry Agents, with registrations and
updat es recorded as transactions on a bl ockchain. O fers high
security, transparency, and auditability but typically suffers
fromhigh latency, limted scalability (transactions per second),
and significant wite anplification (one logical wite results in
many physical wites across the network and storage), increasing
storage costs and reduci ng perfornmance.

*Feder at ed: *

Mul tipl e independent registries interoperate, often aligning with
organi zati onal or geographic boundaries. Requires standardized
inter-registry conmunication protocols, shared trust anchors
(e.g., cross-certified CAs or a common root CA), and mechani snms
for cross-domain nane resolution and identity verification
Wthout these, a federated systemrisks becoming a collection of

i sol ated sil os.

*Hybrid: *

Conbi nes el enents of different patterns. For exanple, a
centralized RN CA infrastructure mght serve multiple distributed/
replicated read-only registry nodes. Caching |layers (e.g., Redis,
Mentached) can be used to inprove read performance in many of
these nodels. Requires careful nanagenent of consistency between
component s.

Key consi derati ons when choosing an i npl enentation pattern:

*

Huang,

*Consi stency vs. Latency:* Strong consistency ensures all reads
see the nost recent wite but can increase |atency. Eventua
consi stency allows |ower |atency and higher scalability but reads
m ght tenporarily see stal e data.

*Wite Amplification (especially for Blockchain):* Be m ndful of
the storage and performance inplications.

*Qperational Cost:* Includes hardware, software, and personnel
Bl ockchai n solutions can be particularly expensive to operate.

*Conplexity:* Distributed systens (DHTs, bl ockchains, sone

federated nodel s) are generally nore conplex to design, inplenent,
depl oy, and naintain than centralized systens.

et al. Expi res 17 Novenber 2025 [ Page 37]



I nternet-Draft ANS May 2025

DECI SI ON MATRI X FOR AGENT REG STRY | MPLEMENTATI ON PATTERNS

[ e oo e e sy ooy ey ey e e e o}
| Feature | Centralized| Di stributed| D stributed| Bl ockchai n/ | Feder at ed

| | | (Cassandra) | ( DHT) | DLT | |
f e oo e sl oo e s e e s e =3
| Consi st ency| Strong | Tunabl e | Event ual | Strong | Tunabl e |
| | | (Eventual ) | | | (Eventual )|
R R R R R TS +
| Lat ency | Low | Medi um | Mediumto | High | Mediumto |
I I I | H gh I | H gh I
S S S L S S +
| Scal ability|Limted | Hi gh | Very High |Limited | Hi gh |
N N N N N Fomm oo - +
| Faul t | Low | Hi gh | Hi gh | Hi gh | Medi um |
| Tol erance | | | | | |
U U U U U S +
| Security | Medi um | Medi um | Medi um | Hi gh | Medi um |
S S S S S S +
| Operational | Low | Medi um | Medi um | Hi gh | Medi um |
| Cost | | | | | |
S S S S S TS +
| Compl exity | Low | Medi um | Hi gh | Hi gh | Medi um |
S S S L L S +

Table 2: Decision Matrix for Agent Registry Inplementation Patterns
8. Future Considerations

Thi s docunent | ays the foundational groundwork for ANS. Significant
future work is envisioned to mature the proposal into a widely
adopt ed st andard:

* *Prototype Inplenentation and Eval uation:* Build and rigorously
eval uate a working ANS prototype. The existing work at
https://github. com kenhuangus/ dns-for-agents/ serves as an initial
base.

* *Bootstrap Model for Distributed Trust:* Explore an innovative
bootstrap nodel for the distributed trust infrastructure,
potentially focusing on a foundation-|led root governance approach
wi th del egat ed sub-spaces (anal ogous to CNCF' s certificate
transparency roots). This includes devel opi ng a sustainabl e
fundi ng and fee schedul e.
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* *Performance & Scal ability Benchmarking: * Conduct thorough
benchmar ki ng of resolution | atency, registration throughput, and
overall scalability under various |oad conditions and depl oynent
nodel s.

*  *Advanced Cryptography:* Investigate the integration of privacy-
preserving cryptographi c techni ques, such as zero-know edge proofs
(ZKPs) for selective capability advertisenent/discl osure, or nore
advanced PI R schenes.

* *Formal Verification:* Mathematically nodel and formally verify
the security properties of the registration, resolution, and
i dentity managenent protocols within ANS

* *Detail ed Governance Mdel :* Devel op a conprehensi ve governance
nodel , including detailed policies for nam ng conventions, CA/ RA
operational requirenents, dispute resolution nechanisns, and the
evol ution of the trust framework

* *pPlatformand Framework Integration:* Denmonstrate and facilitate
integration wi th popul ar agent devel opnent franeworks (e.g.,
LangChai n, AutoGen, CrewAl) and mmjor cloud platforns.

* *Semantic Interoperability Enhancenents:* Research mechani sns t hat
| everage ANS netadata for deeper cross-protocol comunication,
such as standardi zed capability ontol ogies or translati on gateways
facilitated by ANS di scovery.

* *Reputation Systens:* Investigate the integration of reputation
scores, endorsements, or attestations into agent profiles within
ANS to further enhance trust in agent interactions.

* *ANS Capability Negotiation and Bi ndi ng Protocol :* Devel op
standardi zed protocols that allow agents, post-ANS resolution, to
negotiate specific capabilities, agree on service |evel objectives
(SLGs), and fornally bind to service contracts.

* *Covernance White Paper:* Draft a detailed white paper outlining
nane allocation strategies, a sustainable fee nodel, dispute
arbitration processes, and stewardship of the root CA
infrastructure
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9

10.

11.

Concl usi on

The Agent Nanme Service (ANS) offers a foundational infrastructure
designed to foster a nore secure, trustworthy, and interconnected
ecosystem for agentic Al. By addressing the critical needs of
verifiable identity, secure discovery, and protocol -agnostic
interoperability, ANS ainms to provide significant benefits:

* *Enhancing Interoperability:* A protocol-agnostic directory
facilitates seam ess discovery and initial contact between diverse
agents built on different communicati on standards.

* *Boosting Trust and Security:* The integration of PKI for identity
verification enhances trust, which is crucial for agents operating
in sensitive domains such as finance, healthcare, and
cybersecurity.

* *Accelerating Innovation:* By providing common infrastructure for
di scovery and identity, ANS can |ower barriers to entry for
devel opers, allowing themto focus on core agent functionalities
and sol uti ons.

* *Facilitating Autononpus Systens:* ANS is a critical enabler for
conpl ex aut ononous systens that require dynamic, secure discovery
and interaction between their constituent agents (e.g., in
aut ononous vehicles, smart cities, and industrial automation).

*  *Powering Secure Al Marketplaces:* The franmework can serve as a
foundation for Al marketpl aces where agents with verifiable
identities and capabilities can be securely listed, discovered,
and engaged.

The nodul ar Protocol Adapter Layer ensures that ANS can evol ve and
extend its support to new and energi ng agent comuni cation standards.
Wil e challenges related to governance, global scalability, and

achi eving deep senmantic interoperability remain, ANS represents a
necessary and significant step towards buil ding a robust, secure, and
scal abl e future for agentic Al.

I ANA Consi derations
Thi s docunent has no | ANA actions requested at this time. Future
versi ons may request registration of a URI schene for ANSNanes, new
port nunbers if a dedicated ANS protocol is defined, or new
registries for ANS components if deened necessary by the conmmunity.
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Appendi x A, Appendi x A Conpl et e Request/ Response Schenas

The detail ed JSON Schenma docunments for various registry interactions

are maintai ned externally due to their length. |Inplenenters should
refer to these sources for conplete and up-to-date schema
definitions. It is crucial that these schemas are wel|-comented and

validated in any ANS inpl ementati on.

*

Agent Regi strati onRequest Schenma: https://github.conl kenhuangus/
dns- f or - agent s/ bl ob/ mai n/ agent _regi strati on_request _schena. json

Agent Renewal Request Schenma: https://github. conf kenhuangus/ dns-for-
agent s/ bl ob/ mai n/ agent _renewal _request _schena. j son

Agent Regi strati onResponse Schema: https://github. com kenhuangus/
dns-f or - agent s/ bl ob/ mai n/ agent _regi strati on_response_schema. j son

Agent Renewal Response Schena: https://github. com kenhuangus/ dns-
f or-agent s/ bl ob/ mai n/ agent _renewal _response_schena. j son

Agent Capabi | i t yRequest Schema (for resol ution):
https://github. com kenhuangus/ dns- f or - agent s/ bl ob/ mai n/
agent _capability request.schenma.json

Agent Capabi | i t yResponse Schenma (for resol ution):
https://github. coml kenhuangus/ dns-f or - agent s/ bl ob/ mai n/
agent _capability_response. schena. json

Appendi x B. Appendix B: dossary of Terns - Agent Name Service (ANS)

*A2A (Agent 2Agent Protocol):*

A communi cati on protocol devel oped by Google for standardizing
i nter-agent comuni cation, designed to bridge different agent
f ramewor ks

*ACP (Agent Communi cation Protocol):*

A protocol designed by | BM Research to standardi ze how agents
conmuni cate, enabling automation, collaboration, U integration,
and devel oper tooling.

*Agent : *

Huang,

An aut ononpus software entity capabl e of perform ng tasks, naking
decisions, and interacting with other agents or systens.

et al. Expi res 17 Novenber 2025 [ Page 43]



I nternet-Draft ANS May 2025

*Agent ldentity:*
The verifiable identity of an agent within the ANS ecosystem
conmprising cryptographic identity (PKI certificate), |ogica
identity (ANSNane), and protocol -specific identities.

*Agent Registry:*
A dat abase storing registered agent information including
capabilities, security policies, PKI certificates, protocol-
specific netadata, and registration/renewal timnmestanps.

*agent Capability:*
A specific function, service, or skill that an agent can perform
or provide to other agents or users.

*ANS ( Agent Nane Service):*
A universal directory service framework that enabl es secure
di scovery and interoperability between Al agents across different
protocol s and pl at forns.

* ANSNane: *
A structured, human-readabl e, and machi ne-resol vabl e identifier
for agents in the ANS ecosystem

*CA (Certificate Authority):*
A trusted entity that issues and manages digital certificates that
bi nd public keys to entities (like agents) to establish a chain of
trust in the ANS ecosystem

*Certificate Chain Verification:*
The process of validating a certificate by checking the chain of
trust fromthe certificate up to a trusted root certificate
aut hority.

*Certificate Revocation:*
The process of invalidating a certificate before its schedul ed
expiration date, typically due to a key conprom se or when an
agent is deregistered.

*CRL (Certificate Revocation List):*
Alist of digital certificates that have been revoked by the
i ssuing CA before their schedul ed expiration date and should no
| onger be trusted.

*CSR (Certificate Signing Request):*
A nmessage, typically in a standardi zed format, sent by an
applicant (an agent in this context) to a Certificate Authority to
apply for a digital identity certificate.
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*Digital Signature:*
A mat hematical schene for verifying the authenticity (proof of
sender) and integrity (proof data has not been altered) of digital
nessages or docunents.

*DHT (Distributed Hash Table):*
A decentralized distributed systemthat provides a | ookup service
simlar to a hash table; keys are mapped to values, and the table
is distributed anong partici pati ng nodes.

*DNS (Dormai n Nanme System):*
The hi erarchical and decentralized nam ng systemused to identify
conputers, services, and other resources reachable through the
Internet or other Internet Protocol networks.

*DNS- SD ( DNS- Based Service Discovery):*
An extension to DNS that enabl es autonmatic di scovery of services
avail abl e on a | ocal network using standard DNS queri es.

*Endpoi nt : *
A resol vabl e network address, service binding, or netadata
docunent that allows agents to connect and communi cate with each
ot her.

*Extension (in ANSNane): *
An optional field in the ANSName structure that hol ds depl oynent -
specific or provider-defined netadata, not part of the core
identity.

*Interoperability:*
The ability of different agent systemnms, devices, or applications
fromdifferent vendors to access, exchange, integrate, and
cooperatively use data in a coordi nated nanner.

* MAESTRO (7 Layers):*
A threat nodeling franmework specifically designed for agentic Al
systens, consisting of 7 layers, used to structure the security
anal ysi s of ANS.

*MAS (Multi-Agent Systens):*
Systens conposed of nmultiple interacting intelligent agents that
can cooperate, coordinate, or conpete to solve problens that are
beyond the individual capabilities or know edge of each agent.

*MCP (Mbdel Context Protocol):*

A protocol devel oped by Anthropic focused on sinplifying the
integration of Al nodels with external tools and data sources.
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*QOCSP (Online Certificate Status Protocol):*
An Internet protocol used for obtaining the revocation status of
an X. 509 digital certificate as an alternative to CRLs, providing
nmore tinely status information.

*PKI (Public Key Infrastructure):*
A set of roles, policies, hardware, software, and procedures
needed to create, manage, distribute, use, store, and revoke
digital certificates and nanage public-key encryption

*Prot ocol Adapter Layer:*
A conmponent in the ANS architecture that translates between the
registry’s internal, protocol-agnostic representation and
protocol -specific formats for netadata and di scovery.

*pr ot ocol Extensi ons (in Schemm): *
Aflexible field within the ANS JSON schenas that acts as a
contai ner for protocol-specific data, allowing ANS to support
di verse agent types

*Provi der (in ANSNane):*
An organi zation or entity that offers, maintains, or is
responsi ble for agents registered in the ANS ecosystem

*RA (Registration Authority):*
An entity, authorized by a CA that verifies agent registration
and renewal requests, interacts with the CA to issue certificates,
and nanages aspects of the agent |ifecycle.

*Regi stry Poi soni ng: *
A security threat where an adversary successfully injects
mal i ci ous, false, or msleading data into the Agent Registry to
di srupt services or deceive users/agents.

*Semanti ¢ Versioning: *
A formal versioning schene with a format of MAJOR M NOR. PATCH
(e.g., 1.2.3), used to indicate conpatibility and changes in agent
versi ons.

*Service Discovery:*
The process of automatically detecting devices and services
of fered by these devices on a conputer network.

*Signature Verification:*
The process of using the signer’s public key to check that a
digital signature is authentic and that the associ ated data has
not been tanpered with since it was signed.
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*Sybi|l Attack:*
A type of attack on a peer-to-peer network in which a malicious
actor creates a | arge nunber of pseudonynous identities and uses
themto gain a disproportionately |arge influence.

*Trust Anchor:*
A CA certificate that is inplicitly trusted and serves as the
starting point for validating a certificate chain in a PKI system

*\Ver si on Negoti ation:*
The process by which communicating entities (agents in this case)
det ermi ne which version of a protocol or capability to use, based
on conpatibility and preferences.

*VerifyCertChain (Function):*
A function or process that checks the validity of a digita
certificate by tracing its chain of signatures and revocation
statuses back to a trusted root CA (Trust Anchor).

*VerifySi gnature (Function):*
A function or process that validates a digital signature against a
gi ven nessage and a public key to confirmthe nmessage’s
authenticity and integrity.
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