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Abst r act

Thi s docunent specifies how Media over QU C Transport (MOQT) can
operate over QWux, enabling MOQT applications to function over
reliable byte-oriented streans such as TCP with TLS. By utilizing
QWx as an internedi ate |ayer, MOQT depl oynents gain the ability to
fall back to TCP-based transport when UDP is bl ocked or unreliable,
whil e maintaining APl conpatibility with QU C native inplenentations.
Thi s docunent anal yzes the benefits and trade-offs of this approach
and provides inplenmentation guidance for depl oying MOQT over QWuX.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://ietf-wgy-
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Working Goup mailing list (mailto:nmog@etf.org), which is archived
at https://milarchive.ietf.org/arch/browse/nog/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/nog/.

Source for this draft and an issue tracker can be found at
https://github. comietf-wg-noqg/draft-noqt-qgmux-transport.
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I ntroduction

Medi a over QUIC Transport (MOQT) [MQ TRANSPORT] is designed to

| everage QUIC s [ RFCO000] advanced features for efficient media
delivery, including streamnultiplexing, |owlatency connection
establishnent, and built-in encryption. However, real-world

depl oynents face chal |l enges where UDP traffic nay be bl ocked, rate-
limted, or unreliable due to m ddl ebox interference, enterprise
firewalls, or network policies.

QWux [ QVUX] addresses this challenge by providing a "polyfill" that
enabl es QUI C-based applications to operate over reliable,
bidirectional byte-oriented streans such as TLS over TCP. QWux
preserves QU C s nultiplexing semantics while delegating reliability
and encryption to the underlying transport.

Thi s docunent specifies how MOQT can utilize QVux as an alternative
transport substrate, enabling:

* Fal | back capability when QU C/UDP is unavail abl e

* Single codebase for both QU C and TCP depl oynents

* Broader network conpatibility for nmedia stream ng applications
* Gaceful degradation in restrictive network environnments

Requi renment s Language



The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Architecture Overview
2.1. Protocol Stack

When MOQT operates over QWx, the protocol stack is organized as
fol | ows:

| Application |
\ (Medi a Encodi ng/ Decodi ng) |

——————————————— i
\ |  PUBLI SH | | SUBSCRI BE/ | | bject Stream ng |

\ | PUBLI SH_NS | | SUBSCRIBENS | | Goups & Priority |
‘ - _ - _ e

.
| STREAM | | Flow Control | | Transport |
} Miltiplexing | | MAX_DATA | | Paraneters ||

\ | Encryption | | Certificate | | Session |
\ | (AES-GCM) \ \ VerifiiatioC\ | Resunption |

\ | Reliable \ | Congestion | | In-Order |

\ | Delivery \ | Control
| . _ - T 1 . _ - J L



Figure 1: MOQT over QWux Protocol Stack
2.2. Transport Selection
| npl enent ati ons supporting both native QU C and QWX transports
SHOULD i npl enent transport selection logic to choose the optinal
pat h:

Transport Selection Flow

. — ———— .
| Connection Request |
_____ ‘__________7_____________________J
A4
r— = Success r—
—————————— .
| Attenpt QUIC | - | Use Native QUIC
| (UDP: 443) \ | Transport
L _ L
T
7777777777 _
| Fail ure/ Ti neout
A4
r - — — — = Success r—————
—————————— »
| Attenpt QWVux |- | Use QWx over
| (TCP+TLS: 443) | | TLS/ TCP \
. ] Lo
T
__________ ]
| Failure
v
r— »
| Connection Fail ed \ ]

Figure 2: Transport Sel ection Flow
2.2.1. Happy Eyeballs for MOQT

I npl enent ati ons MAY use a Happy Eyebal |l s-style algorithm[RFC8305] to
race QUI C and QWux connections sinultaneously:

1. Initiate QU C connection attenpt

2. After a short delay (e.g., 100ms), initiate QWX connection in
paral | el

3. Use the first connection that succeeds
4. Cancel remaining connection attenpts

Thi s approach m ninm zes connection |atency while preferring QU C when
avai | abl e.

3. Connection Establishnent
3.1. QWx Handshake
When establishing MOQT over QWux, the connection sequence is:

dient Server
I I
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| ———— MOQT CLIENT_SETOP —— ——————————— — — ——— — — — — — — — — — —

| ——— MOQT SERVER SETPP —— ———————————— — — — — — — — — — — — — — — —

| MOQT Application Data —|

Fi gure 3: Connection Establishnment Sequence

ALPN Il dentification

MOQT over QWX uses the sane protocol identification as native MOQT
over QUIC, as defined in [ MoQ TRANSPORT]. This docunent does not
define a new ALPN protocol identifier.

For TLS connections carrying Qwx, inplementations MJST use the MOQT
ALPN val ue corresponding to the MOQT version in use:

*

*

For the fina

speci fication: noqt

For draft versions: noqgt-XX where XX is the draft nunber (e.g.
moqt-16 for draft-ietf-npg-transport-16)

When MOQT operates over WebTransport [WebTransport], the W-
Avai | abl e- Protocol s nechanismis used instead of ALPN, follow ng the
same version identification schene.

The underlying transport (native QU C vs QWx over TCP) is
di stingui shed by the connection type itself, not by the ALPN val ue.
This all ows:

*

3.

val ue of 16384 bytes.

Consi stent version negotiation across all transport substrates

Sinplified client

identifier

i mpl ementation with a single MOQI version

Seaml ess fallback fromQJC to QWx w thout protocol identifier

changes

QWux Transport Paranmeters

Qux [ QVUX]
whi ch does not specify default values for nobst paraneters (absent

paraneters default to O, disabling the corresponding feature). The
only exception is max_franme_size, which QWx defines with an initia

inherits transport paraneters from QU C vl [ RFC9000],



4.

4.

1.

The foll owi ng transport paranmeter val ues are RECOMVENDED f or
depl oynents over QWX

MOQT

These val ues are chosen to support typica

medi a streamni ng workl oads and are not nandated by either QWx or QU C

vl:

[} e ——————————————————————————— Ll p—p—p—_—_—————— Ll —_—(—(———r L
| Recommended| Rat i onal e

| Paraneter

| Val ue

max_i dl e_ti neout

initial _max_data

1048576

Table 1

| 30000 18

| Common QUI C

| i npl ement ati on

| def aul t;

| bal ances

| resource cl eanup
| with connection
| stability

|1 M B;

| sufficient for

| buf fering

| mul tiple nedia

| obj ects at

| connection | evel

| 256 Ki B

| adequat e per -
| st ream buf fer
| for contro

| messages

| 256 Ki B

| symretric with
|l ocal for

| bi di rectiona

| streans

| Supports

| concurrent

| request -response
| patterns

| Supports nmulti -
| track nmedia

| del'i very (audi o,
| video, nmultiple
| qualities)

| QWux initial

| val ue; nmat ches
| HTTP/ 2 def aul t

| MAX_FRAME_SI ZE

| mpl enent ati ons MAY adj ust these val ues based on depl oynent

requirenents,

expected nedia bitrates,

and network conditions.

MOQT Mappi hg to QWVUX
St ream Mappi ng

MOQT streans nap directly to QWx streans.

The stream senmantics are

preserved, with Qwx providing the nultiplexing |ayer



SETUP, SUBSCRI BE, |
PUBLI SH nessages |

e o e e e e m e i oo +

| Data Streans | Unidirectional Streams | bject delivery |

oo o - e o e e oo oo oo +

| Request Streans | Bidirectional Streans | Request-response |

| | | patterns |

Fom e e e oo o o e e e oo +
Table 2

4.2. Control Stream
The MOQT control stream MJST use QWx bidirectional stream|ID 0. All
MOQT control nessages (CLI ENT_SETUP, SERVER SETUP, SUBSCRI BE,
PUBLI SH, etc.) are exchanged on this stream

4.3. Object Delivery

MOQT obj ects are delivered over QWx unidirectional streans foll ow ng
the sane patterns as native QU C

QWx Unidirectional Streamfor MOQT Object:

————
___________________ -

\ QWix STREAM Fr ame('s) \

V- —— — ———
———————————————— 9

| MOQT St ream Header |

\ \L Subscribe ID | Track Alias | Goup ID | Qbject ID | ... | |
__‘__::::::::::::j_‘ ___________________________

V- —— — —— —
———————————————— S

| MOQT bj ect Payl oad |

\ \L (Media Data / Application Content) |
__‘__::::::::::::j_‘ ___________________________

[

Figure 4: MOQT Object over QWux Stream
4.4. Fl ow Control

QWx provides flow control at both connection and stream | evel s,
mappi ng to MOQI' s requirenents:

* Connection-level: MAX DATA franes linit total data across all
st reans

* Stream |l evel : MAX STREAM DATA franmes |limt per-streamdata
* Stream count: MAX STREAMS franes limt concurrent streans

MOQT i mpl enent ati ons MUST respect QWx flow control signals and
i npl ement appropriate backpressure nechani sns.

5. Benefits of MOQT over QWux

5.1. Universal Network Accessibility



The primary benefit of MOQT over QWx is network accessibility:
* *Firewall Traversal*: TCP port 443 is rarely bl ocked, unlike UDP

* *M ddl ebox Conpatibility*: TCP/TLS is well-understood by NATSs,
proxi es, and | oad bal ancers

* *Enterprise Networks*: Many corporate networks restrict UDP
traffic

* *Nbbile Networks*: Sone carriers rate-limt or block UDP
5.2. Code Consolidation

QWx enables a single MOQT inplenmentation to serve both transport
pat hs:

I mpl enent ati on Architecture:

—
___________________ =
MOQT Appl i cation

I

___________________ 4
|

—

___________________ =

\ MOQT Core Logic \
\L (Publ i sh/ Subscri be, Object Mdel, Priority, Caching) \

7777777777777777777 _
\
——— S I
o | |
r——— v—— . r——— vV—
7777777 1
| QUI C Transport | | Qwx Transport |
(Native UDP) (over TCP+TLS) |
. ] .
_______ ]

Figure 5: Unified Inplenentation Architecture
Thi s architecture provides:
* Reduced devel opment and nmai ntenance effort
* Consistent behavior across transport paths
* Sinplified testing and certification
* Single APl surface for applications
5.3. Existing Infrastructure Leverage
MOQT over QWX can utilize existing TCP/TLS infrastructure:
* *Load Bal ancers*: Standard L4/L7 |oad bal ancers work with TCP
* *TLS Term nation*: Hardware TLS accel erators can be used
* *CDN Integration*: Existing TCP-based CDNs can front MOQT traffic

* *NMonitoring Tool s*: TCP traffic analysis tools apply unchanged



5.4. O0-RTT Connection Resunption

When operating over TLS 1.3, MOQT/ QWX supports 0-RTT session
resunption:

0- RTT Connection Resunption

| ————— TLS CientHello + Early Data ———m—————————————————
| ( QX_TRANSPORT_PARAMS + CLI ENT_SETUP) |

I
| Application Data
Figure 6: O-RTT Connection Resunption

Note: O-RTT data is subject to replay attack considerations per
[ RFC8446]. |Inplenentations MJST follow TLS 1.3 gui dance on 0-RTT
security.

6. Trade-offs and Limtations

Qperating MOQT over QWX involves several trade-offs conpared to
native QU C

* *Head- of - Li ne Bl ocki ng*: TCP packet |oss blocks all nultiplexed
streans until retransm ssion conpletes, unlike QU C where streans
are independent. This inpacts live streamng, multi-track nedia,
and interactive applications. Mtigation strategies include
priority-based nultiplexing, reduced buffering, and application-
| evel adaptati on.

* *No Connection Mgration*: QJUC s seanm ess | P address change and
nmobi | e handoff capabilities are unavail able. Applications
requiring nobility support should prefer native QU C or inplenent
application-layer session resunption.

* *Additional Latency*: Initial connection adds 1-2 RTT overhead due
to TCP and TLS handshakes. Packet |oss recovery is also sl ower
wi th connection-wi de rather than per-stream congesti on response.

* *Unreliable Datagram Linmitations*: True unreliable delivery is
i mpossi bl e over TCP. Applications requiring unreliable datagrans
(e.g., lowlatency audio with acceptable |oss) should use native

QUI C.

* *Conputational Overhead*: QWx adds frane encodi ng/decodi ng,
stream state managenment, and flow control processing, though this
is typically small compared to TLS and application-| ayer
processi ng.

7. I nplenentation Considerations

I mpl enent ati ons SHOULD m ni i ze buffering by keeping TCP send buffers
appropriately sized and reacting pronmptly to flow control signals.
MOQT priority semantics SHOULD be preserved by mappi ng Publisher
Priority values to QWx stream scheduling, servicing higher-priority
streans first. QWux connection errors such as CONNECTI ON_CLOSE

term nate the MOQT session, while STREAM RESET cancel s the affected
track or subscription. |Inplenentations supporting both transports
MJUST ensure identical MOQT behavi or, consistent object delivery



semanti cs, and equival ent authentication regardl ess of the underlying
transport.

8. Security Considerations
TODO

9. | ANA Consi derations
TODO
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