Media Over QUIC S. Nandakunar

I nternet-Draft C. Jennings
I ntended status: Informational Cisco Systems, Inc.
Expires: 23 April 2026 20 Cct ober 2025

Mappi hg Open Cybersecurity Schema Franmework Events to Media over QUIC
Transport
dr af t - nandakumar - nng- ocsf - mappi ng- 01

Abst ract

Thi s docunent defines a mapping specification for representing Open
Cybersecurity Schema Framework (OCSF) events, categories, and
profiles using Media over QU C Transport (MOQT) tracks. The mapping
| everages MOQT’ s hi erarchical data nodel and publish/subscribe
architecture to enable real-tine, in-network cached, scal abl e
distribution of cybersecurity event data across networks while

mai ntai ni ng OCSF' s structured taxonony and semantic rel ati onshi ps.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Nandakumar & Jenni ngs Expires 23 April 2026 [ Page 1]



I nternet-Draft OCSF MOQT Mappi ng Cct ober 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction 3
1.1. Motivation . 3
1.2. Requirenents Language . 4
1.3. Termnol ogy . . 4

2. OCSF Data Mdel Overvi ew 5
2.1. Event C asses . 5
2.2. Categories 5
2.3. Profiles . . . . . . 6

3. MOQT Data Mdel Overview 7
3.1. Tracks Lo 7
3.2. Goups 8
3.3. Objects . . . . 8

4. OCSF to NDQTMapplng Strategy . 8
4.1. Mapping Approach 8
4.2. Category Tracks . e e e e 9
4.3. Event Cass Tracks . . . . . . . . . . . . . . . . . .. 10
4.4, Profile-Filtered Tracks . . . . . . . . . . . . . . . . . 11

5. Event Mapping to Objects . . . . . . . . . . . . . . . . . . 12
5.1. Object Structure . . . . . . . . . . . . . . . . . ... 12
5.2. Metadata Mapping . . . . . . . . . . . . . . . . . . . . 13
5.3. Temporal Groupi ng . . . . . . . . . . . . . . . . . . .. 13

6. Exanples . . . 0
6.1. Subscripti on Patterns e

6.1.1. Category Subscriptions . . . . . . . . . . . . . . . 14
6.1.2. Event dass Subscriptions . . . . . . . . . . . . . . 14
6.1.3. Profile-Based Subscriptions . . . . . . . . . . . . . 15
6.2. OCSF Event Publishing Examples . . . . . . . . . . . . . 16
6.2.1. Publishing to Category Tracks . . . . . . . . . . . . 16
6.2.2. Publishing to Profile Tracks . . . . . . . . . . . . 17

7. Relay Considerations . . . . . . . . . . . . . . . . . ... 19

8. Security Considerations . . . . . . . . . . . . . . . . . .. 19

9. References . . e R
9.1. Normative Ref erences . . . . . . . . . . . . . . ... 029
9.2. Informative References . . . . . . . . . . . . . . . . . 19

Appendix AL References . . . . . . . . . . . . . . . . . . . .. 19
A.1. Normative References . . . . . . . . . . . . . . . . . . 19

Appendi x B. Acknow edgrents . . . . . . . . . . . . . . . . . . 20

Nandakumar & Jenni ngs Expires 23 April 2026 [ Page 2]



I nternet-Draft OCSF MOQT Mappi ng Cct ober 2025

Appendix C. Contributors . . . . . . . . . . . . . . . . . . .. 20
Authors’ Addresses . . . . . . . . . . . . . . . . . . .. ... 20
1. Introduction

The Open Cybersecurity Schema Franmework (OCSF) [OCSF] provides a

st andar di zed approach to representing cybersecurity event data
through a wel |l -defined taxonony of event cl asses, categories, and
profiles. As cybersecurity operations increasingly require real-tine
threat intelligence sharing and event correlation across distributed
systens, there is a need for an efficient transport nmechani smthat
can scal e to handl e high-vol une event streams while preserving the
semantic structure of OCSF data.

Naned data networ ki ng defines a conputing and comuni cati on paradi gm
where bits being distributed are assigned network uni que nanes. This
is akin to HTTP' s senantics of request, for a naned data object, and
response, containing the requested object. This paradi gmenables a
publ i sh/ subscri be based data delivery, where the consuners subscribe
to interested data (via their nanes), publisher(s) produce nanmed data
that are delivered to matching subscribers, over a network that is
capabl e of distributing and caching the naned data. Media over QU C
Transport (MOQT) [MOQI] is an exanpl e of one such protocol that
defines a publish/subscribe protocol optimnzed for |owlatency, high-
scal e content distribution. MOQI's hierarchical data nodel of
tracks, groups, and objects provides natural alignnent opportunities
with OCSF' s structured taxonony, while its publish/subscribe
architecture enables efficient distribution of cybersecurity events
to nultiple consuners via in-network caches call ed MOQ Rel ays.

Thi s docunent defines a conprehensive mappi ng specification that
enabl es OCSF events to be efficiently distributed using MOQT
transport.

1.1. Motivation

Current cybersecurity event distribution architectures often rely on
tradi tional message queui ng systems or HITP-based APIs that may not
adequat el y address the unique requirenments of real-tine security
operati ons:

* Latency Sensitivity: Security events often require sub-second
distribution to enable tinely threat response and correl ation

* Scal e Requirenents: Mddern security infrastructures generate

mllions of events per second that nust be efficiently distributed
to nmultiple consunmi ng systens.
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* Sel ective Consunption: Different security tools and anal ysts
require different subsets of the overall event stream
necessitating efficient filtering capabilities.

* Distributed Caching: Security event streans benefit fromin-
networ k caching at relay nodes to reduce |atency for
geographically distributed consuners, enable efficient historical
event retrieval, and provide redundancy for critical security data
during network partitions or publisher failures.

MOQT addresses these requirenents through its design for | owl atency,
hi gh-scal e content distribution with fine-grained subscription
capabilities. The mapping defined in this docunent enabl es OCSF

i mpl ementations to | everage these capabilities while maintaining full
compatibility with the OCSF specification. The distributed relay
architecture provides intelligent caching and geographic
distribution, enabling efficient access to both real-tine and

hi storical security data while reducing bandw dth requirenents and

i nproving resilience.

1.2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

1.3. Term nol ogy

Thi s docunent uses the following ternms in addition to those defined

in [MOQI] and [ OCSF]:

OCSF Publisher: An entity that produces OCSF events and publishes
themto MOQT tracks.

OCSF Subscriber: An entity that subscribes to MOQT tracks containing
OCSF events.

Category Track: A MOQT track that carries events froma specific
OCSF cat egory.

Event Class Track: A MOQT track that carries events froma specific
OCSF event cl ass.

Profile Track: A MOQT track that carries events filtered by a
specific OCSF profile.
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2. OCSF Data Mdel Overview

This section provides a brief overview of the OCSF data node
el ements that are relevant to the MOQT mapping. For conplete details
of the OCSF specification, refer to [ OCSF].

2.1. Event d asses

OCSF event cl asses serve as the fundanmental buil ding bl ocks of
cybersecurity events, providing structured tenplates that define
specific types of security-relevant activities. Each event class
establ i shes a standardized format with well-defined attribute sets
and senmantic meani ngs, enabling consistent representation of security
events across different systems and organi zati ons.

The OCSF specification includes numerous event classes covering

di verse security donmains including systemoperations (File System
Activity, Process Activity), network comuni cations (Network
Activity, HTTP Activity), security detections (Security Finding,
Vul nerabi lityFi nding), identity management (Authentication,

Aut hori zation), and application behaviors (APl Activity, Wb
Resources Activity).

2.2. Categories

Cat egories represent the highest |evel of organization within the
OCSF t axonony, providing |ogical groupings that reflect the
operational domains of cybersecurity activities. Each category
receives a unique category uid identifier and enconpasses nultiple
rel ated event classes that share common characteristics, operationa
contexts, or analytical purposes. Categories enable security
practitioners to focus on specific domains of activity while

mai ntaining the flexibility to correlate events across different
cat egori es when necessary

The framework defines followi ng fundanental categories that cover the
pri mary domai ns of cybersecurity activity:

*System Activity (category_uid: 1)*: Enconpasses operating system and
host - based activities including file system operations, process
managenent, and registry nodifications. This category contains event
classes such as File System Activity, Process Activity, and Registry
Activity that capture the fundanental behavi ors of operating systens
and applications running on endpoints.

*Fi ndings (category uid: 2)*: Contains security discoveries and

threat detections generated by security tools and anal ysis systens.
This category includes Security Finding events for mal ware
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detections, Vulnerability Finding events for system weaknesses, and
Conpl i ance Finding events for policy violations. These events
represent the output of security nonitoring and assessnent
activities.

*Identity & Access Managenent (category uid: 3)*: Covers user

aut henti cation, authorization, and identity lifecycle activities.
This category includes Authentication events for login attenpts,

Aut hori zation events for access control decisions, and Account Change
events for user provisioning activities. These events are essentia
for identity governance and access nanhagenent systens.

*Network Activity (category_uid: 4)*: Describes network

communi cations and traffic patterns including connection events,
protocol -specific activities, and network security controls. This
category enconpasses Network Activity events for general network
connections, HTTP Activity events for web traffic, and DNS Activity
events for donmi n nanme resol ution activities.

*Di scovery (category_uid: 5)* includes network scanning, service
enumner ation, reconnai ssance activities, and asset discovery events.
This category captures both legitimte discovery activities and
potentially malicious reconnai ssance behavi ors.

*Application Activity (category_ uid: 6)* captures application-
specific events, APl calls, software behavior, and application
security events. This category enconpasses the diverse behaviors of
applications, services, and software conmponents.

2. 3. Profil es

OCSF profiles are sophisticated framework constructs that provide a
cross-cutting nechanismto augnent event classes and objects with
specialized attribute sets that describe specific aspects of
activities and findings. Rather than creating an expl osion of
speci al i zed event classes for every possible conbination of
attributes, profiles provide an el egant "m x-in" approach that allows
reuse of fundamental class semantics whil e addi ng cont extua
information relevant to specific operational environnents,
technol ogi es, or analytical perspectives. Profiles enable the
framework to remai n both conprehensi ve and nmi ntai nabl e by separating
core event semantics from contextual augnentations.

*Core OCSF Profil es*:
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* *Security Control Profile*: Augnents events with M TRE ATT&CK
techni que mappi ngs, malware cl assifications, disposition
i nformati on, and security control effectiveness data. This
profile is crucial for threat intelligence and security anal ytics
appl i cations.

* *Host Profile*: Adds device and actor context information for
host - based activities, including detailed systeminformation, user
context, and host-specific identifiers. This profile enables
correlation of activities across host-based security tools.

* *Cloud Profile*: Incorporates cloud platformspecific attributes
including cloud_partition, region, availability zones, and cl oud
service identifiers. This profile supports cloud-native security
moni toring and conpliance.

* *Container Profile*: Adds container orchestration attributes
i ncl udi ng contai ner nanes, inages, orchestration platforms, and
container runtime information. This profile enables security
monitoring in containerized environnments.

* *Date/ Tinme Profile*: Provides human-readabl e dateti me counterparts
to tinmestanp fields, supporting systens that require both nachine-
readabl e tinmestanps and human-friendly tine representations.

* *Network Proxy Profile*: Adds network proxy-specific attributes
for events that traverse proxy infrastructure, including proxy
identifiers, policies, and routing information

3. MOQT Data Mdel Overview

This section sumarizes the MOQTr data nodel el ements used in the
mappi ng. For conplete details, refer to [ MOQT].

3.1. Tracks

MOQT tracks represent stream of tenporally ordered data and serve as
the primary unit of subscription and organization in the MOQT
architecture. 1In the context of OCSF event distribution, tracks
provi de | ogi cal channels through which rel ated cybersecurity events
flow from publishers to subscribers.

Usi ng an hierarchical namespace for Track nami ng allows for
organi zi ng OCSF events by category, class, profile, or other
taxononi ¢ di mensi ons, enabling subscribers to precisely target the
event types they need wi thout receiving unnecessary data.
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3.

3.

4.

4.

2. Goups

MOQT groups provide the primary mechani smfor tenporal organization
and subscription synchronization in MOQT and can provide the
fundanental boundary for event batching in OCSF distributions In OCSF
applications, groups are typically organized around tinme w ndows
(e.g., events fromthe same second or minute) or |ogical boundaries
(e.g., events fromthe sane security incident), enabling efficient

bat ch processing and mai ntai ni ng tenporal relationships between

rel ated security events.

3. bhjects

MOQT obj ects are the fundanental data units within groups and serve
as the actual containers for OCSF event data. Each object carries
one or nore cybersecurity events in their payload, with the object
structure designed to optimze both individual event access and batch
processi ng scenari os.

hj ects can be organi zed into subgroups for dependency managenent and
priority handling. In OCSF inplenentations, objects may contain
single high-priority events (such as critical security findings) for

i medi ate processing, or nultiple related events batched together for
efficient bandwi dth utilization. The imutable nature of objects
ensures that security event data naintains integrity throughout the
distribution process, while the caching capabilities enable efficient
replay and historical analysis of security events.

OCSF to MOQT Mappi ng Strategy
1. Mapping Approach
The mappi ng strategy proposes using an hierarchical structure to
represent OCSF s taxonony while maintaining efficient distribution
characteristics. The approach uses nmultiple conpl enentary track

organi zati ons:

1. *Category-based tracks*: O ganize events by OCSF category for
domai n-speci fic consunption

2. *Event class tracks*: Provide fine-grained subscriptions to
specific event types

3. *Profile-filtered tracks*: Enable cross-category subscriptions
based on profile attributes

4. *Conposite tracks*: Support conpl ex subscription patterns
conbining nultiple criteria
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This mul ti-di mensional approach enabl es subscribers to choose the
nmost appropriate granularity for their use case while maintaining
ef ficient publisher operation.

4.2. Category Tracks

Category tracks organi ze events by OCSF category, providi ng domain-
specific event streans.

The track namespace structure uses a hierarchical organization with
the follow ng tuples:

("ocsf", {version}, {organization}, {deploynent}, "category", {category_level}, {endpoint

_id})
Wher e:
* *yersion*: OCSF schema version (e.g., "1.0.0")
* *organi zati on*: Depl oying organization identifier
*  *depl oynent*: Specific deploynent or environnent identifier

* *category level*: OCSF category identifier as defined by
category uid (e.g., "1" for System Activity)

* *endpoint _id*: Unique endpoint identifier for the publishing
devi ce/ system

Track names within the nanespace follow a single tuple structure that
combi nes the track type and identifier:

"activity/{type_uid}"

where type uid is OCSF event/finding type ID. It identifies the
event’'s semantics and structure. The value is cal culated by as:
class_uid * 100 + activity_id.

Each category track:

* Contains all events fromevent classes within the category

* Uses tenporal grouping based on configurable tine w ndows

* Maintains event ordering within groups by tinestanp

* Supports efficient category-Ilevel subscriptions

Group organi zation within category tracks uses tine-based w ndows:
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* Goup ID corresponds to tine wi ndow (e.g., seconds since epoch)
* Al events within the time wi ndow bel ong to the sane group

* Wndow size is configurable based on volune and | at ency
requirenents

* Late-arriving events may create out-of-order groups
oj ect organi zation within groups orders events by the OCSF tinestanp
(tinme attribute), then by Event class UD. ojectlD of the first
obj ect correspond to the first event in the group, and subsequent
obj ects are assigned sequentially.
4.3. Event Cass Tracks

Event class tracks provide fine-grained subscriptions to specific
event types.

The track namespace structure uses a hierarchical organization with
the follow ng tuples:

("ocsf", {version}, {organization}, {deploynent}, "events", {event_class}, {endpoint _id})
Wher e:
* *yersion*: OCSF schema version (e.g., "1.0.0")
* *grgani zation*: Deploying organization identifier
* *depl oyment*: Specific deploynent or environnent identifier

* *event_class*: OCSF Event Cass U D as defined by class_uid (e.qg.,
"1001" for File System Activity)

*  *endpoint _id*: Unique endpoint identifier for the publishing
devi ce/ syst em

Track names within the nanespace follow a single tuple structure that
conbi nes the track type and identifier

"activity/{activity uid}"
where activity uid is the OCSF activity |ID.
Each event class track:

* Contains events froma single OCSF event class
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* May optionally filter by specific activity_id val ues

* Uses smaller tenporal w ndows due to focused scope

* Enabl es efficient processing of specific event types

TODO Define Group and Obj ect organi zation within event class tracks
4.4. Profile-Filtered Tracks

Profile tracks contain events that include specific OCSF profile

attributes, enabling cross-category subscriptions based on profile

criteria.

The track namespace structure uses a hierarchical organization with
the follow ng tuples:

("ocsf", {version}, {organization}, {deploynent}, "profile", {profile_nane}, {endpoint_id

9]
Wher e:

* *yersion*: OCSF schenma version (e.g., "1.0.0")
* *organi zation*: Deploying organi zation identifier
* *depl oynment*: Specific deploynent or environnent identifier

* *profile_nane*: OCSF Profile Nanme as defined by profile_nane
(e.g., "security" for Security Control profile)

* *endpoint _id*: Unique endpoint identifier for the publishing
devi ce/ syst em

Track names within the profil e namespace has the follow ng structure:
{filter_criteria}

where filter _criteria can include:

* Presence of specific profile attributes

* Profile attribute val ue ranges or enuneration matches

* Disposition values for Security Control profile

* M TRE ATT&CK techni que cl assifications

Few exanpl es of profile track nane filter criteria include:
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di sposition/blocked # Security Control profile with blocked disposition

att ack/ T1055 # Security Control profile with MTRE ATT&CK t echni que T1055
devi ce/ wi ndows # Host profile for Wndows devices
partition/aws # Cloud profile for AWS partitions

5. Event Mapping to bjects
5.1. Object Structure

OCSF events are nmapped to MOQT objects using a structured approach
that preserves all event information while optimzing for transport
ef ficiency.

hj ect payl oad structure:

OCSF- hj ect {
Header (
Format Version (8),
Conpressi on Type (8),
Event Count (i),
Batch Metadata (...)

)
Events |
Event Length (i),
Event Data (...)
] ...
}
Wher e:

* *Format Version*: Version of the OCSF-MOQT mappi ng format

* *Conpression Type*: Optional conpression algorithmidentifier
* *Event Count*: Nunber of events in this object

* *Batch Metadata*: Optional netadata about the event batch

* *Event Length*: Length of individual event data

* *Event Data*: Serialized OCSF event (JSON, MessagePack, etc.)
Si ngl e-event objects (Event Count = 1) are used for:

* Hgh-priority events requiring i mediate distribution

* Large events that woul d cause batching del ays
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5.

5.

2.

3.

* EBvents with specific delivery requirenents

Mul ti-event objects (Event Count > 1) are used for
* Hi gh-vol ume event streans requiring efficiency
* EBvents that can tolerate snall batching del ays
*  Bandwi dt h-constrai ned environments

Met adat a Mappi ng

MOQT obj ect metadata carries essential OCSF event infornmation for
rel ay processing and subscription filtering. Object priority is
derived from OCSF severity and disposition attributes.

Tenporal G oupi ng

OCSF events are grouped into MOQT groups based on tenporal w ndows
that bal ance |l atency and efficiency requirenments. An inplementation
MAY choose to group events based on tinme intervals, event counts, or
a conbination of both. Selection of the grouping strategy depends on
the specific application requirenents and the characteristics of the
event stream

Bel ow are few considerations for selecting the grouping strategy:

W ndow si zing strategies, where a fixed-interval w ndows when

enpl oyed can provi de predictable group boundaries. The G oup ID can
be cal cul ated as floor(event.tine / w ndow_size_mns), for exanples.
Adapti ve wi ndow si zing strategies can be used to adjust the w ndow
si ze based on event volune, allowi ng for smaller w ndows during | ow
vol ume periods and | arger wi ndows during high-volune periods. This
can hel p bal ance | atency and efficiency.

I mpl enent ati ons may choose to use event count w ndows, where groups
size is limted to a fixed nunber of events. This ensures consistent
group sizes, and may result in variable time spans dependi ng on event
frequency.

Hybrid approaches that conbine tinme and count linmts can also be
used, where groups are formed based on a naximumtine interval or a
maxi mum nunmber of events, whichever conmes first. This allows for
flexibility in handling varying event rates while naintaining
efficient grouping.

Recomended wi ndow confi gurati ons:
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* Hi gh-frequency categories (SystemActivity): 1-5 second w ndows

*  Mediumfrequency categories (Network Activity): 5-30 second
wi ndows

* Lowfrequency categories (Findings): 30-300 second wi ndows
* Critical events: |Inmrediate group closure (sub-second)

6. Exanples

6.1. Subscription Patterns

Thi s section provides exanples for common subscription pattern
defined in this specficaition

6.1.1. Category Subscriptions

Basi ¢ category subscription for Application Activity Category (6) and
APl Activity Cass (6003) for delete activity (activity_id = 4),
whose type uid is 600304:

SUBSCRI BE {
Request ID: 42,
Track Nanespace: ("ocsf", "1.0.0", "acne", "prod", "category", "4", "alice001"),
Track Name: "activity/600304",
Start G oup: Latest,
End G oup: None,
Paraneters: {}

}
Ti me- bounded cat egory subscription for event-log activity by a server
endpoi nt under System Activity Category (1):
SUBSCRI BE {
Request 1D 43,
Track Nanespace: ("ocsf", "1.0.0", "acne", "prod", "category", "1", "server-112-7777"),

Track Name: "activity/1008/6",

Start G oup: 1640995200, # Jan 1, 2022 00: 00: 00 UTC
End G oup: 1640998800, # Jan 1, 2022 01: 00: 00 UTC
Paraneters: {}

}

6.1.2. Event Cass Subscriptions

Event cl ass subscriptions provide focused consunption of specific
event types:
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Event cl ass subscription for decryption operation on a file under
File System Activity (1001):

SUBSCRI BE {
Request | D: 45,
Track Nanespace: ("ocsf", "1.0.0", "acne", "prod", "events", "1001", "ws-alice-01"),
Track Nanme: "activity/ 11",
Start G oup: Latest,
End G oup: None,
Par anmeters: {
Group Order: Ascending

}
}
Hi storical event class subscription (using FETCH) (Authentication
events for revoking privileges):
FETCH {
Request 1 D: 47,
Track Nanmespace: ("ocsf", "1.0.0", "acne", "prod", "events", "3001", "server-112-7777")

Track Name: "activity/2",
Start Group: 1640995200, # Historical start
End G oup: 1640998800, # Historical end
Paraneters: {
G oup Order: Ascending,
Priority: 64
}
}

6.1.3. Profil e-Based Subscriptions
Filtered profile subscription (Bl ocked events only):

SUBSCRI BE {

Request 1D 49,

Track Nanespace: ("ocsf", "1.0.0", "acne", "prod", "profile", "security", "api-gateway-
01"),

Track Name: "disposition/blocked",

Start G oup: Latest,

End G oup: None,

Paraneters: {}

Host profile subscription to | earn about devices that are marked as
high risk levels. (for host-based activities):
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SUBSCRI BE {

Request | D: 50,

Track Nanmespace: ("ocsf"™, "1.0.0", "acne", "prod", "profile", "host", "network-device-0
1),

Track Nane: "risk_|evel /4",

Start G oup: Latest,

End G oup: None,

Paranmeters: {}

This will receive both System Activity events (native profile) and
Network Activity events (augnentation profile) that include host
cont ext .

6.2. OCSF Event Publishing Exanpl es

Thi s section provides exanpl es of publishing OCSF events to MOQT
tracks using the PUBLI SH nessage.

6.2.1. Publishing to Category Tracks

Publishing a File System Activity event to System Activity category,
event activity of type "Open" with activity id 1:

PUBLI SH {
Request | D: 100,
Track Nanmespace: ("ocsf", "1.0.0", "acme",
Track Name: "activity/1",
Paraneters: {}

"prod", "category", "1", "ws-alice-01"),

hj ect data shall contain the OCSF event:

oj ect Header:

Track Alias: 1

G oup I D 1640995260 # Current time w ndow
oject ID 1

hject Send Order: 1

oj ect Status: 0 (Nornal)

oj ect Payl oad (JSON exanpl e):
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"activity_id": 1,

"activity_name": "Open",
"category_name": "System Activity",
"category uid": 1,

"class_nane": "File System Activity",

"cl ass_ui
"devi ce":

d": 1001,
{

"host name": "workstation-01",

"os": {
}1
"file": {

"nane":

"pat h":

"size":

}

"nanme": "Wndows", "version": "10"}

"docunent . pdf ",
"C:\\Users\\alice\\Document s\\ docurent . pdf ",
2048576

"metadata": {

"version": "1.0.0",

"uid":

}

"550e8400- e29b- 41d4- a716- 446655440000"

everity": "Informational",

"severity id": 1,

"time": 1640995260123,

"type_nanme": "File System Activity: Open",
"type_uid": 100101

}

2.2. Publishing to Profile Tracks

Publ i shi ng

PUBLI SH {

}

Request | D:

Cct ober 2025

a security event with Security Control profile (using
augnent ati on appr oach):

102,

Track Nanespace: ("ocsf", "1.0.0", "acne", "prod", "profile", "scurity",
rity-01"),

Track Nane:
Par anet ers:

"di sposi tion/bl ocked",

{}

oj ect data shall contain the OCSF event:

oj ect Header:

Track Alias: 3
G oup ID 1640995260

oj ect I D

1

oj ect Send Order: 1

hj ect St at

us: O
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oj ect Payl oad (includes Security Control profile attributes):

{
"activity id": 1,

"activity nanme": "Create",
"category_name": "System Activity",
"category uid": 1,
"class_nane": "Process Activity",
"class_uid": 1007,
"device": {
"host name": "endpoi nt-01",
"os": {"name": "Wndows", "version": "10"}
b,
"process": {
"nanme": "mal war e. exe",
"pid': 1234,
"file": {
"nanme": "mal war e. exe",
"hashes": [

"al gorithnt: "SHA-256",

"val ue":
"e3b0c44298f c1c149af bf 4c8996f b92427ae41e4649b934ca495991b7852hb855"
}
]
}
b
"di sposition": "Bl ocked",

"di sposition_id": 2,
"mal ware": |

{
"name": "Trojan. CGeneric",
"classification_ids": [2]
}
1,
"attacks": |
"techni que": {
"name": "Process Injection”,
“uid": "T1055"
}
}
"met adat a": {
"version": "1.0.0",
"uid": "550e8400-e29b-41d4-a716-446655440002",
"profiles": ["security"]
H
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"severity": "Hi gh",

"severity_ id": 4,

"time": 1640995260789,

"type_name": "Process Activity: Create",
"type_uid": 100701

7. Relay Considerations

TODO. Add considerations for MOQ Relays in the context of OCSF-MOQT
mappi ng.

8. Security Considerations
TODO. Define security considerations for the OCSF-MOQT mappi ng.
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