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Abst r act

Thi s docunent describes a generic franework for Denonstrating Proof
of Possession (DPoP) that extends beyond HTTP-specific
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across various application protocols and contexts. The franework
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depl oynents) and CW-based proofs (for conpact binary encoding and
interoperability with Cormon Access Token systens).
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I ntroduction

RFC 9449 [ RFC9449] defines a mechani smfor sender-constrai ning QAuth
2.0 tokens via a proof-of-possession mechani smon the application

|l evel. DPoP as defined in RFC 9449 has two separable parts: the
first part (covered in sections 4, 5, 6, and 8) describes how a
client obtains a DPoP-bound token froman authorization server, while
the second part (covered in sections 7 and 9) describes how t he
client proves control of the private key associated with a DPoP token
when accessing protected resources.

Thi s specification defines bindings for Media Over QUIC Transport
(MOQT) and presents a generic franmework that abstracts the core
concepts of DPoP into a protocol -agnostic approach. While keeping
the first part unchanged, this framework generalizes the second part
to enabl e proof-of-possession token binding for various application
contexts beyond HTTP while nmaintaining the security properties
established in RFC 9449

.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The terms "access token", "refresh token", "authorization server",
"resource server", "client", and "public client" are defined by "The
QAuth 2.0 Authorization Franmewor k" [RFC6749].

The terns "JSON Wb Token (JWI)", "JOSE Header", and "JW5" are
defined in [RFC7519] and [ RFC7515].

The terms "CBOR Wb Token (OWIN)", "COSE', and "COSE Key" are defined
in [ RFC8392], [RFC9052], and [ RFC9053].

The term"CW Confirmation" is defined in [ RFC8747].

Application protocol: The protocol which uses DPoP tokens as proof
of authorization. This may be HITP (as in RFC 9449) or any other
application-layer protocol that requires proof-of-possession token
bi ndi ng.

Pr ot ocol Overvi ew and Concept

The Generic DPoP Framework extends the DPoP mechanismto work across
various application protocols beyond HITP. The basic flow involves a
client obtaining a DPoP-bound token from an authorization server,
then using that token with an application protocol by providing proof
of possession of the associated private key.

|--(A)-- Token Request ------------------- >| |
| (Generic DPoP Proof) | Authorization |
| | Server |
| <-(B)-- DPoP-Bound Access Token ---------- | |
| (t oken_t ype=DPoP) Fommmmm e +
I



| |
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| |--(C-- Application Protocol Request --->| |

| dient | (DPoP- Bound Access Token + | Application |

| | Generic DPoP Proof with | Pr ot ocol |

| | Bi ndi ng Fi el ds) | Server |

| | <-(D)-- Application Protocol Response ---| |

S SRR + S +

Figure 1: Generic DPoP Fl ow

The main data structure introduced by this specification is a generic
DPoP proof that can be used across various application protocols and
contexts, as described in detail below. This proof can be encoded as
either a JW (JSON Wb Token) or CW (CBOR Wb Token), dependi ng on
depl oynent requirenents. A client uses a generic DPoP proof to prove
the possession of a private key corresponding to a certain public
key.

Roughly speaking, a generic DPoP proof is a signature over
* protocol -specific authorization context data,

* a timestanp,

* a unique identifier,

* an optional server-provided nonce, and

* a hash of the associ ated access token when an access token is
present within the request.

The application protocol needs to define binding fields that nake the
proof unique to a specific protocol interaction. These binding
fields replace the HITP nethod (htnm) and HTTP URI (htu) fields used
in RFC 9449, providing protocol -specific context that prevents replay
attacks across different protocol operations.

Key aspects of the protocol:

1. *Token Acquisition (Steps A-B)*: Uses the sane mechani smas RFC
9449 sections 4, 5, 6, and 8

2. *Proof of Possession (Steps C-D)*: Generalizes RFC 9449 sections
7 and 9 with protocol -specific binding fields

3. *Binding Fields*: Each application protocol nust define howto
bi nd the proof to specific protocol operations to ensure
uni queness

The basic steps of a protocol flow with generic DPoP (w thout the
optional nonce) are shown in Figure 1.

A. In the token request, the client sends an authorization grant
(e.g., an authorization code, refresh token, etc.) to the

aut hori zation server in order to obtain an access token (and
potentially a refresh token). The client attaches a generic DPoP
proof to the request.

B. The authorization server binds (sender-constrains) the access
token to the public key claimed by the client in the DPoP proof; that
is, the access token cannot be used w thout proving possession of the
respective private key. |If a refresh token is issued to a public
client, it is also bound to the public key of the DPoP proof.

C. To use the access token, the client has to prove possession of



the private key by, again, providing a generic DPoP proof for that
request to the protocol server. The protocol server needs to receive
i nformati on about the public key to which the access token is bound.
This information nay be encoded directly into the access token (for
JWI-structured access tokens) or provided via token introspection
endpoi nt (not shown). The protocol server verifies that the public
key to which the access token is bound matches the public key of the
DPoP proof. It also verifies that the access token hash in the DPoP
proof matches the access token presented in the request.

D. The protocol server refuses to serve the request if the signature
check fails or if the data in the DPoP proof is wong, e.g., the

aut hori zati on context does not match the expected context for the
protocol operation. The access token itself, of course, nust also be
valid in all other respects.

The generic DPoP nechani sm presented herein is not a client
aut hentication method. |In fact, a primary use case of DPoP is for
public clients (e.g., single-page applications and applications on a
user’'s device) that do not use client authentication. Nonetheless,
generic DPoP is designed to be conpatible with private key jw and
all other client authentication methods.
Generic DPoP does not directly ensure nessage integrity, but it
relies on the underlying transport security layer (such as TLS) for
that purpose. See Section 8 for details.
Application Protocol Requirenments
Application protocols that wish to use this generic DPoP franmework
MJST define the following elenents to ensure secure proof-of -
possessi on token bi ndi ng:
.1. Binding Fields Definition
Each application protocol MJST specify:
1. *Required Binding Fields*: The nmandatory fields within the
Aut hori zation Context (actx) object that uniquely identify and
bind the proof to a specific protocol operation

2. *Field Semantics*: Clear definitions of what each binding field
represents and how it relates to protocol nessages and operations

3.  *Uni queness Requi renents*: How the conbination of binding fields
ensures that each proof is unique to a specific protoco
i nteraction
.2. Nonce Support
Application protocols SHOULD provi de a mechani smfor servers to
supply nonces to clients for replay protection, simlar to Section 9
of RFC 9449. \Wen nonce support is provided, the protoco
speci ficati on MIST defi ne:
1. How nonces are communi cated from server to client
2. The lifetinme and scope of nonces
3. How clients incorporate nonces into DPoP proofs
.3. Security Requirenents

Application protocol specifications MJST include:

1. *Replay Attack Prevention*: How the binding fields prevent replay



of proofs across different protocol operations

2. *Cross-Protocol Security*: Measures to prevent proofs from being
valid across different application protocols

3. *Protocol -Specific Threat Mdel *: Analysis of security threats
specific to the application protocol context

3.4. Exanple Binding |Inplenentation

For illustration, an application protocol mght define binding fields
such as:

* operation: The specific protocol operation being authorized

* resource_identifier: A unique identifier for the resource being
accessed

* timestanp_context: Protocol-specific tenporal context information
The conbi nation of these fields would ensure that a DPoP proof is
valid only for the specific operation, resource, and tenporal context
for which it was generated

4. Application-Agnostic DPoP Proof Structure

This framework supports DPoP proofs in two fornmats:

1. *JWI-based DPoP Proofs*: Using JSON Web Token structure as
defined in [ RFC7519], consistent with RFC 9449

2. *CWI-based DPoP Proofs*: Using CBOR Wb Token structure as
defined in [ RFC8392], enabling conpact binary encoding suitable
for constrained environments and interoperability with Conmon
Access Token (CAT) [ CTA-5007- B]

Both formats share the same core structure as a standard DPoP proof

as defined in RFC 9449, with the key difference being that the HITP-

specific claims (htmfor HTTP nethod and htu for HTTP URI) are
replaced with the Authorization Context (actx) object to provide
appl i cation protocol -specific binding infornmation.

4.1. Choosi ng Between JW and CWM Formats

I mpl enent ati ons shoul d choose between JWI and CAT fornmats based on
their depl oynent requirenents:

*Use JWI-based DPoP proofs when:*

* |Integrating with existing QAuth 2.0 infrastructure that uses JW
* Interoperating with systens that expect JSON based tokens

*  Human readability of tokens is beneficial for debugging

* The depl oynent does not have strict size constraints

*Use CWI-based DPoP proofs when:*

* Integrating with Common Access Token (CAT) [CTA-5007-B] systens

* (Qperating in bandw dth-constrai ned environnents where conpact
encodi ng matters

* The protocol already uses CBOR encoding for other data structures



* Interoperating with 10T or constrained device depl oynents
Servers MAY support both formats sinmultaneously. Wen doing so, they
MJST validate the format indicator in the proof header (dpop-
proof +j wt or dpop-proof +cwt) and process the proof according to the
i ndi cated format.

4.2. Authorization Context hject
The core extension introduced by this framework is the Authorization
Cont ext (actx) object, which replaces protocol-specific fields in the
DPoP proof JWI payl oad.
A generic DPoP proof JWI MJST contain an Authorization Context object
(actx) that specifies the protocol or context for which the proof is
bei ng gener at ed.

4.2.1. Authorization Context Object Structure
The Aut hori zation Context (actx) object MJST contain:

* type (string): Aregistered identifier specifying the protocol or
context type

* Additional fields as defined by the specific context type
speci fication

{
"actx": {
"type": "protocol-identifier"
}
4.3. JWI-based DPoP Proof Structure

This section defines the JW-based DPoP proof format for use with
JSON- based systens and standard OAut h depl oynents.

4.3.1. JW Header Requirenents

The JWI header for a generic DPoP proof MJUST contain the sane
el ements as specified in [ RFC9449]:

* typ: MJIST be "dpop-proof +jwt"
* alg: An asymmetric signature algorithmidentifier
* jwk: The public key used for verification
4.3.2. JWI Payl oad Requirenents
The JWI payl oad for a generic DPoP proof MJST contain:
* jti: Aunique identifier for the JW
* jat: lssued-at tinme
* actx: Authorization Context object (if not using HTTP bi ndi ng)
Addi tional cl ai ns:
* ath: Access token hash. REQUI RED when the DPoP proof is sent
together with an access token to a resource server. Contains the

base64url| - encoded SHA- 256 hash of the access token

* nonce: Server-provided nonce for replay protection. OPTI ONAL
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i ncluded when the server has provided a nonce val ue.

CWI- based DPoP Proof Structure

This section defines the CW-based DPoP proof format for use with
CBOR- based systens, constrained environnments, and systems using
Conmon Access Token (CAT) [ CTA-5007-B].

1. CW Protected Header Requirenents

The CWI protected header for a generic DPoP proof MJST contain the
foll owi ng paranmeters defined in [ RFC9052]:

* alg (label 1): A COSE algorithmidentifier for an asymmetric
signature algorithm(e.g., -7 for ES256, -35 for ES384, -36 for
ES512)

* typ (label 16): MJST be "dpop-proof +cwt"

* COSE _Key (label 4): The public key used for verification, encoded
as a COSE_Key structure per [RFC9052]

2. OW dains Requirenents
The CWI cl ains set for a generic DPoP proof MJST contain:

* cti (label 7): A unique identifier for the CWM, encoded as a byte
string

* jat (label 6): Issued-at time as a NunericDate

* actx (label TBD): Authorization Context object

Addi tional clains:

* ath (label TBD): Access token hash. REQUI RED when the DPoP pr oof
is sent together with an access token to a resource server.
Encoded as a byte string containing the SHA-256 hash of the access
t oken.

* nonce (label TBD): Server-provided nonce for replay protection.
OPTI ONAL, included when the server has provided a nonce val ue.
Encoded as a text string.

.3.  COWI Authorization Context Structure

The Aut horization Context in CM format uses CBOR encoding with
i nt eger keys for conpact representation:

actx = {
type: tstr, ; Protocol type identifier (key 0)
* int => any ; Protocol -specific fields

}

For MOQT contexts, the CWM Authorization Context uses:

mogt -actx = {

0: "noqt", ; type
1. tstr, ; action
2: tstr, ; tns (track nanespace)
? 3 tstr, ; tn (track nane)
? 4: any ; paraneters
}
4. CDDL Definition for CAT DPoP Proof



The conplete CDDL definition for a CAM-based DPoP proof is:
dpop- proof -cwt = COSE_Si gnl

dpop- pr ot ect ed- header = {

1 =>int, ; alg
16 => "dpop- proof +cwt ", ;o typ
4 => COSE_Key ; COSE_Key

}

; Clainms for DPoP proof at token endpoint (no access token yet)
dpop-cwt - cl ai ms-t oken-request = {

7 => bstr, ; cti (unique identifier)

6 => nuneri cdate, ; iat (issued at)

act x-1 abel => actx, ; actx (authorization context)
? nonce-label => tstr, ; nonce (optional)

}

; Clainms for DPoP proof at resource server (with access token)
dpop-cwt - cl ai ns-resource-access = {
7 => bstr, ; cti (unique identifier)
6 => nuneri cdat e, ; iat (issued at)
act x-| abel => actx, ; actx (authorization context)
at h-l abel => bstr, ; ath (REQUI RED, SHA- 256 hash of access token)
? nonce-label => tstr, ; nonce (optional)

}

act x-1abel = TBD ; To be assigned by | ANA
nonce-| abel = TBD ; To be assigned by | ANA
at h-1 abel = TBD ; To be assigned by | ANA
nunericdate = int / float

4.4.5. Token Binding with COAM Access Tokens

When usi ng CWI- based access tokens (such as Common Access Token), the
DPoP binding is established using the confirmation claim(cnf, |abe
8) as defined in [ RFC8747]. The cnf claimcontains the key
confirmation:

*  For JWI DPoP proofs: Use the jkt confirmation method contai ni ng
the JWK SHA- 256 Thunbprint as defined in [ RFC7638]

* For CWI DPoP proofs: Use the ckt confirmation nmethod containing
the COSE Key Thunbprint as defined in [ RFC9679]

Exanpl e CAT access token wi th DPoP bi ndi ng:
{

/[ iss [ 1. "auth.exanple.cont,
[/ aud / 3: "resource. exanpl e.cont,
/[ exp / 4. 1705209856,
[/ iat / 6: 1705123456,
[ cnf [ 8: {
[ jkt [ 323: h'fUHyQ2r 2Z3DZ53EsNr Bb X WKMA Vb CqpWb G- 09 C7Y

5. Protocol Type Registry

This framework establishes a registry for protocol type identifiers
used in the actx.type field. Each registered type MJST specify:

1. The additional required and optional fields for the Authorization
Cont ext



2. The semantic neaning and validation rules for those fields
3. Security considerations specific to the protocol context
4. Exanpl es of usage

5.1. MOQT Context Type

This section defines the normative authorization context for Media
Over QUIC Transport (MOQT) as specified in this framework.

Type ldentifier: "noqt
5.1.1. Required Fields
The MOQT aut hori zati on context MJST contain the follow ng fields:

action:

A string specifying the MOQ operation (Section 9 of [MOQTransport]
bei ng aut hori zed.

tns:

Track Nanmespace tuple serialized using the canonical encoding fornmat
defined in Section 5.1.

5.1.2. Optional Fields
The MOQT aut hori zati on context MAY contain the follow ng fields:
tn:

Track Nanme serialized using the canonical encoding format defined in
Section 5.1.

par amet er s
An obj ect containing additional MOQT-specific paraneters relevant to
the operation. The structure and contents of this field are context-
dependent .

5.1.3. String Encoding for Binary Data

As defined in Section 2.4.1 of [MOXQTransport], Track Nanespace is an
ordered N-tuple of bytes and Track Nane is a sequence of bytes.

The tns and tn fields in the Authorization Context MJST use the
canoni cal serialization fornat defined in Section 1.5.1 of

[ MOQTr ansport]:

* The tns field contains nanmespace tuple el enents, each serialized
per Section 1.5.1, joined by hyphens (-)

* The tn field (when present) contains the track name serialized per
Section 1.5.1

5.1.3.1. Exanples

* Namespace ("exanple.net", "teanR", "project_x") with track name
"report": "tns": "exanple.2enet-tean-project_x", "tn": "report”

* Nanespace ("conference", "roonl") with track nane "audi 0. opus"
"tns": "conference-roonl", "tn": "audi 0. 2eopus”

* Namespace with binary bytes [OxFF, 0x01] and [0x02]: "tns"



".ff.01-.02"
5.1.4. Validation Requirenents
Servers processing MOQ aut hori zati on contexts MJIST:
1. Verify that the action field contains a recogni zed MOQT operation

2. Validate that the tns field represents a properly formatted track
nanespace tupl e encoding as specified above

3. If present, validate that the tn field contains properly encoded
track nane bytes

4. Ensure the requested action is permtted for the specified track
nanespace tupl e

5. If present, ensure the requested action is permitted for the
specified track name

6. |If present, validate any paraneters according to usage context
6. Application-Agnostic DPoP Proof Exanples
Thi s section provides conpl ete exanpl es of application-agnostic DPoP
proofs in both JW and CW formats, illustrating the use of the
Aut hori zation Context object in place of HTTP-specific clains.
6.1. JWI Format Exanpl es
6.1.1. Exanple: MOQI Context DPoP Proof (JW)

The foll owi ng exanpl e shows a conpl ete DPoP proof JW for a MOQT

cont ext:
JWI' Header:
{
"typ": "dpop-proof+w",
"al g": "ES256",
"wk"r |
"kty": "EC',
"x": "I 8t Frhx-34t V3hRI CRDY9z CkDl pBhF42UQUf WAWBFs" ,
"y": "OVE4] f_Ok_064zbTTl cuNJaj Hrt 6v9TDVr UOCdv GRDA" ,
"crv': "P-256"
}
}
JWI' Payl oad:
{
"jti": "unique-request-id-789",
"iat": 1705123456,
"actx": {
"type": "nmoqt"
"action": "SUBSCRI BE",
"tns": "exanple.2ecom app-scope-vi deo",
"tn": "caneral"
},
"ath": "fUHyQ2r 2Z3DZ53EsNr \Bb 1x WKMA Vb CqpWbG- 09 C7 Y™
}

6.1.2. Conparing with HTTP DPoP

For conparison, an equival ent HTTP DPoP proof would contain htm and
htu clains i nstead of the actx object:



"jti": "unique-request-id-789",
"iat": 1705123456,
"htnm': "POST",

"htu": "https://medi a. exanpl e. com subscri be",
"ath": "fUHyO2r 2Z3DZ53EsNr VBb 1x WKMAVb CqpWb G- 09 C7 Y
}

The key difference is that the application-agnostic framework uses
the actx object to provide protocol -specific authorization context,
whil e HTTP DPoP uses htmand htu for HTTP nethod and URI.

6.2. CW Format Exanpl es
6.2.1. Exanple: MOQT Context DPoP Proof (CW)

The foll owi ng exanpl e shows a conpl ete DPoP proof CA for a MOQT
context using CBOR diagnostic notation. This is the proof that the
client creates and sends to denonstrate possession of the private key
corresponding to the public key bound to the access token

CWI Prot ect ed Header:

/ alg: ES256 / 1: -7,
/[ typ / 16: "dpop-proof+cw",
/| COSE Key / 4: {
/[ kty: EC2 [ 1. 2,
/[ crv: P-256 / -1. 1,
[ x| -2: h"97cb45aelc7f 37855d788810883698f 730a40e5a4194
0e24502bbf 915a56606b’
[y | -3: hf55138a5ff 13cadf 7e06b4d2cbcd0c1697f 3de37c6d4
a6eb5735ebd5f c01483f’
}

}
CWI d ains Set:

{
/ cti [/ 7: h’756e697175652d72657175657374" ,

/[ iat [/ 6: 1705123456,
[ actx [/ TBD: {
/[ type / 0: "noqt"
/ action / 1: "SUBSCRI BE",
/[ tns [ 2: "exanpl e.2ecom app-scope-vi deo",
[/ tn [/ 3: "caneral"

} i)
/| ath / TBD: h'7d41f 23b6af 667701de7712c36b5816f 5¢5619
cc555cca63ab099f a8f 46a8cab

}
6.2.2. Exanple: CWM DPoP Proof with Conmon Access Token

Thi s exanpl e shows the structure of the access token issued by the
aut hori zation server, not the DPoP proof itself. Wen using CAM DPoP
proofs with Commobn Access Token (CAT) [ CTA-5007-B], the access token
isa CM with a cnf claimbinding to the DPoP proof key.

Access Token (CW):

{

[ iss [ 1. "auth.exanple.cont,

/ aud / 3: "resource. exanpl e.cont,
/ exp / 4: 1705209856,

/ iat / 6: 1705123456,
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[ cti | 7:

/ cnf [ 8:

/ jkt [ 323: h'7d41f 23b6af 667701de7712c36b5816f 5¢c5619
cc555cca63ab099f a8f 46a8cab’

h' 746f 6b656e2d6964 ,

},
[/ catdpop / 321: {
/ window / 0: 300,
[ jti /101
}
}

The catdpop clai m (I abel
defined in [ CTA-5007-B]:

321) provides DPoP-specific settings as

* window (key 0): Acceptable tine wi ndow for DPoP proofs in seconds

* jti (key 1): JTI
repl ay detection)

processi ng semantics (0=ignore, 1=may honor for

The correspondi ng DPoP proof binds to this access token through the
ath clai mcontai ning the SHA-256 hash of the access token.
Conparing JW and CWM Formats

The foll owi ng table summarizes the mappi ng between JW and CAM DPoP
proof el enents:

| JWI El ement | CW El ement | Description |
| Header.typ | Protected.typ (16) | "dpop-proof+jwt" or |
| | | “dpop- proof +cwt " |
oo o e e e e o s Fom e e e e e oo s +
| Header.alg | Protected.alg (1) | Signature algorithm|
oo Fom e e e e e oo o S +
| Header.jwk | Protected. COSE_Key | Public key for |
| | (4) | verification |
S o e e e e oo o e e e e m oo oo +
| Payload.jti | dains.cti (7) | Unique identifier |
o o e e oo o e e e e oo s +
| Payl oad. i at | dains.iat (6) | I'ssued-at timestanp |
o m e e e oo - Fom e e e e oo o Tt +
| Payload.actx | Cains.actx (TBD) | Authorization |
| | | context |
oo o e e e e o s Fom e e e e e oo s +
| Payl oad. nonce | d ains.nonce (TBD) | Server-provided |
| | | nonce |
o m e e e oo - Fom e e e e oo o Tt +
| Payl oad. ath | dainms.ath (TBD) | Access token hash |
S o e e e e oo o e e e e m oo oo +
Table 1

Rel ati onship to RFC 9449

Thi s framework extends and generalizes the concepts defined in RFC
9449 [ RFC9449] while mmintaining full backward conpatibility with
HTTP- based DPoP i npl enent ati ons.

Extensions to Section 7 (Protected Resource Access)

RFC 9449 Section 7 defines protected resource access specifically for
HTTP contexts. This framework extends those concepts to support non-
HTTP protocols while preserving the core security nodel.

1. Key Differences from RFC 9449 Section 7
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1. *Authorization Context vs HITP Paraneters*: |Instead of requiring
htm (HTTP net hod) and htu (HTTP URI) clains, this framework uses
the Authorization Context (actx) object to specify protocol -
speci fic request context.

2. *Protocol - Agnostic Token Bi nding*: Wile RFC 9449 Section 7.1
defines the DPoP authentication scheme for HTTP Authorization
headers, this framework enabl es token binding for protocols that
may not use HTTP-styl e headers

3. *Flexible Proof Validation*: The validation rules in RFC 9449
Section 4.3 are adapted to work with the actx object rather than
HTTP-specific clains, allow ng servers to validate proofs
according to their protocol requirenents.

1.2. Conpatibility with RFC 9449
This framework i s designed to coexist with RFC 9449 inpl enent ati ons:

* HTTP-based DPoP proofs continue to work unchanged using htm and
htu cl ai ns

* Ceneric DPoP proofs use the actx object for non-HITP contexts

* The sane key pairs and token bindi ng nechani sns apply to both
appr oaches

* Authorization servers MAY support both HTTP and generi c DPoP proof
formats simultaneously

1.3. Mgration Path

Exi sting RFC 9449 inpl enentati ons can adopt this franework
increnmental | y:

1. *HITP-Only Phase*: Continue using standard RFC 9449 DPoP for HTTP
resources

2. *Hybrid Phase*: Support both HTTP DPoP (with htm htu) and generic
DPoP (with actx)

3. *Ceneric Phase*: Mgrate to using Authorization Context objects
for all protocols, including HTTP

The typ header val ue dpop-proof +jwt (instead of dpop+jwt) signals
support for the generic framework while nmaintaining the sanme
cryptographic properties and security nodel

Security Considerations

This framework inherits all security considerations from[RFC9449].
Addi tional considerations specific to the generic franmework include:

1. Context Type Validation

Servers MJST validate that the actx.type field corresponds to a
regi stered and supported context type. Unknown or unsupported
context types MUST be rejected.

2. Protocol-Specific Security Requirenents

Each registered context type MJST specify its own security
requirenents and threat nodel. The generic framework does not inpose
additional security properties beyond those provided by the
under|yi ng JWI' signature.
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1.

Cross- Cont ext Token Bi ndi ng

DPoP t okens bound using this framework SHOULD be validated only
within their intended context type. Servers MJST NOT accept a DPoP
proof with one context type as valid for a different context type.

Application Separation Requirenents

Clients MJUST use different DPoP proofs for different applications.
Thi s separation ensures that a DPoP proof generated for one
appl i cation protocol cannot be reused or replayed in the context of
anot her application protocol. |Inplenmentations SHOULD enforce this
by:

1. *Distinct Key Pairs*: Using separate key pairs for different
application protocols where feasible

2. *Context-Specific Binding*: Ensuring that Authorization Context
(actx) objects contain fields that uniquely identify the
appl i cation protoco

3. *Proof Validation*: Rejecting proofs that contain context
i nformati on from other application protocols

Thi s requirenent prevents cross-application attacks where an attacker
m ght attenpt to use a valid DPoP proof from one application context
in a different application context.

CWI- Speci fic Security Considerations

When usi ng CWI- based DPoP proofs, the follow ng additiona
consi derations apply:

1. *Algorithm Selection*: CWM DPoP proofs MJST use COSE al gorithns
registered for use with COSE_Signl as defined in [ RFC9053]. The
same algorithmrestrictions from|[RFCI449] apply: symetric
al gorithms MUST NOT be used.

2. *Key Confirmation Methods*: Wen binding CW' access tokens to
DPoP proofs, inplenmentations SHOULD prefer the jkt confirmation
met hod for interoperability with JW-based DPoP proofs, or ckt
(COSE Key Thumbprint) when both token and proof are CW-based.

3. *Binary Encoding*: Wile CA provides conpact encodi ng,

i npl ement ati ons MJUST ensure that the encoded proof does not
exceed transport-specific size linits.

4. *Cross-Format Attacks*: Servers that accept both JW and CAM DPoP
proofs MUST validate the format indicator (dpop-proof+ w vs
dpop- proof +cwt) and reject proofs where the fornmat indicator does
not match the actual encoding.

I ANA Consi derati ons

DPoP Aut hori zation Context Types Registry

Thi s docunent establishes the "DPoP Authorization Context Types"
registry within the "JSON Web Token (JWI)" registry group

Regi stry Name: DPoP Aut horization Context Types
Regi stration Policy: Specification Required

Expert Revi ew Qui del i nes:
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Speci fications submtted for registrati on MJST incl ude:

1. A conplete specification of required and optional fields
2. Semantic definitions and validation rules for all fields
3. Security considerations specific to the context type

4. At | east one conplete exanple of usage

5. Considerations for interoperability with existing DPoP
i mpl ement ati ons

Ref erence Format: The reference MJUST be to a published RFC or an
Internet-Draft that has been adopted by a working group

1. Registration Tenplate

To regi ster a new DPoP Aut horization Context Type, the follow ng
tenpl ate MJUST be conpl eted

Type ldentifier: The string identifier used in the actx.type field

Description: A brief description of the context type and its
i ntended use

Required Fields: List of nandatory fields in the authorization
cont ext obj ect

Optional Fields: List of optional fields in the authorization
cont ext obj ect

Validation Rules: Specific validation requirenents for the context
type

Security Considerations: Context-specific security requirenents and
t hreat nodel

2. Initial Registry Contents

[ ety S ———————————— L —— Ll p—p—————————— et o
| Type | Description | Required | Optional | Reference

| | | Fields | Fields | |
[ ety s fums s puupuy o po g *je g pu g g pey b pj—pj——_——
| noqt | Media Over | action, | tn, | |
| | QUIC Transport | tns | parameters | |
| | authorization | | | |
| | context | | | |
. R i R S R +
| RFOXOXX | | | | |
S I S I S S I +

Table 2

JWI C ains Registration

Thi s docunent registers the following JWF claimin the "JSON Wb
Token C ai ns" registry:

Cl ai m Nare: act x
Cl ai m Description: Authorization Context Object
Clai m Val ue Type: Object

Change Controller: |ETF



Speci fication Docunment: This docunent, Section 4.3
9.3. CWI Cainms Registration

Thi s docunent registers the following clainms in the "CBOR Wb Token
(CWIN) dains" registry defined in [ RFC8392]:

9.3.1. actx Caim
Cl ai m Name: actx
Cl ai m Description: Authorization Context Object for DPoP proofs
JWI' Cd ai m Nane: act x
Claim Key: TBD (requested: 400)
Cl ai m Val ue Type: map
Change Controller: |ETF
Speci fication Docunent: This docunent, Section 4.4
9.3.2. nonce d ai m (DPoP)
Cl ai m Nane: dpop_nonce
Cl ai m Description: Server-provided nonce for DPoP replay protection
JWI Cl ai m Nane: nonce
ClaimKey: TBD (requested: 401)
ClaimValue Type: text string
Change Controller: |ETF
Speci fication Docunment: This docunent, Section 4.4
9.3.3. ath Cdaim
Cl ai m Name: ath
Cl ai m Description: Access Token Hash for DPoP proof binding
JWI C ai m Nane: ath
Claim Key: TBD (requested: 402)
ClaimVal ue Type: byte string
Change Controller: |ETF
Speci fication Docunment: This docunent, Section 4.4
9.4. Media Types Registration
9.4.1. application/dpop-proof+jw

Thi s docunent registers the "application/dpop-proof+w" media type
for generic DPoP proof JWIs in the "Media Types" registry.

Type Name: application

Subt ype Nane: dpop- proof +j wt



Requi red Paraneters: none

Opti onal Paranmeters: none

Encodi ng Consi derations: Binary; base64url encoding of JWI
Security Considerations: See Section 8 of this docunent

Interoperability Considerations: Milti-Protocol DPoP proofs extend
HTTP- speci fi ¢ DPoP whil e mai ntaini ng backward conpatibility

Publ i shed Specification: This docunent

Applications that use this nmedia type: Applications inplenenting
generi c DPoP authorization

Fragment ldentifier Considerations: none
Addi tional |Information: none

Person and emai|l address to contact: Media Over QU C Wrking G oup
mg@etf.org (mailto:mg@etf. org)

I nt ended Usage: COVMON
Restrictions on Usage: nhone
Aut hor: Media Over QUI C Wrking G oup
Change Controller: |ETF
9.4.2. application/dpop-proof+cw

Thi s docunent registers the "application/dpop-proof+cwt"” media type
for generic DPoP proof CWMs in the "Media Types" registry.

Type Name: application

Subt ype Nane: dpop- proof +cwt
Requi red Paraneters: none
Opti onal Paranmeters: none

Encodi ng Consi derations: Binary; CBOR encoding as defined in
[ RFC8949]

Security Considerations: See Section 8 of this docunent

I nteroperability Considerations: CW-based DPoP proofs provide
conpact binary encoding suitable for constrai ned environnents and
interoperability with Cormon Access Token (CAT) systens

Publ i shed Specification: This docunent

Applications that use this nmedia type: Applications inplenenting
generic DPoP authorization with CBOR CAT- based t okens

Fragment ldentifier Considerations: none
Addi tional Information: none

Person and emai|l address to contact: Media Over QU C Wrking G oup
mg@etf.org (mailto:mg@etf. org)
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I nt ended Usage: COVMON
Restrictions on Usage: nhone
Aut hor: Media Over QUI C Wrking G oup
Change Controller: |ETF
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