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1. Introduction

The Authenticated Transfer (AT) Protocol [AT-ARCH] provides a
framework for decentralized social web applications using self-
certifying data repositories. The protocol enables users to naintain
control over their data while participating in a federated network of
Personal Data Servers (PDS), relays, and application views

(AppVi ews) .

Currently, AT Protocol relies on two primary transport nechani sns for
data synchroni zati on:

* *HTTP*: Used for batch repository exports via CAR (Content
Addr essabl e Archive) files

*  *WebSocket*: Used for real-tine event streans (firehose) with
CBOR- encoded nessages

Wil e functional, these transport nmechanisns face significant

chal  enges at scale, particularly for the firehose event streamt hat
must distribute updates across a network with mllions of users
generating billions of records.

Thi s docunent defines how Media over QU C Transport (MOQT)

[ MoQ TRANSPCORT] can serve as an enhanced transport for AT Protocol.
MOQT enables | ow | atency delivery while relay caching supports
multiple latency spectruns fromreal-time to eventual consistency.
The protocol’s native publish/subscribe nodel, relay infrastructure,
and priority-based delivery address current scalability and
resilience chall enges.

1.1. Current AT Protocol Architecture
AT Protocol Network Architecture:

\ AppVi ew \
| (1 ndexer) |

F———————— .
\ Rel ay \
| (Aggregator) |
________ A________J
\
—————— b
________ N | |
r——— Lt . r——— Lt . r——
I B .
| PDS A | | PDS B | | PDS C |
| (Hosts) \ | (Hosts) \ | (Hosts) \
| - User 1 | | - User 2 | | - User 3 |
| - User 2 \ | - User 5 \ | - User 6 \
_____________ _ . L
___________ _

The current architecture conprises:



Personal Data Server (PDS): Hosts user accounts and their data
repositories. Each PDS provides a firehose endpoint for real-tine
updat es and HTTP endpoints for repository exports.

Rel ay: Aggregates firehose streanms frommultiple PDS instances into
a unified event stream Full-network relays attenpt to include
all PDS instances in the network.

AppVi ew. Application-specific indexing services that consune the
firehose to build aggregated views (e.g., feeds, search,
anal ytics).

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all

capital s, as shown here

2. Challenges with Current Transport

The current WebSocket-based transport for AT Protocol faces severa

chal  enges that inpact scalability, reliability, and operationa

efficiency.
2.1. Scalability Limtations
2.1.1. Connection Overhead

Each subscriber to a PDS or relay firehose requires a dedi cated
WebSocket connection. At network scale, this creates:

* Connection state overhead on servers hosting popul ar content
* TCP head-of-line blocking affecting all events on a connection
* Limted ability to prioritize critical events during congestion
2.1.2. Message Size Constraints
The current protocol specifies a hard maxi mum of 5 MBytes per
WebSocket franme. \VWhile this accommopdates nost operations, it creates
chal | enges for:
* Large repository conmits (linmted to 2MB bl ocks, 200 operations)
* Efficient batching of small updates
* Variabl e-size content distribution
2.1.3. Single-Stream Bottl eneck

Current Firehose: Single Streamfor Al Event Types

WebSocket Connecti on

v
e
_______________________ .
| #commit | #commit | #identity | #commit | #account | #commit \
\L (bi g) | (small) | (urgent) | (ned) | (urgent) | (big) |
|
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Head- of -1 i ne bl ocki ng:
Urgent #identity event nust wait
for large #comit to conplete

Al'l event types flow through a single WbSocket stream w t hout
differentiation, neaning:

* High-priority identity changes wait behind |arge conmit events
* Account status updates cannot preenpt in-progress transfers

* No nechani smfor subscribers to filter by event type at transport
| ayer

2. Reliability Challenges
2.1. Cursor-Based Replay Linitations

The current firehose relies on nonotonic cursor values for replay
after disconnection. This approach requires consuners to track
cursor state externally, since the protocol provides no nechani smfor
server-side cursor persistence. Gap detection depends entirely on
commit chain validation, which is conmputationally expensive and
requires maintaining |local state. When gaps are detected, recovery
requires fetching the conplete repository, creating a thundering herd
ri sk when many consuners reconnect sinmultaneously after an outage.

2.2. No Native Late-Join Support

When a new consuner connects to a firehose, it nmust either start from
the current position and miss all prior events, or replay froma
cursor to catch up. There is no concept of "recent state" that would
al | ow qui ck synchroni zation to a neani ngful starting point.

Consuners cannot receive cached recent events without initiating a
full replay sequence, which increases |atency for new subscribers and
pl aces additional |oad on the server.

2.3. Connection Fragility

WebSocket connections over TCP are susceptible to network path
changes that cause connection drops. The protocol provides no
mechani sm for connection mgration when a client’s | P address
changes, such as when novi ng between networks on a nobile device.
Any network transition requires establishing a conpletely new
connection and resum ng fromthe | ast known cursor position

3. Operational Challenges
3.1. Relay Infrastructure Conplexity

Current relays face significant operational burden in naintaining the
firehose infrastructure. Each relay nust establish and maintain
persi stent WebSocket connections to all upstream PDS instances it
aggregates, scaling linearly with the nunber of sources. When
connections fail, relays nust handl e reconnection |ogic and cursor
tracki ng i ndependently for each upstream source. Custom caching and
replay |ogic nmust be inplemented at the application |ayer, as the
transport provides no native support for these operations.
Additionally, relays nust build proprietary distribution nechanisns
to serve their own downstream subscribers, duplicating effort across
the ecosystem

3.2. Limted Quality of Service

The current transport provides no native nechanismfor quality of
service differentiation. Al event types receive equal treatnent



regardl ess of their operational inportance, so critical account
status changes conpete with routine content updates for bandw dth.
Rate |imting based on consuner capacity nust be inplenented entirely
at the application layer, with no transport-1level flow control
Graceful degradation during overload conditions is difficult to

achi eve, often resulting in connection failures rather than
controll ed service reduction.

3. MOQT Transport Benefits

MOQT addresses the chall enges identified above through its native
architecture designed for |arge-scale nedia distribution.

3.1. Native Publish/Subscribe Mde

MOQT" s publ i sh/ subscri be nodel aligns naturally with AT Protocol’s
firehose semantics. Subscribers select specific event tracks of
interest while publishers announce avail abl e tracks via
PUBLI SH NAMESPACE. Since relays handl e distribution, no dedicated
connection is required per subscriber, and track-1evel subscription
granul arity reduces unnecessary traffic.

PUBLI SH_NAMESPACE enabl es dynani c di scovery of avail able content.
When a PDS cones online, it announces its namespaces to connected

rel ays, advertising firehose tracks, repository sync tracks, and bl ob
stores. Relays |earn about new PDS i nstances automatically without
static configuration, enabling the network to scale organically as
new servers join.

SUBSCRI BE_NAMESPACE al | ows subscribers to discover avail able tracks
usi ng prefix-based queries. A full-network relay can subscribe to
at/firehose/ to discover all PDS instances publishing firehose

events, then selectively subscribe to each. An AppView can query a
rel ay’ s nanespace to enunerate avail able event types before
subscribing to specific tracks of interest. This discovery mechani sm
elimnates the need for out-of-band coordinati on when addi ng new
publi shers or subscribers to the network.

A PDS advertises its avail abl e nanespaces via PUBLI SH NAMESPACE

| Namespace | Description |
[} gl ——_——————————— st o
| at/firehose/ pds. exanple.com| Firehose events fromthis PDS

O O +
| at/repo/ pds. exanpl e. com | Repository sync tracks |
T e T Ty +
| at/bl obs/pds. exanpl e. com | Bl ob storage |
o e e e e e e e e m o o e e e e e e e e e e aa o - +

Table 1

A relay discovering PDS instances issues SUBSCRI BE_NAMESPACE with at/
firehose/ and recei ves a NAMESPACE response listing all matching
hosts (potentially thousands of PDS instances).

3.2. Priority-Based Delivery

MOQT' s 0-255 priority scale enables differentiated event delivery,
ensuring that critical account takedowns (priority 0-15) and urgent
identity changes such as key rotations (priority 16-31) are delivered
ahead of routine commt events (priority 96-191). This prevents

| arge content transfers from bl ocking tinme-sensitive operations.

| AT Event Type | MOQT Priority Rati onal e |



3. 3.

[ e ——————————— L pp—p—p—_—————————_ Ll p—p—r" o
| #account (takedown) | 0-15 | Critical - affects |
| | | content availability |
o e e e e oo s o e e e e e oo +
| #identity | 16-31 | Urgent - key rotation,

| | | handl e changes |
o e e e e e oo - T o e e e e e e e e oo o - +
| #account (status) | 32-63 | I'nmportant - account |
| | state changes |
o e e e e oo s o e e e e e oo +
| #sync | 64-95 | Mbderate - state reset

| | | events |
o e e e e e oo - T o e e e e e e e e oo o - +
| #commit (small) | 96-127 | Normal - typical |
| | record operations |
o e e e e oo s o e e e e e oo +
| #conmit (Iarge) | 128-191 | Background - bul k |
| | content updates |
o e e e e e oo - T o e e e e e e e e oo o - +
| Repository export | 192-255 | Bulk - full sync |
| | operations |
o e e e e oo s o e e e e e oo +

Table 2

Rel ay Infrastructure

MOQT rel ays provide purpose-built infrastructure for AT Protoco
distribution. H erarchical relay topol ogies reduce origin |oad by
di stributing cached content fromregi onal nodes, while geographic
pl acement optim zes |atency for subscribers. Because the relay
protocol is standardized, operators need not inplenent custom
distribution |ogic.

MOQT Rel ay Network for AT Protocol

r——— n
|  dobal Relay \
| (Federation) | ——— Cross-region aggregation
. - - - - 77T - 3
| T
I SRS e 7
I — V—em— N I — V—em— N I — v
—————— a
| Regi onal \ | Regi onal \ | Regi onal \
| Relay A \ | Relay B \ | Relay C \
L —— J L ——— J L -
777777 2
| | |
I L—— a I Lt—— a I L
| | | | | |
PDS 1 PDS 2 PDS 3 PDS 4 PDS 5 PDS 6
1 T T 1
Users Users Users Users Users Users

3. 4.

Group-Based Organi zati on and Cachi ng

MOQT groups enabl e efficient caching and | ate-join support. Late-
joining subscribers receive the nost recent group i mediately rather
than repl aying fromthe begi nning, and relay caches at each tier
reduce upstream |l oad. G oup boundaries serve as natural replay
points, with cursor semantics mapping directly to Group ID and hject
I D.



Group Hierarchy: [Q): events 0-99] [GL: events 100-199] ... [GN live]
d d d
Rel ay Cache: cached cached cachi ng
3.4.1. Late-Join via SUBSCRI BE

MOQT" s SUBSCRI BE nessage includes filter parameters that control the
starting position for delivery. As defined in [ MoQ TRANSPORT], these
filters include LatestGoup (start fromthe newest avail abl e group),
Latest Ohject (start fromthe nost recent object), AbsoluteStart
(begin at a specific group/object position), and Absol ut eRange
(request a bounded range). These filters allow subscribers to join
at any point and then continue receiving live and future content.

SUBSCRI BE del i vers content fromthe specified starting position
forward, keeping subscribers at the live edge as new content arrives.
For historical content retrieval, subscribers use FETCH operations

i nstead (see Section 3.4.2).

This capability supports several AT Protocol scenarios. A new
subscriber joining a track uses LatestGoup to begin with current
activity.

3.4.2. FETCH for On-Demand Retri eva

MOQT' s FETCH operati on conpl ements SUBSCRI BE by enabling sel ective
retrieval of specific objects. While SUBSCRI BE keeps clients at the
live edge, FETCH retrieves historical content regardl ess of how far
back it exists. FETCH specifies exact group and object ranges,
retrieving precisely the needed data w thout establishing a

conti nuous subscri ption.

When a subscriber detects a gap in received events, it can FETCH t he
m ssing objects directly rather than replaying an entire group. Wen
verifying a specific record, a client can FETCH just the MST path

bl ocks needed for cryptographic validation. For deep historica
queries, an analytics service can FETCH specific conmt ranges from
nmont hs pri or

Rel ay caching anplifies the benefit of FETCH operations. Popular
content such as viral images, high-profile account conmts, and
frequently accessed MST nodes remain in relay cache. Subsequent
FETCH requests for this content are served locally, reducing |atency
and elimnating load on origin servers. For a viral post with an
enbedded i mage, thousands of FETCH requests for the inage bl ob
resolve to a single origin fetch foll owed by cache hits at the relay
tier.

3.4.3. Caching Benefits Summary

The conbination of SUBSCRIBE | ate-join and FETCH with relay caching
provi des several benefits for AT Protocol deploynents:

* Fan-out efficiency: Oigin publishes once, relay serves many
subscri bers

* Late-join speed: New subscribers receive cached history
i medi ately

* (Gap recovery: Mssing events fetched fromrelay cache, not origin
* Popul ar content: Hi gh-demand bl obs and commits served from cache

* Reduced origin load: Relay tier absorbs read anplification



3.5. QUIC Transport Advantages
Leveragi ng QUI C [ RFC9000] provi des connection mgration so that
firehose subscriptions survive network changes such as | P address
transitions or WFi-to-cellular handoffs. Miltiplexed streans
el i mi nate head-of-1ine bl ocking between | ogical channels, while
mandat ory TLS 1.3 [ RFC8446] ensures built-in encryption. Per-stream
and connection-level flow control prevents subscriber overload, and

O0-RTT resunption enables fast reconnection after brief
di sconnecti ons.

4. MOQT Mappi ng
Thi s section defines how AT Protocol data maps to MOQT primtives.
4.1. Connection Establishnent

AT Protocol endpoints using MOQI establish connections follow ng the
standard MOQT setup procedure:

AT-over - MOQT Connecti on Establishnent:
PDS/ Rel ay Subscri ber

——— QU C Connection (ALPN. "pOQt") ——m—F———————————— I
———— QUIC Connection Established ———M——m——————————— ——— I

——— MOQT CLIENT_SETOP —————————————— — — — ——— — — — — —
(at-version: 1, supported-events: O0xO0F)
———— MOQT SERVER SETUP —— ———————————— — —— — —
(at-version: 1, relay-capabilities: 0x07)
———— PUBLISH NAMESPACE —— —————————————————— ——— ——— —
(at/{pds-host}/firehose)
——— SUBSCRI BE_NAMESPACE ——————————
(at/{pds-host}/firehose)

———— NAMESPACE (tracks available) ——————7——F7—————
(commits, identity, account, sync)

——— SUBSCRI BE (comits) ————————————————————————— — —

———— SUBSCRBE K —— ——————————— — ——— — — — — — — — — — — —

Fi rehose Event Stream

Setup paraneters for AT Protocol

[ sty el ety el
| Paraneter | ID | Type | Description |
| at-version | O0x41540001 | varint | AT Protocol version

o e e e e e oo - R Fomm oo T +

| at-supported-events | 0x41540002 | varint | Bitmask of supported
| | | | event types |

| at-relay-caps | 0x41540003 | varint | Relay capability |
I I I | flags I



Table 3

Event type bitmask val ues: 0x01 (#commit), 0x02 (#identity), 0x04
(#account), 0x08 (#sync).

4.2. Track Types

ATOM defines three track types for different use cases:
4.2.1. Firehose Tracks

Firehose tracks carry real-tinme event streans from PDS hosts.

Nanespace structure: at/firehose/{host}/{event-type} -- {did|lall}

[ el s s s s s sl ool ool
| Track | Namespace | Content | Priority
[} e —— e —————————————————————————— L —_——————— = pp—p—p—_—————
| Commits | at/firehose/{host}/conmits | Repository | 96-191
| | | updates | |
e R e R LT e +
| Identity | at/ | DD handle | 16-31 |
| | firehose/{host}/identity | changes | |
N o e e e e e e o - Fom e m oo - - N +
| Account | at/firehose/{host}/account | Hosting | 0-63 |
| | | status | |
e R e R LT e +
| Sync | at/firehose/{host}/sync | State | 64-95 |
| | | assertions | |
N o e e e e e e o - Fom e m oo - - N +
Tabl e 4
Groups organi ze events by sequence nunber (e.g., 1000 events per
group). Track nane is either a specific DID or "all" for aggregated

st reans.

4.2.2. Repository Sync Tracks
Repository sync tracks provide full block-Ievel repository data.
Nanespace: at/repo/{host}/{did}/sync

The MOQT hi erarchy maps to AT Protocol repository concepts:

| MOQT Level | AT Protocol Concept | Purpose |
[ s s femely e sl e e
| Track | Repository (DID) | Subscription unit |
Fom e e o - o o m e e e e i oo +
| G oup | Commit/ Revision | Tenporal progression |
S o m e e e e e e e oo o e e e e e e e e aao- +
| Subgroup | Collection + MST path | Structural organization |
Fom e m oo - - o e e e e oo oo o e e e e e oo +
| Object | Record/Bl ock | I'ndividual data itens |
Fom e e o - o o m e e e e i oo +
Table 5

Each group represents a conmt. Subgroup O contains the signed
commit and MST structure; subsequent subgroups contain collections
with MST proof paths for independent verification.



| Subgroup |
Rttt ]
(Y I
- +-
| 1+ I

ojects within a

Content s |
e p—p—_—_—(—————————————————————————
Conmit block + full MST (verification anchor) |
______________________________________________ +
Col | ection records + MST proof path |
.............................................. +

Table 6

group are ordered: signed commit (CbjectlD 0), MST

root, MST internedi ate nodes, then records. The at-block-cid

ext ensi on header

carries the CID for integrity verification.

MST Structure and MOQT Mappi ng:

Repository (DI D: did:plc:abcl23)

4.2

4. 3.

The MST proof pat

r—— Conmt (rev: 3kf7x2...) @ —W—mM—mW——————————— Goup N
|
F—— Signed comit Block @20 | —H—i——7—"———————— Subgroup 0, Object
|
L —— MST (Merkle Search Tree)
-—— Root Node (CID. bafyr...)———m™MmM—mMm——————— Subgroup 0, bject
F—— key: "app. bsky. feed. post/3k..."
L—— children: [L, R
-—— Left Node = = ——71—F-  ——F"—————— Subgroup 0, Object
L—— key: "app.bsky.actor.profile/self"
-—— Right Node |—W—WF177  —F——F"7"———"————— Subgroup 0, bject
L—— key: "app.bsky.graph.follow 3k..."
—— Coll ection: app.bsky.feed.post —7—"1—"—"1"7"-——"——"—— Subgroup 1
F—— Record 3k7abc... + MST proof ——mm—————————— bj ect 0
L —— Record 3k7def... + MST proof ———m—————————— oj ect 1
~—— Col |l ection: app.bsky.actor. profile ——m——m—————— Subgroup 2
-—— Record self + MST proof @ ——————————— Obj ect 0
——— Col |l ection: app.bsky.graph.follow———————————"-—— Subgroup 3
L —— Record 3k9xyz... + MST proof ——m—————————— oj ect 0

h included with each record contains the mninal set

of tree nodes required to verify that record s inclusion in the
commit. This enables independent verification of individual records

wi t hout downl oadi

ng the entire repository.

.3. Blob Store Track

Bl ob store tracks enabl e cross-repository deduplication of |arge

medi a.

Nanespace: at/ bl obs/{host}

The G oup IDis derived fromthe CID (first 8 bytes of multihash as

ui nt 64), Object |
identical blobs f
| ocati on.

Dis always 0. This determ nistic mapping ensures
romdifferent repositories resolve to the sane MOQT

oj ect Structure



AT Protocol events are encapsul ated in MOQI objects:

MOQT Obj ect Structure:

| Extension Headers: \
\ at-event-type (0x41544501): varint \
\ at-repo-di d (0x41544502): string \
\ at-repo-rev (0x41544503): string (TID) \
\ at - seq (0x41544504): varint (cursor equival ent) \
\ at - bl ock-cid (0x41544505): bytes (for repo sync bl ocks) \

4.4. Subscription and Filtering
4.4.1. Firehose Subscription
Subscribers specify start position and filtering:
* StartGoup=Latest: Begin with live events (default)
* Start G oup=N:. Resune from specific cursor position
* Track nane all or specific DID for filtering
4.4.2. Repository Sync
Subgroup filtering enables sel ective synchronization:

Sel ective Sync Exanpl es:

Ful | repository: SubgroupFilter: [0, 1, 2, 3, ...]
Posts only: SubgroupFilter: [0, 1] (~15% bandw dth)
Verification only: SubgroupFilter: [O0] (~2% bandwi dt h)

Temporal navigation wth groups:

* Subscribe Start G oup=LATEST: Current state + |ive updates

* Fetch StartGoup=N, EndG oup=M Hi storical range retrieval
4.4.3. Late-Join and Catch-Up

New subscri bers request Start G oup=LATEST to receive current state

i medi ately. After disconnection, subscribers use Fetch with their

| ast known group to retrieve mssed conrits before resunming live

subscri ption.

4.5. Priority and Parallelism

MOQT priority enables efficient delivery ordering:

| Block Type | Priority | Rationale |
[S s sy - sy e e s
| Account takedown | 0-15 | Safety-critical |
o e e oo S o mm e e e e e e e i +
| Identity changes | 16-31 | Affects routing |



4.

5.

6.

777777777 AiiiiiiiiiiJ
|
———————— e e
| | |
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777777 1
| Regi onal \ | Regi onal \ | Regi onal \
| Rel ay \ | Rel ay \ | Rel ay \
L A—————— _ L A——————— _
______ J
| | |
PDS hosts PDS hosts PDS hosts

1.

| Signed Commit | 0-15 | Required for verification |

o e e e e oo oo TS oo e e e e e e e e oo - - +
| MST Root | 16-31 | Unlocks tree traversal |
o e e oo S o mm e e e e e e e i +
| MST Nodes | 32-63 | Enabl es record verification |
Fom e e e oo Fomm oo - o e e e e e e e ememao - +
| Small Records | 64-127 | Core content |
o e e e e oo oo TS oo e e e e e e e e oo - - +
| Large Records | 128-191 | Less urgent |
o e e oo S o mm e e e e e e e i +
| Bl obs | 192-255 | Media, |azy-loadable |
Fom e e e oo Fomm oo - o e e e e e e e ememao - +
Table 7

Cont ent - addr essabl e bl ocks enabl e parallel fetching across QU C
streans, with total transfer time bounded by the slowest stream
rather than the sumof all transfers.

Rel ay Aggregation

MOQT rel ays aggregate firehose streans fromnultiple upstream
sour ces:

Rel ay Aggregati on:
Ful | - Net wor k Rel ay

| at/firehose/ \
| relay. network/* |
L

Rel ays perform subscription aggregati on, nanespace republi shing,
event caching for late-join, and deduplication.

Reliability and Recovery

ATOM | ever ages MOQI' s group-based delivery nodel and QU C s transport
features to provide robust reliability nmechanisns for AT Protocol
data synchroni zation. The key capabilities include cursor mapping
that translates AT Protocol sequence numbers to MOQT group/ object
positions, gap detection that identifies m ssing events through
sequenti al object tracking, and nultiple recovery strategies ranging
fromtargeted object fetches to full repository synchronization.

QUIC s connection mgration further ensures that subscribers maintain
continuous delivery even when network conditions change.

Cur sor Mappi ng

AT Protocol cursors map to MOQT group and object identifiers,

enabl ing seanl ess transl ati on between the existing cursor-based
replay nechani smand MOQT’ s hi erarchical addressing. Each firehose
track maintains a mapping table that records the sequence nunmber base
for each group, allow ng bidirectional conversion between AT Protocol



cursors and MOQT positions.

When a subscriber needs to resune froma specific cursor position, it
converts the cursor value to the correspondi ng group and obj ect
identifiers. The conversion uses integer division to deternine the
group nunmber and the nodul o operation to determ ne the object offset
within that group. This determ nistic mappi ng ensures that any
cursor value can be precisely located within the MOQT track
structure.

Cursor Transl ati on:

AT Cursor‘(seq: 12345678)

Cursor Mapping Tabl e (per track)

seq_base: 12340000
group_si ze: 1000

seq 12345678

= seq_base + (group * group_size)
+ obj ect
12340000 + (5 * 1000) + 678

MOQT: Group 5, (Object 678

Publ i shers MJST include the at-seq extension header in each object to
enabl e accurate cursor reconstruction

5.2. Gap Detection and Recovery
MOQT" s group-based delivery nodel sinplifies gap detection conpared
to the current cursor-only approach. This section describes how gaps
are detected and the recovery strategi es avail able to subscribers.
5.2.1. Detecting Mssing Objects
Because objects within a group are sequentially nunbered and groups
thensel ves are ordered, subscribers can imediately identify when
expected objects are m ssing by conparing received object identifiers
agai nst their expected sequence.
Gap Detection:
Subscri ber State:
Last received: Goup 5 bject 999
Expected next: Goup 6, (hject O

I ncom ng object: Goup 6, Ohject 5

Expect ed Recei ved
|
v v
r T T T T T T T 7 r T T T T T T T 7
| &, @ | <« Mssing! — | &, 6 |
L T 4
|
v

Gap detected: Objects 0-4 mssing from Goup 6
5.2.2. Recovery: Fetch Mssing bjects

The preferred recovery approach is to fetch only the specific mssing



obj ects using MOQI's FETCH operation with precise group and object
boundaries. |If relay caches contain the m ssing data, recovery
conpl etes without any load on the origin server.

Fetch M ssing bjects:

Subscri ber Rel ay Oigin

Start G oup=6, Start Cbject=0 \ \
EndGr oup=6, EndQbj ect =4 } }
[ Cache hit?] \
| Yes \
—— bjects 0-4 ——mMm—————————— -
(from cache) |

Gap filled, resune live stream \
5.2.3. Recovery: Fetch Full Goup
For | arger gaps spanning multiple groups, subscribers may request
entire groups rather than specifying individual object ranges. This
approach is sinpler but may retrieve nore data than strictly
necessary.
Fetch Full G oup:
Subscri ber Rel ay Oigin

[ Gap spans Groups 6-8]

Start G oup=6, EndG oup=8

[Partial cache]

—— Goup 6 (cached ———mMm————————— .
—— Goup 7 (cached ———mM————————— .
—— FETCH —————————————
(Group 8) \
— @Qoup8g ——m———————— \
—— @op 8 ——m™M—M———Mmm™M@—Mm ————— — — — — — — — —— .

Al'l groups received, resunme live stream \
5.2.4. Recovery: Full Repository Sync
As a fallback when cached data is unavail abl e or gaps are too
extensive, subscribers can performa full repository synchronization
usi ng either HTTP CAR exports or the MOQT repository sync track.
Thi s approach validates the entire repository state against a #sync
event.
Ful | Repository Sync:
Subscri ber PDS/‘ReI ay
[Gap too large or cache m ss] \

—— GET /xrpc/com atproto.sync. —— |
get Repo?di d=. ..

—— CARfile —m————————————



(conpl ete repository export)
[ Val i dat e agai nst #sync event]

1. Parse CAR bl ocks

2. Verify MST root matches
3. Update | ocal state

4. Resune live subscription

5.3. Disconnection Handling

MOQT over QUI C provides superior disconnection handling through three
compl enent ary nechani sns: 0-RTT session resunption, cursor-based
reconnection, and transparent connection mgration

5.3.1. Brief Disconnections: 0-RTT Resunption
For brief disconnections (typically under 30 seconds), QUC s O-RTT
resunption all ows subscribers to restore their session with mninal
| atency. The subscriber presents a session ticket fromthe previous
connection, and the relay resunes delivery fromwhere it left off if

the cached session state remains valid. This typically conpletes in
a single round trip.

QUI C 0-RTT Resunption
Subscri ber Rel ay
[ Connection lost briefly]
[ Reconnecting with session ticket]
—— QUICORIT ———————————————————— — —

ClientHell o + session ticket
+ early data (SUBSCRI BE)

—— ServerHello + Finished ————F———————

—— Continue fromlast position —————— \
(relay cached subscriber state) |

Resure live stream (m ni mal gap)
5.3.2. Extended Di sconnections: Cursor-Based Reconnection

For extended di sconnecti ons where session state has expired,
subscribers performa full reconnection using their saved cursor
position. The subscriber first uses FETCH to retri eve any m ssed
events fromtheir last known position, then establishes a new
SUBSCRI BE starting fromthe |atest group to receive |ive updates.
Rel ay caches serve the historical data when available, mnimzing
| oad on upstream servers

Ful | Reconnection with Cursor:
Subscri ber Rel ay

|
[ Di sconnected for extended period] \
[ Saved state: at-seq = 12345678] }

—— QU C Handshake (full) ————m———™——————
—— Connection Established — —mM———————— |

—— CLIENT_SETWPP ————————————— —— — — — — —— \
—— SERVER SETPP —— ——————————— —— — — — — — — — |




[ Convert cursor to G oup/Object] \
seq 12345678 — Goup 5, Object 678 |

—— FETCH ———————— — — — — — — —
Start G oup=5, StartCbject=678 \
EndG oup=LATEST |

—— Historical objects (cached) ——————
- SUBSCRI BE _________________________ ‘

St art G oup=LATEST \
—— SUBSCRIBE OK —— ————————————— — — — |

Li ve stream resunes
5.3.3. Network Transitions: Connection Mgration

For network transitions such as WFi-to-cellular handoffs, QUC s
connection mgration enables seanl ess continuation w thout any
application-layer intervention. The subscriber’s |IP address changes
transparently while the MOQT sessi on continues uninterrupted,
ensuring no gaps in the event stream during nobile network
transitions.

QUI C Connection M gration:
Subscri ber (nobile) Rel ay

Streaming on WFi |
(1'P; 192.168. 1. 50)

[ User noves, WFi signal |ost]
[ Device switches to cellular]
[New | P: 10.0. 0. 75]

—— QUI C PATH CHALLENGE ———F—F———— ——— — — — — \
(fromnew | P address)

—— QUIC PATH RESPONSE ———F— — —— ———— — — — — |
(path val i dat ed)

Continue streanming on cellular |
(no gap, no reconnection needed)

[Application | ayer unaware of
network transition]

6. Authentication and Authorization
TODO
7. Security Considerations
TODO
8. | ANA Consi derations
TODO
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