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Abst ract

Thi s docunent defines how Sel ective Disclosure for JWs (SD JW)
integrates with Agent-to-Agent (A2A) systems to provide privacy-
preserving agent discovery and cryptographically verifiable identity
managenment. It specifies the SD-Card fornmat - an SD-JW encodi ng of
Agent Cards that enabl es selective disclosure of agent capabilities,
contact information, and operational netadata while maintaining
cryptographic integrity and preventing correlation across different

i nteraction contexts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents

Nandakumar & Jenni ngs Expires 22 April 2026 [ Page 1]



I nternet-Draft Agent - SD- JIWI Cct ober 2025

extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

i ncl ude Revi sed BSD License text as
Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1.

©oN

B

el
QwhpE

9.
9.

SZWWWWwWwwwwwh k-

@@ngwmmwe

I nt roducti on

.1. Termni nol ogy .
.2. Notational Oonventr ons

Overvi ew of SD-Card Archrtecture and Benefrts
SD- Card Agent Card

Agent Card Structure .
Sel ective Disclosure dains .
2.1. Skills and Capabilities .
2.2. Additional Agent | nt erfaces .
2.3. Agent Capabilities .
2.4. Security Schenes and Aut hentl catl on .
2.5. Provider Information
2.6. Input and Qutput Mdes
2.7. Docunentation and Support
Agent Card |ssuance . .
.3.1. Issuance Process O/ervr ew . .
gent Di scovery Protocols with Privacy Pr ot ectl on .

Wl | - Known URI Di scovery
Regi stry-Based Di scovery
Cont extual Di scovery . . .
ypt ogr aphi ¢ Aut hentication and Capabr Ii ty Based
Aut hori zation . .
SD-JW with Key Bi nd| ng .
Agent Aut hentication Process . . .
Step 1: Agent Card Present atlon .
Step 2: Key Binding JW Creation
Step 3: Cryptographic Verification
Advanced Authorization Flows . . .
mpl ete SD-JWF and Key Bi ndi ng Exanpl es
SD-JWI Agent Card Creation Process . .
1.1. Step 1: Oiginal A2A Agent Card (Input) . .
1.2. Step 2: SD-JW Transformation with Sel ective
Di scl osure

NN
WN P

6.1.3.
6.1.4. Step 4: Conplete SD-JW Serialization .
| ANA Consi derations . PR
Security Consi derations .

Ref er ences

1. Nornmtive Ref erences

2. Informative References

Aut hors’ Addr esses

Nandakumar & Jenni ngs Expires 22 April 2026

Step 3: Discl osure Arrays for SeI ectrve Clarms

NN~ bMoOWw

[ Page 2]



I nternet-Draft Agent - SD- JIWI Cct ober 2025

1.

.1

I nt roducti on

The Agent-to-Agent (A2A) specification [ A2A- SPEC] defines protocols
for autononous agent discovery and interaction through standardized
Agent Cards. Current A2A inplenentations have following limtations:

1. Information Leakage: Agent Cards expose all capabilities during
di scovery

2. Weak Authentication: No cryptographic verification of agent
identity

3. Static Disclosure: No context-based capability filtering

4. Linkability: ldentical presentations enable cross-context
tracking

Thi s docunent specifies SD-Card, an SD-JW [ SD-JW] encodi ng of Agent
Cards that addresses these linmitations through

* Sel ective Disclosure: Context-specific capability revelation

* Cryptographic Authentication: Key-bound agent identity
verification

* Unlinkable Presentations: Privacy-preserving nulti-context
i nteractions

* Backward Conpatibility: Interoperability with existing A2A
i mpl emrent ati ons

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Agent Card: A JSON netadata docunent describing an agent’s
capabilities, identity, and interaction requirenents as defined in
[ A2A- SPEC] .

SD- Card: An Agent Card encoded as an SD-JW that enabl es sel ective
di scl osure of agent netadat a.

Agent Registry: A trusted service that issues and nanages SD- Cards
for agents within a domain or federation
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1.

2

Di scovery Context: A naned security context (e.g., "public",
"internal", "diagnostic") that determ nes which clainms are disclosed
in an SD-Card presentation

Capabi lity Disclosure: The selective revelation of specific agent
capabilities based on the requesting entity’'s authorization and
cont ext .

Key Bi ndi ng: Cryptographic proof that the presenter of an SD-Card
possesses the private key corresponding to the public key in the SD
Card’ s cnf claim

SD-JW Media Type: The application/vnd.sd-jw +j son nedia type is used
to indicate content that contains Sel ective Disclosure JW data
within JSON structures. This vendor-specific media type
di stingui shes SD-JW presentations from standard JSON content and
signals that the receiver should process the content using SD-JW
parsing and verification procedures.
2. Notational Conventions
Thi s docunent follows SD-JW [ SD-JWI] conventions:
* Base64url encoding for binary data
* JWS format for signed tokens
* SHA-256 hashing for selective disclosure
* Tilde (~) separator for SD-JW serialization
<l ssuer-si gned JW>~<Di scl osure 1>~<Di scl osure 2>~...<Key Binding JW>
Overview of SD-Card Architecture and Benefits
SD- Card enhances Agent-to- Agent (A2A) interactions by providing
privacy-preserving agent discovery and cryptographically verifiable
agent authentication. SD-Card enables selective disclosure of agent
capabilities, skills, and endpoints based on requester authorization
and di scovery context, unlinkable agent interactions across different
contexts, cryptographic integrity of agent netadata, and key bi nding
for authentication that conpl ements transport-Ilayer security.

Traditional agent discovery in Agent-to-Agent protocol faces severa
chal | enges

I nformati on Leakage: Agent Cards expose all capabilities to any
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entity performng discovery, potentially revealing sensitive
operational details.

Linkability: Ildentical capabilities presented to different verifiers
enabl e tracki ng across contexts.

Aut henticity: Wthout cryptographic verification, Agent Cards can be
forged or tanpered with during transm ssion

Capabi lity Enuneration: Attackers can enunerate all agent
capabilities by perform ng discovery, potentially identifying
attack vectors.

Context Insensitivity: Agents cannot adapt capability disclosure
based on the requesting entity’s authorization | evel or intended
use case.

Al'l owi ng agents to selectively disclose their capabilities addresses
t hese chal | enges through

Sel ective Capability Disclosure: Agents reveal only capabilities
rel evant to the specific discovery context or requester
aut hori zation | evel

Unli nkabl e Presentations: Different presentations of the sane agent
to different verifiers cannot be |inked, enhancing privacy.

Fl exi bl e Aut hentication: Key binding enabl es strong agent
aut hentication without relying solely on transport security.

Batch Credential |ssuance: Miltiple context-specific credentials can
be issued to the same agent for different use cases.

3. SD-Card Agent Card

This specification defienes "SD-Card". An SD-Card is an Agent Card
encoded as an SD- JWI.

3.1. Agent Card Structure
The base Agent Card structure follows the A2A specification
[ A2A- SPEC] but is extended to support selective disclosure. The card
consists of three main conmponents:

1. Base Cains: Al ways disclosed information that establishes the
agent’s identity, protocol version, and basic netadata
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2. Selective Disclosure dainms: A2A-specific information that can be
sel ectively reveal ed based on the discovery context including
skills, interfaces, and provider details

3. Cryptographi ¢ Binding: Keys and signatures that ensure
authenticity and enabl e secure agent interactions

The Agent Card is represented as a Sel ective Disclosure JSON Wb
Token (SD-JW) that contains both standard A2A Agent Card fields and
sel ective disclosure netadata :

{
"iss": "https://registry.exanple.coni,
"sub": "agent:georoute-planner-v1l",
"iat": 1704063600,
"exp": 1735685999,
"vet": "urn:ietf:paranms: oaut h:token-type: sd-agent-card",
" sd_alg": "sha-256",
"osd"
"kV7i - VgPKOQ 8vYNJ4L8hFG3cRIZgX2nE5WC60A1NBs", // skills
" 3sdf 8nM\2p9uX7L3vEBnG R5kWs0F4t C9j L7viMenX8qE", // additional I nterfaces
"8kF2nMBp4uYI9L5cG6r T7qWRoR2vX1j EAnmN8sC5f H0az", // capabilities
"9mH4pL5r Z8wW@nX7cV6sT3kELoYOj FOQUR4AvBENMBf ", // securitySchenes
"7kRt 2gWbmX9j NdcF7zPsE8nGLvHO0oY3!l M6xCOf K2bA8", // provi der
"5nK3wWL8t B4eRInY2cF6qGroT1vX0j H3pN4r S8zE5f C6", // def aul t | nput Modes
" 2pMBf TAnR60X3cG7zE9qL5wWY1vSOj F6kH2nB8NnCAr T9"  // def aul t Qut put Mbdes
I,
"protocol Version": "0.2.9",
"nanme": "GeoSpatial Route Planner Agent",
"description": "Provides advanced route planning and traffic anal ysis services",
"version": "1.2.0",
"url": "https://georoute-agent.exanpl e.con a2a/vl",
"enf":r
"jwk":
"kty": "EC',
"crv": "P-256",
"x": "TCAER19Zvu3OHF4j 4Wivf SVoHI P1I Li | DI s7vCeGent",
"yt " Zx) T WD ZMQGHWKKVQAhDBSI i r sV uec CE6t 4] T9F2HZQ'
}
}
}

The followi ng clains are permanently disclosed in the SD Card:

iss: The issuer of the Agent Card (typically an Agent Registry).
This establishes the trust anchor for the credential and enabl es
signature verification. The issuer MJST be a resolvable UR that
provi des access to the issuer’s public key material.
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sub: The unique identifier of the agent within the issuer’s
nanespace. This identifier MJST be stable across different Agent
Card issuances for the sane |ogical agent, enabling correlation
when aut hori zed while supporting unlinkable presentations through
different salt val ues.

iat: The tine at which the Agent Card was issued (Unix timestanp).

exp: The expiration time of the Agent Card (Unix timestanp).

vct: The verifiable credential type, identifying this as an SD- Card
Agent Card. This value MJST be "urn:ietf:parans: oaut h:t oken-
type: sd-agent-card" for conpliance with this specification

nane: The human-readabl e nane of the agent.

description: A brief description of the agent’s purpose and prinary
function. This hel ps users understand the agent’s role without
revealing sensitive capability details.

version: The version of the agent software.

cnf: The confirmation key for agent authentication. This public key
enabl es key binding and ensures that only the legitinmate agent can
present the Agent Card. The key MJUST be in JSON Wb Key (JVK)
format.

3.2. Selective Disclosure dains

The following clains are selectively disclosed based on the discovery
cont ext:

3.2.1. Skills and Capabilities
The skills claimcontains an array of A2A AgentSkill objects that the
agent can perform Each skill definition follows the A2A
speci fication and includes input/output nodes, exanples, and netadata
for proper integration.

3.2.1.1. Oiginal Skills JSON nject:
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"skills": [
{
"id": "route-optimzer-traffic",
"nanme": "Traffic-Aware Route Optim zer",
"description": "Calculates optimal driving route between | ocations with real-tine tra
ffic",

"tags": ["maps", "routing", "navigation", "directions", "traffic"],
"exanpl es": [
"Plan a route from’ 1600 Anmphitheatre Parkway, Muntain View, CA" to ’'San Francisco
International Airport’ avoiding tolls.",
"{\"origin\": {\"lat\": 37.422, \"Ing\": -122.084}, \"destination\": {\"lat\": 37.7
749, \"Ing\": -122.4194}, \"preferences\": [\"avoid ferries\"]}"

1,
"input Modes": ["application/json", "text/plain"],
"out put Modes": [

"application/json",
"appl i cation/vnd. geo+j son",

"text/htm™"
]
b
{
"id": "custom nap-generator",
"nanme": "Personalized Map CGenerator",
"description": "Creates custom nmap i nages based on user-defined points of interest",
"tags": ["maps", "custom zation", "visualization", "cartography"],
"exanpl es": [
"CGenerate a map of ny upcoming road trip with all planned stops highlighted.",
"Show nme a map visualizing all coffee shops within a 1-mile radius of nmy current lo
cation."
1,
"i nput Mbdes": ["application/json"],
"out put Modes": [
"i mage/ png",
"image/ j peg",
"application/json",
"text/htm™"
]
}

]
3.2.1.2. SD-JW Transformati on Process:

When converting the skills claimto selective disclosure, the Agent
Regi stry perforns the follow ng transformation:

Step 1: Generate Salt Val ue

A cryptographically secure randomsalt is generated for the skills
claim

Salt: " _26bc4LT-ac6q2KI 6cBWbes”
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Step 2: Create Disclosure Array

The skills claimis packaged into a disclosure array format:

[

" _26bc4LT- ac6q2Kl 6¢cBWbes",

"skills",

[

{

"id": "route-optimzer-traffic",
"nanme": "Traffic-Aware Route Optinizer",
"description": "Calculates optinmal driving route between | ocations with real

-time traffic",
"tags": ["maps", "routing", "navigation", "directions", "traffic"],
"exanpl es": [
"Plan a route from’ 1600 Anphitheatre Parkway, Muntain View, CA to 'San
Franci sco International Airport’ avoiding tolls.",
"{\N"origin\": {\"lat\": 37.422, \"Ing\": -122.084}, \"destination\": {\"la
t\": 37.7749, \"Ing\": -122.4194}, \"preferences\": [\"avoid_ ferries\"]}"
1,
"input Mbdes”: ["application/json", "text/plain"],
"out put Modes": [
"application/json",
"appl i cation/vnd. geo+j son",

"text/htm"
]
b
{
"id": "custom nap-generator",
"nanme": "Personalized Map Cenerator",
"description": "Creates custom map i mages based to user-defined points of in
terest",
"tags": ["maps", "custom zation", "visualization", "cartography"],
"exanmpl es": [
"Generate a map of ny upconing road trip with all planned stops highlighte
d. ",

"Show ne a map visualizing all coffee shops within a 1-nile radius of ny c
urrent |ocation."

"i nput Modes": ["application/json"],

"out put Modes": [
"i mage/ png",
"i mage/j peg",
"application/json",
"text/htm"

]

}
]
]

Step 3: Base64url Encode Di scl osure

The disclosure array is JSON-serialized and base64url - encoded:
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WJIf M Zi YZRWCLhYzZxMt JNnNCVz VI cyl sl nNr aVWscyl sWBsi aWd O Jyb3V0ZS1vcHRp
bW 6ZXI t dHIhZnZpYyl sl mbhbWJi O JUcnFnZm j LUF3YXJI | FIvdXR | E9wdd t aXpl ci | s
I MRl c2NyaXB0aWul j oi Q2FsY3VsYXR cyBvcHRpbWFsI GRyaxXZpbncgend1dGUgYnvod2Vi
bi Bsb2Nhdd vbnMyd2l 0aCBy ZWFs LXRpbWJgdHIhZnZpYyl sl nRhZ3M A si bWFweyl sl ndv
dXRpbnti LCIuYXZpZ2F0aVul i wi Zd yZWNO0aWucy! sl nRy YWZmaWM XSwi ZXhhbXBsZXM
A si Ucxhbi Bhl HIVdXRI | GZyb20gJzE2MDAgQMwad 0aGvhdHII | FBhent 3YXks| E1vdWs0
YW ul FZpZXcs| ENBJyBOby AnU2Ful EZy YWbj aXN byBJbnRl cnbhdd vbnfsl EFpcnBven@n
I GF2b2l kaWwbnl HRvbGxzLi | sl nt cl mByaWipbl wi O B7XCIsYXRcl j ogMzcuNDI yLCBcl mxu
Zlwi O At MTl yLj AANHOs| Fwi ZGVzdd uYXRpb25cl j ogelw bGFOXCl 61 DMBLj c3NDks| Fwi
bG5NXCl 61 COXxM | uUNDESNHOS | Fwi cHII Zmvy ZWbj ZXNcl j ogWLwi YXZvaWVRf Zmvycml | clwi
XX0i XSwi aWbswd XRNb2Rl cyl 6WJhcHBsaVWNhdd vbi 9qc29ul i wi dGv4dCOwbGpbi JdLCIv
dXRWdXRNb2R cyl 6WJhcHBsaVWNhdd vbi 9qc29ul i wi YXBwb@ j YXRpb24vdnbkLndl byt g
c29ul i wi dGv4dC90dGlLsl | 19LHsi aWd G Jj dXNOb20t bWFwLWII bmvy YXRvci | sl mbhbWUJi
G JQZXJzb25hbd 6ZWQQITWFW Edl bmy YXRvci | sl Rl c2NyaXB0aWul j oi BJl YXRI cyB;
dXNOb20ghWrwi A t YWdI cyBi YXNI ZCBvbi Blc2VWLWR Zm uZWQyc@pbnRzl Bm G udGvy
ZXNOI i wi dGFncyl 6WJt YXBzI i wi Y3Vzd@3t aXphdG vbi | sl nZpc3VhbG 6YXRpb24i LCIj
YXJ0b2dyYXBoeSJdLCIIl eGFt cGxl cyl 6WIHZWSI cnF0ZSBhl GLhcCBvZi Bt eSB1cG\NvbW u
ZyByb2Fkl HRyaXAgd2l 0aCBhbGagc Gxhbbl ZCBzd@weyBoaWdobd naHRI ZC4i LCITa(@3
| GLI | GEgbWFwW HZpc3Vhbd 6aWbnl GFsbCBj b2ZnvWigc2hveHWgd2l 0ad ul GEgMS1t aWkl
| HHhZd 1cyBvZi Bt eSBj dXJyZWs0I GxvY2F0aWdulLi JdLCIpbnB1dE1vZGVzI j pbl nFwe Gxp
Y2F0aVWulL2pzb24i XSwi b3VOcHVOTWOkZXM A si aWlhz2UWvcGbnl i wi aWwlthzZ2UWvanBl Zyl s
| mFwe GxpY2F0aWduL2pzb24i LCI0ZXhOL2h0bWn XX1dXQ

Step 4: Cal cul ate SHA-256 Di gest
A SHA- 256 hash is conputed over the base64url-encoded di scl osure:

di gest = SHA256( base64ur| encode(di scl osure_array))
= "kV7i - VgPK9Q 8vYNJ4L8hFG3cRIZgX2nE5WC60A1NBs™

Step 5: Include Digest in SD-JW
The digest is included in the _sd array of the Issuer-signed JWI

payl oad:

"iss": "https://registry.exanple.coni,

"sub": "agent:georoute-planner-v1l",
"_sd_al g": "sha-256",
" _sd":

"kV7i - VgPKOQ 8vYNJ4L8hFG3cRIZgX2nmESWC60A1NBs" ,
"7i F2sMBKT5nL9pX3cV6zR4gWLeY80U0j H3vB7nM2kF9"

]

1ama": "CGeoSpatial Route Planner Agent",
"enf": { }

Step 6: Selective Disclosure
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When presenting the agent card, the skills disclosure is included
only if authorized:

<l ssuer-si gned JW>~<Skills Discl osure>~<Qt her D scl osures>~<Key Bi ndi ng JW>
During verification, the verifier:

1. Decodes the skills disclosure from base64url

2. Cal cul ates SHA-256 hash of the decoded discl osure

3. Confirms the hash natches the digest in the _sd array
4. Extracts the skills claimvalue for use

3.2.2. Additional Agent Interfaces
The additional Interfaces claimdefines alternative transport
mechani snms and endpoi nts for A2A conmuni cation as specified in the
Agent I nterface object structure.

3.2.2.1. Oiginal values
The original additionallnterfaces claimin the agent netadata

cont ai ns:

"additional Interfaces": |

"url": "https://georoute-agent.exanpl e.confa2a/vl",
"transport": "JSONRPC'

b

{
"url": "https://georoute-agent.exanpl e.conl a2a/ grpc",
"transport”: "GRPC

H

{
"url": "https://georoute-agent.exanpl e.conf a2al/json",
"transport": "HTTP+JSON'

}

]
}

3.2.2.2. SD-JW Transformati on Process:

When converting the additional Interfaces claimto selective
di scl osure, the Agent Registry perforns the follow ng transformation:
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Step 1: Generate Salt Value A cryptographically secure randomsalt is
generated for the additionalInterfaces claim
Salt: " _26bc4LT-ac6q2KI 6cBWbes”

Step 2: Create Disclosure Array The additionalInterfaces claimis

packaged into a disclosure array format:

" 26bc4LT-ac6g2KI 6cBWbes",
"addi tional I nterfaces",

[

{
"url": "https://georoute-agent.exanple.con a2a/vl",
"transport": "JSONRPC'

H

{
"url": "https://georoute-agent.exanpl e.conl a2al/ grpc",
"transport": "GRPC'

b

{
"url": "https://georoute-agent.exanpl e.conl a2al/json",
"transport”: "HITP+JSON'

}

]
]

Step 3: Base64url Encode Di scl osure

The disclosure array is JSON-serialized and base64url - encoded:
WJf M Zi YZRWCLhYzZxMt INMNCVz VI cyl sl nFkZzd 0aV@uYWkJIbnRl cnzhY2Vzl i xbeyJlcmm G JodHRwmczovLlL
2dl b3JvdXR LWFnZWs0LmvVAYWLwb GUUY29t L2Ey YS92MSI sl nRy YWbzc @y dCl 61 kpTTO5SUEM f Sx71 nVybCl 61 m
hOdHBz O 8vZ2WcnmB1dGUt YWl bnQuZXhhbXBsZS5j b20vYTJhL2dycGM LCI0cnFuc3Bven@ O JHU BDI nOseyJ
lcmni G JodHRwezovL2dl b3JvdXR LWFnZWs0Lmv4YWiwb GUuY29t L2Ey YS9qc29ul i wi dHIhbnNwb3J01 j oi SFRU
UCt KU09QO n1dXQ

Step 4: Cal cul ate SHA-256 Di gest

A SHA- 256 hash is conputed over the base64url-encoded di scl osure:

di gest = SHA256( base64ur| encode(di scl osure_array))
= " 3sdf 8mM\2p9uX7L3vE8nG R5kWsoF4t C9j L7vM2nX8gE"

Step 5: Include Digest in SD-JW

The digest is included in the _sd array of the |ssuer-signed JWI
payl oad:

Nandakumar & Jenni ngs Expires 22 April 2026 [ Page 12]



I nternet-Draft Agent - SD- JIWI Cct ober 2025

{
"iss": "https://registry.exanple.cont,
"sub": "agent:georoute-planner-vl",
" sd_al g": "sha-256",
" _sd":
" 3sdf 8nM\2p9uX7L3vEBNGr R5kWsoF4t C9j L7vM2nX8qE"
]
}

3.2.3. Agent Capabilities

The capabilities claimprovides information about the agent’'s A2A
protocol feature support as defined in the Agent Capabilities object.

3.2.3.1. Oiginal values

The original capabilities claimin the agent netadata contains:

"capabilities": {
"stream ng": true,
"pushNotifications": true,
"stateTransitionHi story": fal se,
"extensions": [

{

"name": "advanced-routing",

"version": "1.0",

"description": "Enhanced route optim zation with nmachine | earning"
}

]
}
}

3.2.3.2. SD-JW Transformati on Process:

When converting the capabilities claimto selective disclosure, the
Agent Registry perforns the follow ng transformation:

Step 1: CGenerate Salt Val ue

A cryptographically secure randomsalt is generated for the
capabilities claim

Salt: " _26bc4LT-ac6q2KI 6cBWbes”
Step 2: Create Disclosure Array

The capabilities claimis packaged into a disclosure array format:
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" _26bc4LT-ac6g2Kl 6cBWbes”,
"capabilities",

{
"stream ng": true,
"pushNotifications": true,
"stateTransitionHi story": fal se,
"extensions": [
{
"nanme": "advanced-routing",
"version": "1.0",
"description": "Enhanced route optim zation with nmachine | earning"
}
]
}

]

Step 3: Base64url Encode Di scl osure

The disclosure array is JSON-serialized and base64url - encoded:
WJIf M Zi YZRWCLhYzZxMt INMNCVz VI cyl sI m\hcGFi aWwpdd | cyl seyJzdHIl YWLpbnti OnRydWJs| nBlc2hCh
3RpzZM j YXRpb25z!1 j pOcnVI LCIzdGFO0ZVRy YW6zaXRpb251 aXNOb3J51 j pmYWkzZSwi ZXh0ZWszaVWucyl 6V\Bsi bm
Ft ZSI 61 nFkdnFuY2VKLXJIvdXRpbnti LCI2ZXJzaWul j oi MBAW i wi ZGVzY3JpcHRpb24i G JFbmhhbmNI ZCBy b3V
0ZSBvcHRpbW 6YXRpb24gd2] 0aCBt YWNoaWb! | Gxl YXJuaWsnl nl1df VO

Step 4: Cal cul ate SHA-256 Di gest

A SHA- 256 hash is conputed over the base64url-encoded di scl osure:

di gest = SHA256( base64ur| _encode(di scl osure_array))
= "8kF2nMBp4uYI9L5cG6r T7TqWOoR2v X1 E4niN8s C5f HOoaZ"

Step 5: Include Digest in SD-JW

The digest is included in the _sd array of the |Issuer-signed JWI

payl oad:
{
"iss": "https://registry.exanple.coni,
"sub": "agent:georoute-planner-vl",
" sd_al g": "sha-256",
n Sdll:

o 8kF2nM3p4uY9L5cG6r T7TqVWWoR2v X1j EAnN8s C5f HOaZ"

]
}

3.2.4. Security Schenes and Authentication

The securitySchemes cl ai m defines authentication requirenents
foll owi ng A2A SecuritySchene format.
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3.2.4.1. Oiginal val ues
The original securitySchenes claimin the agent netadata contains:

{

"securitySchemes": ({

"google": {
"type": "openl dConnect",
"openl dConnect Url": "https://accounts. google.com .well-known/ openi d-configuratio
n"
}
"api Key": {
"type": "api Key",
"name": "X- APl - Key",
"in": "header”
}

}
}

3.2.4.2. SD-JW Transformati on Process:

When converting the securitySchenes claimto sel ective disclosure,
the Agent Registry perforns the follow ng transfornation:

Step 1: CGenerate Salt Val ue

A cryptographically secure randomsalt is generated for the
securitySchemes claim

Salt: " _26bc4LT-ac6q2KI 6¢cBWbes”
Step 2: Create Disclosure Array

The securitySchenes claimis packaged into a disclosure array fornat:
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" _26bc4LT-ac6g2Kl 6cBWbes”,
"securitySchenmes"”,

"google": {
"type": "openl dConnect",
"openl dConnect Url": "https://accounts. google.com .well-known/ openi d-configuratio
n"
} ]
"api Key": {
"type": "api Key",
"name": " X- APl - Key",
"in": "header"
}

}
]

Step 3: Base64url Encode Di scl osure

The disclosure array is JSON-serialized and base64url - encoded:
WJIf M Zi YZRWCLhYzZx Mkt INMNCVzVI cyl sl nNl Y3VyaXR5U2NoZWLI cyl seyJnb29nbGUi Onsi dH wZSI 61 nBwZ
Wb JZENvbnbl Y3Q LCIvec GVUSWRDb25uZVWNOVXJs! j oi aHROCHMVBLY9hY2NvdWs0cy5nb29nbGUUY29t Ly53ZWksLW
t ub3duL29wZWbpZClj b25maWd1cnF0aWul nOs| nFwalt | eSI 6eyJ0eXBl | j oi YXBpS2V5! i wi bnFt ZSI 611 gt QvB
JLUt I eSl sl m ul j oi aGvhZGvyl n19XQ

Step 4: Cal cul ate SHA-256 Di gest

A SHA- 256 hash is conputed over the base64url-encoded di scl osure:

di gest = SHA256( base64ur| _encode(di scl osure_array))
= "9mH4pL5r Z8wW@nX7cV6sT3kE1oY0j FQuR4vB6NMBf R

Step 5: Include Digest in SD-JW

The digest is included in the _sd array of the |Issuer-signed JWI

payl oad:
{
"iss": "https://registry.exanple.coni,
"sub": "agent:georoute-planner-vl",
" sd_al g": "sha-256",
n Sdll :

" OnH4pL5r Z8wWQRnX7¢V6s T3kE1oY0j FOURAVBGNNVBE G2"
]

",ecurity": [
{"gopgle": ["openid", "profile", "email"]},
{"api Key": []}
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3.2.5. Provi der Information

The provider claimcontains A2A Agent Provi der information about the
organi zation that operates the agent.

3.2.5.1. Oiginal values

The original provider claimin the agent netadata contains:

{
"provider": {
"organi zation": "Exanple Geo Services Inc.",
"url": "https://ww. exanpl egeoservi ces. cont
}
}

3.2.5.2. SD-JW Transformation Process:

When converting the provider claimto selective disclosure, the Agent
Regi stry perforns the follow ng transformation:

Step 1: Generate Salt Val ue

A cryptographically secure randomsalt is generated for the provider
claim

Salt: " _26bc4LT-ac6q2KI 6cBWbes”
Step 2: Create Disclosure Array

The provider claimis packaged into a disclosure array fornmat:

" 26bc4LT-ac6g2KI 6cBWbes",

“provider",
"organi zation": "Exanmple Geo Services Inc.",
"url": "https://ww. exanpl egeoservi ces. cont
}

]

Step 3: Base64url Encode Di scl osure
The disclosure array is JSON-serialized and base64url - encoded:

WJIf M Zi YZRWCLhYzZxMt INTNCVzVI cyl sl nByb3ZpZGVWyl i x71 mByZ2FuaXphdd vbi | 61 kVAYWLwb GUgR2W 1
FNl cnZpY2Vzl El uYy4i LCIJ1cmvi G JodHRwezovL3d3dy5l eGFt cGxl Z2Wce2Vydm j ZXMuY29t | nld

Step 4: Cal cul ate SHA-256 Di gest
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A SHA-256 hash is conmputed over the base64url-encoded discl osure:

di gest = SHA256( base64ur| _encode(di scl osure_array))
= "7kRt 2gWbnmX9j NAcF7zPsE8nGLvHO0Y3l Mox COf K2bA8"

Step 5: Include Digest in SDJW

The digest is included in the _sd array of the Issuer-signed JWI
payl oad:

{
"iss": "https://registry.exanple.coni,
"sub": "agent:georoute-planner-vl",
" _sd_alg": "sha-256",
" osd":
"7kRt 2qWbmX9j NdcF7zPsE8nGLvHO0Y3!l Mex COf K2bA8"
]
}

3.2.6. Input and CQut put Modes

The defaul t| nput Modes and def aul t Qut put Modes cl ai ns specify supported
content types for A2A nessage interactions.

3.2.6.1. Oiginal values
The origi nal defaul tlnput Modes and def aul t Qut put Modes clainms in the

agent netadata contain:

"defaul tI nput Modes": ["application/json", "text/plain"],
"def aul t Qut put Mbdes": ["application/json", "inmage/png"]
}

3.2.6.2. SD-JW Transformati on Process:
When converting the defaul tlnput Mdes and def aul t Qut put Modes cl ai ns
to selective disclosure, the Agent Registry perforns the foll ow ng
transformation:

Step 1: CGenerate Salt Val ue

A cryptographically secure randomsalt is generated for the input/
out put nodes cl ai ns:

Salt: " _26bc4LT-ac6q2KI 6cBWbes”

Step 2: Create Disclosure Arrays
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Each claimis packaged into separate disclosure array formats:
3.2.6.3. Disclosure for defaultlnputMdes:
" _26bc4LT- ac6q2Kl 6¢cBWbes",

"def aul t | nput Modes",
["application/json", "text/plain"]

3.2.6.4. Disclosure for defaultQutputMdes:

" _26bc4LT-ac6g2Kl 6cBWbes”,
"def aul t Qut put Mbdes",
["application/json", "inmage/png"]
Step 3: Base64url Encode Di scl osures
The di sclosure arrays are JSON-serialized and base64url - encoded:

3.2.6.5. defaul tlnput Modes encoded:

WJIf M Zi YZRWCLhYzZxMt INnNCVz VI cyl sl nRl ZnF1bHRIbnB1dEL1vZGVzI i xbl nFweGxpY2F0aWuL2pzb24i L
CJ0ZXhOL3BsYW ul | 1d

3.2.6.6. defaul t Qut put Modes encoded:

WJf M Zi YZRWCLhYzZxMt INMNCVz VI cyl sl nRl ZnF1bHRPAXRWMIXRNDB2RI cyl sWJhcHBsaWNhdd vbi 9qc29ul
iw aWwhz2WcGbnl | 1d

Step 4: Cal cul ate SHA-256 Digests
SHA- 256 hashes are conputed over the base64url -encoded di scl osures:

di gest _i nput SHA256( base64ur| _encode(def aul t | nput Modes_di scl osure))

" 5nK3wL8t B4eRINY2cF6qG7oT1vX0j H3pN4r S8z E5f C6"

di gest _out put SHA256( base64ur| _encode( def aul t Qut put Modes_di scl osure))

= " 2pMBf T4AnR60X3cG7zE9qL5wWY1v SOj F6kH2nB8nCAr T9"
Step 5: Include Digests in SDJWI

The digests are included in the _sd array of the Issuer-signed JW
payl oad:
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{
"iss": "https://registry.exanple.cont,
"sub": "agent:georoute-planner-vl",
" sd_al g": "sha-256",
"osd": [
"5nK3wWL8t B4eRInY2cF6qGroT1v X0j H3pN4r S8z ESf C6"
" 2pMBf TAnR60X3cG7zE9qL5wWY1v SOj F6kH2nB8nTCAr T9"
]
}

3.2.7. Docunentation and Support

Addi tional A2A Agent Card metadata for docunentation and extended
capabilities.

"iconUrl": "https://georoute-agent.exanple.conmicon.png",
"docunentationUrl": "https://docs. exanpl egeoservi ces. com geor out e- agent/ api ",
"support sAut henti cat edExt endedCard": true

3.3. Agent Card |ssuance

Agent Cards are issued by trusted Agent Registries, the details of
the which are out of scope of this specification

3.3. 1. | ssuance Process Overview

1. Agent Registration: The agent registers with the Agent Registry,
providing its capabilities, endpoints, and authentication
information. This includes subnmtting detailed netadata about
the agent’s functions, operational requirenents, and security
capabilities.

2. ldentity Verification: The Agent Registry verifies the agent’s
identity and authorization to claimthe specified capabilities.

3. Agent Card Creation: The Agent Registry creates an SD-JW Agent
Card containing the agent’s netadata with appropriate clains
mar ked for selective disclosure. The registry deternines which
cl aims shoul d be sel ectively disclosable based on authori zation,
privacy policies and security requirenents.

4. Batch Issuance: Miltiple Agent Cards with different disclosure
configurations may be issued for different discovery contexts.
Thi s enables the sane agent to interact in various contexts while
mai ntai ni ng privacy and unlinkability.

Exanpl e i ssuance request based on HTTP POST nethod with bearing token
i s shown bel ow
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POST /agents/register HTTP/ 1.1

Host: registry. exanpl e. com

Cont ent - Type: application/json

Aut hori zation: Bearer <registry auth_token>

{
"agent _id": "ai-assistant-v2",
"name": "Al Assistant Agent",
"description": "Ceneral purpose Al assistant”,
"version": "2.1.0",
"public_key": {
"kty": "EC',
"crv": "P-256",
"x": "TCAER19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",
"y" " ZX) T WD ZMQGHWKVQAhDBSI i r sV uec CE6t 4] T9F2HZQ'
1
"di scl osure_contexts": |
{
"context": "public",
"disclose": ["skills", "endpoints", "operational _info"]
b
{
"context": "internal",
"disclose": ["skills", "endpoints", "operational info",
"provider", "security_context"]
b
{
"context": "diagnostic",
"di scl ose": ["operational info", "provider"]
}
]
}

4. Agent Discovery Protocols with Privacy Protection

2025

This section describes the protocols and nmechani sns for discovering

agent s:

4.1. Well-Known URI Discovery

The wel | -known URI di scovery nechanismis extended to support SDJWI

Agent Cards:

GET /.wel |l -known/ agent.json HITP/ 1.1
Host: agent.exanpl e.com
Accept: application/vnd. sd-jw +j son
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The application/vnd. sd-jw +j son nedia type indicates that the client
accepts responses containing Selective Disclosure JW data formatted
as JSON. In the examples below, the "agent_card" field contains an
SD-JW formatted according to the Agent Card Structure defined in
Section 3.1.

The response contains an SD-JW Agent Card with context-appropriate
di scl osures.

HTTP/ 1.1 200 K
Cont ent - Type: application/vnd. sd-jw +j son

{

"agent _card": "eyJhbGci O JFUzI 1N | sl nR5¢cCl 61 kpXVCJ9. eyJpc3M O Jod. . . ~WJzYWOI
i wi bt ZSI sl kFJ1 EFzc2l zdGFudCld~WJz YWKOM | sl mvuZHBvaWs0cy| sVBsi bnFt ZSI 61 nByaWh
cnki LCJ1cmv G JodHRwezovL2FnZWs0LnmvAYWLwWh GUUY29t L2 FwaS92MsJ 9XVO~"

}

For privacy-sensitive discovery, the agent MAY require authentication
before revealing the Agent Card:

GET /.wel | -known/ agent.json HITP/ 1.1
Host: agent. exanpl e. com

Aut hori zati on: Bearer <discovery_token>
Accept: application/vnd. sd-jw +j son

4.2. Registry-Based Di scovery

Agent Regi stries support discovery with context-based selective
disclosure. |In the exanple below, an agent is discovered based on
the skill "route-optimzer-traffic".

POST /agents/di scover HITP/ 1.1

Host: registry. exanpl e. com

Cont ent - Type: application/json

Aut hori zation: Bearer <registry access_token>

{
"query": {
"skills": ["route-optimzer-traffic"],
"availability": "24/7"
} i)
"context": "public",
"max_results": 10
}
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4.3. Contextual Discovery

Di scovery can be perforned with different contexts to control the
| evel of infornation disclosure:

Public Context: Mninmal information suitable for public discovery,
i ncludi ng basic skills and public endpoints.

Internal Context: Additional operational details for interna
organi zati onal use

Di agnostic Context: Detailed technical information for
troubl eshooti ng and noni toring.

Federation Context: Inter-organizational discovery with appropriate
trust rel ationships.

The sane agent may present different Agent Cards for different
contexts while maintaining unlinkability between presentations.

5. Cryptographic Authentication and Capability-Based Authorization
SD- Card provi des enhanced aut henticati on and authori zati on nechani sns
through SD-JW integration with cryptographic key binding. This
section details the conplete authentication flow, key binding
mechani sms, and capability-based authorizati on processes that ensure
secure agent interactions.

5.1. SD-JW with Key Binding

Sel ective Disclosure JWI (SD-JW) with Key Binding is a security
mechani smt hat enabl es privacy-preserving authentication

An SD-JWI consists of three main parts separated by tildes (~):

1. Issuer-Signed JW: Contains the base clainms and sel ective
di scl osure net adat a

2. Disclosure Arrays: Base64url -encoded arrays containing the salt
and cl ai mdata

3. Key Binding JWI (KB-JWI): Proves possession of the confirnation
key

SD-IJWI For mat :
<l ssuer-Si gned JW>~<Di scl osure 1>~<Di scl osure 2>~...~<Key Bi nding JW>
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Key bindi ng cryptographically proves that the presenter of an SD-JWI
possesses the private key corresponding to the public key specified
in the cnf (confirmation) claimof the SD-JW. This mechani sm

1. Selective Disclosure: Only relevant clains are revealed to the
verifier

2. Cryptographic Binding: Proof of possession of a private key

3. Unlinkable Presentations: Different interactions cannot be
correl ated

4. Replay Protection: Each presentation is unique and time-bound
5.2. Agent Authentication Process

The agent aut hentication process involves multiple cryptographic
steps to ensure secure and verifiable identity establishment:

5.2.1. Step 1: Agent Card Presentation
The agent presents its SD-JW Agent Card with context-appropriate
sel ective disclosures. The "agent card" field contains an SD-JWr
generated fromthe followi ng raw i nput structure:

_Raw I nput Structure: _

The agent _card field is generated fromthe foll owi ng base agent
i nformation:
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{
"iss": "https://registry.exanple.cont,
"sub": "agent:ai-assistant-v2",
"iat": 1704063600,
"exp": 1735685999,
"vet": "urn:ietf:parans: oaut h:token-type: sd-a2a-agent-card",
" _sd_alg": "sha-256",
"osd"r [
"kV7i - VgPKOQ 8vYNJ4L8hFG3cRIZgX2nE5WC60A1NBs", // skills digest
" 3sdf 8nM\2p9uX7L3vEBNG R5kWs0oF4t C9j L7viMnX8gE" // endpoi nts di gest
1,
"nanme": "Al Assistant Agent",
"description": "Ceneral purpose Al assistant",
"version": "2.1.0",
"enf":r
"Twk": |
"kty": "EC',
"crv': "P-256",
"x": "TCAER19Zvu3CHF4j 4WAvf SVoHI P11 Li | Dl s7vCeGent",
"yt " Zx) T WD ZMQGHWKVQAhDBSI i r sV uec CE6t 4] T9F2HZQ'
}
}
}

_Sel ective Disclosures: _
* skills: ["saltl","skills",[{"name":"text-generation"}]]
* endpoints: ["salt2","endpoints”,[{"name":"primary"}]]

Resul ting SD-JWI Presentation:

{
"agent _card": "eyJhbGci O JFUzI 1N | sl nR5¢Cl 61 kpXVCJ9. eyJpc3M O JodHRwezovL3Jl 221 zdHI5LnV

AYWLWhGUUY29t i wi c3Vi | j oi YWl bn@6 YVt YXNzaXNOYWsOLXYyl i wi aWFOI j oxNz AOMDYzNj AWLCJI eHAIi § E3
Mz U20DUSOTks| nZj dCl 61 nVybj ppZXRnmOnBhcnt czpvYXV0aDp0b2t | bi 10eXBl OnNKLWEY YS1hZ2VudClj YXJkI

i Wi XBNkX2FsZyl 61 nNoYSOyNTYi LCIf c2Q O t dLCIuYWLI | j oi QUkgQXNzaXNOYWs0l EFnZWs0l1 i wi ZGVzY3JpcH
Rpb24i G JHZWbI cnFs| HB1lcnBvc2UgQUkg YXNzaXNOYWhO0! i wi dmvyc2l vbi | 61 1 uMs4Aw i wi Y25 j p71 np3ayl

6eyJrdHki O JFQyIl sl mNydi I 611 At M U2l i wi eCl 61 | RDQUVSMIT adnUz TOhGNGoOVz R2ZI NbOhJUDFJTA sRGxz
N3zDzUdl bWM LCI5I j oi WhhgaVdXYl pNUUdI VI dLVI EOaGITSW yc 1ZmdW/j QQU2dDRqVDlI GvkhaUSJ9f X0. si gha
ture~WJzYWOMSI sl nNraWkscyl sWBsi bnt ZSI 61 nRl eHQ Z2VuzZXJhdd vbi J9XVO~WJz YWKOM | s| nVuZHBv
aWs0cyl sWBsi bnFt ZSI 61 nByaWLhcnki f Vid~eyJhbGei G JFUzI 1Ni | sI nR5¢Cl 61 nt i K2p3dCJ9. eyJpYXQ G E
3MDQMN] M2MDAs | nF1ZCl 6aVWNsaW/udC51 eGFt cGxl LmNvbSI sl nNkX2hhc2gi G JLdDdRcUsaQnpxbkplLVlI EOa&T
SW yc1ZmdW/j QQU2dDRqVDI GWkhaUSI s1 ml udGvy YWNOaWBu X2l k1 j oi MII zNDU2Nzgt MIl zNCOxM MOLTEyMzQx M
TI zZNDU2Nzg5YWJj | n0. kb_si gnat ure”

}
5.2.2. Step 2: Key Binding JWI Creation

The agent creates a Key Binding JWI (KB-JW) to prove possession of
the private key. The KB-JW structure includes:

_KB-JWI' Header: _

{
"al g": "ES256",

"t yp" " kb+] wt "
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_KB-JWI' Payl oad: _

{
"iat": 1704063600,
"aud": "client.exanple.cont,
"sd_hash": "Kt 7QqNzZBzqnIJKVQ4hbSI i r sVf uecCE6t 4 TOF2HZQ',
"interaction_id": "12345678-1234-1234-1234-123456789abc",
"nonce": "random nonce-val ue-12345"
}
wher e,
* jat: Issued at time - prevents replay attacks
* aud: Audience - identifies the intended recipient
* sd_hash: Hash of the SD-JW presentation (binds KB-JW to specific
presentation)
* interaction_id: Unique interaction identifier - prevents cross-
session attacks
* nonce: Optional randomvalue - adds additional replay protection
5.2.3. Step 3: Cryptographic Verification

The client perforns conprehensive verification

1.

5. 3.

Agent Card Signature Verification: Validates the issuer’s
signature

Di sclosure Verification: Confirms disclosed clains match their
di gests

Key Binding Verification: Validates the KB-JW signature using
the agent’s public key

Temporal Validation: Checks expiration and freshness of
ti mest anps

Audi ence Validation: Ensures the KB-JWI is intended for this
client

Advanced Aut horization Fl ows

TODO. Add text on how a query can be perforned based on Agent’s
capabilities various authorization contexts, such as public,
internal, diagnostic, and federation contexts, roles base discovery.
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6. Conplete SD-JW and Key Bi ndi ng Exanpl es

Thi s section provides conprehensi ve exanpl es of SD-JWI
transformati ons and key bi nding processes for A2A Agent Cards,
denmonstrating input formats, selective disclosure transformations,
and the conpl ete authentication flow.

*] npl enent ati on Note*: Conpl ete source code inplenmenting all exanples
in this specification can be found in the exanples/ directory of the
repository.

6.1. SD-JW Agent Card Creation Process

6.1.1. Step 1: Oiginal A2A Agent Card (I nput)

Starting with a conpl ete A2A Agent Card as defined in the
speci fication:

{
"protocol Version": "0.2.9",
"name": "GeoSpatial Route Planner Agent"”
"description": "Provides advanced route planning, traffic analysis, and custommap g
eneration services",
"url": "https://georoute-agent.exanpl e.confa2a/vl",
"preferredTransport”: "JSONRPC',
"additional Interfaces": [
{"url": "https://georoute-agent.exanpl e.confa2a/v1l", "transport": "JSONRPC'},
{"url": "https://georoute-agent.exanpl e.com a2a/ grpc", "transport": "GRPC'},
{"url": "https://georoute-agent.exanpl e.confa2al/json", "transport": "HITTP+JSON'}
1,
"provider": {
"organi zation": "Example Geo Services Inc.",
"url": "https://ww. exanpl egeoservi ces. cont
1
"iconUrl": "https://georoute-agent.exanpl e.conlicon.png”,
"version": "1.2.0",
"docunentationUrl": "https://docs. exanpl egeoser vi ces. com geor out e- agent/ api ",
"capabilities": {
"stream ng": true,
"pushNotifications": true,
"stateTransitionHi story": false
},
"securitySchemes": {
"google": {
"type": "openl dConnect",
"openl dConnect Url": "https://accounts. google.com .well-known/ openi d-configuratio
n"
}
},
"security": [{"google": ["openid", "profile", "email"]}],
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"defaul tl nput Modes": ["application/json", "text/plain"],
"def aul t Qut put Mbdes": ["application/json", "inmage/png"],

"skills": [
{
"id": "route-optimzer-traffic",
"name": "Traffic-Aware Route Optinizer",
"description": "Calculates the optinmal driving route between two or nore |locatio

ns",
"tags": ["maps", "routing", "navigation", "directions", "traffic"],
"exanmpl es": [
"Plan a route from’' 1600 Anphitheatre Parkway, Muntain View, CA to ’'San Fran
cisco International Airport’ avoiding tolls."

]

i nput Mbdes": ["application/json", "text/plain"],
"out put Modes": ["application/json", "application/vnd.geo+json", "text/htm"]

H
{
"id": "custom nap-generator",
"name": "Personalized Map CGenerator",
"description": "Creates custom map inmages or interactive map views",
"tags": ["maps", "custom zation", "visualization", "cartography"],
"exanpl es": [
"Generate a map of ny upcoming road trip with all planned stops highlighted."
1,
"i nput Mbdes": ["application/json"],
"out put Modes": ["inmage/ png", "image/jpeg", "application/json", "text/htm"]
}

]1

"support sAut henti cat edExt endedCard": true

6.1.2. Step 2: SD-JW Transformation with Sel ective Disclosure
The Agent Registry transforns this into an SD-JW with sel ective
di scl osure markers. The Issuer-Signed JWI contains base clains and
sel ective disclosure digests:

6.1.2.1. Issuer-Signed JW Header:

"al g": "ES256",
"typ": "JW

}
6.1.2.2. Issuer-Signed JW Payl oad:
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"iss": "https://registry.exanple.cont,

"sub": "agent:georoute-planner-vl",

"iat": 1704063600,

"exp": 1735685999,

"vet": "urn:ietf:params: oaut h:token-type: sd-agent-card",

" _sd_alg": "sha-256",

"osd"r [
"kV7i - VgPK9Q 8vYNJ4L8hFG3cRIZgX2mE5WC60A1NBs" ,
" 71 F2sMBkT5nL9pX3cV6zR4gWle Y8oU0j H3vB7nM2KF9"
" 3bN8nL5qR7kX9j V2cF6zT4pWLeY80U0j H3vB7nM2kGL" ,
"5eQr P9sL3nmX7j V2cF6zR4gWLeY8oU0j H3vB7nM2kH8" ,
" 1gMaoK7pT5nX9j V2cF6zT4pWLeY80oUOj H3vB7nM2kJ6" ,
"9cV8j T2nP5r X7kV9j F6zT4pWLeY80U0j H3vB7nM2kL4"
" 2hR6KWANT7mX9j V2cF6zT4pWleY80U0j H3vB7nM2KkNL"

]

rotocol Version": "0.2.9",
"name": "GeoSpatial Route Planner Agent",
"description": "Provides advanced route planning, traffic analysis, and custom map ¢
eneration services",
"url™: "https://georoute-agent.exanpl e.con a2a/v1l",
"version": "1.2.0",
"defaul tlI nput Modes": ["application/json", "text/plain"],
"def aul t Qut put Modes": ["application/json", "inmage/png"],
"enf": {
AL
"kty": "EC',
“crv": "P-256",
"x": "TCAER19Zvu3OHF4j 4WAvf SVoHI P1I Li | DI s7vCeCent”,
y"'o " ZXj i WD ZMQGHWKVQAhbSI i r sVf uecCE6t 4] TOF2HZQ!

}
}

6.1.3. Step 3: Disclosure Arrays for Selective dains

Each sel ectively disclosable claimis encoded as a separate
di scl osure array:

6.1.3.1. Disclosure 1 - Skills:

[" _26bc4LT-ac6g2Kl 6cBWses", "skills", [{"id":"route-optimzer-traffic","name":"Traffic
-Aware Route Optinizer","description":"Calculates the optinmal driving route between two o
r nore |ocations","tags":["maps","routing", "navigation","directions","traffic"],"exanpl es
":["Plan a route from’ 1600 Anphitheatre Parkway, Muntain View, CA to ’'San Francisco In
ternational Airport’ avoiding tolls."],"inputMdes":["application/json","text/plain"],"ou
t put Modes": ["application/json", "application/vnd. geo+json","text/htm"]},{"id":"custom map
-generator", "name": " Personal i zed Map CGenerator", "description":"Creates custom nmap i nages
or interactive map views","tags":["maps", "customni zation", "visualization","cartography"],"
exanpl es":["Generate a map of ny upcoming road trip with all planned stops highlighted."]
,"input Mbdes":["application/json"], "outputMdes":["inmage/ png", "i mage/jpeg", "application/]j
son","text/htm "]}]]

Base64ur| encoded:

WJf M Zi YZRWCLhYzZxMt INMNCVz VI cyl sl nNraWkscyl sVBsi aWQ O Jyb3V0ZS1vcHRpbW 62Xl t dHIhZnZpY
yl sl nbhbWJi G JUcrFnZm j LUF3YXJI | FJvdXRl | E9wdd t aXpl ci | sl nRl c2NyaXB0aVWul j oi @RFsY3VsYXR cy
BOaGUgb3B0aWLhbCBkcm 2aWbnl HIvdXR | GJI dHdl ZWAgdHdvl Ryl Glvenmgh@j YXRpb25zI1 i wi dGFncyl 6WJ
t YXBzl i wi cm@1dd uzyl sl nbhdm nYXRpb24i LCIkaxXJl Y3Rpb25z!l i wi dHIhZnZpYyJdLCJl eG-t cGxl cyl 6WJIQ
bGFul GEgenB1dGUgZnJvbSANMIYWMCBBb XBoaXRoZWFOc mgUGFya3dheSwgTW9 1bnRhaWigVim | dywgQOEnI HRvI

CdTYWigRnJhbnNpc2NvI El udGvybnF0aV@u YWWgQWN yc @y dCecgYXZvaWRpbnc gd@sbHWul | 0s1 m ucHVOTVWk ZX
M A si YXBwhG j YXRpb24vanNvbi | sl nRl eHQvcGxhaWli XSwi b3VOcHVOTVWKkZXM A si YXBwbd j YXRpb24vanN



vbi | sl nFwe GxpY2F0aVWQuL3ZuzC5nZW8r anNvbi | sl nRl eHQvaHRt bCJdf Sx71 m ki j oi Y3Vzd@&t LWLhcC1lnZWsl

cnFOb31 i LCJuYWLI | j oi UGWyc29uYWkpenvkl ELhc CBHZWS| cnF0b31 i LCIKZXN cm wdd vbi | 61 KNy ZWFOZXMgY
3Vzd&t | GLhcCBpbWFnZXMgb31 gaWb0ZXJhY3RpdnmJgbWFwW HZpZXdzl i wi dGFncyl 6WJt YXBzl i wi Y3Vzd@0t aX
phdd vbi | sl nZpc3Vhbd 6 YXRpb24i LCIj YXJ0b2dyYXBoeSJdLCIl eGFt cGxl cyl 6WJIHZWsI cnF0ZSBhl GLhcCB
vZi Bt eSB1cG\vbW uzZyByb2Fkl HRyaXAgd2l 0aCBhbGmcGxhbnbl ZCBzd@weyBoaWlobG naHRl ZC4i XSwi aWbw
dXRNb2RI cyl 6WJhcHBsaWNhdd vbi 9qc29ul | 0sl mB1dHB1dE1vZGVzI j pbl m t YWdI L3Buzyl si nmi t YWl L2pwZ
Wi LCIhcHBsaWNhdd vbi 9gc29ul i wi dGv4dC9odGls| | 19XVid

6.1.3.2. Disclosure 2 - Additional Interfaces:
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["_3sdf 8m\N- 2p9uXxX7L3vEBNG ", "additional Interfaces", [{"url":"https://georoute-agent.ex
anpl e. com a2a/v1","transport":"JSONRPC'}, {"url ":"https://georout e- agent. exanpl e. conf a2a/ g
rpc”,"transport":"GRPC'}, {"url":"https://georoute-agent. exanpl e. com a2a/json","transport™
C"HTTP+JSON'}] ]

6.1.3.3. Di scl osure 3 - Provider:

["_7kRt 2gW 5mX9j NdcF7zPs", "provider", {"organization":"Exanple Geo Services Inc.","ur
| ":"https://ww. exanpl egeoservi ces. com'}]

6.1.4. Step 4: Conplete SD-JW Serialization
The conplete SD-JW is serialized (truncated for readability):

eyJhbCci O JFUzI 1N | sl nR5¢Cl 61 kpXVCJI9. eyJpc3M O JodHRwczovL3Jl 221 zdHISLnvVAYWLWoGUUY29t | i wi

c3Vi | j oi YWl bnQZ2WcnmB1dGUt cGxhbnbl ci 12MSI sl m hdCl 6 MTcWINDA2 Mz YWMOWI ZXhwi j oxNzMLN) g1OTk5L
CI2Y3Q G Jlcmi6aWozj pwYXIhbXMBb2F1dGy6d@r ZWAt dH wZTpzZClhzZ2VudClj YXJIKI i wi X3NKX2FsZyl 61 n
NoYSOyNTYi LCIf c2Q O si alY3aS1IWZ1BLOVI . .. ~WJf M Zi YZRWCLhYzZxMt INMNCVzVI cyl sl nNr aWkscyl s
VBsi aWQ O Jyb3V0ZS1vcHRpbW 62Xl t dHIhZnZpYyl sl nBhbWJi G JUcnFnZm j LUF3YXJI | FJvdXRl | EOQwdd t a
Xpl ci | sl mRI c2NyaXB0aWul j oi Q2FsY3VsYXRl cyBO0aGUgh3BOaWLhbCBkcm 2aWsnl HIvdXRl | GJI dHdl ZWigdH
dvl @yl Glvemgb@j YXRpb25zI1 i wi dG-ncyl 6WJt YXBzl i wi cnm®1dd uZyl sl nbhdm nYXRpb24i LCIkaXJl Y3R
pb25z1iw dHIhZnZpYyJdLCIl eGt cGxl cyl 6WJIQoGFul GEgend1dGUgZnJvbSAnMIYWMCBBb XBoaXRoZWFOc g
UGFya3dheSwgTW21bnRhawWwigVm | dywgQOENnI HRvl CATYWIgRnJhbmNpc2NvI El udGvybnF0aV@u YW QW yc XRyd
CcgYXzZvaWRpbntgd@sbHWul | Osl Ml ucHVOTWOKkZXM A si YXBwb@ j YXRpb24vanNvbi | s| nRl eHQvcGxhaWi XS
Wi b3VOcHVOTWOKZXM A si YXBwbhd j YXRpb24vanNvbi | sl nFwecGxpY2F0aVWQuL3ZuZC5nZWBr anNvbi | sl nRI eHQ
vaHRt bCIdf Sx71 m ki j oi Y3Vzd@t LWLhcC1lnZWbl cnF0b31 i LCJuYWLI | j oi UGVyc29uYWkpenvkl E1hc CBHZWEI

cnFOb3l i LCIkZXN cml wdd vbi | 61 kNyZWFOZXMyY3Vzd &0t | GLhe CBpbWFnZXMgb31 gaWb0ZXJ h Y3RpdmJgbWrAw

HzZpzXdzl i wi dG-ncyl 6WJt YXBzl i wi Y3Vzd®t aXphdd vbi | sl nZpc3Vhbd 6 YXRpb24i LCJj YXJ0b2dyYXBoeS
JdLCII eGFt cGxl cyl 6WJIHZWEI cnF0ZSBhl GLhc CBvZi Bt eSB1cG\vbW uZyByb2Fkl HRyaxXAgd2l 0aCBhbGagc Gx
hbnbl ZCBzd@wcyBoaWlobd naHR ZC4i XSwi aWbwd XRNb2RI cyl 6WJhcHBsaWNhd@ vbi 9qc29ul | Osl nD1dHB1
dE1vZGvzl j pbl m t YWl L3Buzyl sl ml t YWl L2pwZWi LCIhcHBsaWNhdd vbi 9qc29ul i wi dGv4dCOodGlsl | 19X
V1d~WJf MBNkZj ht Ti OycDl 1WDdMVBZFOG5Hci | s| nFkZd 0av@uYWkJbnRI cnzhY2Vzl i xbeyJlcmm O JodHRwe
zovLl2dl b3JvdXR LWFNZW50LnmvAYWLwb GUUY29t L2Ey YS92MSI s| nRy YWbzc@ydCl 61 kpTTOSSUEM f Sx71 nWbC
I 61 mhOdHBz O 8vZ2WcnmB1dGUt YWl bnQuZXhhbXBsZS5j b20vYTJhL2dycGM LCI0cnFuc3Bven@ O JHU BDI n0
seyJlcmni G JodHRwezovL2dl b3JvdXR LWFnZWs0Lmv4YWiwb GUu Y29t L2Ey YS9qc29ul i wi dHIhbnNwb3J0I j oi

SFRUUCt KUD9Q n1dXQ~-WJf N2t SdDIxVy01bVg5ak40Y0Y3el Bzl i wi cHIvdm kZXI i LHsi b3JnYWspent0aWul |

oi RXhhbXBsZSBHZWBgW2Vydm j ZXMgSWbj Li | sl nVybCl 61 mth0dHBzG 8vd3d3LnvV4YWLwbGVnZW9zZXJ2aWNl cy5
j b20i fV1

7. 1 ANA Consi derations
TODO
8. Security Considerations
TODO
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