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1. Introduction

1.1. Background

Countries such as the USA, China, and South Korea are adapting to the
fifth-generation nmobile comuni cation systens (5G technology at an
increasingly rapid pace. There are nore than 1500 cities worl dw de
with access to 5G technology. Oher countries are al so taking
significant steps to make 5G networks comrercially available to their
citizens. As the research in 5G technology is noving toward gl oba
standardi zation, it is inportant for the research comunity to focus
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on devel opi ng sol utions beyond 5G and for the 6G era. The first
white paper on 6G [WP-6F was published by 6G Fl agshi p, University of
Qul u, Finland under the 6Cenesis project in 2019. This white paper
identified the key drivers, research requirenments, challenges, and
essential research questions related to 6G  One of the main
requirenents as listed in this paper was to | ook at the probl em of
transmtting data at a speed of over 100 CGbps per user

Additionally, 3GPP requires that the cryptographic algorithns
proposed for 5G systens should support 256-bit keys [SPEC-5G. Apart
fromthe need for speeds of nore than 100 Gbps and supporting 256-bit
keys, 3GPP al so discusses the possible inpacts of quantum conputing
in the com ng years, especially due to Gover’s algorithm Wile
descri bing the inpact of quantum conputers on synmetric al gorithns
required for 5G and beyond, 3GPP states the following in Section 5.3
of [ SPEC-5(G:

"The threat to synmetric cryptography from quantum conputing is | ower
than that for asymretric cryptography. As such there is little
benefit in transitioning symetric algorithns w thout corresponding
changes to the asymmetric algorithnms that acconmpany them"”

However, it has been shown in nunmerous articles that quantum
conmputers can be used to either efficiently break or drastically
reduce the time necessary to attack sone symretric-key cryptography
met hods. These results require a serious reevaluation of the prem se
that has informed beyond 5G quantum security concerns up to this
point. Additionally, since NIST will finally standardi ze quantum
resistant public key algorithns in the coning few years, we believe
it is inportant for the research comunity to also focus on symetric
algorithms for future tel ecommunications that woul d provide security
agai nst quantum adversaries. The effectiveness of post-quantum
asymetric cryptography would only be inproved if the symretric
cryptography used with it is also quantumresistant. Thus, a
symmetric cryptographic algorithmthat

* supports 256-bit key and provides 256-bit security with respect to
key recovery and forgery attacks,

* has an encryption/decryption speed of nore than 100 Gbps, and

* is at |least as secure as AES-256 agai nst quantum adversaries (for
128-bit security agai nst a quantum adversary)

i s needed.
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2

3.

Rocca-S has been designed as an encryption algorithmfor a high speed
communi cati on such as future internet and beyond 5G nobil e

communi cations. Rocca-S achi eves an encryption/decryption speed of
nore than 200 Gbps in both the raw encryption schenme and the AEAD
schene on an Intel (R) Core(TM i9-12900K. It can provide 256-bit and
128-bit security against key recovery attacks in classical and
quant um adversari es respectively. The high throughput of Rocca-S can
be achieved by utilizing the AES-NI [AES-NI]. A simlar approach has
been taken by the AEG S fam|ly [AEG S] and Ti aoxi n-346 [ Tl AOXI N|

both two subm ssions to the CAESAR conpetition [ CAESAR]. SNOWYV

[ SNOW V] al so uses the AES round function as a conponent so AES-NI
can be used.

Desi gn Concept

In this docurment, we present an AES-based AEAD encryption schenme with
a 256-bit key and 256-bit tag call ed Rocca-S

To achieve such a dramatically fast encryption/decryption speed,
Rocca-S adopts the design principles such as the SIMD-friendly round
function and an efficient pernutation-based structure. W explore
the class of AES-based structures to further increase its speed and
reduce the state size. Specifically, we take the follow ng different
appr oaches:

* To minimze the critical path of the round function, we focus on
the structure where each 128-bit block of the internal state is
updat ed by either one AES round (aesenc) or XOR while Jean and
Ni kol i c consider the case of applying both aesenc and XOR in a
cascade way for one round.

* W introduce a pernutation between the 128-bit state words of the
internal state in order to increase the nunber of possible
candi dates whil e naintaining efficiency because executing such a
pernmutation is a cost-free operation in the target software, which
was not taken into account in [DESI G\

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here
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2. Al gorithm Description

In this section, the notations and the specification of our designs
wi || be descri bed.

2.1. Notations
The followi ng notations will be used in the docunent. Throughout
this docunment, a block nmeans a 16-octet value. For the constants Z0
and Z1, we utilize the sane ones as Tiaoxin-346 [TIAOXIN].

1. X ™ Y. The bitwi se Exclusive OR (XOR) of X and Y.

2. X#Y: For a nunber X and a positive integer Y, the Y-th power of
X.

3. f#(N): For a function f and a non-negative integer N, the N-th
iteration of function f.

4. | X|: The length of X in bits.
5. X||Y : The concatenation of X and Y.
6. ZERO(l): A zero string of length | bits.

7. PAD(X): X |ZERO(I'), where | is the mininmal non-negative integer
such that |PAD(X)| is a nultiple of 256.

8. PADN( X): X||ZERQ(1), where | is the m nimal non-negative integer
such that |PADN(X)| is a multiple of 128.

9. LE128(X): the little-endi an encodi ng of 128-bit integer X

10. Truncate(X, n): the result of truncating X to n bhits.

11. Wite Xas X = X[O][|X[1]|| ... |IX[n] with |X[i]] = 256,
where | X|] is nultiple of 256 and n is | X /256 - 1. In addition,
X[i] iswitten as X[i] = X[i]_O||Xi]_1 where X[i]_0 and X[i]_1
are 128-bit.

12. S: The state of Rocca-S, which is conposed of 7 blocks, i.e., S
= (9[0], S[1], ..., S[6]), where S[i] (0 <=i <= 6) are bl ocks
and S[0] is the first block.

13. Z0: A 128-bit constant bl ock defined as Z0 =
428a2f 98d728ae227137449123ef 65cd.
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14.

15.

16.

17.

2. 2.

Z1: A 128-bit constant bl ock defined as Z1 =
b5c0f bcf ec4d3b2f e9b5dba58189dbbc.

A(X): The AES round function without the constant addition
operation, as defined bel ow

A(X) = M xCol ums( ShiftRows( SubBytes(X) ) ), where M xCol ums,
Shi ft Rows and SubBytes are the sane operations as defined in AES
[ AES] .

AES(X,Y): One AES round is applied to the bl ock X, where the
round constant is Y, as defined bel ow

AES(X, Y) = A(X) ™ Y.

This operation is the same as aesenc, which is one of the
instructions of AES-NI and perforns one regular (not the |ast)
round of AES on an input state X with a subkey Y.

R(S, X,Y): The round function is used to update the state S, as
defined in Section 2.2.

The Round Function

The input of the round function R(S, X,Y) of Rocca-S consists of the
state S and two blocks (X Y). |If denoting the output by Shew,
Snew. =R(S, X, Y) can be defined as foll ows:

Snew 0] = S[6] ~ S[1]

Snew 1] = AES(9[ 0], X)

Snew 2] = AES(S[1], 9[0])

Snew 3] = AES(S[2], S[6])

Snew 4] = AES(S[3],Y)

Snew 5] = AES(S[4], S[3])

Snew 6] = AES(9[5], 5[ 4])

The corresponding illustration can be found in Figure 1.
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Figure 1: Illustration of the Round Function
Speci fication

Rocca-S is an AEAD schene conposed of four phases: initialization,
processing the associ ated data, encryption, and finalization. The

i nput consists of a 256-bit key K = KO|| K1, a nonce N of between 12
and 16 octets (both inclusive) in length, the associated data AD, and
the message M The output is the corresponding ci phertext C and a
256-bit tag T.

The settings described below are required for the paraneters:

* The key K MJUST be generated in a way that is uniformy random or
pseudor andom

* PADN(N), where N is the nonce, which MJST be distinct for any
particul ar value of the key. Recommended nonce formation can be
found in [ RFC5116].

1. Initialization

First, (NK) is loaded into the state Sin the follow ng way:

KO| | KL = K

S[0] = K1

S[1] = PADN(N)

S[2] = 20

S[3] = KO

S[4] =71

S[5] = PADN(N) ~ K1
S[6] = ZERQ(128)

ano, et al. Expires 1 August 2026 [ Page 7]
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Then, 16 iterations of the round function R(S, Z0,Z1), which is
witten as R(S, Z0, Z1)#(16), are applied to state S.

After 16 iterations of the round function, tw 128-bit keys are XORed
with the state Sin the followi ng way:

S[0] = S[0] ~ KO
S[1] = S[1] ~ KO
S[2] = S[2] ~ KL
S[3] = S[3] ~ KO
S[4] = S[4] ~ KO
S[5] = S[5] ~ Kl
S[6] = S[6] ~ Kl

2.3.2. Processing the Associ ated Data

If ADis enpty, this phase will be skipped. Oherwi se, AD is padded
to PAD(AD), and the state is updated as foll ows:

for i =0tod- 1
R(S, PAD(AD)[i]_0, PAD(AD)[i]_1)
endf or

where d = | PAD(AD)| / 256.
2.3.3. Encryption

The encryption phase is simlar to the phase to process the
associated data. If Mis enpty, the encryption phase will be
skipped. Oherwise, Mis first padded to PAD(M, and then PAD(M
will be absorbed with the round function. During this procedure, the
ciphertext Cis generated. |If the last block of Mis inconplete and
its length is b bits, i.e., 0 < b < 256, the last block of Cwll be
truncated to the first b bits. A detailed description is shown

bel ow:
for i =0tom- 1
di]_0 = AES(S[3] ™ S[5], S[0]) ~ PAD(M[i]_O
di]l_1 = AES(S[4] ™ S[6], S[2]) ~ PAD(M[i]_1
R(S, PAD(M[i]_0, PAD(M[i]_1)
endf or

where m= | PAD(M| / 256.
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2.3. 4. Fi nali zation

The state S will again pass through 16 iterations of the round
function R(S,LE128(| AD|),LE128(|M)) and then the 256-bit tag T is
conputed in the foll owi ng way:

T =(S[0] ~ s[1] ~ §[2] ~ §[3]) [ (S[4] ™ S§[5] " S[6])
2.3.5. Rocca-S Algorithm

A formal description of Rocca-S can be seen in Figure 2, and the
corresponding illustration is shown in Figure 3.

/1l Rocca-S Algorithm The specification of Rocca-S
procedure RoccaEncrypt(K, N, AD, M
S =lInitialization(K, N)
if |ADj > 0 then
S = ProcessAD( S, AD)
endi f
if |[M >0 then
(S, © = Encryption(S, M
Truncate(C, | M)
endi f
T = Finalization(S, |AD, |[M)
return (C, T)

procedure RoccaDecrypt(K, N, AD, C, T)
S =lInitialization(K, N)
if |ADj > 0 then

S = ProcessAD(S, AD)

i f

Cl > 0 then

(M S) = Decryption(S, O
Truncate(M | Q)

endi f

if T ==Finalization(S, |AD, |C) then
return M

el se
return nil

endi f

end
if

procedure Initialization(K, N
KO| | K1 = K

K1

PADN( N)

Z0

KO

Z1

1%
N
L O I | I 1
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S[5] = PADN(N) N K1
S[ 6] = ZERQ(128)
for i = 0 to 15 do
S = R(S, Z0, Z1)
endf or
S[0] = §[0] N KO
S[1] = 9[1] N KO
S[2] = §[2] ~ K1
S[3] = 9[3] ™ KO
S[4] = S[4] ™ KO
S[5] = §[5] "N Kl
S[6] = §[6] N Kl
return S

procedure ProcessAD(S, AD)

AD = PAD( AD)
d = | AD| / 256
for i =0tod- 1do
S= RS ADi]_0, AOi]_1)
endf or
return S

procedure Encryption(S, M O

M = PAD( M

m= | M/256

for i = 0tom- 1 do
di]_0 = AES(S[3] ~ 9[5], S[0]) ~Mi]_O
di]l_1 = AES(S[4] ™~ 9[6], S[2]) ~Mi]_1

= R(SMi]_0, Mi]_1)
endf or
return (S, O
procedure Decryption(S, O

C = PAD(O)

c =|C/256

for i =0toc - 1do
Mi]_0 = AES(S[3] ™~ §[5], S[0]) ~ Ci]_0O
Mi]_1 = AES(S[4] ~ §[6], S[2]) ~ Cdi]_1
S=RSMi]l_ 0 Mi]_1)

endf or

return (S, M

procedure Finalization(S, ad_len, mlen)

for i =0 to 15 do
S = R(S, LE128(ad_len), LE128(m.en))

endf or

T = (S[0] ~ S[1] ~ §[2] ~ §[3]) || (S[4] ~ S[5] ~ S[6])

return T
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Fi gure 2: The Specification of Rocca-S
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Figure 3: The Procedure of Rocca-S

2.3.6. A Raw Encryption Schene

If the phases of processing the associated data and finalization are

renoved, a raw encryption schene is obtained.
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2.3.7. A Keystream Generation Schene

If the phases of processing the associated data and finalization are
renoved, and there is no nessage injection into the round function
such that R(S,0,0), a keystream generation schene is obtained. This
schene can be used as a general stream cipher and for random bit
gener ati on.

2.3.8. Support for Shorter Key Length

For Rocca-S to support 128-bit or 192-bit keys, the given key needs
to be expanded to 256 bits. When a 128-bit key is given, it will be
set to KO, and K1 is defined as K1 = ZER((128). When a 192-bit key
is given, the first 128-bit will be set to KO, and the remaining
64-bit will be set to KL after padding with zeros.

The use of Key Derivation Functions (KDF) [KDF] to stretch the key
length to 256-bit could be another option. The given 128-bit or
192-bit key will be used as a key derivation key, and the output of
the KDF will be 256-bit.

When Rocca-Sis initialized with shorter key than 256-hbit, the
initial value for §[6] in the initialization phase will be changed.
S[6] is initialized as S[6]= 1| | ZERQ(127) when 128-bit key is given,
and S[6]= 11| | ZERQ(126) for 192-bit key. The key-I|engt h-dependent
initial value is introduced thanks to the note by Takeuchi et al.
[ePrint2024_901] who pointed out the possibility of the identical
initial states due to key expansion.

2.3.9. Settings as AEAD Al gorithm Specifications

To conply with the requirenents defined in Section 4 of [ RFC5116],
the settings of the paraneters for Rocca-S are defined as foll ows:

* K LEN (key length) is 32 octets (256 bits), and K (key) does not
require any particular data format.

*  P_MAX (maxi mum size of the plaintext) is 2#125 octets.
* A MAX (maxi mum si ze of the associated data) is 2#61 octets.

* N.MN (mininmmsize of the nonce) = 12 octets, and N _MAX (naxi mum
size of the nonce) = 16 octets.

* C_MAX (the largest possible AEAD ciphertext) = P_MAX + tag length
= 2#125 + 32 octets.

I n addition,
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2

2

2

3.

* Rocca-S does not structure its ciphertext output with the
aut henti cation tag.

* Rocca-S is not random zed or is not stateful in the neanings of
Section 4 of [RFC5116].

4. Security dains

4.1. dassic Setting

As described in Section 3, Rocca-S provides 256-bit security agai nst
key-recovery and 192-bit security against forgery attacks in the
nonce-respecting setting. W do not claimits security in the

rel at ed- key and known-key settings.

The nessage length for a fixed key is limted to at nost 2#128, and
we also limt the nunber of different nessages that are produced for
a fixed key to be at nost 2#128. The length of the associ ated data
for a fixed key is up to 2#64.

4.2. Quantum Setting

Rocca-S provides 128-bit security agai nst key-recovery and forgery
attacks agai nst quantum adversary with cl assical online queries.
Rocca- S does not claimsecurity agai nst online quantum superposition
att acks.

Security Considerations
1. Security Against Attacks

Rocca-S is secure against the follow ng attacks:

1. Key-Recovery Attack: 256-bit security agai nst key-recovery
att acks.

2. Differential Attack: Secure against differential attacks in the
initialization phase.

3. Forgery Attack: 192-bit security against forgery attacks.
4. Integral Attack: Secure against integral attacks.
5. State-recovery Attack

* Q@uess-and-Determine Attack: The tine conplexity of the guess-
and- determ ne attack cannot be | ower than 2#256.
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* Al gebraic Attack: The system of equations, which needs to be
solved in al gebraic attacks to Rocca-S, cannot be solved with
time conplexity 2#256.
6. The Linear Bias: Secure against a statistical attack.
The details can be found in the paper [ROCCA-S].
3.2. Oher Attacks
Wil e there are nmany attack vectors for block ciphers, their

application to Rocca-S is restrictive, as the attackers can only know
partial information about the internal state fromthe ciphertext

bl ocks. In other words, reversing the round function is inmpossible
in Rocca-S without guessing nmany secret state bl ocks. Therefore,
only the above potential attack vectors are taken into account. In

addition, due to the usage of the constant (Z0,Zl) at the
initialization phase, the attack based on the simlarity in the four
colums of the AES state is al so excl uded.

3.3. Nonce Reuse
I nadvertent reuse of the sane nonce by two invocations of the Rocca-S
encryption operation, with the same key, underm nes the security of
the messages processed with those invocations. A |oss of
confidentiality ensues because an adversary will be able to
reconstruct the bitw se exclusive-or of the two pl ai ntext val ues.

3.4. Tag Verification Failure

When the tag verification fails during the decryption phase, it is
recomrended to erase the plaintext and conputed tag.

4. | ANA Consi derati ons

I ANA has assigned value TBD in the AEAD Al gorithnms registry to
AEAD_ROCCA.
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Appendi x A, Software |nplenmentation
A.1. Inplenentation with SIMD I nstructions
Figure 4 shows a sanple inplenentation of Rocca-S
#i ncl ude <nmenory. h>
#include <immntrin. h>
#i ncl ude <stdlib. h>
#i ncl ude <stdint. h>
#defi ne ROCCA _KEY_SI ZE (32)
#defi ne ROCCA | V_SI ZE (16)
#defi ne ROCCA_MSG BLOCK_SI ZE (32)
#defi ne ROCCA_TAG Sl ZE (32)
#defi ne ROCCA_STATE_NUM (7
typedef struct ROCCA CTX {
ui nt 8_t key[ ROCCA KEY_SI ZE/ 16] [ 16] ;
uint 8_t state[ ROCCA_STATE _NUM [ 16] ;
size t size_ad;
size t size m

} rocca_context;
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#def i ne | oad(m
#define store(ma) _mmstoreu_si 128((__ml28i
#def i ne xor(a,b) _mm xor _si 128(a, b)

#def i ne and(a, b) _mm and_si 128(a, b)

#def i ne enc(a, k) _mm aesenc_si 128( a, k)
#defi ne setzero() _mmsetzero_si 128()

#defi ne ENCODE_I N_LI TTLE_ENDI AN( bytes, v) \

bytes[ 0] = ((uint64_t)(v) << ( 3));
bytes[ 1] = ((uint64_t)(v) >> (1 * 8 - 3));
bytes[ 2] = ((uint64_t)(v) >> (2 * 8 - 3));
bytes[ 3] = ((uint64_t)(v) > (3 * 8 - 3));
bytes[ 4] = ((uint64_t)(v) >> (4 * 8 - 3));
bytes[ 5] = ((uint64_t)(v) >> (5 * 8 - 3));
bytes[ 6] = ((uint64_t)(v) >> (6 * 8 - 3));
bytes[ 7] = ((uint64_t)(v) >> (7 * 8 - 3));
bytes[ 8] = ((uint64_t)(v) >> (8 * 8 - 3));
bytes[ 9] = 0; \

bytes[10] = 0; \

bytes[11] = 0; \

bytes[12] = 0; \

bytes[13] = 0; \

bytes[14] = 0; \

byt es[ 15] = O;

#define FLOORTO(a, b) ((a) / (b) * (b))

#defi ne S_NUM ROCCA_STATE_NUM
#def i ne M_NUM ( 2
#define INIT_LOOP (16)
#define TAG LOOP (16)

#def i ne VARS4UPDATE \
_ nml28i k[2], state[S _NuM,

#def i ne VARSAENCRYPT \
VARS4UPDATE \
_ ml28i ZIMNUM, C[MNU;

#def i ne COPY_TO LOCAL(ctx) \
for(size t i =0; i < S NUM ++i) \
{ state[i] = load(&(ctx)->state[i][0])); }

#def i ne COPY_FROM LOCAL(ctx) \
for(size_t i =0; i < S NUM ++i) \
{ store(&(ctx)->state[i][0]), state[i]); }

#def i ne COPY_TO LOCAL I N TAG ctx) \
et al.

Nakano, Expires 1 August 2026
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_mm | oadu_si 128((const __ ml28i
*)(m, a)

— - - - -

*)(m)

stateNew[ S NUM, M M NUM ;
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COPY_TO_LOCAL( ct x)
{ k[i] = load(&((ctx)->key[i][O])); }

#defi ne COPY_FROM LOCAL_I N_I NI T(ctx) \
COPY_FROM LOCAL( ct X) =

for(size_t i =0; i < 2

for(size t i 0; i <2

{ store(&((ctx)->key[i][0]), k[i]); }

#defi ne UPDATE_STATE

(X) \

stateNew 0] = xor(state[6], state[1]); \
stateNew[ 1] = enc(state[0], X[0]); \
stateNew 2] = enc(state[1], state[0]); \
stateNew 3] = enc(state[2], state[6]); \
stateNew 4] = enc(state[3], X[1]); \
stateNew 5] = enc(state[4], state[3]); \
stateNew 6] = enc(state[5], state[4]); \
for(size t i =0; i < S NUM ++i) \
{state[i] = stateNewi];}

#define | NI T_STATE(key, iv) \
k[ 0] = load((key) + 16*0); \
k[1] = load((key) + 16*1); \
state[0] = Kk[1]; \
state[1] = load(iv); \
state[2] = load(Z0); \
state[3] = Kk[O]; \
state[4] = load(Z1); \
state[5] = xor(state[1l], state[0]); \
state[6] = setzero(); \

M O] = state[2]; \
M 1] = state[4]; \
for(size_t

UPDATE_STATE(M \

A

st at e[ 0]
state[ 1]
st at e[ 2]
st at e[ 3]
st at e[ 4]
st at e[ 5]
st at e[ 6]

#defi ne MAKE

Z[ 0]
Z[ 1]

i =0; i

xor (state[ 0],
xor (state[ 1],
xor (state[ 2],
xor (state[ 3],
xor (state[4],
xor (state[ 5],
xor (state[ 6],

STRM \

#def i ne M5G_LOAD( mem
reg[0] = load((nem) + 0); \

Nakano, et al.

< INIT_LOOP; ++i) { \

NXNXXXXXX
PR R2S
— N N e e

—— - — —

enc(_xor(state[S], state[5]), state[0]);
enc(xor(state[4], state[6]), state[2]);

reg) \
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reg[1] = load((nem + 16);

#def i ne MSG_STORE(nmem reg) \
store((mem) + 0, reg[0]); \
store((mem + 16, reg[1]);

#def i ne XOR _BLOCK(dst, srcl, src2) \
dst[0] = xor(srcl[0], src2[0]); \
dst[1] = xor(srcl[1], src2[1]);

#def i ne MASKXOR BLOCK(dst, srcl, src2, mask) \
dst[0] = and(xor(src1[0], src2[0]), mask[O]); \
dst[1] = and(xor(srcl[1], src2[1]), mask[1]);

#def i ne ADD_AD(i nput) \
MBG LOAD(i nput, M \
UPDATE_STATE(M

#defi ne ADD_AD LAST_BLOCK(i nput, size) \
ui nt 8_t tnpbl k[ ROCCA_MSG BLOCK_SI ZE] = {0}; \
mencpy(tmpbl k, input, size); \
MSG_LOAD(t npbl k, M \
UPDATE_STATE(M

#def i ne ENCRYPT(out put, input) \
MBG _LOAD(i nput, M \
MAKE_STRM \

XOR_ BLOCK(C, M 2) \
MBG_STORE(out put, C) \
UPDATE_STATE( M

#def i ne ENCRYPT_LAST_BLOCK( out put, input, size) \
ui nt 8_t tnpbl k[ ROCCA_MSG BLCCK_SI ZE] = {0}; \
mencpy(t nmpbl k, input, size); \

MSG_LOAD(t npbl k, M \
MAKE_STRM \

XOR BLOCK(C, M 2) \
MBG_STORE(t npbl k, C) \
mencpy(out put, tnmpblk, size); \
UPDATE_STATE(M

#def i ne DECRYPT(out put, input) \
MBG_LOAD(i nput, C) \
MAKE_STRM \

XOR_BLOCK(M C, 2) \
MSG_STORE(out put, M \
UPDATE_STATE(M

Nakano, et al. Expires 1 August 2026
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#def i ne DECRYPT_LAST_BLOCK( out put, i
ui nt 8_t tnpbl k] ROCCA_MSG BLOCK _SI Z
uint 8_t tnpnsk[ ROCCA MSG BLOCK SI Z
_ m28i mask[ M.NUM ; \
mencpy(t mpbl k, input, size); \
menset (t npnsk, OxFF , size); \
MSG LOAD(t npbl k, C ) \
MBG_LOAD(t nprsk, mask) \
MAKE_STRM \

MASKXOR_BLOCK(M C, Z, nmask) \
MSG_STORE(t npbl k, M \
mencpy(out put, tnpblk, size); \
UPDATE_STATE(M

nput, size) \
El ={0}; \
Bl = {0}; \

#define SET_AD BI TLEN _MSG BI TLEN(si zeAD, sizeM \
uint8 t bitlenAD 16]; \
uint8 t bitlenM[16]; \
ENCODE | N_LI TTLE_ENDI AN( bi t | enAD, si zeAD); \
ENCODE_| N_LI TTLE_ENDI AN(bitl enM, sizeM); \
M 0] | oad(bitl enAD); \
M 1] | oad(bitl enM);

#def i ne MAKE _TAQ si zeAD, sizeM tag) \
SET_AD BI TLEN_MSG BI TLEN( si zeAD, sizeM \

for(size_t i = 0; i < TAG LOOP, ++i) { \
UPDATE_STATE(M \

J 3

__ml28i tagl28a = setzero(); \

for(size t i =0; i <=3; ++i) {\
tagl28a = xor(tagl28a, state[i]); \

J 3

_ ml28i tagl28b = setzero(); \

for(size t i =4; i <=6; ++i) { \
tagl28b = xor(tagl28b, state[i]); \

JE

store((tag) , tagl28a); \

store((tag)+16, tagl28b);

static const uint8_t ZO[] = {Oxcd, 0x65, Oxef, 0x23, 0x91, \
0x44, 0x37, 0x71, 0x22, Oxae, 0x28, 0xd7, 0x98, Ox2f , Ox8a, 0x42};
static const uint8 t Z1[] = {0Oxbc, Oxdb, 0x89, 0x81, Oxa5, \
Oxdb, Oxb5, O0xe9, 0x2f, 0x3b, 0x4d, Oxec, Oxcf, Oxf b, Oxc0, Oxb5} ;

void rocca_init(rocca_context * ctx, const uint8 t * key, \
const uint8_t * iv) {

VARS4UPDATE

I NI T_STATE(key, ivV);

COPY_FROM LOCAL I N INIT(ctx);

Nakano, et al. Expires 1 August 2026 [ Page 20]



I nternet-Draft Encryption al gorithm Rocca-S January 2026

ctx->size_ad = 0;
ctx->size. m = 0;
}
void rocca_add_ad(rocca _context * ctx, const uint8 t * in, size_ t size)
VARS4UPDATE
COPY_TO _LOCAL(ctx);
size t i =0;

for(size t size2 = FLOORT(Q(size, ROCCA MsG BLOCK SIZE); \
i < size2; i += ROCCA MSG BLOCK SIZE) {

ADD AD(in + i);
}

if(i < size)
ADD _AD LAST BLOCK(in + i, size - i);

}
COPY_FROM LOCAL(ctx);
ctx->size_ad += size;

}

void rocca_encrypt(rocca_context * ctx, uint8 t * out, \
const uint8t * in, size t size) {

VARSAENCRYPT

COPY_TO_LOCAL( ct x);

size_t i = 0;

for(size_t size2 = FLOORTQ(size, ROCCA MsG BLOCK SI ZE); \

i < size2; i += ROCCA MSG BLOCK SIZE) {

ENCRYPT(out + i, in + 1i);

if(i < size) {
ENCRYPT_LAST_BLOCK(out + i, in + i, size - i);

}
COPY_FROM LOCAL(ct Xx);
ctx->size_m += size;

}

voi d rocca_decrypt(rocca_context * ctx, uint8 t * out, \
const uint8_ t * in, size_ t size) {

VARSA4ENCRYPT

COPY_TO_LOCAL(ct x);

size t i = 0;

for(size_t size2 = FLOORTQ(size, ROCCA MSG BLOCK SI ZE); \

i < size2; i += ROCCA_MSG BLOCK_SI ZE) {

DECRYPT(out + i, in + i);

if(i < size) {
DECRYPT_LAST BLOCK(out + i, in + i, size - i):
}
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COPY_FROM LOCAL( ct x);
ctx->size_m += si ze;

}

void rocca_tag(rocca _context * ctx, uint8 t *tag) {
VARS4UPDATE
COPY_TO LOCAL_I N_TAGE ct x);
MAKE_TAQ( ct x- >si ze_ad, ctx->size_m tag);

}

Figure 4: Reference Inplenentation with SI M
A. 2. Test Vector

This section gives test vectors of Rocca-S. The |east significant
octet of the vector is shown on the left and the first 128-bit val ue
is shown on the first |ine.

=== test vector #l===

key =
00000000000000000000000000000000
00000000000000000000000000000000
nonce =
00000000000000000000000000000000
associ ated data =
00000000000000000000000000000000
00000000000000000000000000000000
pl ai ntext =
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
ci phertext =
9ac3326495a8d414f e407f 47b5441050
2481cf 79cab8c0a669323e07711e4617
0de5b2f bbaOf ae8de7c1f ccaeef c3626
24f cf dc15f 8bb3e64457e8b7e37557bb
tag =

8df 934d1483710c9410f 6a089c4ced97
91901b7e2e661206202db2cc7a24a386

=== test vector #2===

key =
01010101010101010101010101010101
01010101010101010101010101010101
nonce =
01010101010101010101010101010101
associ ated data =
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01010101010101010101010101010101
01010101010101010101010101010101
pl ai ntext =
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
ci phertext =

559ecb253bcf e26b483bf 00e9c748345
978f f 921036a6¢c1f dch712172836504f
bc64d430a73f c67acd3c3b9c1976d807
90f 48357e7f e0c0682624569d3a658f b
tag =

clf df 39762eca77da8b0f 1dae5f f f 75a
92f bOadf a7940a28c8cadbbbe8e4ca8d

=== test vector #3===

key =

0123456789abcdef 0123456789abcdef
0123456789abcdef 0123456789abcdef
nonce =

0123456789abcdef 0123456789abcdef
associ ated data =
0123456789abcdef 0123456789%abcdef
0123456789abcdef 0123456789abcdef
pl ai ntext =
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
ci phertext =

b5f c4e2a72b86d1al133c0f 0202bdf 790
af 14a24b2cdb676e427865e12f cc9d30
21d18418f c75dc1912dd2cd79a3beeb2
a98b235de2299b9dda93f d2b5ac8f 436
tag =

a078e1351ef 2420c8e3a93f d31f 5b113
5b15315a5f 205534148ef bcd63f 79f 00

=== test vector #4===

key =
111111121111111111111111111111111
22222222222222222222222222222222
nonce =
A4444444444444444444444444444444
associ ated data =

pl ai ntext =
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808182838485868788898a8b8c8d8e8f
909192939495969798999a9b9c9d9e9f
alala2a3ad4a5a6ba7

ci phertext =
e8c7adcc58302893b253c544f 5d8e62d
8f bd81160c2f 4a95123962088d29f 106
422d3f 26882f d7b1

tag =

f 650eba86f b19dc14a3bbe8bbf ad9ec5
b5dd77a4c3f 83d2c19ac0393dd47928f

=== test vector #5===

key =
111211122111221112211121112111211112
22222222222222222222222222222222
nonce =
AAAAQAAAQAAAQAAAQAA4044444444444
associ ated data =

pl ai ntext =
8081828384858687838898a8b8c8d8e8f
909192939495969798999a9b9c9d9e9f
alala2a3ad4ababa7a8a9aaabacadaeaf
ci phertext =
e8c7adcc58302893b253c544f 5d8e62d
8f bd81160c2f 4a95123962088d29f 106
422d3f 26882f d7b1f dee5680476e7e6e
tag =

49bb0ec78cab2c5f 40a535925f a2d827
52aba9606426537f c774f 06f cOf 6f c12

=== test vector #6===

key =
11111112112121111111111121212121121
22222222222222222222222222222222
nonce =
A4444444444444444444444444444444
associ ated data =

pl ai ntext =
808182838485868788898a8b8c8d8e8f
909192939495969798999a9b9¢9d9e9f
al0ala2a3ad4ababa7a8a9aaabacadaeaf
b0b1b2b3b4b5b6b7b8

ci phertext =
e8c7adcc58302893b253c544f 5d8e62d
8f bd81160c2f 4a95123962088d29f 106
422d3f 26882f d7b1f dee5680476e7e6e

Nakano, et al. Expires 1 August 2026 [ Page 24]



I nternet-Draft Encryption al gorithm Rocca-S January 2026

1f c473cdb2dded85c6

tag =
c674604803963a4b51685f dalf 2aa043
934736db2f bab6d188a09f 5e0d1cObf 3

=== test vector #7===

key =
11111111111111111111111111111111
22222222222222222222222222222222
nonce =
A44444448444444444444444444444444
associ ated data =

pl ai ntext =
808182838485868788898a8b8c8d8e8f
909192939495969798999a9b9c9d9e9f
alala2a3ad4ababa7a8a9aaabacadaeaf
b0b1b2b3b4b5b6b7b8b9babbbcbdbebf
ci phertext =
e8c7adcc58302893b253c544f 5d8e62d
8f bd81160c2f 4a95123962088d29f 106
422d3f 26882f d7b1f dee5680476e7e6e
1f c473cdb2dded85c692344f 3ab85af 0
tag =
850599a6624a3e936a77768¢c7717b926
cc519081730df 447127654d6980bchb02
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