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Abst r act

Thi s document describes the YANG data nodel for Milti-Protocol Label
Switching (MPLS) LSP Ping. The nodel is based on YANG 1.1 as defined
in RFC 7950 and conforms to the Network Managenent Datastore
Architecture (NVDA) as described in RFC 8342.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 Novenber 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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1. Introduction

Configuration and Notlflcatlons

QOO AR WWWWWWN

[ RFC8029] describes the mechanismto detect any data-plane failures

in MPLS Label

Swi t ched Paths (LSPs).

The MPLS echo request is

triggered fromthe head end node with different TLVs carrying control
pl ane information such as Target FEC Stack that are used by the

transit or the tail

failures.

The

Net wor k Confi guration Protocol

(NETCONF) [ RFC6241]

end node to validate the path and detect any

is one of the

net wor K managenent protocols that defines the nechanismto manage

net wor k devi ces.
defined in [ RFC7950]

YANG version 1 defined in [ RFC6020] and version 1.1
is a nmodul ar data nodeling | anguage used to

represent the data structure of the configuration and operati onal

state of any devi ce managed usi ng NETCONF.
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Thi s docunment describes the YANG data nodel for Milti-Protocol Label
Switching (MPLS) LSP Ping. The nodel is based on YANG 1.1 as defined
in [RFC7950] and confornms to the Network Management Datastore
Architecture (NVDA) as described in [ RFC8342].

1.1. Requirenents notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Term nol ogy

Thi s docunent uses the term nol ogi es defined in [ RFC8029], [RFC7950],
and so the readers are expected to be famliar with the
t er m nol ogi es.

1.3. Tree Diagrans

Thi s docunent uses the graphical representation of the data nodel s
defined in [ RFC8340].

2. Design of Data Mdel
2.1. Scope of Mdel

[ RFC8029] describes the mechanismto detect any data-plane failures
in MPLS Label Switched Paths (LSPs). [RFC6425] extends the mechani sm
further to P2MP MPLS LSPs. [RFC8287] extends the mechani smfor
Segment Routing with MPLS data pl ane.

The goal of this docunment is to produce a data nodel that provides a
common user interface to the MPLS LSP Ping and all ows the user to
ei ther configure and schedule the testing or to activate on-denand.

2.2. Modul e Hi erarchy O ganization

The nodule is currently defined in a way that can be used to instruct
the echo paraneters information that the initiator node must include
in the payload and in the probe header. The nodule is defined to use
RPC operations to execute LSP Ping and LSP Path tracing with

mul ti path awareness and retrieve the result information.
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The future version of the nodule will be updated to include ways to
configure the testing paranmeters and schedul e the testing on any node
for continuous nonitoring and use notification to receive any change
in the nonitoring status.

2.3. Optional Capabilities

Thi s nodul e i ncludes the option to configure the MPLS OAM feature
that is required in some vendor software to enable the capability.
This is not a mandatory feature and so the nodule is conpatible with
nodes that does not require any such configuration. The structure of
the configuration is as shown bel ow

modul e: ietf-nmpls-Isp-ping
augrment /rt:routing/ nmpls:npls:
+--rw npl s-oam {npl s- oan} ?
+--rw enabl e? bool ean

2.4. RPC OQperations
Thi s nodul e defines 3 different RPC operations as bel ow
* Continuity Check
* Single Path Di scovery
* Milti Path Discovery

RPC "continuity-check" triggers LSP Ping fromthe initiator node to
validate the path for any specific FEC defined in the Target FEC
Stack and retrieves the response fromthe responder node as RPC
output. The probe count object is used to control the number of
probes sent. For each probe sent, a response is expected to be
retrieved. The global-flags object can be used to control the FEC
validation as defined in Section 6.2.3 of [RFC8029]..

RPC "si ngl e- pat h-di scovery" triggers the LSP trace fromthe Initiator
node to trace the path for any specific FEC defined in the Target FEC
Stack and retrieves the response fromeach transit hops as RPC
output. Wile the input paraneters are simlar to RPC continuity-
check, this RPC will instruct the initiator node to send probes by
sequentially increnenting the TTL of the probe.

RPC "nul ti-path-discovery" is simlar to "single-path-discovery" with
an additional ddmap-hash as an input parameter and retrieves the
response fromeach equal cost nmultipath (ECMP) transit hops as RPC
out put .
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2.5. Configuration and Notifications

modul e: ietf-nmpls-Isp-ping
augnment /rt:routing/ npls:npls:

+--rw npl s-oam {npl s-oan} ?
+--rw enabl e bool ean

May 2025

Thi s nodul e i ncludes the option to configure the MPLS OAM feature

t hat

is required in sone vendor software to enabl e the capabi

lity.

This is not a mandatory feature and so the nodule is conpatible with
nodes that does not require any such configuration. Leaf "en
hel ps user to configure the MPLS OAM feature if required.

2.6. Augnent Method

To be Updat ed.

2.7. The Conplete Tree

abl e"

Following is a conplete tree representati on of LSP Ping YANG nodul e.

nmodul e: ietf-npls-1sp-ping
augnment /rt:routing/ npls:npls:

+--rw npl s-oam {npl s- oan} ?
+--rw enabl e? bool ean

rpcs:

Nai nar ,

+---x continuity-check
|  +---winput
| +---w echo-header-paraneters

| +---w source-address? i p- addr ess
+---w destination-address? i p-1 oopback- addr ess
+---wtraffic-class? mpl s-traffic-class
+---w npl s-entropy-| abel ? nmpl s- ent ropy- | abel
+---w header-mpls-ttl? uint8
+---w npl s- exp- | abel ? bool ean
--w echo- payl oad- par anet er s

+---w repl y-tos-val ue

|  +---wreply-tos-val ue? uint8

+---w probe-size? ui nt 32

+---w probe-sweep

| +---w mn-probe-sweep? uint 16

| +---w max-probe- sweep? uintl6

+---w target-fec-stack-type

| +---wtarget-fec-stack-type i dentityref

I

I

I

I

I
+-
| +---wreply-tos-tlv? bool ean
I

I

I

I

I

I

I

I

et al. Expi res 23 Novenber 2025
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| +---w (target-fec-stack-value)?
| +--:(ldp-ip-prefix)

| |  +---w ldp-ip-prefix?

I +--:(rsvp)

| | +---wtunnel-id?

| +--:(vpn-ip-prefix)

| |  +---wvrf-id?

| |  +---w vpn-ip-prefix?

| +- -2 (pw)

| |  +---w pwid?

| | +---w renote-pe-addr?

| +--: (bgp- 1 abel - prefix)

| | +---w bgp-Iabel -prefix?
| +--:(generic-ip-prefix)

| | +---w generic-ip-prefix?
| +--:(igp-ip-prefix)

| +---w protocol ?

| +---w igp-ip-prefix?
+---w target-fec-type

+---w repl y- node?

-

+---w output-info
+---woutput-intf* [interface]
| +---winterface
+---w next hop?
+--r0 out put
+--ro0 response-list* [response-index]
+--1r0 response-index
+--r0 response- header - paraneters
| +--ro resp-source-address
| +--ro resp-destination-address
| +--ro resp-traffic-class
+--ro0 response- payl oad- paraneters
+--ro0 repl y-node
+--ro return-code
+--ro return-sub-code

Nai nar, et al. Expi res 23 Novenber 2025

MPLS LSP Ping

inet:ip-prefix
ui nt 32

ui nt 32
inet:ip-prefix

ui nt 32
i net:ip-address

inet:ip-prefix
inet:ip-prefix

i dentityref
inet:ip-prefix

target-fec-type
repl y- node

+---wreturn-ttl-tlv? bool ean
+---wreturn-ttl-val ue
|  +---wreturn-ttl-val ue? uint8
+---w gl obal -fl ags

+---w v-flag? bool ean

+---wt-flag? bool ean

+---wr-flag? bool ean
---w echo-schedul i ng- paraneters
+---w probe-interval
| +---w mn-probe-interval ? i dentityref
| +---w max-probe-interval ? i dentityref
+---w probe-count ? ui nt 32
+---w probe-tineout? identityref

if:interface-ref
i net:ip-address

ui nt 32

i p- addr ess
i p-addr ess
uint8

repl y- node
ret ur n- code
ui nt8
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+--10
+-T10

seq- nunber
ti mest anp- sent
+--ro timestanp-received
+--ro target-fec-type

--X singl e-path-discovery

+---w i nput

| +---w echo-header-paraneters
| +---w source-address?
+---w destination-address?
+---w traffic-class?
+---w npl s-entropy-1| abel ?
+---w header-npls-ttl?
+---w npl s- exp- | abel ?
-w echo- payl oad- paranet ers
+---wreply-tos-tlv?
+---w repl y-tos-val ue
|  +---wreply-tos-val ue?
+---w probe-size?
+---w probe-sweep
| +---w mn-probe-sweep?
|  +---w max- probe- sweep?
+---w target-fec-stack-type
| +---wtarget-fec-stack-typ

u

u
u

I
| +--:(ldp-ip-prefix)

| |  +---w ldp-ip-prefix?
| +--:(rsvp)

| | +---wtunnel-id?

| +--:(vpn-ip-prefix)

| |  +---wvrf-id?

| |  +---w vpn-ip-prefix?
I +- -2 (pw)

| | +---w pwid?

| | +---w renote-pe-addr
| +--: (bgp-1 abel - prefix)
| | +---w bgp-Iabel - pref
| +--:(generic-ip-prefix)
I

|

I

I

+--:(igp-ip-prefix)

+---w protocol ?

+---w igp-ip-prefix?

+---w target-fec-type

+---w repl y- node?

+---wreturn-ttl-tlv?

+---wreturn-ttl-val ue

| +---wreturn-ttl-value?

+---w gl obal -fl ags
+---wv-flag?

I
I
|
I
+-
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I

I
||
||
||
||
||
|+
||
||
||
||
(.
||
||
||
||
||
(.
||
||
||
||
||
(.
||
||
||
||
||
(.
||
||
||
||
||
(.
||
||
||
||
(.

bool ean

et al. Expi res 23 Novenber 2

| +---w generic-ip-prefix?

LSP Pi ng May 2025

ui nt 32

yang: dat e-and-ti ne
yang: dat e-and-ti ne
target-fec-type

i p- addr ess

i p-1 oopback- addr ess
mpl s-traffic-cl ass
mpl s- ent r opy- | abe
uint8

bool ean

bool ean

int8
ui nt 32

intl6
intl6

e i dentityref

+---w (target-fec-stack-val ue)?

inet:ip-prefix
ui nt 32
ui nt 32
inet:ip-prefix

ui nt 32
? i net:ip-address

i x? inet:ip-prefix

inet:ip-prefix

identityref
inet:ip-prefix
target-fec-type
repl y- node
bool ean

ui nt 8

025 [ Page 7]
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| +---w t-flag? bool ean

| +---wr-flag? bool ean

+---w echo-schedul i ng- parameters
+---w probe-interva

| +---w min-probe-interval ? i dentityref
+---w probe-count ? ui nt 32
+---w probe-tineout? i dentityref

+---w out put-info
+---woutput-intf* [interface]
| +---winterface if:interface-ref
+---w next hop? i net:ip-address
+--ro out put
+--ro0 response-list* [response-index]

I
I
|
I
I
| | +---w max-probe-interval ? i dentityref
I
I
|
I
I
I

+--r0 response-index ui nt 32
+--1r0 response- header - paraneters

| +--ro resp-source-address i p- addr ess

| +--ro resp-destination-address i p- addr ess

| +--ro resp-traffic-class uint8

+--ro0 response- payl oad- paraneters

| +--ro reply-node repl y- node

| +--ro return-code return-code

| +--ro return-sub-code uint8

| +--ro seq-nunber ui nt 32

| +--ro timestanp-sent yang: dat e-and-ti ne
| +--ro timestanp-received yang: dat e-and-ti ne
| +--ro target-fec-type target-fec-type
+--r0 response- payl oad-opti onal - paraneters

+--ro ddmap

+--ro ddmap-ntu? intl6
+--ro ddmap- downst r eam addr ess”? i p- addr ess
+--ro ddmap- downstreami ntf-index? i nt32
+--ro ddmap-return-code? return-code
+--ro0 ddmap-r et urn-subcode? intl6
+--ro ddmap- | abel - stack* [ abel ]

+--ro | abel rt-types: npl s-1abe

+--ro protocol ? ddmap- pr ot oco
+---x multi-path-di scovery

+---w i nput

| +---w echo-header-paraneters

| | +---w source-address? i p- addr ess

| | +---w destination-address? i p-1 oopback- addr ess
| | +---wtraffic-class? mpl s-traffic-class
| | +---w npls-entropy-I|abel ? mpl s- ent r opy- | abe

| | +---w header-nmpls-ttl? uint8

| | +---w npls-exp-Iabel? bool ean

| +---w echo-payl oad- paraneters

| | +---wreply-tos-tlv? bool ean

Nai nar, et al. Expi res 23 Novenber 2025 [ Page 8]
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+---w reply-tos-val ue
| +---wreply-tos-val ue? uint8
+---w probe-size? ui nt 32
+---w probe-sweep
| +---w min-probe-sweep? uintl6
|  +---w max- probe- sweep? uintl6
+---w target-fec-stack-type
| +---wtarget-fec-stack-type i dentityref
+---w (target-fec-stack-val ue)?
+--: (I dp-ip-prefix)

|

| |  +---w ldp-ip-prefix? inet:ip-prefix
I +--:(rsvp)

| | +---wtunnel-id? ui nt 32

| +--:(vpn-ip-prefix)

| |  +---wvrf-id? ui nt 32

| |  +---w vpn-ip-prefix? inet:ip-prefix
I +- - (pw)

| |  +---w pwid? ui nt 32

| | +---w renote-pe-addr? i net:ip-address
| +--: (bgp-1 abel -prefix)

| | +---w bgp-I|abel -prefix? inet:ip-prefix
| +--:(generic-ip-prefix)

| | +---w generic-ip-prefix? inet:ip-prefix
| +--:(igp-ip-prefix)

| +---w protocol ? i dentityref

| +---w igp-ip-prefix? inet:ip-prefix
+---w target-fec-type target-fec-type
+---w repl y- node? repl y- node
+---wreturn-ttl-tlv? bool ean

+---wreturn-ttl-val ue
| +---wreturn-ttl-val ue? uint8
+---w gl obal -fl ags
+---wv-flag? bool ean
+--wt-flag? bool ean
+---wr-flag? bool ean
+---w echo-schedul i ng- paraneters
+---w probe-interval

| +---w min-probe-interval ? i dentityref
| +---w max-probe-interval ? identityref
+---w probe-count? ui nt 32

+---w probe-tineout? i dentityref

+---w output-info

+---woutput-intf* [interface]

| +---winterface if:interface-ref

+---w next hop? i net:ip-address
+---w ddmap- hash

+---w ddmap- hash? mul ti pat h- hasht ype
+--ro out put

Nai nar, et al. Expi res 23 Novenber 2025 [ Page 9]
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+--ro0 response-list* [response-index]

+--ro0 response-index ui nt 32
+--ro0 response- header - paramneters

| +--ro resp-source-address i p- addr ess

| +--ro resp-destination-address i p- addr ess

| +--ro resp-traffic-class uint8

+--ro0 response- payl oad- paraneters

| +--ro reply-node repl y- node

| +--ro return-code return-code

| +--ro return-sub-code uint8

| +--ro seq-nunber ui nt 32

|  +--ro tinestanp-sent yang: date-and-ti ne
| +--ro timestanp-received yang: dat e-and-ti ne
| +--ro target-fec-type target-fec-type

+--ro0 response- payl oad- opti onal - paraneters
+--ro ddmap

+--ro ddmap-ntu? intl1l6
+--ro ddmap- downst r eam addr ess? i p- addr ess
+--ro ddmap- downstreami ntf-index? i nt32
+--ro ddmap-return-code? return-code
+--ro ddmap-r et urn-subcode? int1l6
+--ro ddmap- | abel - stack* [ abel ]

+--ro | abel rt-types: npl s-1abe

+--ro protocol ? ddmap- pr ot oco

3. LSP Ping YANG Modul e

<CODE BEG N> file "ietf-npls-1sp-pi ng@020-06-09. yang"

modul e ietf-npls-1sp-ping-revid {

yang-version 1.1;

nanespace "urn:ietf:paranms: xm :ns:yang:ietf-npls-Isp-ping-revid”;
prefix "l sp-ping";

inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Types.";

}

import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Types.";

}

inport ietf-interfaces {

Nai nar, et al. Expi res 23 Novenber 2025 [ Page 10]
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prefix if;
ref erence
"RFC 8343: YANG Interface Managenent"”

}

inmport ietf-lime-tinme-types {
prefix Iinme;

}
inmport ietf-routing {

prefix rt;

ref erence

"RFC 8022: YANG Routing Managenent"
}
inmport ietf-npls {

prefix npls;

ref erence

"RFC 8960: YANG Data Mbdel for MPLS Base";
}

inmport ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area.";

}

organi zati on
"I ETF MPLS Worki ng G oup”;

cont act
"WG Web: <http://tools.ietf.org/wy/ nmpls/>
W5 List: <mailto:npls@etf.org>

Edi t or: Nagendra Kumar Nai nar
<mai | t 0: nagendr akunar . nai nar @nai | . cone

Edi t or: Madhan Sankar anar ayanan

<mai | t 0: madsanka@i sco. conp;
Edi t or: Jaganbabu Raj amani ckam

<mai | to:jraj aman@i sco. conv;
Edi t or: Carl os Pignataro

<mai | t 0: cpi ghat a@nai | . conp
<mai | t 0: cnpi gnat @csu. edu>";

description
"Thi s YANG nodul e defines the configuration of MPLS LSP Pi ng.
Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.
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Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX
(https://www. rfc-editor.org/info/rfcXXXX); see the RFC itself
for full legal notices.

The key words 'MJST', 'MJST NOT', 'REQUI RED , 'SHALL', ’'SHALL
NOT', ' SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

This version of this YANG nodule is part of RFC XXXX;
see the RFC itself for full legal notices.";

revi si on 2020- 06- 09 {
description
"Initial revision.";
ref erence
"To be Updated";

}

feature npl s-oam {
description
"MPLS OAM feature.";

}

typedef ipv4-| oopback-address {
type inet:ipv4-address {
pattern ’127.*;
}

description

"This type represents an | Pv4 Loopback address,

which is in the range of 127.0.0.0 to 127.255. 255. 255.";
ref erence

"RFC 1212: Requirenents for Internet Hosts

-- Communi cation Layers.";

}

typedef ipv6-1| oopback-address {
type inet:ipv6-address {
pattern 'to-be-updated’;

}
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description

"This type represents an | Pv6 Loopback address,
which is ::1/128";

ref erence

"RFC 4291: | P Version 6 Addressing Architecture.";

}

typedef ip-I|oopback-address {
type union {
type ipv4-1| oopback-address;
type i pv6-1 oopback-address;

description
"This type represents a version-neutral |P Loopback
address.";

}

typedef ip-address {
type union {
type inet:ipv4-address;
type inet:ipv6-address;

description
"Version neutral | P Address";
}

typedef npls-traffic-class {
type uint8 {
range 0..7;
}

description
"MPLS Traffic Cass (EXP) value within range 0 to 7.";
}

typedef npls-entropy-|abel {
type rt-types: npl s-1abel - general - use;

description
"This type represents the Entropy Label,
which is outside the reserved range.";
ref erence
"RFC 6790: The Use of Entropy Labels in MPLS Forwardi ng";
}

typedef nulti pat h- hashtype {
type enuneration {
enum np-enmpty {
val ue "0";
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description
"No Multipath";
}
enum np-i p-addr {
val ue "2";
description
"I P Address based Miltipath
I nf ormati on Encodi ng";
}
enum np-i p-range {
val ue "4";
description
"I P Address range based Miltipath
I nf ormati on Encodi ng";
}
enum np-i p- bi t mask {
val ue "8";
description
"Bit masked | P Address set for Miltipath
I nf ormati on Encodi ng";

enum np- | abel - bi t mask {
val ue "9";
description
"Bit masked Label set for Miltipath
I nf ormati on Encodi ng";

}
}

description
"This type represents the nultipath Data type to be used in
the DDVAP for Multipath tracing.";

reference
"RFC 8029: Section 3.4.1.1.";

}

typedef reply-node {
type enuneration {
enum do-not-reply {
val ue "1";
description
"Do not Reply";
ref erence
"RFC8029: Section 3";
}

enum repl y-udp {
val ue "2";
description
"Reply via an | Pv4/IPv6 UDP packet";
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ref erence
"RFC8029: Section 3";
}
enum repl y-udp-ra {
val ue "3";

description
"Reply via an | Pv4/ I Pv6e UDP packet with
Router Alert";
ref erence
"RFC8029: Section 3";
}

enum repl y-app-cc {
val ue "4";
description
"Reply via application-level contro

channel ";
ref erence
"RFC8029: Section 3";
}
enum repl y-vi a-path {
val ue "5";

description
"Reply via Specified Path";
ref erence
"RFC7110: Section 4.1";
}
}

description
"This type defines the Reply node"

typedef return-code {
type enuneration {
enum no-return {
val ue "0";
description
"No Return Code";
ref erence
"RFC 8029: Section 3.1";

enum nal f or med- echo {
val ue "1";
description
"Ml f ormed Echo Request Received";
ref erence
"RFC 8029: Section 3.1";
}

enum unknown-tlvs {
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val ue "2";
description
"One or nore of the TLVs was not
under st ood" ;
ref erence
"RFC 8029: Section 3.1";
}

enum egress-reply {
val ue "3";
description
"Replying router is an egress for the
FEC at stack-depth <RSC>";
reference
"RFC 8029: Section 3.1";
}

enum egr ess- nonmap {
val ue "4";
description
"Replying router has no mapping for the
FEC at stack-depth <RSC>";
ref erence
"RFC 8029: Section 3.1";

enum dd- i smat ch {
val ue "5";
description
" Downst r eam Mappi ng M smat ch”;
ref erence
"RFC 8029: Section 3.1";
}

enum unknown- upstream {
val ue "6";
description
"Upstream I nterface | ndex Unknown";
ref erence
"RFC 8029: Section 3.1";
}

enum reserved {
val ue "7";
description
"Reserved";
ref erence
"RFC 8029: Section 3.1";

enum | abel - swi tched {
val ue "8";
description
"Label switched at stack-depth <RSC";
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ref erence
"RFC 8029: Section 3.1";

enum | abel - swi tched-no-nmpl s {
val ue "9";
description
"Label switched but no MPLS forwarding
at stack-depth <RSC";
ref erence
"RFC 8029: Section 3.1";

enum FEC- nap-m smat ch {
val ue "10";
description
"Mapping for this FEC is not the given
| abel at stack-depth <RSC";
ref erence
"RFC 8029: Section 3.1";
}

enum no- | abel {
val ue "11";
description
"No | abel entry at stack-depth <RSC";
ref erence
"RFC 8029: Section 3.1";
}

enum protocol -m smatch {
val ue "12";
description
"Protocol not associated with interface
at FEC st ack-depth <RSC";
ref erence
"RFC 8029: Section 3.1";
}

enum premature-term nate {
val ue "13";
description
"Premature term nation of ping due to
| abel stack shrinking to a single |abel”;
ref erence
"RFC 8029: Section 3.1";
}

enum ddmap-r et urn- code {
val ue "14";
description
"See DDMAP TLV for neaning of Return Code
and Return Subcode";
ref erence
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"RFC 8029: Section 3.1";

enum | abel - swi t ched- f ec- change {
val ue "15";
description
"Label switched with FEC change";
reference
"RFC 8029: Section 3.1";
}
}

description
"This defines the Return codes received in the
Echo Response.";
ref erence
"RFC 8029: Section 3.1";
}

typedef ddmap-protocol {
type enuneration {
enum unknown {
val ue "0";
description
"Unknown Signaling Protocol";
}

enum static {
val ue "1";
description
"Static Signaling Protocol";

}
enum bgp {
val ue "2";
description
"BGP Signaling Protocol”;

enum | dp {
val ue "3";
description
"LDP Signaling Protocol";
}

enumrsvp-te {
val ue "4";
description
"RSVP-TE Si gnal i ng Protocol";
}
}

description
"This defines the Signaling Protocol
received in the DDVAP.";
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ref erence
"RFC 8029: Section 3.4.1.2";

}

identity igp-proto {
description
"I GP Protocol .";

}

identity igp-any {
base i gp-proto;
description
"Any | GP Protocol. The value is set to
0 inthe TLV.";
ref erence
"RFC8287: Section 9.2";

}

identity igp-ospfv2 {
base i gp-proto;
description
"OSPFv2 | GP Protocol. The value is set to
1inthe TLV.";
reference
"RFC8287: Section 9.2";

}

identity igp-ospfv3 {
base i gp-proto;
description
"OSPFv3 | GP Protocol. The value is set to
3in the TLV.";
ref erence
"RFC8287: Section 9.2";

}

identity igp-isis {
base i gp-proto;
description
"ISIS IGP Protocol. The value is set to
2 in the TLV.";
reference
"RFC8287: Section 9.2";
}

identity target-fec-type {
description
"Target FEC Stack TLV Type";
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}

identity ldp-ip-prefix {
base target-fec-type;
description
"LDP | Pv4/IPv6 Prefix.";
}

identity rsvp {
base target-fec-type;
description
"RSVP | Pv4/ | Pv6 LSP.";
}

identity vpn-ip-prefix {
base target-fec-type;
description
"VPN | Pv4/ 1 Pv6 Prefix.";
}

identity pw {
base target-fec-type;
description
"FEC 129 pseudowire |Pv4/1Pv6.";
}

identity bgp-Iabel-prefix {
base target-fec-type;
description
"BGP | abel ed | Pv4/ | Pv6 Prefix.";
}

identity generic-ip-prefix {
base target-fec-type;
description
"CGeneric | Pv4/IPv6 Prefix.";
}

identity nil-fec {
base target-fec-type;
description
"Nil FEC TLV.";
}

identity igp-ip-prefix {
base target-fec-type;
description
"IGP | Pvd4/ 1 Pv6 Prefix Segment ID.";
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}

identity igp-adj-prefix {
base target-fec-type;
description
"I GP Adj acency Segnent ID.";
}

groupi ng gl obal -fl ags {
contai ner global-flags {
| eaf v-flag {

type bool ean;

default fal se;

description
"Section 3 of RFC8029 - The V (Validate
FEC Stack) flag is used if the
FEC stack shoul d be validated";

}
leaf t-flag {
type bool ean;
default fal se;
description
"Section 3 of RFC8029 - The T flag
is set if the response is expected
only if TTL expires";

}
leaf r-flag {
type bool ean;
default false;
description
"Section 3 of RFC8029 - The R flag
is set if the responder should
return the reverse-path FEC i nformation.";

}
}
}

groupi ng echo- header - paraneters {
cont ai ner echo-header-paraneters {
| eaf source-address {
type i p-address;
description
"Specifies the Source |IP address in
the Echo Request header.";

| eaf destination-address {

type ip-|oopback-address;
description
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"Specifies the Destination |IP address
in the Echo Request header.";

|l eaf traffic-class {
type npls-traffic-class;
description
"Specifies the MPLS traffic class
in the Echo Request header.";

}
| eaf npl s-entropy-Iabel {
type npl s-entropy-| abel;
description
"Specifies the Entropy Label to be
inserted along with the Label Stack
for the Echo Request header.";

}
| eaf header-npls-ttl {
type uint8;
default 255;
description
"Specifies the TTL value for the
MPLS Label in the Echo Request header.";

}
| eaf npl s-exp-1abel {
type bool ean;
description
"This optional attribute is used to
force the insertion of MPLS Explicit
Null in the Label Stack for the Echo
Request header.";

}
}
}

groupi ng echo- payl oad- paraneters {
cont ai ner echo- payl oad- paraneters {
| eaf reply-tos-tlv {
type bool ean;
default fal se;
description
"This optional attribute is used to
instruct the Initiator to include
Repl y-TOS TLV.";
Y/ /leaf reply-tos-tlv
cont ai ner reply-tos-val ue {
when "../reply-tos-tlv = "true " {
description
"Reply TOS Value is set ONLY
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when Reply-TOS TLV is required
in the Echo Request.";

| eaf reply-tos-val ue {
type uint8 {
range "0..63";

description
"TCS value for the return packet.";
Y/ /1 eaf ddmap- hash
}//container reply-tos-val ue
| eaf probe-size {
type uint32 {
range 1..15000;

Y/ /1 eaf probe-size
cont ai ner probe-sweep {
when "../probe-size = '"false’" {
description
"Probe sweep should be used only if a fixed
probe size is not defined.";
}
| eaf m n-probe-sweep {
type uintl1l6 {
range 72..18000;
}
description
"This define the m ni nrum si ze of
the probe packet.";
}
| eaf max- probe-sweep {
type uint16 {
range "72..18000";
}
description
"Thi s defines the maxi num si ze of
the probe packet.";
}
description
"This instructs the initiator to send
a sweep of probe packets at varying size
bet ween the m ni mrum and nmaxi num val ue
defined.";
}
contai ner target-fec-stack-type {
| eaf target-fec-stack-type {
type identityref {
base target-fec-type;
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mandat ory true;
description
"Target FEC STack to define the FEC to
be included in the Echo Request";

}

choi ce target-fec-stack-val ue {
description
"Target FEC Stack Val ue";
case ldp-ip-prefix {
| eaf |dp-ip-prefix {
type inet:ip-prefix;
description
"LDP | Pv4/ 1 Pv6 Prefix.";
}

}

case rsvp {
| eaf tunnel-id {
type uint32;
description
"RSVP Tunnel ID.";
}

}
case vpn-ip-prefix {
leaf vrf-id {
type uint32;
description
"VPN ID.";
}

| eaf vpn-ip-prefix {
type inet:ip-prefix;
description
"VPN I P Prefix";
}

}
case pw {
| eaf pwid {
type uint32;
description
"Pseudowire ID.";
}

| eaf renote-pe-addr {
type inet:ip-address;
description
"PW Renot e PE Address.";
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case bgp-|abel -prefix {
| eaf bgp-1abel -prefix {
type inet:ip-prefix;
description
"BGP | Pv4/ I Pv6 Prefix.";
}
}

case generic-ip-prefix {
| eaf generic-ip-prefix {
type inet:ip-prefix;
description
"CGeneric | Pv4/IPv6 Prefix.";
}
}

case igp-ip-prefix {
| eaf protocol {
type identityref {
base i gp-proto;

description
"I GP Protocol ID."
}
| eaf igp-ip-prefix {
type inet:ip-prefix;
description
"I GP | Pv4/ I Pv6 Prefix.";
}

}
}

| eaf reply-node {
type repl y-node;
description
" XYZ";
ref erence
"RFC 8029: Section 3.";

}

leaf return-ttl-tlv {
type bool ean;
default "false";
description
"*Time to Live’ TLV to be included
in the Echo Response.";
ref erence
"RFC 7394: Section 3.";
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container return-ttl-val ue {
when "../return-ttl-tlv = "true’ " {
description
"When TTL TLV is included in the
Echo Request, the val ue nentioned
inthis field should be included in
the value field of the TLV.";

| eaf return-ttl-val ue {
type uint8;
description
"Return TTL val ue";
Y/ /leaf return-ttl-value
}//container return-ttl-val ue

uses gl obal -fl ags;

}// cont ai ner echo- payl oad- paraneters
}//groupi ng echo-payl oad- paraneters

groupi ng echo-schedul i ng- paraneters {
cont ai ner echo-schedul i ng-paraneters {
contai ner probe-interval {
| eaf m n-probe-interval {
type identityref {
base line:tine-unit-type;

default "linme:m|lliseconds”;
description
"This defines the mninmum /| eaf interval.";
}
| eaf max-probe-interval {
type identityref {
base line:tinme-unit-type;
}
default "linme:mlliseconds";
description
"This defines the maxi mum | eaf interval.";
}
description
"To be Added.";
}//container probe-interva

| eaf probe-count {
type uint32;
default "5";
description
"Thi s defines the nunber of probe counts.";
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}

| eaf probe-tinmeout {
type identityref {
base line:tine-unit-type;
}
default "line:seconds"”;
/Irange "0..3600";
description
"This defines the probe tineout
interval in Seconds.";

}

contai ner output-info {
list output-intf {

key "interface";

| eaf interface {
type if:interface-ref;
description

"Specifies the Egress interface to

send the probe out.";

}

description
"List of outgoing interfaces";

}

| eaf nexthop {
type inet:ip-address;
description
"Specifies the next hop address to
send the probe out.";

}

}// cont ai ner echo-schedul i ng- paraneters
}//groupi ng echo-schedul i ng- paraneters

groupi ng response- header - paraneters {
cont ai ner response- header-paraneters {
| eaf resp-source-address {

type i p-address;

mandat ory true;

description
"Specifies the Source |IP address in
the Echo Response header.";

}

| eaf resp-destination-address {
type i p-address;
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mandat ory true;

description
"Specifies the Destination IP address in
the Echo Response header.";

}

| eaf resp-traffic-class {
type uint8 {
range "0..63";
}

mandat ory true;

description
"Specifies the TOS/DSCP in the Echo
Response header.";

}

}// cont ai ner response-header
}//groupi ng response- header

groupi ng response-payl oad- paraneters {
cont ai ner response- payl oad- paraneters {
| eaf reply-node {
type repl y-node;
mandat ory true;
description
" Xyz";
reference
"RFC 8029: Section 3.";
}

| eaf return-code {
type return-code;
mandat ory true;
description
"Return Code received in the Echo
Reply Payl oad.";

| eaf return-sub-code {
type uint8;
mandat ory true;
description
"Return Sub Code received in the Echo
Reply Payl oad. ";

| eaf seq-nunber {
type uint32;
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mandat ory true;

description
"Sequence Nunber received in the Echo
Reply Payl oad. ";

| eaf tinestanp-sent {
type yang: date-and-ti ne;
mandat ory true;
description
"Timestanp Sent is the tine of day in
64-bit NTP timestanp fornmat
when MPLS Echo Request is sent.";

}

| eaf tinestanp-received {
type yang: date-and-ti ne;
mandat ory true;
description
"Timestanp Received is the tine of day in
64-bit NTP timestanp format
when MPLS Echo Response is sent.";

}

| eaf target-fec-type {
type target-fec-type;
mandat ory true;
description
"Target FEC Stack to define the FEC to be
included in the Echo Request.";

}

}// cont ai ner response- payl oad- paraneters
}// groupi ng response- payl oad- paraneters

groupi ng response-payl oad-optional - paraneters {
cont ai ner response- payl oad- opti onal -paraneters {
cont ai ner ddmap {
| eaf ddmap-mtu {

type intl6;

description
"This is used to carry the MIU from the DDVAP
received in teh Echo Response Payl oad.";

}

| eaf ddnmap- downstreanm address {
type i p-address;
description
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"This is used to carry the Downstream
Address fromthe DDVAP received in the
Echo Response Payl oad.";

}
| eaf ddmap-downstreamintf-index {
type int32 {
range "1..2147483647",
}
description
"This is used to carry the Downstream
Interface Address from the DDVAP
received in the Echo Response Payl oad.";
}

| eaf ddmap-return-code {
type return-code;
description
"This is used to carry the Return Code
fromthe DDMAP received in the Echo
Response Payl oad. ";

}

| eaf ddmap-return-subcode {
type intl6;
description
"This is used to carry the Return Sub Code
fromthe DDVAP received in the Echo
Response Payl oad.";

}

i st ddmap-| abel -stack {

key "Il abel ";

description
"This is used to carry the Label Stack
fromthe DDMAP received in the Echo
Response Payl oad.";

| eaf | abel {
type rt-types: npl s-1 abel;

| eaf protocol {
type ddmap- pr ot ocol

}// cont ai ner ddmap
} //response- payl oad- opti onal - paraneters
ref erence
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"RFC 8029: Section 3.4 -- DDVAP.";
} //groupi ng resp-payl oad- opti onal - paraneters

/* Configuration */

augrment "/rt:routing/ npls:npls" {
i f-feature npl s-oam
description
"RFC8029: MPLS OAM Feat ure Augnentation”;
cont ai ner npl s-oam{
| eaf enable {
type bool ean;
description
"Enabl e MPLS QAM';

}
/* RPC */

rpc continuity-check {
description

"Triggers LSP Ping fromthe Initiator and return
the response.”;

i nput {
uses echo- header - paraneters {
description
"This groupi ng defines the paraneters
to be set in the probe header.";
}
uses echo- payl oad- paraneters {
description
"This groupi ng defines the paraneters
to be set in the probe payload.";
}
uses echo-schedul i ng-paraneters {
description
"This grouping defines the scheduling
paraneters to be used by the initiator.";
}
}

out put {
list response-list {
key "response-i ndex";
description
"Continuity Check Response List.";
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| eaf response-index {
type uint32;
mandat ory true;
}
uses response-header-paraneters {
description
"Thi s groupi ng defines the paraneters
fromthe received echo response header.";

}

uses response-payl oad- paraneters {
description
"Thi s groupi ng defines the paraneters

fromthe received echo response payl oad.";

}//1ist response-list
}// out put
Y/ /rpc continuity-check

rpc singl e-path-di scovery {
description

"Triggers LSP trace fromthe Initiator and return

the response.”;

i nput {
uses echo- header - paraneters {
description
"This grouping defines the paraneters to be
set in the probe header.";
}
uses echo- payl oad- paraneters {
description
"This grouping defines the paraneters to be
set in the probe payload.";
}
uses echo-schedul i ng-paraneters {
description
"This groupi ng defines the scheduling
paraneters to be used by the initiator.";

}
out put {
list response-list {
key "response-index";
description
"Single Path Discovery Response List.";
| eaf response-index {
type uint32;
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mandat ory true;
}
uses response-header-paraneters {
description
"This groupi ng defines the paraneters
fromthe received echo response header.";

}

uses response-payl oad- paraneters {
description
"This groupi ng defines the paraneters
fromthe received echo response payl oad.";

}

uses response-payl oad- opti onal - paraneters {
description
"This grouping defines the optiona
paraneters fromthe recei ved Echo

Response. ";
}
}//1ist response-list
}// out put

Y/ /rpc singl e-path-di scovery

rpc nmulti-path-discovery {
description
"Triggers LSP trace with ddmap-hash fromthe Initiator and return
the response.”;

i nput {
uses echo- header - paraneters {
description
"This grouping defines the paraneters to be
set in the probe header.";
}
uses echo- payl oad- paraneters {
description
"This grouping defines the paraneters to be
set in the probe payload.";
}
uses echo-schedul i ng-paraneters {
description
"This groupi ng defines the scheduling
paraneters to be used by the initiator.";
}
cont ai ner ddmap- hash {
| eaf ddmap- hash {
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type mul ti pat h- hasht ype;
description
"Hashkey type for the DDVAP";
Y/ /1 eaf ddmap-hash

}
}
out put {
list response-list {
key "response-index";
description
"Multi Path Discovery Response List.";
| eaf response-index {
type uint32;
mandat ory true;
}
uses response-header-paraneters {
description
"Thi s groupi ng defines the paraneters
fromthe received echo response header.";
}
uses response-payl oad- paraneters {
description
"Thi s groupi ng defines the paraneters
fromthe received echo response payl oad.";
}
uses response-payl oad- opti onal - paraneters {
description
"Thi s groupi ng defines the optiona
paraneters fromthe recei ved Echo
Response. ";
}
Y/ /list response-|li st
}/ 1 out put
Y/ /rpc nulti-path-di scovery
}
<CODE ENDS>

4. | ANA Consi derati ons

To be Updat ed.
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5

Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The NETCONF Configuration Access Control Model (NACM [RFC8341]

[ RFC8341] provides the means to restrict access for particular
NETCONF or RESTCONF users to a preconfigured subset of all avail able
NETCONF or RESTCONF protocol operations and content.

Thi s nodul e defines RPC operations that may be considered sensitive
or vulnerable in some network environments. It is therefore
inmportant to control the access to these operations. These are the
operations and their sensitivity/vulnerability:

* Continuity Check: CGenerates OAM probe for continuity check and
retrieves the resulting data fromthe Initiator node

* Single Path Discovery: Cenerates OAM probe for single path tracing
and retrieves the resulting data fromvarious transit nodes.

* Milti Path D scovery: Generates OAM probe for equal cost multipath
tracing and retrieves the resulting data fromvarious transit
nodes.

These operations are used to retrieve the data fromthe device that
needs to execute the OAM command. Unauthorized source access to sone
sensitive information in the above data may be used for network
reconnai ssance or | ead to denial -of-service attacks on both the | oca
devi ce and the network.
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