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Abstract

Wth the devel opnent of |arge | anguage nodels (LLM, Al Agent
software continues to energe. Al agents depl oyed on different

net wor k devices need to collaborate to acconplish some conpl ex tasks,
such as network measurement and network troubl eshooting. This

col | aboration requires cross-device conmmuni cati on between Al agents.

Thi s docunent proposes a cross-device communication framework for Al
agents in network devices, and anal yzes the requirenents for the
communi cati on protocol .
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1. Introduction

Wth the devel opnent of |arge | anguage nodels (LLM, Al Agent
software continues to emerge. They have played a significant role in
enhanci ng work and production efficiency. Deploying Al Agents on
network devices will be the next beneficial attenpt.

Al agents deployed on different network devices need to col |l aborate
to acconplish nore conpl ex tasks, especially those that span nultiple
devi ces and invol ve network-1evel operations. For example, this can
hel p us performbetter in areas such as network

measur enent [ | - D. zeng- ncp- net wor k- neasur enent] and net wor k

troubl eshooti ng[ | -D. zeng- ntp-troubl eshooting].

Thi s col | aboration requires conmuni cati on between Al agents, so this
docunent proposes a cross-device conmuni cation framework for Al
agents in network devices, and anal yzes the requirenents for the
conmuni cati on protocol.
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In this framework, the agents that communicate with each other are
peers, capabl e of using synchronous and asynchronous communication
met hods, and support both structured and unstructured nessages.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 RFC 2119 [RFC2119] RFC 8174 [ RFC8174] when, and only when, they
appear in all capitals, as shown here.

3. Termi nol ogy
A2A: Agent 2Agent Pr ot ocol
MCP: Model Context Protocol

4. Framework and Key Conponents

The figure bel ow shows the comunication framework, including three
networ k devices A~C, with sone Al agents depl oyed on each devi ce.
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Figure 1. Cross-device Comunication Framework for Al Agents in Network Devices

Agents on network devices are categorized into three types:
Conmuni cati on Agent, Worker Agent, and Integrated Agent.

*

Mao,

Conmruni cati on Agent: Responsible for the intelligent agent

conmmuni cati on of this network device with external systens. It
aggregates the capabilities of all |ocal Wrker Agents to generate
the overall capability of the network device for externa
representation. It receives cross-device access requests from

Wor ker Agents and uses the Agent protocol to comunicate with
Conmruni cati on Agents on other devices. |t also manages
asynchronous or |ong-termtasks.
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VWorker Agent: It performs specific functions for a particular set
of tasks locally, such as network measurenent and troubl eshooti ng.
It does not handle Al agent communication across devices. Worker
Agents on different devices do not communicate with each ot her
Wthin a device, Wrker Agents can conmuni cate with each ot her or
wi th the Conmuni cation Agent using either the Agent protocol or
custom nmet hods. This docunent does not inpose any restrictions on
t he conmuni cati on met hods.

I ntegrated Agent: Possesses both the functions of Wrker Agent and
Conmruni cation Agent. It has the capability to performspecific
tasks and comuni cate wi th ot her agents.

The Conmmuni cati on Agents on each device have a peer relationship with
each other. Based on the invocation relationship during a single
conmuni cation, they can be further categorized into two roles: dient
Agent and Server Agent.

*

Client Agent: Constructs task requirenments into request nessages
and sends themto the Server Agent via the Agent Protocol. It
waits for the Server Agent to return a response nessage. The task
result is obtained by parsing the response nessage, or recording
the task IDin the response nessage returned by the Server Agent
and retrieving the task result fromthe Server Agent by the task
ID later.

Server Agent: In terns of capability discovery, it constructs the
capabilities of Al agents in the device into capability

negoti ati on nessages and sends themto the Cient Agent via the
Agent Protocol. For processing task requests, it receives request
messages fromthe Cient Agent through the Agent Protocol. For
short-termtasks, after conpleting the task, it constructs the
task result into a response nessage. For long-termtasks, it
generates a task ID and constructs the task IDinto a response
message. The response nessage is then sent to the dient Agent
via the Agent Protocol. Wen a long-termtask is conpleted, the
task result is cached, and the Server Agent waits for the Cient
Agent to retrieve the task result using the task ID.

The cross-device comuni cati on protocol between Al agents in network
devices is referred as Agent Protocol

Mao,
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* Agent Protocol: The communication protocol between agents on two
devi ces, which includes functions such as capability discovery and
negoti ati on, task assignment and result collection,
aut hentication, and secure comuni cation. For exanple, energing
protocols |ike A2A or MCP, or mature protocols |ike NETCONF/ YANG
can be used.

5. Requirements

5.1. Requirenments for Al Agent in Network Devices
TBD

5.2. Requirenents for Agent Protocol
The conmuni cation protocol between Al agents in network devices is
referred as Agent Protocol. There are sone requirenents for it.

[ REQ 2-1a] Agent Protocol MJST support synchronous request/response
i nteraction.

[ REQ 2- 1b] Agent Protocol SHOULD support streaming interaction for
better experience in sone man-nmachi ne interaction scenari os.

[ REQ 2-1c] Agent Protocol MJST support to response task id
i Mmedi ately and acquire the result by task id later.

[ REQ 2-1d] Agent Protocol SHOULD support bidirectional interaction
for the scenarios where Server Agent asks for more information from
Client Agent.

[ REQ 2-1e] Agent Protocol MJST support to exchange structured
messages, such as nmessage in JSON or Protobuf fornmat.

[ REQ 2-1f] Agent Protocol SHOULD support to exchange unstructured
messages, such as natural | anguage.

[ REQ 2-1g] TBD
5.3. Requirenents for Security schem

TBD
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6. |Illustration

6.1. Using A2A as the comruni cation protocol
TBD

6.2. Using MCP as the conmunication protocol
TBD

7. 1 ANA Consi derations
TBD

8. Security Considerations

TBD
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