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Abst r act

Thi s docunent specifies the MyCerk Virtual File System (VFS), a

di stributed storage system designed for famly networks. The VFS
provi des end-to-end encrypted, redundant storage across heterogeneous
nodes usi ng adapti ve chunki ng and Reed- Sol onon erasure codi ng

[ REED- SOLOMON]. Metadata synchroni zation uses Conflict-free
Replicated Data Types (CRDTs) [CRDT] with a hybrid LWV Regi ster and
OR- Set appr oach.

The system supports tiered storage, autonmatic health nonitoring with
sel f-healing capabilities, and federation between separate famly
installations. It is designed to be accessible to non-technical
users while providing enterprise-grade data durability.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 June 2026.

Copyri ght Notice
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docunent authors. Al rights reserved.
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1. I nt roducti on

Modern families have storage devices distributed across nultiple

| ocations: a primary hone with NAS, a vacation house with a mni-PC
grandparents with a Raspberry Pi, and nobil e devices requiring renote
access. The MyClerk VFS unifies these resources into a coherent,
redundant file system

The VFS operates on top of the MyClerk Protocol (draft-nmyclerk-
protocol) for all conmmunication. This docunent specifies the storage
| ayer, including data organization, redundancy nechani sns, and

met adat a synchroni zati on.

1.1. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

1.2. Term nol ogy

Chunk A fixed-size segnent of file data, typically 4-16 MB, that
forns the unit of storage, encryption, and distribution

Fragment One piece of an erasure-coded chunk. A chunk with k=3, me2
produces 5 fragnents.

Core Node A storage node with high availability (>95% uptine over 30
days) that participates in guaranteed fragment storage.

Bonus Node A storage node with variable availability that provides
addi ti onal redundancy when onli ne.

CRDT Conflict-free Replicated Data Type. A data structure that can
be replicated across multiple nodes and nmerged wi thout conflicts.

LWV Regi ster Last-Witer-Wns Register. A CRDT where concurrent
wites are resolved by tinestanp.
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OR-Set (nserved-Renove Set. A CRDT that supports add and renpve
operations w thout conflicts.
2. Architecture Overview
The VFS consists of four |ayers:

1. *Virtual Nanespace:* CRDT-based directory structure visible to
users.

2. *Content-Addressed Chunk Store:* Encryption, chunking, and
hashi ng | ayer.

3. *Distributed Fragment Storage:* Erasure coding and distribution
across nodes.

4. *Federation Layer:* Sharing between separate VFS install ations.
2.1. Design Principles

* *Zero Data Loss:* Erasure coding ensures data survives nultiple
node fail ures.

* *End-to-End Encryption:* Only authorized users can read data;
st orage nodes see only ciphertext.

* *Self-Healing:* Automatic fragnment redistribution when nodes fail.

* *User-Friendly:* Conplex internals hidden behind sinple fol der
i nterface.

3. Adaptive Chunking

The VFS uses adaptive chunk sizes based on file size to optim ze
storage efficiency:

[ oo et s e e
| File Size | Chunk Size | Rationale |
[ e el e, e sl
| <1 MB | No chunking | Avoid overhead |
I T T S +
| 1-100 MB | 4 MB | Good bal ance |
I I i I i IR +
| > 100 M8 | 16 MB | Fewer fragnents

F--- - - - F-- - - - - - I e I T +

Tabl e 1: Adaptive Chunk Sizes
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Files smaller than 1 MB are stored as a single unit. This avoids the
over head of chunk managenent for small configuration files and
docunents.

4. FErasure Coding
The VFS uses Reed- Sol onbn erasure coding to provide redundancy. Each
chunk is encoded into k data fragments plus mparity fragments. Any

k fragments are sufficient to reconstruct the original chunk.

4.1. FErasure Coding Profiles

[ b e gl S femjnp S pus el S foms oo s oo el e s s e s )
| Profile | k| m | Overhead | Tolerance | Use Case |
[ ety S jeienty oo pu gty b oo po o pujes s pole - po oo fu s fu sl s fums s s o s s o}
| Econony | 4| 1 | 25% | 1 node | Non-critical data |
S I e e NCIpe S I e +
| Standard | 3| 2 | 67% | 2 nodes | Recommrended default |
T I R S T e +
| Critical | 4| 4 | 100% | 4 nodes | I'nmportant docunents |
TS I g R o e e e e e oo - +
| Paranoid | 4 | 5+ | >125% | 5+ nodes | Maxinmum security |
S I e e NCIpe S I Sy +

Table 2: Erasure Coding Profiles
The Standard profile with k=3, m=2 is RECOMMVENDED for mnpbst use cases.
It provides tolerance for two sinultaneous node failures with
r easonabl e st orage over head.
4.2. Fragnment Distribution

Fragments MUST be distributed across different nodes to maxi m ze
fault tolerance. The distribution algorithm SHOULD:

* Place at least k fragnments on Core Nodes

* Distribute fragments across different physical |ocations when
possi bl e

* Use Bonus Nodes for additional copies
* Avoid placing nultiple fragments on the sane node
5. Fragment Heal th Mnitor

The VFS continuously nonitors fragment availability and takes
corrective action when necessary.
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5.1. Health Levels

[ ety e —————————— = ——_———_ Ll —p—_———————(————————(——r
| Status | Condition | Wait Time | Action |
[ ety et el sl
| GREEN | >= k+2 online | - | No action |
Fommmaa - I IRy S ISRy L -, +
| YELLOW| k+1 online | 6 hours | Warning, then redistribute |
Fomm oo T R o e e e e e e e e a oo - +
| ORANGE | k online | 30 minutes | Immediate redistribution |
S I S I S TR e +
| RED | < k online | O | Emergency recovery |
Fommmaa - I IRy S ISRy T +

Tabl e 3: Fragnent Heal th Status
5.2. Node Failure Escal ation

When a node becones unreachable, the followi ng escalation tineline
appl i es:

0-30 minutes Ping retry with exponential backoff (10s, 30s, 90s).
No status change or alerts.

30 minutes - 1 hour Alert sent to family administrator: "Node XY
unr eachabl e".

1-6 hours VYELLOWSstatus. System evaluates redistribution options
and checks capacity on ot her nodes.

6-24 hours Redistribution begins. Fragments are copied to avail able
nodes. Priority: Critical > Standard > Econony. Bandwidth limnt:
50% of avail abl e capacity.

>72 hours Node downgrade: Core Node becones Bonus Node. Fragnents
are no longer prinmarily placed on this node.

6. CRDT-Based Met adata
The VFS uses Conflict-free Replicated Data Types (CRDTs) for netadata
synchroni zati on across nodes. This ensures eventual consistency
wi t hout coordi nati on.

6.1. Hybrid CRDT Approach

The VFS enpl oys a hybrid CRDT strategy:
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* *LWMRegister:* Used for file content references, file attributes
(size, ntinme), and single-value fields.

* *OR-Set:* Used for directory entries, tag lists, and pernission
sets.

Thi s conbi nation provides optinmal semantics for file system
operations: LWWMRegi ster ensures the latest file version wins, while
OR-Set correctly handl es concurrent file creation and deletion in
directories.

6.2. LWMRegister Specification

The foll owi ng CDDL [ RFC8610] schema defines the LWV Regi ster
structure. Values are encoded using CBOR [ RFC8949].

| wwregi ster<T> = {
val ue: T,
ti mestanp: uint,
node-id: bstr .size 16,

; Uni x m croseconds
;. Witer node |ID

; Merge rule: Hi gher tinestanp wins
; Tie-breaker: Lexicographically higher node-id w ns
6.3. OR-Set Specification

or-set<T> = {
el ements: [* or-set-el enment<T>],

}

or-set-elenent<T> = {
val ue: T,
add-id: bstr .size 16, ; Unique ID for this add operation
renoved: bool, ; Tonbstone fl ag

}

; Add: Create new el enent with unique add-id
; Renove: Set renpved=true for all elenments with matching val ue
; Merge: Union of all elenents, renoved flags propagate

6.4. File Metadata Structure
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file-metadata = {

id: bstr .size 16, ; Unique file ID
nanme: | wwregister<tstr>, ; File name
parent: |wwregister<bstr .size 16>, ; Parent directory ID
content-hash: |wwregister<bstr .size 32> ; BLAKE3 hash
size: | wwregister<uint>, ; File size in bytes
ntinme: | wwregister<uint>, ; Modification time
chunks: |wwregister<[* chunk-ref]>, ; Chunk references
tags: or-set<tstr>, ; User tags
perm ssions: or-set<perm ssion>, ; Access perm ssions
}
chunk-ref = {
hash: bstr .size 32, ; BLAKE3 hash of chunk
of fset: uint, ; Ofset infile
size: uint, ; Chunk size
ec-profile: tstr, ; Erasure coding profile
}

perm ssion = {
principal: bstr .size 16, ; User or group ID
access: uint, ; Access flags (read, wite, etc.)

}
6.5. Directory Metadata Structure

directory-metadata = {
id: bstr .size 16,
nane: |wwregister<tstr>
parent: |wwregister<bstr .size 16>,
children: or-set<bstr .size 16>, Child file/directory |IDs
mime: | waregister<uint>, Modi fication tinme
per m ssi ons: or-set<perm ssion>, ; Access perm ssions

Uni que directory ID
Directory nane
Parent directory ID

7. Encryption

Al data is encrypted end-to-end using ChaCha20- Pol y1305 [ RFC8439].
St orage nodes never see plaintext.

7.1. Key Hierarchy

Keys are derived hierarchically using HKDF [ RFC5869]:
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Fam |y Master Key (FMK)
Fol der Key: /fam |y/photos/

I
+-- File Key: photo.jpg

+- -
I

I

I I

| +-- Chunk Key: alb2c3...
I

+-- Fol der Key: /fam|y/docunents/

I

+-- Session Keys (for Federation)

7.2. Key Derivation

f ol der _key = HKDF- SHA256(

IKM = famly_naster_key,
salt = folder_id,
info = "nycl erk-vfs-fol der-v0",
L = 32
)
file_key = HKDF- SHA256(
| KM = fol der_key,
salt = file_id,
info = "myclerk-vfs-file-v0",
L = 32

)
chunk_key = HKDF- SHA256(

IKM = file_key,
salt = chunk_i ndex (4 bytes, big-endian),
info = "mycl erk-vfs-chunk-v0",

L 32

)

7.3. Nonce Construction
Each encryption operation requires a unique 96-bit nonce:

0 1 2 3

01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Ti mestanp (32 bits) |
i T s i o S i i S R I S I S S S M
| Random (32 bits) |
B T S i T s i i e e SEI S
| Counter (32 bhits) |
R i T I e T S S e S TR S T e i I S e S e e e e o o
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This construction provides collision probability | ess than 27-80 per
year at 1 million operations per second.

7.4. Content Hashing
Al'l content is hashed using BLAKE3 [BLAKE3] for content addressing:

* Chunks: BLAKE3 hash of plaintext content
* Files: Merkle tree of chunk hashes
8. Node C assification

Nodes are classified based on their reliability:

[} ettt —— e p—p—p———————————————————— e o
| Type | Criteria | Role |
| Core Node | >95% uptine (30 | Guaranteed fragnent |
| | days), <100ns latency | storage (k fragments) |
R o e e e e o e e e e +
| Bonus | Variable availability | Additional redundancy |
| Node | | when online |
- . . +

Tabl e 4: Node C assification
Classification is automati c based on observed netrics. A node that
has been offline for nore than 72 hours is autonatically downgraded
from Core to Bonus.
9. Tiered Storage

Data is automatically migrated between storage tiers based on access

patterns:
[ b pees el oo oo s s, e e e g
| Tier | Storage Type | Latency | Content |
B il et ey e ey
| Hot | NvVMe/ SSD | <100nms | Last 7 days |
+------ I L L i +
| Warm | SSOY HDD | <500ms | 7-30 days |
+------ i I Fo-m e - - I i +
| Cold | HDD Archive | >1s | >30 days |
+------ I i T F---- - - - F-- - - - - - +

Table 5: Storage Tiers
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10. Caching
Each client naintains a three-|evel cache:

L1 (RAM Hot netadata and small files. Configurable size (default
512 MB). Latency <10ns.

L2 (SSD) Frequently accessed chunks. Configurable size (default 50
GB). Latency <100ms. LRU eviction.

L3 (Renbte) On-denand retrieval from storage nodes. Milti-source
streaming for large files.

11. VFS Qperations

VFS operations use operation codes in the range 0x0500- Ox05CF of the
MyCl erk Protocol.

11.1. Basic Operations (0x0500-0x050F)

E ool oo oss oo sl e
| Code | Nane | Description |
R el Sy sl ——(—————— o
| 0x0500 | VFS_MOUNT | Mount VFS |
I p—— . T +
| Ox0501 | VFS_UNMOUNT | Unmount VFS |
Fomm oo S o e e e e e e oo +
| 0x0502 | VFS_STAT | Get filel/directory info |
S ey - . +
| Ox0503 | VFS LIST | List directory contents |
I p—— . T +
| O0x0504 | VFS_READ | Read file data |
Fomm oo S o e e e e e e oo +
| 0x0505 | VFS WRITE | Wite file data |
S ey - . +
| Ox0506 | VFS CREATE | Create file/directory |
I p—— . T +
| Ox0507 | VFS DELETE | Delete file/directory |
Fomm oo S o e e e e e e oo +
| 0x0508 | VFS_RENAME | Rename/nove |
S ey - . +
| O0x0509 | VFS _SYNC | Force sync |
I p—— . T +

Tabl e 6: Basic VFS Operations
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11.2. Chunk Operations (0x0510-0x051F)

[ ettty e ——————————(———_ = —p—_———————(————— L
| Code | Nane | Description |
[ el Sl ety o
| O0x0510 | CHUNK STORE | Store chunk |
S Fom e Fom e +
| Ox0511 | CHUNK _RETRIEVE | Retrieve chunk |
Fomm oo o e e e oo T +
| 0x0512 | CHUNK_VERI FY | Verify integrity |
S R Fom e Fom e +
| O0x0513 | CHUNK DELETE | Del ete chunk |
S Fom e Fom e +
| O0x0514 | CHUNK_ LOCATE | Find chunk I ocations |
Fomm oo o e e e oo T +
| 0x0515 | CHUNK_REPLI CATE | Replicate chunk |
S R Fom e Fom e +
Tabl e 7: Chunk Operations
11.3. Fragment Operations (0x0520-0x052F)
[ el sty e ey o
| Code | Nare | Description |
| O0x0520 | FRAGVENT_STORE | Store fragnent |
Fomm oo o e e e e e e e e oo o - o e e e e e oo - +
| 0x0521 | FRAGVENT_RETRI EVE | Retrieve fragnent |
S R oo Fom oo +
| O0x0522 | FRAGVENT_ STATUS | Get fragnent status |
S Fom oo oo +
| 0x0523 | FRAGMENT_REDI STRIBUTE | Redistribute |
Fomm oo o e e e e e e e e oo o - o e e e e e oo - +
| 0x0524 | FRAGVENT_HEALTH REPORT | Heal th report |
S R Fom e Fom oo +
Tabl e 8: Fragnment Operations
11. 4. Metadata Operations (0x0530-0x053F)
[ bty sl el
| Code | Nare | Description |
| O0x0530 | META_SYNC REQUEST | Request netadata sync |
Fomm oo o e e e e o e e e e +
| 0x0531 | META_SYNC DI FF | Send diff |
S R Fom e Fom oo +

| 0x0532 | META_CONFLI CT_RESOLVE | Resol ve confli ct |
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11. 5.

11. 6.

Ar can

Fommmaa - T T +
| O0x0533 | META_SNAPSHOT | Create snapshot |
Fomm oo o e e e e o e e e e +
| 0x0534 | META_RESTORE | Restore from snapshot |
S I U O +

Table 9: Metadata Operations

Sharing Operations (0x0550-0x055F)

[ bty sy et o}
| Code | Nare | Description |
| Ox0550 | SHARE_ CREATE | Create share |
Fomm oo T T +
| 0x0551 | SHARE_ACCEPT | Accept share |
S I U R +
| 0x0552 | SHARE_REVCKE | Revoke share |
Fommmaa - T domemmemeeeemeaeeaaas +
| Ox0553 | SHARE LI ST | List shares |
Fomm oo T T +
| 0x0554 | SHARE_UPDATE | Update perm ssions |
S I U R +
| Ox0555 | COWMMON _FOLDER CREATE | Create common fol der |
Fommmaa - o mmemeeeeeeaeeaaas domemmemeeeemeaeeaaas +
| Ox0556 | COVMON_FOLDER JON | Join comon fol der |
Fomm oo T T +
| 0x0557 | COMMON_FOLDER LEAVE | Leave conmon fol der |
S I e R +
| O0x0558 | COVMMON _FOLDER SYNC | Force sync |
Fommmaa - o mmemeeeeeeaeeaaas o mmemeeeemeaeeaaas +

Tabl e 10: Sharing Operations

Ener gency Operations (0x05C0- 0x05CF)

| Code | Nare | Description |
[ ettty e fp—p—p—p————————————(—(—————— Lt o
| 0x05C0 | EMERGENCY_REVCKE | I'medi ate revocation |
S I e R +
| Ox05C1 | EMERCENCY_KEY_I NVALI DATE | Invalidate all keys |
Fommmaa - L T T T +
| Ox05C2 | EMERGENCY_CACHE W PE | Request cache wi pe |
Fomm oo S T +
| 0x05C3 | EMERGENCY_CONFI RM | Adient confirmation |
S I e R +
| Ox05C4 | EMERGENCY_STATUS | Query cut-off status |
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12.

12.

13.

13.

13.

13.

Tabl e 11: Energency Operations
Federation

The VFS supports sharing between separate installations (famlies).
Two sharing nodes exi st:

Sinple Share Owner retains data on their Core Nodes. Recipient gets
cache access only. Connection |o0oss = no access.

Conmon Fol der Both parties have full copies. Both can upload.
Connection | oss does not affect access.

1. Cache Security

Shared access uses time-limted tokens:

* Validity check interval: 10 m nutes

* Ofline tolerance: 1 hour

* Key rotation interval: 24 hours

Energency Cut-Of immediately invalidates all tokens and keys.
Security Considerations

1. Encryption

Al data is encrypted w th ChaCha20-Pol y1305 before | eaving the

client. Storage nodes never see plaintext. Key conpromise affects

only the specific folder/filel/chunk | evel in the hierarchy.

2. Nonce Handling

Nonce reuse with the sane key conpletely conpronises security. The

ti mest anp+randomrcount er constructi on ensures collision probability

bel ow 2”*-80 per year.

3. CRDT Security

CRDT operations are authenticated using the MO erk Protocol’s
session keys. Unauthorized nodes cannot inject or nodify netadata.
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13.4. Federation Security

Federati on uses separate session keys. Enmergency Cut-Of can

i medi ately revoke all access. Cached data becones cryptographically

i naccessi bl e when keys are rotated.
14. | ANA Consi derations
Thi s docunent has no | ANA acti ons.
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