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1. Introduction

Modern families operate across nultiple |ocations and devices: a
primary home w th network-attached storage, a vacation house with a
m ni - PC, grandparents with a Raspberry Pi, and nobil e devices
requiring access while traveling. The MyCd erk Protocol addresses the
conmmuni cation requirenments of such distributed famly systens.

Traditional protocols inpose significant overhead that becones
probl ematic for constrained channels. The MyC erk Protoco
introduces tiered security levels, allow ng applications to select
appropri ate overhead based on the security requirenents of each
operation.

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

1.2. Term nol ogy

Node A device participating in a M/d erk depl oynent, such as a
server, desktop client, nobile device, or |oT device

Core Node A node classified as stable and reliable, expected to
mai ntain high availability (>95% uptime over 30 days).

Bonus Node A node with variable availability, used opportunistically
for additional redundancy.
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Family A group of users and nodes sharing a comon trust donmain and
crypt ographi ¢ key hierarchy.

Federation The interconnection of nultiple famlies for resource
sharing or comunication

Tier A security level (0-5) determning the header structure and
cryptographic protections applied to a nmessage.

Session A stateful connection between two endpoints with established
crypt ographi ¢ keys.

2. Protocol Overview
The Myd erk Protocol is a binary protocol using MessagePack [RFC8949]
for payload encoding. It defines six security tiers with increasing
header sizes and cryptographic protections.
2.1. Design CGoals
1. *Tiered Security:* 1-144 bytes overhead dependi ng on security
requirenents.
2. *Transport Agnostic:* Qperates over NATS, Matrix, WbSocket, TCP
or other transports.
3. *Federation Ready:* Supports nulti-server, multi-famly
depl oynent s.
4. *Future Proof:* Extensible operations and feature negotiation
2.2. Security Tiers Overview
[ el b fujt Chumsfums b fums oo pee e fum s fum s et e U
| Ti er| Header| Encryption | Authentication | Use Case |
I | Size | I I I
el S bomjomms s e = bamesbemes e oo s e s oo s s
| O | 1 byte| None (tunnel ed) | None | I'nside secure
| | | | | session |
R o e e e e oo S o e e e e oo +
| 1 | 4 | None | None | Fire-and-forget
| | bytes | | | comands |
N Fom e S Fom e +
| 2 | 6 | Optional | CRC 16 | Home automation
| | bytes | | | |
R o e e e e oo S o e e e e oo +
| 3 | 12 | ChaCha20- Pol y1305 | HVAC 32 | Conversati onal
I | bytes | I I I
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S o g Fom e +
| 4 | 42 | ChaCha20-Pol y1305 | HMVAC- 64 | Key exchange |
| | bytes | | | |
R o e e e e oo S o e e e e oo +
| 5 | 58+ | ChaCha20- Pol y1305 | HWVAC- 256 + | Maxi mum |
| | bytes | | Pol y1305 | security |
N Fom e Fom oo Fom e +

Table 1: Security Tier Sunmary
3. Message Format

Al'l messages consist of a header, optional payl oad, and opti onal
trailer. The header format varies by security tier.

3.1. Common Header Fields

The first byte (Flags) is present in all tiers and has the foll ow ng
structure:

0

01234567
S
|V VITTT|CF E
T

Protocol Version (2 bits) - Currently O
Security Tier (3 bits) - Values 0-5
Conpressed (1 bit) - Payload is conpressed
Fragmented (1 bit) - Message is fragnented
Encrypted (1 bit) - Payload is encrypted

MmO A<

3.2. Tier O Header (1 byte)

Tier 0 is used for nessages tunnel ed inside an al ready-secure
session. It provides m ninmal overhead.

0

01234567
R S
|0 0]0 O O] C F|E|
R

Tier 0 messages MJUST only be sent within an established Tier 3+

session. Inplementations receiving a Tier 0 nessage outside of a
secure session MJST discard it.
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3.3. Tier 1 Header (4 bytes)

0 1 2 3

01234567890123456789012345678901
i i i T i I S i e s o o i i
|V VIO 0 1| Cl F| E Qper ation Code | Sequence |
R et e s i o e s i i

Operation Code (16 bits) ldentifies the operation. See Section 6.
Sequence (8 bits) Message sequence nunber, wapping at 255.

3.4. Tier 2 Header (6 bytes)
0 1 2 3

01234567890123456789012345678901
T I T S S i T T S AR

|V VIO 1 0|C F|E Qper ation Code | Sequence |
I i i S S i e S e ok T
| Session ID |

i S S ik T o S

Session ID (16 bits) Identifies the session context for this
nessage.

Tier 2 messages SHOULD include a CRC-16 trailer for error detection.
3.5. Tier 3 Header (12 bytes)

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
|V V|0 1 1| CF E Oper ation Code | Sequence |
el i I e i it T e e e e i i T o S e e S e T R R
| Session ID | Ti mest anp |
I S i o T s S S S e s s T
| Ti mestanp (cont.) | Nonce |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Timestanp (32 bits) Unix timestanp in seconds. Used for replay
protection.

Nonce (16 bits) Random nonce conponent. Conbined with tinmestanp and
counter to formthe full 96-bit nonce for ChaCha20- Pol y1305.

Tier 3 messages with the E flag set MJUST be encrypted using
ChaCha20- Pol y1305 as specified in [ RFC8439].
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3.6. Tier 4 Header (42 bytes)

0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i

|V V|1 0 0|C F| E Qper ation Code | Sequence

R et e s i o e s i i
| Session ID | Ti mest anp |
B i s T T i i o S o T Ji I
| Ti mestanmp (cont.) | Nonce |
R T e i e i i S L S s il o T SR R R S
| Key | D I
R et e s i o e s i i

I I
| ECDH Publ i c Key (X25519) |
| (32 bytes) |
I I
+- +

R i L e e S e e e R
Key ID (32 bits) Identifier for the key being used or negoti at ed.

ECDH Public Key (256 bits) X25519 public key as specified in
[ RFC7748] .

3.7. Tier 5 Header (58 bytes)

Tier 5 extends Tier 4 with a full Polyl1305 authentication tag in the
header :

0 1 2 3

01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| [Tier 4 Header - 42 bytes] |
el i I e i it T e e e e i i T o S e e S e T R R

I I
| Pol y1305 Tag (16 bytes) |
I I
I I
B i s T T i i o S o T Ji I
Tier 5 messages MJUST include a full HVAC SHA256 (32 bytes) in the

trailer, providing dual authentication: Polyl305 for AEAD integrity
and HVAC- SHA256 for post-quantum resi stance.
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4. Nonce Construction

ChaCha20- Pol y1305 requires a 96-bit (12-byte) nonce that MJST NOT be
reused with the same key. The Myd erk Protocol constructs nonces as
fol |l ows:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Timestanp (32 bits) |
i I i S e S s SN R SR S
| Random (32 bits) |
I i I S s S i ik N SR N SR S
| Counter (32 bhits) |
B i s T T i i o S o T Ji I

Timestanp (32 bits) Unix epoch seconds. Provides cross-session
replay protection.

Random (32 bits) Cryptographically random val ue generated per
session using a CSPRNG  Provides 2732 possi bl e val ues per second.

Counter (32 bits) Per-nessage counter starting at 0, increnented for
each nessage. Allows 2732 nessages per session.

Al fields are encoded in big-endian byte order.

This construction provides a collision probability of |ess than 27-80
per year at 1 million operations per second, assuni ng proper CSPRNG

i mpl ement ati on.

5. Key Derivation

Sessi on keys are derived using HKDF as specified in [ RFC5869] with
SHA- 256 as the hash function.

5.1. ECDH Key Exchange
For Tier 4+ sessions:
shared_secret = X25519(1 ocal private_key, renote_public_key)

sessi on_key = HKDF- SHA256(

| KM = shared_secret,

salt = nonce_initiator || nonce_responder,
info = "mycl erk-sessi on-v0",

L = 32
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5.2. Key Rotation
Keys MUST be rotated after any of the follow ng conditions:
* 2732 nmessages sent (nonce exhaustion)
* 24 hours el apsed (time-based)
* Explicit KEY_ROTATE operation received
Rot at ed keys are derived as:

new_key = HKDF- SHA256(

| KM = current_key,

salt = "rotate",

info = rotation_counter (4 bytes, big-endian),
L = 32

6. Protocol Operations

Qperations are identified by a 16-bit operation code. The operation
space is divided into ranges:
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| Range | Category |
[ oo by s s oo e e e o}
| 0x0000-0xO00FF | Core Operations (Session, Key Managenent) |
i +
| Ox0100-0x01FF | Standard Operations (Device, ldentity, |
| | Messagi ng) |
o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| Ox0200- 0x02FF | Resource Sharing (Streans, GPU, Routing) |
S o +
| Ox0300-0x03FF | Federation |
oo - o m o oo ieaiaao--- +
| O0x0400-0x04FF | Billing and Economics |
o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| Ox0500-0x05FF | Virtual File System (VFS) |
S o +
| Ox0600- 0x06FF | Hardware Passthrough (USB, GPIO |2C, |
| | SPI, CAN |
oo o m o e e e e e +
| OxFO000- OXFFFE | Vendor Extensions |
T S +
| OxFFFF | Reserved |
Fom e o m o m o e ieaooaoo-- +

Tabl e 2: Operation Code Ranges
6.1. Core Operations (0x0000-0x00FF)

6.1.1. Session Managenent (0x0000-0x000F)

| Code | Nare | Description |
[ ettty e —————————————— Ll —_———————(—(—(—————
| 0x0000 | NOP | No operation |
S I S TRy e +
| 0x0001 | KEEPALI VE | Session keepalive |
Fommmaa - I IR L . +
| 0x0002 | KEEPALI VE_ACK | Keepalive acknow edgment |
Fomm oo o e e e o o e e e e e e e e a oo - +
| 0x0003 | SESSION_INIT | Initialize session |
S I S TRy e +
| 0x0004 | SESSI ON_ACK | Session acknow edgnent |
Fommmaa - IR T +
| Ox0005 | SESSI ON_CLCSE | O ose session |
Fomm oo o e e e o o e e e e e e e e a oo - +
| 0x0006 | SESSI ON_CLOSE_ACK | O ose acknow edgnent |
S I S TRy e +
| O0x0007 | SESSI ON RESUMVE | Resume session with ticket |
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Tabl e 3: Sessi on Managenent Operations

6.1.2. Key Managenent (0x0010-0x001F)

[ gttty Cf——————————————————_ Ll —_—(—(——(—————r
| Code | Nane | Description |
[ bty sl el
| 0x0010 | KEY_EXCHANGE INIT | Initiate key exchange |
Fommmaa - Fom e meeeeeemeeeieaaaas e meeeeeemeecieaaaas +
| O0x0011 | KEY_EXCHANGE_RESPONSE | Key exchange response |
Fomm oo o e e e e o e e e e +
| 0x0012 | KEY_EXCHANGE_COWPLETE | Key exchange conplete |
S I R O O +
| 0x0016 | SESSI ON_ROTATE | Rotate session key |
Fommmaa - e meeeeemeecieaaaas T +
| O0x0017 | SESSI ON_REVOKE | Revoke session key |
Fomm oo o e e e e o e e e e +

Tabl e 4: Key Managenent Operations
6.2. Resource Sharing Operations (0x0200-0x02FF)
Resource Sharing operations enabl e devices to expose and consune
resources across the network. These operations support video, audio,
H D, and GPU servi ces.

6.2.1. Device Managenent (0x0200-0x020F)

[ ety e ———————————————_— s p—p—r" o
| Code | Nane | Description |
[ el sl ey
| 0x0200 | DEVI CE_LI ST | List avail abl e devices |
Fommmaa - T T T TRy +
| 0x0201 | DEVI CE_I NFO | Get device information |
Fomm oo o e e e e e oo - o e e e e e e e e e e aa o - +
| 0x0202 | DEVI CE_SUBSCRI BE | Subscribe to device events |
S I O +
| 0x0203 | DEVI CE_UNSUBSCRIBE | Unsubscribe from device |
Fommmaa - T T T TRy +
| 0x0204 | DEVI CE_LOCK | Lock device for exclusive use |
Fomm oo o e e e e e oo - o e e e e e e e e e e aa o - +
| 0x0205 | DEVI CE_UNLOCK | Rel ease device |ock |
S I O +
| 0x0206 | DEVI CE_CONFI GURE | Configure device paraneters |
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Tabl e 5: Devi ce Managenent Operations

6.2.2. Stream Operations (0x0210-0x021F)

[§ oo oo s oo e s s e s s s s s
| Code | Nane | Description |
[ sl oo oo s oo e e e e e e s e e e
| O0x0210 | STREAM START | Start data stream |
R Fom e e e oo Fom e e e e i +
| 0x0211 | STREAM STCOP | Stop data stream |
Fomm oo o e e e e oo oo o e e e e e e e e m o +
| 0x0212 | STREAM DATA | Stream data payl oad |
T o e e e oo o m e e e e e iee i +
| 0x0213 | STREAM CONFI GURE | Configure stream paraneters |
R Fom e e e oo Fom e e e e i +
| O0x0214 | STREAM QUALITY | Adjust quality settings |
Fomm oo o e e e e oo oo o e e e e e e e e m o +
| 0x0215 | STREAM PAUSE | Pause stream |
T o e e e oo o m e e e e e iee i +
| 0x0216 | STREAM RESUME | Resume paused stream |
R Fom e e e oo Fom e e e e i +

Tabl e 6: Stream Operations
Streamtypes are indicated in the STREAM START payl oad:
*  0x01: Video (H. 264, MIPEQ
* 0x02: Audio (Opus, PCM
*  0x03: H D (evdev events)
*  0x04: Serial (byte stream
6.2.3. GPU Service Qperations (0x0220-0x022F)

GPU operations enabl e queue-based access to inference services (LLM
TTS, STT, Image Generation).
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[ bbb oo e s oo oo o e sy )
| Code | Nare | Description |
[ bbb Cbums b assossossfsessospsessfsessfsespsfsespesespeesfespuepny o}
| 0x0220 | GPU_REQUEST | Submit GPU request |
S ey e +
| 0x0221 | GPU RESPONSE | GPU response (streani ng) |
I p—— T T +
| 0x0222 | GPU_STATUS | Query service status |
R o oo e +
| 0x0223 | GPU_CANCEL | Cancel pending request |
S ey e +
| 0x0224 | GPU QUEUE I NFO | Queue position and ETA |
I p—— T T +

Table 7: GPU Service Operations
GPU service types
* 0x01l: LLM (Large Language Model)
* 0x02: TTS (Text-to-Speech)
*  0x03: STT (Speech-to-Text)
* 0x04: |ImageCGen (1 mage Generation)
6.2.4. Dynam c Routing and ACL (0x0240-0x024F)
Dynam c routing enabl es Hub-controll ed device assignnent and per-

client access control. A Hub can redirect device streans between
clients dynanically.
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[ ool sl s
| Code | Nare | Description |
[ ettty e ———————————_ s —p—p—_—————————— L
| 0x0240 | ROUTE_CREATE | Create device route
Fommmea - B TR R +
| 0x0241 | ROUTE DELETE | Delete device route
e - R T R +
| 0x0242 | ROUTE_LI ST | List active routes |
Fomm oo o e o e e e e +
| 0x0243 | ROUTE_MODIFY | Mdify existing route
Fommmea - B TR R +
| O0x0244 | ACL_SET | Set access control |
e - R T R +
| O0x0245 | ACL_GET | Get access control |
Fomm oo o e o e e e e +
| 0x0246 | ACL_GRANT | Grant client access |
Fommmea - B TR R +
| 0x0247 | ACL_REVOKE | Revoke client access
e - R T R +
| 0x0248 | ROUTE_ PRICRITY | Set routing priority
Fomm oo o e o e e e e +

Tabl e 8: Dynamic Routing Operations
Access npdes
* 0x00: None (no access)
*  0x01: Read-only
*  0x02: Wite-only
*  0x03: Read-write
* 0x04: Exclusive (single client)
6.3. Hardware Passthrough Operations (0x0600- 0x06FF)
Har dwar e Passt hrough operations enable | ow|evel access to hardware
interfaces. Unlike service-based resource sharing, these operations
provi de direct protocol-level access to hardware buses.
6.3.1. USB Operations (0x0600-0x060F)
USB passt hrough virtualizes USB at the URB (USB Request Bl ock) |evel,

all owi ng any USB device to appear as natively connected on the
client.
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| Code | Nare | Description |
[ ety e ——_——————————————————_ Ll —p—_—r" o
| 0x0600 | USB_DEVI CE_LI ST | List USB devices |
S I e e +
| 0x0601 | USB_DEVI CE_ATTACH | Attach USB device |
Fommmaa - e T e T e +
| 0x0602 | USB_DEVI CE_DETACH | Detach USB device |
Fomm oo S S +
| 0x0603 | USB_CONTROL_TRANSFER | USB control transfer |
S I e e +
| O0x0604 | USB BULK TRANSFER | USB bul k transfer |
Fommmaa - L T T e T e +
| Ox0605 | USB I NTERRUPT _TRANSFER | USB interrupt transfer |
Fomm oo S S +
| 0x0606 | USB_I SOCHRONOUS TRANSFER | USB isochronous transfer |
S I e e +
| O0x0607 | USB_GET_DESCRI PTOR | Get USB descri ptor |
Fommmaa - L T T e T T +
| Ox0608 | USB_SET_CONFI GURATI ON | Set USB configuration |
Fomm oo S S +
| 0x0609 | USB_SET_| NTERFACE | Set USB interface |
S I e e +
| Ox060A | USB CLEAR HALT | dear endpoint halt |
Fommmaa - L T T e T +
| Ox060B | USB_RESET | Reset USB device |
Fomm oo S S +

Table 9: USB Operations
6.3.2. Serial Operations (0x0610-0x061F)

Serial passthrough supports RS-232, RS-485, and UART interfaces.
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| Code | Nare | Description |
[} ety e ———————————————(———_ Ll et
| 0x0610 | SERI AL_PORT_LI ST | List serial ports |
S I O e +
| 0x0611 | SERI AL_PORT_OPEN | Open serial port |
Fommmaa - e eeeeeemeecieaaaas S +
| O0x0612 | SERI AL_PORT_CLOSE | Cdose serial port |
Fomm oo o e e e e o e e e e e e e e e o +
| 0x0613 | SERI AL_PORT_CONFI GURE | Configure baud, parity, etc. |
S I O S +
| 0x0614 | SERI AL_DATA WRI TE | Wite to serial port |
Fommmaa - e eeeeeemeecieaaaas e +
| Ox0615 | SERI AL_DATA READ | Read fromserial port |
Fomm oo o e e e e o e e e e e e e e e o +
| 0x0616 | SERI AL_CONTROL_SET | Set control lines (DTR, RTS) |
S I O e +
| 0x0617 | SERI AL_CONTROL_CGET | Get control line status |
Fommmaa - o meeeeeemeeeieaaaas Fom e meemeeieeeeeceieemeaacaaas +
| 0x0618 | SERI AL_BREAK | Send break condition |
Fomm oo o e e e e o e e e e e e e e e o +

Table 10: Serial Operations
6.3.3. GPIO Qperations (0x0620-0x062F)

GPI O operations enabl e control of General Purpose |nput/CQutput pins.
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| Code | Nare | Description |
[ ettty e pp—p————————————(—_— s p—p—p—_—_——————— L
| 0x0620 | GPI O_CHI P_LI ST | List GPIO chips |
S I - +
| 0x0621 | GPIO_LINE_INFO | Get line information |
Fommmaa - Fom e meemeeieeeeeceieemeaacaaas +
| 0x0622 | GPI O LINE_REQUEST | Request GPIO line |
Fomm oo o e e e o e e e e e e e e e o +
| 0x0623 | GPI O LINE_RELEASE | Release GPIO line |
S I . +
| 0x0624 | GPIO_LINE_SET | Set line value |
Fommmaa - Fom e meemeeieeeeeceieemeaacaaas +
| O0x0625 | GPIO_LINE_GET | Get line value |
Fomm oo o e e e o e e e e e e e e e o +
| 0x0626 | GPI O_LI NE_WATCH | Watch for edge events |
S I e +
| 0x0627 | GPI O EVENT | GPI O edge event notification |
Fommmaa - T +
| 0x0628 | GPI O PWM CONFI GURE | Configure PWM out put |
Fomm oo o e e e o e e e e e e e e e o +
| 0x0629 | GPl O_PWM _SET | Set PWM duty cycle |
S I S +

Tabl e 11: GPlI O Operati ons
6.3.4. 12C Operations (0x0630-0x063F)

12C (Inter-Integrated Crcuit) bus operations for sensor and
peri pheral communicati on.
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| Code | Nare | Description |

[ ool o boms e s s oo b

| 0x0630 | 12C BUS LI ST | List I2C buses |

S R Fom oo o m oo +

| 0x0631 | |2C BUS_SCAN | Scan for devices on bus |

S Fom e Fom oo +

| 0x0632 | |2C _TRANSFER | 12C read/wite transfer |

Fomm oo o e e e o o e e e e e e oo +

| 0x0633 | |2C WRI TE_BYTE | Wite single byte |

S R Fom oo o m e +

| 0x0634 | |12C READ BYTE | Read single byte |

S Fom e Fom e +

| 0x0635 | I2C WRITE BLOCK | Wite data bl ock |

Fomm oo o e e e o o e e e e e e oo +

| 0x0636 | |2C_READ BLOCK | Read data bl ock |

S R Fom oo o m oo +

| O0x0637 | 12C SMBUS COVMAND | SMBus protocol command |

S Fom oo Fom oo +

Table 12: 12C Operations
6.3.5. SPI Operations (0x0640-0x064F)
SPI (Serial Peripheral Interface) operations for high-speed
peri pheral communi cati on.

[} gt e oo o
| Code | Nare | Description |
| 0x0640 | SPI_BUS LI ST | List SPI buses |
Fomm e - o - Fom e e e oo o e e e e e e e ememao - +
| 0x0641 | SPI_DEVICE_OPEN | Open SPI device |
S SRR o e e e e oo oo oo e e e e e e e e oo - - +
| Ox0642 | SPI _DEVICE CLOSE | Cl ose SPI device |
S Fom e o m oo +
| 0x0643 | SPI _CONFI GURE | Configure node, speed, bits |
Fomm e - o - Fom e e e oo o e e e e e e e ememao - +
| O0x0644 | SPI_TRANSFER | Full-duplex SPI transfer |
S SRR o e e e e oo oo oo e e e e e e e e oo - - +
| O0x0645 | SPI_WRI TE | SPI wite-only |
S Fom e o m oo +
| 0x0646 | SPI_READ | SPI read-only |
Fomm e - o - Fom e e e oo o e e e e e e e ememao - +

Table 13: SPI Operations
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6.3.6. CAN Bus Operations (0x0650-0x065F)

CAN (Controller Area Network) bus operations for autonotive and
i ndustrial protocols.

| Code | Nare | Description |
| Ox0650 | CAN_INTERFACE LIST | List CAN interfaces |
S SRR o e e e e m oo oo o e e e e e e e e oo oo +
| Ox0651 | CAN_INTERFACE OPEN | Open CAN interface |
T o e e e e oo s o m e e e e i oo +
| 0x0652 | CAN_I NTERFACE_CLOSE | Cl ose CAN interface |
Fomm e - o - Tt St +
| 0x0653 | CAN_CONFI GURE | Configure bitrate, node |
S SRR o e e e e m oo oo o e e e e e e e e oo oo +
| O0x0654 | CAN_FRAME SEND | Send CAN frane |
T o e e e e oo s o m e e e e i oo +
| 0x0655 | CAN_FRAME_RECEIVE | Receive CAN frane |
Fomm e - o - Tt St +
| Ox0656 | CAN_FILTER SET | Set receive filter |
S SRR o e e e e m oo oo o e e e e e e e e oo oo +
| O0x0657 | CAN_ERROR _STATUS | Get error counters |
T o e e e e oo s o m e e e e i oo +

Tabl e 14: CAN Bus Operations
6.3.7. 1-Wre Operations (0x0660-0x066F)

1-Wre bus operations for tenperature sensors, iButtons, and simlar
devi ces.
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| Code | Nare | Description |
[ bbb bbb ooy o}
| 0x0660 | ONEWRE_BUS LI ST | List 1-Wre buses |
S R Fom oo oo +
| 0x0661 | ONEW RE_SEARCH | Search for devices |
S Fom e Fom e +
| O0x0662 | ONEW RE_RESET | Reset bus |
Fomm oo o e e e o S +
| 0x0663 | ONEW RE_READ ROM | Read device ROM |
S R Fom oo oo +
| Ox0664 | ONEW RE_MATCH ROM | Sel ect device by ROM |
S Fom e oo +
| Ox0665 | ONEW RE_SKIP_ROM | Skip ROM (single device) |
Fomm oo o e e e o S +
| 0x0666 | ONEW RE_READ | Read bytes |
S R Fom e oo +
| 0x0667 | ONEW RE_WRI TE | Wite bytes |
S Fom e oo +
Table 15: 1-Wre Operations
7. Payload Fornmats
Payl oads are encoded using MessagePack (a subset of CBOR). This
section defines payl oad structures using CDDL [ RFC8610].
7.1. SESSION_INT Payl oad
session-init = {
nonce: bstr .size 8,
ti mestanp: uint,
? capabilities: [* capability],
? device-id: bstr .size 16,
}
capability = &
compression-1z4: 0,
compressi on-zstd: 1,
encrypti on-chacha20: 2,
encrypti on-aes256gcm 3,
fragnmentation: 4,
stream ng: 5,
federation: 6,
vfs: 8,
)
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7.2. SESSI ON_ACK Payl oad

session-ack = {
session-id: uint .size 2,
nonce: bstr .size 8,
sel ected-tier: uint .le 5,
? sel ected-capabilities: [* capability],

}
7.3. SESSI ON_RESUME Payl oad

sessi on-resume = {
ol d-session-id: uint .size 2,
ticket: bstr .size 64,

Ti cket structure (encrypted with server key, AES-256-CGCM:
- session-key: 32 bytes

- device-id: 16 bytes

- issued-at: 4 bytes (Unix timestanp)

- expires-at: 4 bytes (Unix tinestanp)

; - ticket-nonce: 8 bytes

8. Tier Conpatibility
When endpoi nts support different maxinumtiers, they MJST negotiate
to the highest common tier. The server MJST respond with the m ni num
of its supported tier and the client’s requested tier
Servers MAY enforce minimumtier requirements for specific
operations. |If a client requests an operation at an insufficient
tier, the server MJST respond with error code 0x12 (FORBI DDEN) and
include the required tier in the error payl oad.

8.1. Mnimum Ti er Requirenents

The foll owi ng operations have mininumtier requirenents:
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Operation Category |
[ oo b
Lock/ Unl ock (physical access) | 3
_______________________________ +
Key Exchange | 4
............................... +
Federation Operations | 4
_______________________________ +
Ener gency Operations | 3
_______________________________ +

Table 16: M ninum Ti er Requirenents

9. FError Handling

Error codes are 8-bit val ues organi zed i nto ranges:

| O0x10-O0x1F Client Errors

I
L o e ee e

| Ox20-0x2F | Server Errors

Tabl e 17: Error Codes

9.1. Specific Error Codes

0x00 OK (peration conpleted successfully.

January 2026

0x10 BAD REQUEST Mal fornmed nmessage or invalid paraneters

0x11 UNAUTHORI ZED Authentication required or fail ed.

0x12 FORBIDDEN |Insufficient perm ssions or tier.

0x13 NOT_FOUND Requested resource does not exist.

0x17 | NVALI

Ar can

D SESSI ON Session expired or invalid.
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0x20 | NTERNAL_ERRCR Server encountered an unexpected error
0x21 SERVI CE_UNAVAI LABLE Service temporarily unavail abl e.
0x22 TIMEQUT Operation tinmed out.

10. Security Considerations

10.1. Nonce Reuse
Reusing a nonce with the sane key in ChaCha20-Pol y1305 conpletely
conprom ses the confidentiality and authenticity of all nessages
encrypted with that key-nonce pair. |nplenmentations MIST ensure
nonces are never reused by:

* Using cryptographically random val ues for the Randomfield

* Maintaining a nonotonic counter per session

*

Rot ati ng keys before counter exhaustion
10.2. Replay Protection

Tier 3+ nmessages include tinestanps for replay protection

I mpl enent ati ons SHOULD rej ect nmessages with tinestanps nore than 5
m nutes in the past or future. Session resunption tickets include a
nonce that MJST be tracked to prevent replay attacks.

10.3. Tier Downgrade Attacks

An attacker might attenpt to force communication at a | ower tier
Servers MJST enforce mininumtier requirenents for sensitive
operations. Cients SHOULD warn users when connecting at a | ower
tier than expected.

10. 4. Key Conprom se

If a session key is conpronised, an attacker can decrypt all messages
in that session. The 24-hour automatic key rotation limts the

wi ndow of exposure. For forward secrecy, inplenentations SHOULD use
epheneral ECDH keys for each session

10.5. Post-Quantum Consi derations
The X25519 key exchange is not quantumresistant. Tier 5 includes an
addi ti onal HVAC- SHA256 trailer that provides sonme protection against

future quantum attacks on Pol y1305. | npl enentati ons concerned about
I ong-termconfidentiality SHOULD use Tier 5 for sensitive data.
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11.

12.

12.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

If this protocol were to be standardi zed, | ANA woul d be requested to
create a registry for MO erk Protocol operation codes with the
ranges defined in Section 6.
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