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Abst ract

Thi s docunent specifies the MyClerk Protocol, a tiered-security
communi cati on protocol designed for distributed fam |y orchestration
systens. The protocol provides six security tiers ranging from
1-byte mnimal overhead for tunnel ed nmessages to 144-byte ful
security for critical operations. It supports nmultiple transport
mechani sns i ncl udi ng NATS, Matrix, WbSocket, and direct TCP, while
mai nt ai ni ng end-to-end encryption usi ng ChaCha20- Pol y1305 and X25519
key exchange.

The protocol is transport-agnostic, federation-capable, and optin zed
for environnents ranging fromresource-constrained | oT devices to
full -featured desktop clients.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 4 June 2026
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I nt roduction

Modern families operate across nultiple |ocations and devices: a
primary home with network-attached storage, a vacation house with a
m ni - PC, grandparents with a Raspberry Pi, and nobil e devices
requiring access while traveling. The MyCd erk Protocol addresses the
communi cati on requirements of such distributed famly systens.

Traditional protocols inpose significant overhead that becones
probl ematic for constrained channels. The MyC erk Protoco
introduces tiered security levels, allow ng applications to select
appropri ate overhead based on the security requirenments of each
operati on.

1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Node A device participating in a M/d erk depl oynent, such as a
server, desktop client, nobile device, or |oT device

Core Node A node classified as stable and reliable, expected to
mai ntain high availability (>95% uptime over 30 days).

Bonus Node A node with variable availability, used opportunistically
for additional redundancy.

Famly A group of users and nodes sharing a conmon trust donain and
crypt ographi ¢ key hierarchy.

Federation The interconnection of multiple famlies for resource
sharing or comunication

Tier A security level (0-5) determning the header structure and
cryptographic protections applied to a nmessage.

Session A stateful connection between two endpoints with established
crypt ographi ¢ keys.
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2. Protocol Overview

The Myd erk Protocol is a binary protocol using MessagePack [RFC8949]
for payload encoding. It defines six security tiers with increasing
header sizes and cryptographic protections.

2.1. Design CGoals
1. *Tiered Security:* 1-144 bytes overhead dependi ng on security
requirenents.
2. *Transport Agnostic:* Qperates over NATS, Mtrix, WbSocket, TCP
or other transports.
3. *Federation Ready:* Supports nulti-server, multi-famly
depl oynent s.
4. *Future Proof:* Extensible operations and feature negotiation
2.2. Security Tiers Overview
[ el b fujt Chumsfums b fums oo pee e fum s fum s et e U
| Ti er| Header| Encryption | Authentication | Use Case |
I | Size | I I I
el S bomjomms s e = bamesbemes e oo s e s oo s s
| O | 1 byte| None (tunnel ed) | None | I'nside secure
| | | | | session |
R o e e e e oo S o e e e e oo +
| 1 | 4 | None | None | Fire-and-forget
| | bytes | | | comands |
N Fom e S Fom e +
| 2 | 6 | Optional | CRC 16 | Home automation
| | bytes | | | |
R o e e e e oo S o e e e e oo +
| 3 | 12 | ChaCha20- Pol y1305 | HVAC 32 | Conversati onal
| | bytes | | | |
N Fom e S Fom e +
| 4 | 42 | ChaCha20-Pol y1305 | HVAC- 64 | Key exchange |
| | bytes | | | |
R o e e e e oo S o e e e e oo +
| 5 | 58+ | ChaCha20- Pol y1305 | HVAC- 256 + | Maxi mum |
| | bytes | | Pol y1305 | security |
N Fom e Fom oo Fom e +
Table 1: Security Tier Sunmary
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3. Message Format

Al'l messages consist of a header, optional payl oad, and opti onal
trailer. The header format varies by security tier.

3.1. Common Header Fields

The first byte (Flags) is present in all tiers and has the foll ow ng
structure:

0

01234567
T T
|VVITTT|CF E
R L

V. Protocol Version (2 bits) - Currently O

T: Security Tier (3 bits) - Values 0-5

C. Conpressed (1 bit) - Payload is conpressed
F: Fragnented (1 bit) - Message is fragnented
E: Encrypted (1 bit) - Payload is encrypted

3.2. Tier 0 Header (1 byte)

Tier 0 is used for nessages tunnel ed inside an al ready-secure
session. It provides m nimal overhead.

0

01234567
T S
|0 0]0 O O] C F|E

i S e T o
Tier 0 messages MJUST only be sent within an established Tier 3+
session. |Inplenentations receiving a Tier 0 nessage outside of a
secure session MJST discard it.
3.3. Tier 1 Header (4 bytes)

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
[V VIO 0 1| C F| E Qperation Code | Sequence |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Qperation Code (16 bits) Ildentifies the operation. See Section 6.

Sequence (8 bits) Message sequence nunber, wapping at 255.
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3.4. Tier 2 Header (6 bytes)

0 1 2 3
01234567890123456789012345678901
T I T S S i T T S AR

|V VIO 1 0|C F|E Qper ation Code | Sequence |
I i i S S i e S e ok T
| Session ID |

i S S ik T o S

Session ID (16 bits) Identifies the session context for this
nessage.

Tier 2 messages SHOULD include a CRC-16 trailer for error detection.
3.5. Tier 3 Header (12 bytes)

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
|V V|0 1 1| CF E Oper ation Code | Sequence |
el i I e i it T e e e e i i T o S e e S e T R R
| Session ID | Ti mest anp |
I S i o T s S S S e s s T
| Ti mestanp (cont.) | Nonce |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S

Timestanp (32 bits) Unix timestanp in seconds. Used for replay
protection.

Nonce (16 bits) Random nonce conponent. Conbined with tinmestanp and
counter to formthe full 96-bit nonce for ChaCha20- Pol y1305.

Tier 3 messages with the E flag set MJUST be encrypted using
ChaCha20- Pol y1305 as specified in [ RFC8439].

3.6. Tier 4 Header (42 bytes)
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
|V V|1 0 0] C F|E| Operati on Code | Sequence
e L o i T R th o i R SR S
| Session ID | Ti mest anp |
i e e R e s o e e o b i o S N S S
| Ti mestanp (cont.) | Nonce |
B i s T T i i o S o T Ji I
| Key 1D |
e L o i T e e  l t o i R S

I I
| ECDH Public Key (X25519) |
| (32 bytes) |
I I
+- +

B e T i T S i i I S T T i i i S N
Key ID (32 bits) Ildentifier for the key being used or negoti at ed.

ECDH Public Key (256 bits) X25519 public key as specified in
[ RFC7748] .

3.7. Tier 5 Header (58 bytes)

Tier 5 extends Tier 4 with a full Polyl305 authentication tag in the
header :

0 1 2 3
01234567890123456789012345678901
T S I T i i S o e T i I S i e S
[Tier 4 Header - 42 bytes] |
T S i ST S S i S S S S il i i i T S

I

+-

| |

| Pol y1305 Tag (16 bytes) |

I I

I I

R et e s i o e s i i
Tier 5 messages MJIST include a full HVAC SHA256 (32 bytes) in the
trailer, providing dual authentication: Polyl305 for AEAD integrity
and HVAC- SHA256 for post-quantum resi stance.

4. Nonce Construction
ChaCha20- Pol y1305 requires a 96-bit (12-byte) nonce that MJST NOT be

reused with the same key. The Myd erk Protocol constructs nonces as
fol |l ows:
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0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Timestanp (32 bits) |
i I i S e S s SN R SR S
| Random (32 bits) |
I i I S s S i ik N SR N SR S
| Counter (32 bhits) |
B i s T T i i o S o T Ji I

Timestanp (32 bits) Unix epoch seconds. Provides cross-session
replay protection.

Random (32 bits) Cryptographically random val ue generated per
session using a CSPRNG  Provides 2732 possi bl e val ues per second.

Counter (32 bits) Per-nessage counter starting at 0, increnented for
each nmessage. Allows 2732 messages per session.

Al fields are encoded in big-endian byte order.

This construction provides a collision probability of |ess than 27-80

per year at 1 million operations per second, assuni ng proper CSPRNG
i mpl ement ati on.

5. Key Derivation

Sessi on keys are derived using HKDF as specified in [ RFC5869] with
SHA- 256 as the hash function.

5.1. ECDH Key Exchange
For Tier 4+ sessions:
shared_secret = X25519(1 ocal private_key, renote_public_key)

sessi on_key = HKDF- SHA256(

| KM = shared_secret,

salt = nonce_initiator || nonce_responder,
info = "mycl erk-sessi on-v0",

L = 32

)
5.2. Key Rotation

Keys MUST be rotated after any of the follow ng conditions:

* 2732 nmessages sent (nonce exhaustion)
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* 24 hours el apsed (time-based)
* Explicit KEY_ROTATE operation received
Rot at ed keys are derived as:

new_key = HKDF- SHA256(

| KM = current_key,

salt = "rotate",

info = rotation_counter (4 bytes, big-endian),
L = 32

6. Protocol Operations

Qperations are identified by a 16-bit operation code. The operation
space is divided into ranges:

| Range | Category |
[ oo by s s oo e e e o}
| 0x0000-0xO00FF | Core Operations (Session, Key Managenent) |
oo e m m e e e e e e e e e e e e e e e e e e e e eeee e +
| Ox0100-0x01FF | Standard Operations (Device, ldentity, |
| | Messagi ng) |
o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| O0x0200- 0x02FF | Resource Sharing |
S o +
| Ox0300-0x03FF | Federation |
o o m m e e e e e e e e e e e e e e e e e e e e e eee e +
| 0x0400-0x04FF | Billing and Econonics |
o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +
| Ox0500-0x05FF | Virtual File System (VFS) |
S o +
| OxFO00- OXFFFE | Vendor Extensions |
o o m m e e e e e e e e e e e e e e e e e e e e e eee e +
| OxXFFFF | Reserved |
o m e e e oo - o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - +

Tabl e 2: Operation Code Ranges

6.1. Core Operations (0x0000-0x00FF)
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6.1.1. Session Managenent (0x0000-0x000F)

[ ettty e —————————————— Ll —_———————(—(—(—————
| Code | Nane | Description |
[ ety s sy ety o}
| Ox0000 | NOP | No operation |
Fommmaa - I IR L . +
| O0x0001 | KEEPALI VE | Session keepalive |
Fomm oo o e e e o o e e e e e e e e a oo - +
| 0x0002 | KEEPALI VE_ACK | Keepalive acknow edgnent |
S I S TRy e +
| Ox0003 | SESSION INIT | Initialize session |
Fommmaa - IR L -, +
| O0x0004 | SESSI ON_ACK | Session acknow edgnent |
Fomm oo o e e e o o e e e e e e e e a oo - +
| 0x0005 | SESSI ON_CLCSE | C ose session |
S I S TRy e +
| Ox0006 | SESSI ON CLOSE ACK | C ose acknow edgnent |
Fommmaa - I I L T +
| O0x0007 | SESSI ON_RESUVE | Resume session with ticket |
Fomm oo o e e e o o e e e e e e e e a oo - +
| 0x0008 | SESSION_RESUMED | Session resuned |
S I S TRy e +
Tabl e 3: Session Managenent QOperations
6.1.2. Key Management (0x0010-0x001F)

[ bty sl el

| Code | Nare | Description |

| Ox0010 | KEY_EXCHANGE INIT | I'nitiate key exchange |
Fomm oo o e e e e o e e e e +

| 0x0011 | KEY_EXCHANGE_RESPONSE | Key exchange response |

S I R O O +

| 0x0012 | KEY_EXCHANGE COVPLETE | Key exchange conplete |
Fommmaa - Fom e meeeeeemeeeieaaaas Fom e meeeeeemeecieaaaas +

| Ox0016 | SESSI ON_ROTATE | Rotate session key |
Fomm oo o e e e e o e e e e +

| 0x0017 | SESSI ON_REVOKE | Revoke session key |

S I R O +

Tabl e 4: Key Managenent Operations
7. Payl oad Formats

Payl oads are encoded usi ng MessagePack (a subset of CBOR). This
section defines payload structures using CDDL [ RFC8610].
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7.1. SESSION.INT Payl oad

session-init = {
nonce: bstr .size 8,
ti mestanp: uint,
? capabilities: [* capability],
? device-id: bstr .size 16,

}

capability = &
conpression-1z4: 0,
conpression-zstd: 1,
encrypti on-chacha20: 2,
encrypti on-aes256gcm 3,
fragmentation: 4,
stream ng: 5,
federation: 6,
vfs: 8,

)
7.2. SESSI ON_ACK Payl oad

session-ack = {
session-id: uint .size 2,
nonce: bstr .size 8,
sel ected-tier: uint .le 5,
? selected-capabilities: [* capability],

}
7.3. SESSI ON_RESUME Payl oad

session-resune = {
ol d-session-id: uint .size 2,
ticket: bstr .size 64,

Ti cket structure (encrypted with server key, AES-256-CGCM:
- session-key: 32 bytes

- device-id: 16 bytes

- issued-at: 4 bytes (Unix tinmestanp)

- expires-at: 4 bytes (Unix tinestanp)

- ticket-nonce: 8 bytes

8. Tier Conpatibility
When endpoints support different maximumtiers, they MJST negotiate

to the highest common tier. The server MJST respond with the mni nrum
of its supported tier and the client’s requested tier.
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Servers MAY enforce minimumtier requirements for specific
operations. |If a client requests an operation at an insufficient
tier, the server MJST respond with error code 0x12 (FORBI DDEN) and
include the required tier in the error payl oad.

8.1. MnimmTier Requirenments

The foll owi ng operations have nminimumtier requirenents:

E s e sy e —(—_—— L]
| Operation Category | MnimmTier |
| Lock/Unl ock (physical access) | 3 |
o e e e e e e e meme oo S +
| Key Exchange | 4 |
o mm e e e e e e a— oo oo R +
| Federation Operations | 4 |
o m e e e e e e aaao o oo s +
| Emergency Operations | 3 |
o e e e e e e e meme oo S +

Table 5: M ninmum Ti er Requirenents
9. FError Handling

Error codes are 8-bit val ues organi zed i nto ranges:

[ gt *ess s o
| Range | Category |
B sl e
| Ox00-0xO0F | Success |
o m e e e - o e e e e m e i oo +
| Ox10-0x1F | Cient Errors |
M o e e oo oo oo +
| Ox20-0x2F | Server Errors |
IR I +
| Ox30-0x3F | Federation Errors |
o m e e e - o e e e e m e i oo +
| OxFO-OxFF | Reserved |
M o e e oo oo oo +

Tabl e 6: Error Codes
9.1. Specific Error Codes
0x00 OK Operation conpl eted successfully.

0x10 BAD REQUEST Mal fornmed nmessage or invalid paraneters.
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0x11 UNAUTHORI ZED Aut hentication required or fail ed.
0x12 FORBIDDEN |Insufficient perm ssions or tier
0x13 NOT_FOUND Requested resource does not exist.
0x17 | NVALI D_SESSI ON Session expired or invalid.
0x20 | NTERNAL_ERROR Server encountered an unexpected error
0x21 SERVI CE_UNAVAI LABLE Service tenporarily unavail abl e.
0x22 TIMEQUT (peration tined out.
10. Security Considerations
10.1. Nonce Reuse
Reusi ng a nonce with the same key in ChaCha20-Pol y1305 conpletely
comprom ses the confidentiality and authenticity of all nessages
encrypted with that key-nonce pair. Inplenmentations MJIST ensure
nonces are never reused by:
* Using cryptographically random values for the Randomfield
* Mai ntaining a nmonotonic counter per session
* Rotating keys before counter exhaustion
10. 2. Replay Protection
Ti er 3+ messages include tinestanps for replay protection
I mpl enent ati ons SHOULD rej ect nmessages with tinestanps nore than 5
mnutes in the past or future. Session resunption tickets include a
nonce that MJST be tracked to prevent replay attacks.
10.3. Tier Downgrade Attacks
An attacker might attenpt to force conmunication at a | ower tier
Servers MJST enforce mninumtier requirenents for sensitive

operations. Cients SHOULD warn users when connecting at a | ower
tier than expected.
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10. 4. Key Conprom se

If a session key is conpronised, an attacker can decrypt all mnessages
in that session. The 24-hour automatic key rotation linmts the

wi ndow of exposure. For forward secrecy, inplenentations SHOULD use
epheneral ECDH keys for each session.

10.5. Post-Quantum Consi derati ons

The X25519 key exchange is not quantumresistant. Tier 5 includes an
addi ti onal HVAC- SHA256 trailer that provides sonme protection against
future quantum attacks on Pol y1305. | npl enentati ons concerned about

I ong-termconfidentiality SHOULD use Tier 5 for sensitive data.

11. | ANA Consi der ations
Thi s docunent has no | ANA acti ons.

If this protocol were to be standardized, | ANA woul d be requested to
create a registry for MO erk Protocol operation codes with the
ranges defined in Section 6.
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