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1. Abstract

Thi s docunent defines a robust, scal able, and future-proofed security
protocol for Symmetric Key Distribution without reliance on
asymmetric encryption. This docunent delineates the protocol’s
specifications, security nodel, and architectural integration of the
Di stributed Synmetric Key Establishnment (DSKE) protocol
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
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material or to cite themother than as "work in progress".
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Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

I ntroduction and background

Symmetric and asymretric cryptographic schenes enployed for digita
conmuni cati on often assune that a hypothetical adversary is
conmputationally constrained. A classic exanple is the w dely used
RSA asymmetric scheme, which assunes that factoring a |arge integer
intoits two prime factors is conputationally infeasible. For an
adversary in possession of the factors, the comruni cati on between the
parties involved would be conpletely insecure. |In particular,
asymmetric cryptographic schemes cannot achi eve so-call ed

i nformati on-theoretical security, and their security will always be
nm ned by conputational advancenents.

Pet er Shor di scovered an efficient quantum al gorithmfor factoring
|large integers [2], named Shor’s algorithm Wen run on a quantum
conputer, it can break the RSA schene, Diffie# el | man key exchange,
and elliptic curve cryptography, and consequently poses a serious
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threat to Public Key Infrastructure (PKI). Although a
cryptographically rel evant comerci al quantum conputer is not yet
avail abl e, a malicious eavesdropper can readily store data being
transmtted today for when new breaches of a protocol are devel oped,
or technol ogi cal advances nmake existing theoretical exploits

practi cal .

The advancenent of classical and quantum conputers, together with the
devel opment of new code-breaking algorithms, will have an inportant

i mpact on long-termsecurity, and threaten political, social and
economic stability. For these reasons, several governments and

i nternational organizations are planning a transition to quantum safe
cryptography solutions, and NIST is currently standardi zi ng post-
quant um asymetric cryptography [6], also known as Post-Quantum

Crypt ography (PQC).

Besi des security, asynmetric cryptographic schenes also cone with

non- negli gi bl e operati onal and conputational costs. For exanple, in
SD- WAN net wor ks, before a pair of routers can exchange data traffic,
they establish an | Psec connection between them which they use as a

secure conmuni cations channel. In a traditional |Psec environment,
key establishment is handled by the Internet Key Exchange (I|KE)
protocol [5]. IKE first sets up secure conmuni cati ons channel s

bet ween devi ces and then establishes security associations (SAs)
bet ween each pair of devices that want to exchange data.

VWhile a lot of effort has been invested in the standardization of
asymmetric cryptographic schenes and their integration into the
Internet, symetric key distribution systens did not achieve a
simlar level of international standardization. The Distributed
Synmetric Key Establishnent (DSKE) protocol is introduced here to
allow for interoperability in symetric key distribution systens.
DSKE relies on pre-shared random nunbers between DSKE clients and a
set of so-called ’'Security Hubs’

Any group of DSKE clients can use the DSKE protocol to distill a
secret key from pre-shared nunbers. The clients are protected from
comprom se of Security Hubs by a secret sharing scheme that allows
the creation of the final key w thout the need to trust individua
Security Hubs. Precisely, if the nunber of conprom sed Security Hubs
does not exceed a certain threshold, confidentiality is guaranteed to
DSKE clients and, at the sanme tinme, robustness agai nst denial -of -
service (DoS) attacks is assured

Mont agna, et al. Expires 19 Septenber 2025 [ Page 4]



I nternet-Draft Distributed Symmetric Key Establishnent March 2025

5.

DSKE can be proved to achieve information-theoretical security, and a
very high level of scalability, both discussed in detail in this
docunent. O her advantages include conputational efficiency and
potentially the limted anbunt of code needed to inpl enent DSKE
reduci ng the surface attack

Furthernmore, the intrinsic trust distribution of the DSKE backend
provides a further |evel of redundancy agai nst network failures and
renoves the single point of trust. The DSKE system can be used in
situations where asymretric cryptographi c schenes are not suitable,
for exanpl e:

Quant um secur e conmuni cation, including governnent comunication,
national security systens and critical infrastructure, which may
have security requirenments that asymetric cryptographi c schenes
cannot deliver. National security agencies in many countries
recomrend t he use of synmmetric Pre-Shared Keys (PSKs) instead of
or in addition to asymetric public/private key pairs to provide
guantum resi stant cryptography.

Large meshed networks, where the use of |IKE and PKI can becone a
conput ational bottleneck, or can require the managenent of a |arge
nunber of certificates, which increase network conplexity and
reduce scalability. Such networks include | arge meshed SD-WAN and
Border Gateway Protocol (BGP) routers, anong others

Cross dommi n conmuni cati on, where a single authority or service
provider (like a CA) cannot be fully trusted. Instead, nmultiple
parties can establish their own Security Hubs and build an
infrastructure in which the trust is distributed anong them

Constrai ned devices, where key establishment via asymretric
crypt ographi ¢ schenmes is challenging due to the high conputationa
requirenents. Exanples of these networks include sensor networks

[7].

Cl oud authentication services, where a customer or cloud service
provi der wi shes to ensure that the connections to specific cloud
services are assured to be quantum secure.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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DSKE outli ne
The parties in the DSKE protocol are the two endpoints, Alice and
Bob, who wish to establish an end-to-end symmetric key, and security
hubs, which facilitate the establishnent of the keys wi thout ever
knowi ng t hese keys.
The protocol is built fromthe follow ng el ements

Sharing of PSRD by each Hub

Each Security Hub securely distributes an adequate anount of high-
entropy pre-shared random data (PSRD) to each endpoint, with due
diligence for ensuring trusted identities, confidentiality,
integrity, authenticity through physical security, as demanded by
the context and security requirenents of the entities.

An AEAD encryption as a potential additional encrypt-and-

aut henticate security layer for the PSRD delivery, using a
separately shared pre-shared key (PSK) between the security hub
and t he endpoint.

An online activation protocol for acknow edgi ng and mrut ual

activation of PSRD once the endpoint is satisfied that delivery
was W t hout tanpering or security breach, consum ng sonme of the
received PSRD in a cryptographic proof of receipt and integrity.

Key establ i shnent

A threshol d secret-sharing schene Zfa Shamir secret sharing schene
over the field GF(2"8), applied byte-wise for the length of the
secret, producing one share per Security Hub. The schene
paraneters are: the number n of shares and the threshold nunber k
of shares needed to reconstruct the secret.

An aut hentication algorithm which allows Bob to verify that the
reconstructed secret is as sent by Alice a polynonial over the
field G-(272128). This authentication is unusual, in the sense
that it requires k of received shares to be confidential, rather
than sone previously shared key. |Its cost is that 384 bits (48
bytes) of the shared secret are discarded.

An encryption algorithmfor secrecy of each share during transfer
fromAlice to a Security Hub, and again from each Security Hub to
Bob exclusive-or, which is effectively the binary one-tine pad
al gorithm when used w th PSRD
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A second authentication algorithmfor authenticity and integrity
of the message that transnits each share, alnost identical to the
first authentication algorithm |Its cost is 256 bits (32 bytes).

A wrappi ng AEAD protocol for the nessages carrying the encrypted
shares, whose prinary purpose is anti-DoS, anonynmty and
confidentiality of control data. The key may be a relatively
static PSK. It is not essential to the underlying security of
DSKE.

A variation that may be considered is where the PSRD is instead a
keystreamthat is generated at both ends froma periodically
refreshed PSK received fromeach security hub. This trades the
theoretical ITS property of the resulting DSKE keys for using only
PSKs and limted storage needs, which would be appropriate for smnal
enbedded systens, and does not nodify the core DSKE protocol or
processi ng.

A secret (the key to be shared, if obtained froma suitable source)
can be used to generate shares by Alice using locally sourced high-
quality random data, and the above outline applied directly, and this
is the nost easily understood scenario. However, when no |oca

source of random data is available, PSRD fromeach of k security hubs
can be used directly as its share. The key to be shared and the
remai ni ng shares are then deduced, and exclusive-or encrypted as
described, the initial k share ciphertexts sinply being zeros due to
cancel | ation. Local (potentially weak) random zation of the shares
may be added to nake all shares | ook random but is not needed for
security.

7. DSKE System Overview
In a DSKE systemthere are two primary actors involved: Security Hubs
and DSKE clients (or sinply clients). A DSKE systemusually includes

multiple Security Hubs, for reasons that will be clear later, but it
can in principle work with only one Security Hub
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Clients join a DSKE systemto establish shared cryptographic keys
with each other. When a client joins a DSKE system each Security
Hub generates a certain amount of high quality random nunbers,
referred to as Pre-Shared Random Data (PSRD), and delivers themto
the client. Each PSRD set is uniquely shared between the client and
the Security Hub that generated that specific PSRD set. Once the
client receives PSRD fromall the Security Hubs, it is on-boarded in
the system and can start to establish mutual cryptographic keys with
any ot her on-boarded DSKE client.

More specifically, when a client wants to establish a key with one or
nore others, she comunicates this to the set of Security Hubs. Each
Security Hub, in response, sends a key instruction nessage to the
other client(s), who then use these to distill keys fromthe PSRD
that was pre-shared with them by the Security Hubs when they joined
the system After the distribution of PSRD, which can be done via
physi cal delivery, the subsequent conmunication between DSKE clients
and the Security Hubs can take place over unsecure, public channels.

DSKE clients usually do not consune cryptographic keys thensel ves,

but rather pass themto external applications, referred to as Secure
Application Entity (SAE). SAEs can connect to DSKE clients in
different ways, which are discussed later in this docunment. The key
established by DSKE clients can then be consuned at will by the SAEs,
for exanple to seed symetric encryption algorithnms or authentication
schenes.

In the following we provide an overview of the role of each party in

a DSKE system The next section will then describe the details of
t he DSKE pr ot ocol
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8.

Security Hub

DSKE i s supported by a set of independently operated Security Hubs.
The role of the Security Hubs, in a nutshell, is to: (i) generate
hi gh-qual ity random nunbers (PSRD) and distribute those to DSKE
clients, while keeping a local private copy; (ii) act on requests
from DSKE clients by providing key instruction nmessages that all ow
the clients to establish a key.

Each Security Hub is conposed by one Security Server, and one or nore
Local Distributors. The purpose of nultiple Local Distributors is to
be able to easily provide PSRD to DSKE clients in diverse geographic
regions. A Local Distributor generates a |large anount of unall ocated
PSRD as or before it is needed, i.e. PSRD that has not yet been

all ocated to any DSKE client. The Local Distributor then delivers a
copy of this PSRDto its Security Server, while keeping a |ocal copy.
The PSRD delivery is usually perforned via physical shipping,

al t hough other possibilities are discussed later. Wen a DSKE client
requests PSRD fromthe Security Hub, one of it Local Distributors
fulfills the request by allocating a part of the unallocated PSRD to
that client, delivering it to the client, and informng its Security
Server about which range of the unallocated PSRD was all ocated to any
given client. The final result is that the Security Server has sone
PSRD in common with the DSKE client. Note that the Local Distributor
does not keep a copy of the allocated PSRD, and PSRD al ways exists
only in exactly two copies.

The Local Distributor, when delivering PSRDto a client, also
performs the inportant task of validating the client’s identity,
coupled to the delivery of secret data to be used for |ater

aut hentication. The authentication of a client to a Security Hub
provides, at a later stage, the basis for authentication between
clients. 1Indeed, once two clients have correctly authenticated with
a conmon set of Security Hubs, they will be able to authenticate with
each other with the sane | evel of security. DSKE guarantees

i nformati on-theoretically secure authentication between clients,
relying upon the authentication of each client with the Security Hub
during the PSRD delivery phase.

DSKE clients, once on-boarded in the system can send key requests to
the Security Hub. These requests can be sent over an insecure
channel, i.e. the Internet, and they are processed by the Security
Server. If a first client, Alice, is requesting a key with a second
client, Bob, the Security Server has to build key instructions
consum ng sone of the PSRD in each Alice and Bob private PSRD tabl es.
These comnputations nust be done locally in order to guarantee
informati on theoretical security for DSKE, and for this reason PSRD
with clients nust be maintained in a single location within the
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Security Hub, i.e. the Security Server. Once the key instructions
are conputed, these can be delivered to Alice and Bob over an
i nsecure channel

The internal structure of the Security Hub allows for a very high

| evel of scalability of the system This scalability is mainly due
to the sinplification of the |ogistic operations associated with the
PSRD delivery. 1In a DSKE systemwi th a single-entity Security Hub,
clients fromany region of the world shall receive the PSRD from a
single location (i.e. the location of the Security Hub). As the cost
and the risk associated with the PSRD delivery is proportional to the
di stance between a single-entity Security Hub and the client, costs
and risk can be largely reduced with the introduction of the Loca
Distributors. In this scenario, the | arge distance between a
Security Server and its clients are only covered once, when the Loca
Distributor for that specific region is set up, and unall ocated
(aggregate) PSRD is delivered fromthe Local Distributor to the
Security Server. PSRD delivery to local clients happens over way
shorter distances, provided that the client is close to any Loca

Di stributor.

9. DSKE dient

A client joins the DSKE system by sending a request to each Security
Hub. Each Security Hub, after associating a unique DSKE client IDto
the new client, delivers to the DSKE client sone PSRD and, at the
same time, perforns authentication of the client.

The nultiple Security Hubs in the systemare separately operated
entities. Wen the first client, Alice, wants to establish a key
with a second client, Bob, she sends a key request to each Security
Hub over a public channel. Key requests contain informtion about
Bob’s I D, the size of the key requested, and other information needed
to produce the key at Bob's side. These key requests are sent

i ndependently to each Security Hub, which conputes key instructions
based on the PSRD they have in commopn with Alice and Bob. The key
instructions are then sent to Bob via a public channel. For each
Security Hub, Bob uses its PSRD and the key instruction to build a
key share. Each key share is known to only Alice, Bob, and one
Security Hub. Alice and Bob inplenent a (k, n)-secret sharing schene
to build a final key, where k is the nunber of shares necessary to
build the final key, and n is the total number of Security Hubs that
Al'i ce chooses to use. Alice and Bob can choose k and n, as well as
the set of n Security Hubs that are to be used, dynamcally.

Note that, in a simlar way, the DSKE systemallows a client to

request a nulti-recipient key, i.e. a key that is to be established
with two or nore other clients.
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10.

11.

Secure Application Entity (SAE)

A DSKE key is usually consuned by another entity, for exanple, a
Secure Application Entity (SAE) as specified in the standard ETSI GS
KD 014, which can use the key to secure any of a variety of

conmmuni cations. For exanple, DSKE keys can be integrated in |PSec
via RFC 8784, in TLS via RFC 4279, and can be integrated in other
applications that allow for the specification of a pre-shared key.
The key is usually enployed for encryption, authentication, or both.

In a typical DSKE deploynment, a DSKE client is interfaced to a SAE
via a secure link, either because the DSKE client is co-hosted in the
same device with the SAE, or it is connected to the SAE over a secure
Local Area Network (LAN). For exanple, for site-to-site security, a
DSKE client can be installed on a device co-located with one or nore
net wor k appliances, and the network appliances can send key requests
to the DSKE client via a standard APl interface such as ETSI GS QKD
014. On a nobile device, the DSKE client can be directly run on the
device itself, and expose an APl for other applications to request
DSKE keys.

PSRD Generation, Delivery and Storage

A general deployment of a Security Hub consists of a single Security
Server, which can be operated fromthe cloud or a private col ocati on,
and nultiple Local Distributors, that can be operated in different

| ocati ons depending on the use case. Each Local Distributor can be
operated fully independently of the others; it depends on only its
associ ated Security Server

Whenever a new Local Distributor is created, sone anount of
unal | ocated PSRD i s generated, and a copy is shipped to the Security
Server. This is the first PSRD delivery that nust be conpleted by
the Local Distributor in order to becone operational. The generation
of the PSRD is performed by the Local Distributor, and can happen in
different ways. Usually, either a Pseudo- Random Number Gener at or
(PRNG) is enployed, a Hardware Random Number Cenerator (HRNG, a
Quant um Random Nunber Generator (QRNG, or a combination. The

di fference between the three nmethods lies in the source of
randommess. PRNG are chaotic processes with a very |ong period, but
they require an initial seed. The seed is usually taken froma HRNG
| everagi ng some physical processes of the machine where the PRNG i s
hosted. QRNGs, on the other hand, |everage quantum nechanica
processes to generate randomess, and they usually come with a
theoretical security proof about the quality of the outcone they
produced. The DSKE protocol is agnostic to the type of random nunber
generator used for the PSRD;, its security does however depend on its
ent ropy.
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11.

11.

Once a Local Distributor is operational, it can fulfill a DSKE
client’s requests to deliver PSRD, i.e. a portion of the unallocated
pool is allocated to that DSKE client, shipped to it and del eted
locally. There are, generally speaking, two types of PSRD delivery:
unal | ocated PSRD froma Local Distributor to its Security Server; and
al l ocated PSRD froma Local Distributor to a DSKE Cient.

1. PSRD Delivery fromLocal Distributor to Security Server

A typical PSRD delivery between a Local Distributor and a Security
Server can involve a | arge anpbunt of unall ocated PSRD (gi gabytes,
terabytes, or nore). A single shipnment can provi de enough PSRD for
several years of operations of a Local Distributor, depending on
demand. However, organization-specific security policies may require
unal | ocated PSRD to be del eted and generated afresh regularly, e.g.
every six nonths.

The following is a list of sonme possible nmethods for noving the PSRD
froma Local Distributor to its Security Server

Physi cal delivery using Hardware Security Mdules (HSMs). O f-
the-shel f devices, for exanple encrypted USB keys, can be used as
wel | .

In case the Security Server is operated in the cloud, the cloud
service provider may offer a service to upload data by physica
delivery.

2. PSRD Delivery fromLocal D stributor to DSKE Cients

Not e that each use case may place specific requirements on PSRD
delivery. However, the DSKE protocol is agnostic to the nmethod used
for PSRD delivery. This means that two DSKE Clients can recei ve PSRD
intw different ways, and they would still be able to establish keys
over DSKE. The sane Local Distributor can also distribute PSRD using
different nethods for different DSKE dients.

The following is a list of possible methods for the PSRD distribution
for Site-to-Site security, i.e. for the delivery from Security Hub to
Quantum Bri dge KME

Physi cal delivery using secure Hardware Security Mdul es (HSMs).
O f-the shelf devices, for exanple Kingston encrypted USB keys,
can be used.

For mlitary purposes, specialized key fillers can be utilized,
for exanpl e the KYK-13.
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11.

In case the client is operated in the cloud, the cloud service
provider may offer a service to upl oad data by physical delivery
on secure hardware that is owned by the cloud service provider

Quantum Key Distribution: note that, because the nunber of Loca
Distributors for a Security Hub is not |limted and these may be
pl aced in | ocations convenient to (KD, the latter’s distance
limtations do not constrain the deploynment of DSKE. KD can be
effectively depl oyed within DSKE

The following is a list of possible nethods for the PSRD distribution
for endpoint security, i.e. for the delivery from Local Distributor
to portable devices such as tablets and nobil e phones:

R codes: The Local Distributors are equipped with a feature to
print small amounts (approximately 1 kB) of PSRD as QR codes when
all ocated to a client. This snall amount can be used to initially
encrypt (using AES-256) and transfer a |arger anmount of PSRD over
the Internet. |In a large organization, one could position Loca
Distributors in the IT roomand ask personnel to inport PSRD by
scanning QR codes. Content secrecy of, and hence access to, these
R codes nust therefore be strictly controll ed.

SIMor eSIMcards for nobil e phones usually cone with pre-
installed pre-shared keys with the service provider. These keys
can be used to encrypt and deliver a |larger anpunt of PSRD to the
mobi | e phone.

NFC (Near Field Conmunication).

Encrypted USB nmenories or key |oaders can al so be used for
portabl e devices |ike nobil e phones or | aptops.

3. PSRD Storage

The security of PSRDis critical to the security of the DSKE
protocol. Every inplenmentation of a DSKE conponent (i ncl uding
Security Server, Local Distributor, DSKE client, or PSRD transfer
mechani sm) MJST manage t he secrecy and nunber of copies of the PSRD
to neet the system security requirenments for the context. Though
such requirements are outside the scope of this docunment, sone

i deal i zed considerations are |isted here:

Only two copies: After generation of the random data to be used as
PSRD, two and only copies should exist, and each destroyed when
used. This inplies that upon transfer of a copy to a new nedi um
(e.g. loading into RAMfrom di sk, or transferring it to an
encrypted form, the source copy must be securely destroyed.
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Storage security: The security of the storage shoul d be managed so
as to ensure the security |level demanded of the context.
Particularly, security of software, systemisolation,

el ectromagneti ¢ enanati on and physical access should neet the
requirenents.

Processing security: Processes that access and nmani pul ate PSRD and
derived data should be designed to ensure that there is no | eakage
of PSRD. Although it is generally infeasible to avoid tenporary
duplication, every process should end with one copy only of the
PSRD or data that is derived fromit. For exanple, in noving data
fromRAMinto a register or vice versa, or if data is conbined
with other data through an operation (e.g. XOR), a copy is
created. The process should ensure that the source copy is always
overwitten, and never remains for some other process to possibly
access it.

Renovabl e storage of PSRD (including fornms used for transferring
PSRD bet ween DSKE entities) presents a significant security

chal  enge. Ensuring the security of DSKE forces the same
principles to be applied. For example, if a QR code is used to
transfer PSRD, this QR code nust be transferred in a way that
prevents copying in transit, or at a mninumensures that any
possibility of having been copied is detected and nmanaged before
use; relatedly, the QR code itself nust be securely destroyed upon
| oadi ng at the destination.

DSKE Pr ot ocol Specification

The DSKE protocol defines a nethod for generating and distributing
symretric keys across a network of clients in a secure, efficient,
and scal abl e manner. For the purpose of this docunent, the Security
Hub will be treated as a single entity, i.e. there will be no
separati on between Security Server and Local Distributors. W now
di scuss each phase of the protocol in detail.

1. dient Registration
When a client registers with a Security Hub, the foll ow ng happens:

A representative of the client that is acceptable to the Security
Hub submits an application to the Security Hub to register the
client.

The Security Hub determ nes whether it will accept the client,

i ncluding whether it has a suitable nechanismfor securely
delivering initial keys and subsequent PSRD to the correct entity.
If not, it aborts the registration

Mont agna, et al. Expires 19 Septenber 2025 [ Page 14]



I nternet-Draft Distributed Symmetric Key Establishnent March 2025

12.

At
ai
i ni

2

The Security Hub assigns an IDto the client that is unique
between clients at that Security Hub an assignment that may
happen at any time prior to this point, and nmay be independently
linked to a real-world identity. There is no |ink between this ID
and IDs allocated by other Security Hubs to this client: the

uni queness requirenent applies only within the set of IDs

al l ocated by that Security Hub

The Security Hub produces the necessary initial keys, and arranges
for secure delivery of the initial keys and the allocated ID to
the client. Secure delivery includes two necessary factors: a
validation of the correct real-world identity of the recipient,
and a proof to the recipient of the identity of the sending
Security Hub.

The client receives the ID and initial keys, and it transfers them
fromthe formin which they are sent into its internal storage

Optional: An "I'm here" nmessage may be sent to alert the Security
Hub that the client has received the initial key, which may
include a proof that it has been correctly received.

Note: The first PSRD shiprment nmay acconpany this delivery;

however, separating these deliveries inproves security, as the
interception of both the initial keys and the PSRD by an adversary
is made nore difficult, and the two deliveries becone independent
aut hentication factors in the registration process.

the end of the registration process with a Security Hub, the DSKE
ent will have a unique DSKE ID assigned to it, together with the
tial key(s) shared with the Security Hub

PSRD Generation and Distribution

The SH determ nes that a validated client is to receive additiona
PSRD, through a request, schedule, tracking of PSRD exhaustion, or
ot her neans.

The SH locally allocates the required quantity of unallocated PSRD
to the client, determnes the PSRD i ndex range within its
unal | ocated PSRD store to package and ship to the client.

The SH transfers the indexed PSRD to a secure shipnent for the
client, encrypted and authenticated using the PSRD encryption
pr ot ocol
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SH securely ships the PSRD to the client; each side uses a secure
mechanismto validate the real-world identity of the other party,
coupled to the delivery. The actual nechanismused is out of
scope here.

3. Peer ldentity Establishnent

Peer identities in the formof their DSKE Client |Ds as assigned by
each Security Hub nust be established between DSKE clients, validated
against their real-world identities. The systemmay be designed to
build on trust placed by a client in the identity validation
performed by each of the Security Hubs.

The nechani sm enmpl oyed for this purpose is out scope for this
docunent .

4. Key Establishnent

Refer to Appendix A for protocol specifics relating to key
est abl i shment .

The sending DSKE client (Alice) requesting the key establishnent:
determines with whoma key is to be established, and associ ated
security paranmeters that will be acceptable to both sender and
reci pients for the establishnent of the specific secret. This
includes k, n, the identities of n SHs that both it and the
intended recipient(s) are all registered with. The choices are
determ ned by security constraints that the clients require.

determnes the secret ID, which is unique for the sender (sone
rel axation of this requirement is possible, but not used here).

determ nes the |l ength of the secret.

sel ects whether it will be:

- (a) DSKE secret transm ssion: a provided secret, or
- (b) DSKE key establishnment: a random secret.

sel ects and reads the needed anpbunt of PSRD from each of the n
SHs, deleting it fromits PSRD store.
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DSKE client generates shares (with paraneters k, n). This may be,
for exanple, in a Shamr schene by using PSRD fromthe n SHs. The
PSRD fromthe first (a) k — 1 or (b) k SHs respectively is

unal tered as shares of the secret, and the remaining n — k + 1 or
n — k respectively shares are derived.

generates a nessage to each of the SHs. Each nessage contai ns:

- The encrypted share (which will be zeros for the first k shares
if the optional share random zation is not used)

- Authentication tag for the secret and critical associated data
- PSRD i ndex range (metadata describing the range of the PSRD

used in the operation, start index + length with enough PSRD to
encrypt the shares and to produce the secret tag and nessage

tag)
- The coordinate xi used in the share for the Security Hub
- The paraneters (k, n)
- The secret ID

- Additional Associated Data: handed to the DSKE client by the
application layer [not encrypted nor hidden to the SH]

- Sender’s DSKE client ID [TBD: whether this is inferred or
explicitly included in the nessage], as assigned by the SH t hat
the share will be sent through

- Vector of DSKE client IDs for which the key is intended, as
assigned by the SH that the share will be sent through.

Sign the entire foregoi ng using the DSKE nessage MAC al gorithm
usi ng PSRD fromthe SH, appended to the package

Wap the message using an AES key with an AEAD node

key request package = (package, Alice DSKE ID (inferred or
explicit), a nonce that was used in the AEAD node, and an
identifier for its key)

Key request package is sent to SH

May receive and validate the SH response; this is not part of the

DSKE protocol, but nmay be desirable for status nmanagenent
dependi ng on the context
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The sender may separately alert the recipient(s) to expect the
key; this is not part of the DSKE protocol, but may snooth
operati on.

Security Hub key instruction generation (after receiving a request
fromAlice):

Verify the secure transport authentication, and decrypt as needed
Verify the DSKE MAC (using PSRD) in the inner package

Decrypt the share using the PSRD and the (start index + |ength)
Store the share

The SH may send an acknow edgenent back to Alice. This is not
part of the DSKE protocol, but may facilitate operation

Each DSKE client receiving the established key:

[TBD: two variants may be considered: an offline-conpatible

variant in which the SH controls the PSRD i ndices for the key

instructions, and an online-only variant in which each recipient
controls the PSRD indices.]

Retrieval of key instructions:

- Ofline variant: DSKE client retrieves avail abl e or requested
specific wapped key instructions fromthe required SHs. How
the availability thereof is determined (e.g. batch retrieval,
or notification by the sender or the SH) is not specified here.

- Online variant: Bob prepares a nessage for each SH  Each
message i ncl udes:

- 0 Sender DSKE client ID and secret |IDs that Bob wants
0 Message is then wapped with AEAD node under the key for use
in this nmode, which includes addi ng any nonce and key
identifier, and sent

0o Unwap the retrieved AEAD nessages with the AEAD key.

o For each nmessage, check the nmessage tag (MAC) using sel ected
PSRD (see Appendix A for detail)

o0 Attenpt recovery of the secret (see Appendix A for detail).
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5. Key Validation

The key validati on phase of the DSKE protocol is through validation
of the DSKE secret tag in Section 3.4.

6. Error Handling and Security Considerations

The foll owi ng transport mechani sms may be used for transm ssion error
managenent w thout inpacting the security of the DSKE protoco
(assum ng an authentication |ayer with the required properties):

TCP-like retries and delivery

Error detection and correction protocols

Crypt ographi ¢ authentication and encryption protocols
The following is prem sed on these assunptions:

The sending and recipient(s) are honest, w thout security
comprom se, and functioning correctly;

The nunber of the Security Hubs that the receiver will accept key
instructions fromis not belowthe mnimumk _min that is placed by
the receiver on the threshold k of the secret sharing schene.

The size of the predeterm ned set of Security Hubs that the
receiver will accept key instructions fromis not above the
maxi mum nmax that is placed by the receiver on the nunber n of
shares the secret sharing schene.

The protocol is secure against transm ssion errors, in the sense
that these will be detected and di scarded by the recipient of the
messages, being either a Security Hub or a recipient DSKE client.

The protocol is secure against re-sending of nessages once these
have been received, which night have been expected to result in
the sane secret being reconstructed by a recipient for a second
time. It does not inherently prevent the protocol from conpleting
after a delay as a result of delaying or re-ordering the nessages,
though this can be controlled (if desired) through other
mechani sms such as including an expiry tine.

The protocol is secure against conprom se, in the sense that an
adversary with control of all comunication |inks (excluding
initial identity validation and PSRD delivery) will not be able
to:
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- obtain any information about the secret, other than its |ength;
or

- induce the recipient(s) to reconstruct a secret other than that
which is sent by the purported sender

The DSKE protocol, in itself, is not robust against denial of
service attacks that deplete one-tine authentication keys, as is
used for authenticating the key request and key instruction
messages. To protect against this, a w apping authentication
protocol with reusabl e keys nust be enpl oyed.

The protocol is robust and will function correctly provided that
the nunber of shares that reach the receiver successfully is not
bel ow the threshold k of the secret sharing schene.

Security Mbdel

DSKE s security nodel is anchored in its resistance to both cl assica
and quantum conput ati onal attacks, |everaging the distributed trust
est abl i shed t hrough pre-shared keys and the one-tinme-pad principle
for packet encryption. The nodel is resilient against known attacks
such as eavesdropping, man-in-the-mddle, and replay attacks.

Detail ed security proofs should be provided to denonstrate the
protocol’s resistance to various attack vectors (based on
https://arxiv.org/abs/2304. 13789).

I npl enentati on and I ntegration

The DSKE protocol is designed to be inplenented in various network
environments, including but not limted to traditional data centers,
cloud services, SD-WAN infrastructures, BGP router networks, and
others. |Its integration is facilitated by its design, which allows
it to be adapted for use with a variety of network devices and
software pl atfornmns.

1. Case Studies

I Psec: Illustrating the inplenentation of DSKE within a VPN

envi ronment, denonstrating how DSKE keys are utilized to establish
secure comuni cation tunnels, exercising the multiple options for
symretric key use in | Psec.

SD- WAN Depl oyment: Expl oring the benefits of DSKE in an SD-WAN set up,
particularly focusing on the econonm c and operational efficiencies
gai ned by using DSKE over traditional PKI-based systens.
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BGP and Routing Security: Discussing the nethods for incorporating
DSKE into BGP to enhance routing security between autononmous systens.

Cl oud Authentication Services: Detailing the process of integrating
DSKE i nto cl oud-based aut hentication services to provide robust
security without the overhead associated with PKI.

Concl usi on

The DSKE protocol represents a significant step forward in the field
of practical cryptographic key establishnent. It addresses the
current and future chall enges faced by network security

prof essionals, particularly in the face of the quantum conputing
threat. By providing a secure, efficient, and scal abl e method for
symretric key establishment, DSKE can advance as a standard in the
space of symetric key establishnent.

Ref er ences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", RFC 2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119.txt>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", RFC 8174, May 2017,
<https://www. rfc-editor.org/rfc/rfc8174.txt>.

[ RFC8784] Tschofenig, H., "Using Pre-Shared Keys in the Context of
TLS', RFC 8784, May 2020,
<https://www. rfc-editor.org/rfc/rfc8784.txt>.

[ RFC4279] FEronen, P., "Pre-Shared Key Ci phersuites for Transport
Layer Security (TLS)", RFC 4279, Decenber 2005,
<https://www. rfc-editor.org/rfc/rfcd279.txt>.

[ NI ST. SP. 800- 38D]
Dmor kin, M, "Recomrendation for Block C pher Mdes of
Operation: (al oi s/ Counter Mode (GCM and GVAC', NI ST SP
800- 38D, 2007,
<htt ps:// nvl pubs. ni st. gov/ ni st pubs/ Legacy/ SP/
ni st speci al publ i cati on800- 38d. pdf >.

[ RFC8452] Cueron, S., "AES-GCM SIV: Nonce M suse- Resi st ant
Aut henti cated Encryption”, RFC 8452, Septenber 2019,
<https://www. rfc-editor.org/rfc/rfc8452. txt>.

Mont agna, et al. Expires 19 Septenber 2025 [ Page 21]



I nternet-Draft Distributed Symmetric Key Establishnent March 2025

[ RFC5996] Kaufman, C., "Internet Key Exchange Protocol Version 2
(I KEv2)", RFC 5996, Septenber 2010,
<https://www.rfc-editor.org/rfc/rfc5996.txt>

[ arxi v2304. 13789]
Lin, J., von Wllich, M, and H Lo, "Conposable Security
of Distributed Synmetric Key Exchange Protocol ",
ar Xiv 2304. 13789, 2023,
<https://arxiv.org/abs/2304. 13789>

[ FCCS. 1994]
Shor, P.W, "Algorithnms for quantum conputation: Discrete
| ogarithms and factoring"”, |EEE Comput. Soc. Press 35th
Annual Synposi um on Foundati ons of Conputer Science, 1994,
<https://doi.org/10. 1109/ SFCS. 1994. 365700>

[ NI ST. PQC. 2016]
Chen, L., "Report on post-quantum cryptography",
NI ST Report on Post-Quantum Crypt ography, 2016,
<https://csrc.nist.gov/publications/detail/nistir/8105/
final >.

[ SENSOR. 2003]
Chan, H., Perrig, A, and D. Song, "Random key
predi stribution schenes for sensor networks", |EEE
Synposi um on Security and Privacy 2003, 2003,
<https://doi.org/10. 1109/ SECPRI . 2003. 1199337>

Appendi x A, Appendi x

Thi s appendi x provides detail of specific choices of secret sharing
schene and authentication function for generating the secret tag,
with the purpose of allow ng prototyping the core key establishnent
protocol of section 3.4. It does not cover managenent of the PSRD
di stribution and of managi ng the AEAD key used in the nessage
wrapper. The protocol is varied slightly fromthat in Appendix A of
reference [1].

Mont agna, et al. Expires 19 Septenber 2025 [ Page 22]



I nternet-Draft Distributed Symmetric Key Establishnent March 2025

In this appendi x, 'word means a 128-bit quantity, and ’'byte’ neans
an 8-bit quantity. Concatenating (synbol '|]|’) 16 bytes produces a
word. Concatenation places the first quantity in the |east-
significant position. Thus, hex_10 || hex_32 || hex_54 || hex_76 =
hex 67452310. The prefix 'hex_ ' denotes hexadecinmal (i.e. base 16),
and the prefix 'F_' denotes an elenent of the field F in a pol ynom al
basis expressed in hexadecimal. Internediary zeros are abbreviated
R An underscore ' ' is used as a digit-grouping separator. The
caret synbol ( ‘~’ ) indicates the operation of taking a power, and
indexing is indicated in trailing brackets ( ‘[...] ). \here the
index is A it indicates that the variable relates to Alice, and B
relates to Bob.

We use the field F = G-(27128) expressed in a polynom al basis nodul o
the irreducible polynomal 1 + x + x"2 + x"7 + x"128.

The LSB of a word holds the coefficient of the | owest-degree term
(x~0). Thus, the polynonmial 1 + x"6 + x"7 + x"126 as an el enent of F
as

F_40000000_00000000_00000000_000000C1 or F_40---0C1
Addition is standard excl usive-or (F_40---0C + F _60---0A = F_20---06).

Mul tiplication is as polynonmi als nodul o the given irreducible
pol ynom al (identity elenment F_0---01; F 800 x F_0---02 = F_0---087)

Message hash function: h(c,d,y[1], -,y[m) :=d + X1=1..mc"i y[i]
Secret hash function: h(c,d, e, y[1], -, y[ni)

Note that these are the sane variadic function, with either two or
three | eadi ng paraneters being considered to be the hashing key.
Qperations (addition, summation, nultiplication, integer power) are
all inthe field F.

k-of -n secret sharing scheme: Shamir secret sharing schene applied to
each word in the sequence in turn, using the same nonzero

"coordinate’ x[i] for every word of a given share. That is, given
the corresponding word y[i] of k of the n shares, we can solve for
the k variables c[i] in the k sinultaneous |inear equations y[i] =
Xj=0,..., k=1 c[j] x[i]”j, and derive the remaining y[i] by using the
equations directly. Alternatively, apply this process at the byte

| evel over GF(278) with irreducible polynomal 1 + x + x*3 + x4 +
x"8.

Alice
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Assume key establishment is required (transferring a secret is
simlar).

Gven: m(secret length in words), n, k, list of recipient
SH+receiver client ID pairs, plus a distinct nonzero word
"coordinate" per SH (may be assigned per protocol execution, e.g. the
share index i, interpreted as an elenment of F).

Read 2 + 3 + m(128-bit) words of PSRD from each of the n PSRD tables
associated with a SH Retain the first two words as the key for the
massage aut henticati on.

Select k of the n SHs (e.g. randomy). For each of these k SHs, the
next 3 + mwords of these k strings of 3 + mwords becone the
unencrypted share R AJ[i] of the secret Y[A][O]. Derive the secret
fromthese shares using the Shamir sharing schene (the y[0] = c[0]
for the c[i]) that, given the k pairs (x[i], y[i]), solve the

si mul t aneous equations y[i] = Xj=0..k—1 c[j] x[i]”j, all operations
being in F). Find the y[i] for the remaining n — k SHs.

Divide the words of the secret, in order, are ¢, d, e, yl, ,
cal culating secret authentication tag o[A] = h(c,d,e,y[1], ",y
Adj ust an input share for the word d so that o[A] = 0.

[ Note: Consider concatenating an encoding of k, n, m KA, AB, BA*
to the data that is authenticated; these IDs are not transmitted.
Here, Bob* assigns an ID AB to Alice that is unique anmong the |IDs
that he assigns to other DSKE clients, and vice versa for BA;, for
mul ti-recipient networks, such IDs may need to be globally

al | ocat ed. ]

Message format (TBD: bit-lengths of fields, ordering):

MAI[i] = AL | BLi]* || KIAL [] JOAILT] [ k[ nll ml| x[i] []
Z[A[1]

[The SH identity is inplied both by t[A][i] and the AEAD wr appi ng
(P[i], Ali]) for every i for which the recipient has established this
for Alice’s identity, and simlarly for any DSKE client’s identity.

Note that there is no feedback in the reverse direction in the
protocol. This is left to higher-level protocols.

Aut hors’ Addr esses
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