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Abst r act

Thi s docunent defines the intent _chain claimas a conpanion to the
actor_chain claimdefined in {{!I-D.draft-nmwspice-actor-chain}}.
Wil e the actor chain addresses del egati on provenance (WHO del egat ed
to whon), the intent chain addresses content provenance (VWHAT was
produced and HOWit was transforned).

In Al agent workflows, content flows through nmultiple processing
stages including Al agents and filters. The intent chain provides a
cryptographically verifiable, tanper-evident record of this content
journey. The full intent chain is stored as ordered |l ogs, with only
the Merkle root included in the QAuth token for efficiency.

Toget her, the actor chain and intent chain provide conplete
governance for autononopus Al agent systens, addressing Spoofing,
Tampering, Repudi ation, and El evation of Privilege threats in the
STRI DE t hreat nodel .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction
1.1. The Problem Content Provenance Gap

The Actor Chain extension to {{!RFC8693}} (defined in {{!I-D.draft-

mA- spi ce-actor-chain}}) addresses the Del egation Auditability Gap by
provi di ng cryptographi c proof of the actual del egation path between

Al agents. However, it does not address a conpl ementary gap

*Cont ent Provenance*.

In Al agent workflows, content flows through nultiple processing
st ages:

Agent A -> Filter -> Filter -> Agent B -> Filter -> Agent C -> Tool

Each stage may transformthe content. Al agent outputs are

i nherently non-deternministic and cannot be trusted wi thout
validation. Filters (both Al-based and rul e-based) transformthis
content before it reaches the next stage.

For compl ete governance, systens require proof of:

*  *\What* each Al agent originally produced (raw out put)

*  *How* each filter transforned the content

*  *Whether* transformations were determnistic (reproducible) or
non- det erm ni stic (Al-based)

* *The conpl ete chain* of content transformations within a session

Wthout this proof, the content transformati on history cannot be
reconstructed for audit or dispute resolution. Consider the
foll ow ng repudi ati on scenari o:

1. Agent A produces a response containing a harnful instruction
(e.g., caused by pronpt injection).

2. The response passes through an Al guardrail filter, which fails
to catch the harnful content.

3. Agent B acts on the harnful instruction, causing damage.

4. During investigation, Agent A's operator clainms "Agent A never
produced that output — it nust have been injected by a downstream
filter."

W t hout cryptographic proof binding Agent A's identity to its

speci fic output hash, this claimcannot be disproven. The intent
chain solves this by requiring every agent to sign input_hash +

out put _hash via intent_sig, creating non-repudi abl e evi dence of what
each agent received and produced.
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Rel ati onship to Actor Chain and |Inference Chain

March 2026

This specification is part of a three-axis "Truth Stack” for Al agent
gover nance:
| Specification | Axis | Question | STRIDE Coverage |
| | | Answered | |
[ ool s s oo sl s s s e e o}
| *Actor Chain* | ldentity | WHO | Spoofi ng, |
| ({{!I-D.draft- | | delegated to | Repudiation, |
| mw spice-actor- | | whon? | Elevation of |
| chain}}) | | | Privilege |
o e e e e oo oo o m e e e oo - S Fom e e e oo +
| *Intent Chain* | Content | WHAT was | Repudi ati on, |
| (this docunent) | | produced and | Tanpering |
| | | transforned? | |
Fom oo S oo Fom e +
| *Inference | Conputation | HONwas the | Spoofing |
| Chain* ({{!I- | | out put | (conputational), |
| D.draft-nmw | | comnput ed? | Tanpering |
| spice-inference- | | | (rodel) |
| chain}}) I I I I
Fom oo S oo Fom e +
Table 1

[ bty e gy & po e pu e pojfu gy g g pu gt oo pu g pu s po o pjpj——r o

| Chain | Plane | Token | Full | Primary Consuner |

| | | Content | Chain | |

F oo ool e s el s s o}

| *Actor* | Data | Full chain | In token | Every Relying |

| | Plane | inline | | Party (real-time |

| | | | | authorization) |

S oo - S S Fom e +

| *Intent* | Audit | Merkle | External | Audit systens, |

| | Plane | root only | registry | forensic |

| | | | i nvestigators |

S R, R TS o e e e e oo oo +

| *Inference* | Audit | Merkle | External | Auditors, |

| | Plane | root only | registry | conpliance |

I I I I systens I

S S S S oo +

Table 2
The three chains are i ndependent and conposabl e:
Krishnan, et al. Expires 19 Septenber 2026 [ Page 5]
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1.

3.

*Actor Chain Only*: Real-tinme authorization, access contro
*Intent Chain Only*: Content audit, debugging, filter validation
*Inference Chain Only*: Conputational integrity verification for
si ngl e-agent systens

* *Actor + Intent*: Full content governance, dispute resolution,
regul atory conpliance

* *Al Three*: Conplete "Truth Stack"” — identity, content, and
comput ati onal provenance

Desi gn Goal s
The intent chain is designed with the foll owi ng goal s:

1. *Content Provenance*: Cryptographic proof of what each agent
pr oduced

2. *Transformation Tracking*: Record of how filters nodified content
3. *Tanper Evidence*: Merkle tree structure prevents undetected
nmodi fication
4. *Efficiency*: Only Merkle root in token; full chain in |ogs
5. *Scalability*: Append-only | ogs scale horizontally
6. *Modularity*: Usable independently or with actor chain
7. *Standards Alignnent*: Conpatible with QAuth 2.0, JW, SPIFFE

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 {{!RFC2119}} {{!RFC8174}} when, and only when, they appear in al
capitals, as shown here

Intent Chain: An ordered sequence of Intent Chain Entries
representing the conplete content journey fromoriginating agent
through filters to final output within a session

Intent Chain Entry: A record identifying a single content
transformation, including the agent identity, entry type, content
hashes, and cryptographi c signature.

Al Agent: An autononous decision-naker that produces content and can
del egate authority. Al agents appear in both the actor chain (for
del egation) and the intent chain (for output provenance).

Non-Deterministic Filter: A processor (typically Al-based) whose
out put cannot be reproduced fromits input. Exanples include Al
guardrails, LLM based content rewiters, and semantic classifiers.
Bot h i nput and out put MJST be signed.

Determnistic Filter: A processor whose output can be reproduced
fromits input and rules. Exanples include schema validators,
regex sanitizers, and bounds checkers. CQutput can be re-derived
for verification.
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3.

3.

3.

1.

2

Intent Root: The Merkle root hash of the conplete intent chain,
included in the QAuth token

Intent Registry: An append-only ordered log storing the full intent
chain entries, partitioned by session

Actor Chain Registry: The append-only ordered |og storing the ful
per-actor signature evidence for the actor chain, as defined in
{{!'I-D.draft-nmwspice-actor-chain}}. Referenced by the
actor_chain_registry claimin the token.

Architecture Overview
Thr ee- Layer Governance Model
The governance nodel consists of three |ayers:

* *Session*: Root of trust and |ifecycle managenent. |Initiated by
human approval or system authorization. Contains subject, expiry,
and approval reference.

* *Actor Chain (WHO *: Contains Al agents only. Full chain stored
in token. Addresses Spoofing, Repudiation, and El evation of
Privilege. Defined in {{!I-D.draft-nw spice-actor-chain}}.

* *Intent Chain (WHAT)*: Contains Al agents and filters. Full chain
stored in ordered | ogs; Merkle root in token. Addresses
Repudi ati on and Tanpering. Defined in this docunent.

* *Inference Chain (HOWN*: Contains per-inference conputationa
proofs. Full proofs stored in ordered | ogs; Merkle root in token
Addr esses Comput ati onal Spoofing and Mbdel Tanpering. Defined in
{{!'1-D.draft-mwspice-inference-chain}}.

Sessi on as Root of Trust

Every governance chain traces back to a session. The session
provi des:

*Origin*: Who or what initiated the workfl ow

*Li fecycl e*: \When the session expires

*Revocation Point*: Revoking session invalidates all activity
*Audi t Boundary*: Session defines the unit of audit

E

Session information is captured in standard QAuth token cl ai ns:
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| daim| Purpose |

[ bbbl oo oo e e e et o}

| sub | Session subject (human or systeminitiator) |

Fomm o - e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e em e eeao o +
sid Session identifier — stable across token

3. 3.

session.session_id. Defined as a top-I|eve

I

| exchanges within a session. Equals

I

| claimin {{!I-D.draft-mwspice-actor-chain}}

_______ e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e mm e m— e — - - - - -
jti | Token identifier (unique per token exchange)

_______ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ———— ==
i at | Session start tine

....... o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ==
exp | Session expiry time

_______ e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e mm e m— e — - - - - -

Tabl e 3

Actor Chain (WHO - Reference

The actor chain is defined in {{!I-D.draft-nmwspice-actor-chain}}.
Key properties:

*
*
*
*

Contai ns Al agents only (autononmous deci si on-maker s)
Tracks del egation of authority

Ful I chain included in token

Addr esses Spoofing, Repudiation, Elevation of Privilege

Thi s docunent assunes famliarity with the actor chain specification

3. 4.

Intent Chain (WHAT) - This Docunent

The intent chain is defined in this docunent. Key properties:

* X X *

3.5.

Contains Al agents AND filters

Tracks content production and transformation

Merkl e root in token; full chain in ordered | ogs

Addr esses Repudi ati on and Tanperi ng

STRI DE Threat ©Mdel Coverage
| Threat | Mtigation | Component
[S oo b s s oo o ey e e
| *S* - Spoofing | Cryptographic identity, | Actor Cha
| | signed chain entries |
Fom oo oo S

Krishnan, et al. Expires 19 Septenber 2026

——————— +

I

——————— +

I

------- +

I

——————— +
—====+
I
—=—=—==+
n I
I
————— +

[ Page 8]



Internet-Draft SPI CE- | NTENT- CHAI N March 2026
| *T* - Tanpering | Merkle tree integrity, | I'ntent Chain |
| | append-only | ogs | |

| *R* - Repudiation | Signed del egation (Actor) | Both |
| | + Signed outputs (Intent) | |

Fom oo oo S +
| *1I* - Information | Selective disclosure (SD- | Both |
| Disclosure | JWI) | (optional) |
o e e e o o e e e e e o e +
| *D* - Denial of | Session expiry, rate | Session + |
| Service | limts | Infrastructure |
Fom oo oo S +
| *E* - Elevation | Scope attenuation, policy | Actor Chain |
| of Privilege | enforcenent | |
o e e e o o e e e e e o e +
Tabl e 4

4. Intent Chain Definition
4.1. Entry Types

The intent chain contains two types of entries:

B ool el el Lo

| Entry Type | Determ nism | Si gned | Type- Speci fic|
| | Fi el ds | Fi el ds |

B S ety e el ety sl

| Non-Determnistic | Non-determnistic |input_hash |nodel info |

| (Al agent output, | | + | (optional) |
I

| Al-based filter) | out put _hash| |
o e e e e oo oo o e e e e oo oo N o m e e e oo - +

| Determnistic | Determnistic | i nput _hash |rule_id,

| (rul e-based | | + | rul e_hash |

| filter) | | out put _hash| |

o e e oo s o e e oo s Fom e oo S +
Table 5

Al entry types REQUI RE both input_hash and output_hash. This
uni form structure ensures that every consecutive pair satisfies

entry[i].output_hash == entry[i+1].input_hash, creating a conplete
content provenance chain. The cost is approximately 40 bytes per
entry in the ordered logs — not in the token itself, which carries

only the Merkle root regardl ess of entry count.
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4.2. Non-Determnistic Entries

Non-determnistic entries record outputs fromAl agents or Al-based
filters whose output cannot be reproduced fromthe input alone.

*Exanpl es*:

* Al agent outputs (orchestrator, planner, tool agent)
* Al guardrails (LIama Guard, NeMo Guardrails)

* LLM based content rewiters
* Semantic classifiers

*Properties*:

* Sub is an Al agent or Al-based filter (agents al so appear in actor
chai n)

* Qutput is non-deterninistic (cannot be reproduced)

* input_hash and out put _hash MJST be recorded and si gned

*Agent CQut put Exanpl e*:
{

"type": "non_determnistic",
"sub": "spiffe://exanpl e.conlagent/orchestrator”,
"input _hash": "sha256:fff000...",
"out put _hash": "sha256:abc123...",
"iat": 1700000010,
"intent _digest": "sha256:...",
"intent_sig": "eyJhbGci..."
}

*Al Filter Exanple*:

{

"type": "non_determnistic",

"sub": "spiffe://exanple.conmfilter/ai-guardrail",

"filter_version": "v2.1",

"input _hash": "sha256:abc123...",

"out put _hash": "sha256: def 456...",

"model _info": {
"model ": "Il ama-guard-3",
"categories": ["viol ence",

pii", "pronpt_injection"]
} i)
"iat": 1700000015,

"intent _digest": "sha256:...",
"intent_sig": "eyJhbGeci..."
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4.3. Determnistic Entries

Determnistic filter entries record transformations by rul e-based
filters whose output can be reproduced fromthe input and rules.

*Exanpl es*:

* Schema validators (JSON Schemm)
* Regex sanitizers (XSS renoval)
* Bounds checkers (amount limts)
* PlIl redactors (pattern-based)

*Properties*:

Sub is a rule-based filter

Qut put CAN be reproduced frominput + rules

i nput _hash and out put _hash MJST be recorded and si gned

rule_id and rul e _hash are type-specific signed fields in the |og
entry, enabling independent re-verification

* Qutput can be re-derived by re-applying the rule to the input

* ok X F

*Structure*

{
"type": "determnistic",
"sub": "spiffe://exanple.comfilter/schema-validator",
"filter_version": "v1.0",
"input _hash": "sha256: def 456...",
"out put _hash": "sha256: ghi 789...",
"rule_id": "ticket-schema-v2",
"rul e_hash": "sha256:rrr...",
"transform applied': {
"fields_validated": ["title", "priority", "amount"],
"fields _nodified": ["priority"],
"modification": {
"priority": {
"from': "critical",
"to": "mediunt,
"reason": "bounds_exceeded"
}
}

eproduci bl e": true,

"iat": 1700000016,

"intent _digest": "sha256:...",
"intent_sig": "eyJhbGeci..."

}
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4.4. Entry Structure

All intent chain entries share conmmon fi el ds:

[ ety el el e sl
| Field | Type | Required | Description |
| type | string | REQURED | Entry type: |
| | | | non_determnistic, |
| | | | deterministic |
S I S I Focmmnaaann . +
| sub | string | REQURED | SPIFFE ID of the agent or |
| | | | filter |
o m e e e oo - Fomm e - o - Fomm oo - o e e e e e e e e m e e +
| input_hash | string | REQU RED | SHA-256 hash of the input |
| | | | content |
S I S I Focmmnaaann . +
| out put hash | string | REQU RED | SHA-256 hash of the output |
| I | | content |
o m e e e oo - Fomm e - o - Fomm oo - o e e e e e e e e m e e +
| iat | nunmber | REQUIRED | Tinmestanp when entry was |
| | | | created |
S I S I Focmmnaaann . +
| intent_digest | string | REQU RED | Hash of the canonically |
[ | | | serialized entry for Merkle |
| | | | leaf computation |
T Fomm oo TS o e e e e e e e e e o +
| intent_sig | string | REQU RED | Signature over intent_digest |
| | | | using the agent’s or |
| | | | filter's private key |
I IRy Fommmaa - T ST +

Table 6
4.4.1. intent_digest Computation
The intent_digest field is conputed as the SHA-256 hash of the
canonically serialized entry, excluding the intent_digest and
intent_sig fields thenmsel ves. This hash serves as the |eaf node in
the Merkle tree.

For an entry E with fields {type, sub, input_hash, output_hash, iat,
L)

i ntent _di gest = SHA-256(canonical _json(E \ {intent_digest, intent_sig}))

Wher e canonical _json foll ows JSON Canonicalization Schene {{JCS}}
(RFC 8785) to ensure deterministic serialization.
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The intent_sig (when REQUI RED) is conputed over the intent_digest
val ue using the agent’s private key:
intent_sig = Sign(agent_key, intent digest)
This two-step process ensures that: (a) the digest is stable and
i ndependent of signature ordering, and (b) the signature covers all

content-relevant fields of the entry.

Additional fields by entry type:

| Field | Entry Types | Description |
| filter_version | Filters | Version of filter |
o e e e e oo o e e e e oo o e e e e oo +
| rule_id | Deterministic | Identifier of rule |
I I | applied I
o e e e oo o e e e oo Fom e e e e e oo o +
| rul e_hash | Determnistic | Hash of rule |
| | | definition |
o e e e e oo o e e e e oo o e e e e oo +
| nodel _info | Non-deterministic | Al nodel |
| | | information |
o e e e oo o e e e oo Fom e e e e e oo o +
| transformapplied | Filters | Details of |
| | | transformation |
o e e e e oo o e e e e oo o e e e e oo +
| reproducible | Deterministic | Bool ean indicating |
| | | reproducibility |
o e e e oo o e e e oo Fom e e e e e oo o +
Table 7

5. Storage Architecture
5.1. Intent Registry (Odered Logs)

The intent registry stores immutable intent chain entries as ordered
| ogs.

*Cont ent s*:

* Non-deterministic entries (Al agent outputs, Al-based filters)
* Determnistic entries (rule-based filters)
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5.

1.

| Intent registry entries MJST NOT contain QAuth tokens, bearer

| credentials, or signing keys. Entries contain only content

| hashes, metadata, agent identities, and entry-|evel signatures.
| The token references the registry via the intent_registry claim
| the registry MIUST NOT store or reference the token itself.

*Properties*:

Append-only (i mrmutabl e)

Ordered by offset within session
Partitioned by session.session_id
Event ual consistency acceptabl e

* ok X F

| mpl enent ati ons SHOULD use an append-only | og that supports
partitioned, ordered retrieval by the token’ s session.session_id

clai mand provi des tanper-evident guarantees (e.g., via hash chaining

or inclusion proofs).

*Log Structure*:

"session_id": "sess-uuid-12345",
"of fset": O,
"entry": {

"type": "non_determnistic",

"sub": "spiffe://exanpl e.conlagent/A",
"input _hash": "sha256:pronpt...",
"out put _hash": "sha256:abc...",
"“iat": 1700000010,
"intent _digest": "sha256:...",
"intent_sig": "eyJ..."
}
}

1. Relationship Between session_id and jti

The session_id is a stable identifier for the end-user interaction
It remai ns constant as the del egation chain grows through multiple
t oken exchanges, each of which produces a new token with a distinct
jti:
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User session: sess-uuid-12345

Token Exchange 1 (jti: "tok-aaa")
User — Agent A
Intent entries: offset 0 (Agent A output)

Token Exchange 2 (jti: "tok-bbb")
Agent A — Agent B
Intent entries: offset 1 (filter), offset 2 (Agent B output)

Token Exchange 3 (jti: "tok-ccc")
Agent B — Agent C
Intent entries: offset 3 (filter), offset 4 (Agent C output)

All intent chain entries share session_id: "sess-uuid-12345"

regardl ess of which token exchange produced them The session_id is
carried forward during each token exchange as part of the session
claim During forensic verification, the investigator retrieves all
entries for a session_id to reconstruct the conpl ete content journey.

5.2. Merkl e Tree Construction

The Merkle tree is constructed fromordered |log entries. Leaf nodes
are the SHA-256 hashes of canonically serialized intent chain
entries. Internal nodes are the SHA-256 hash of the concatenation of
their two child hashes. Wen a |evel has an odd nunber of nodes, the
| ast node is pronoted to the next |evel.

See Appendix A for a visual depiction and reference construction
al gorithm

5.3. Merkle Root in Token
Only the Merkle root is included in the QAuth token:
"intent _root": "sha256:abc123def456...",
"intent_alg": "sha256",

"intent _registry": "https://intent-I|og.exanple.cont

}
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[ oo oo el oo s oo s s s s
| Field | Type | Required | Description |
[ ooy oo ey oo s s s
| intent_root | string | REQU RED | Merkle root hash of |
| | | intent chain |
IRy R ppe—— S T e +
| intent_alg | string | OPTIONAL | Hash al gorithm |
| | | | (default: sha256) |
o e e e oo Fomm oo TS o e e e e e e e e oo o - +
| intent_registry | string | REQURED | URH of intent registry |
| | | | for proof retrieval |
IRy R ppe—— S T T +

6. Token Structure
6.1. Conbi ned Token For mat

The conpl ete token combi nes session, actor chain, and intent chain:
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{
"iss": "https://auth.exanple.cont,
"sub": "user-alice",
"aud": "https://api.exanple.coni,
"jti": "tok-aaa-12345",
"sid": "sess-uuid-12345",
"iat": 1700000000,
"exp": 1700003600,
"session": {
"session_id": "sess-uuid-12345",
"type": "human_initiated",
"initiator": "user-alice",
"approval _ref": "approval - uui d- 789",
"max_chai n_depth": 5
H
"actor_chain": [
{
"sub": "spiffe://exanpl e.confagent/orchestrator”,
"iss": "https://auth.exanple.cont,
"iat": 1700000010
H
{
"sub": "spiffe://exanple.con agent/support",
"iss": "https://auth.exanple.cont,
"iat": 1700000030
}
1,
"intent _root": "sha256: abc123def456789...",
"intent _registry":
"https://intent-|og. exanpl e. conf sessi ons/ sess-uui d- 12345"
}

6.2. CaimDefinitions
6.2.1. Session d ains

[ s s s s sty el s e U
|daim | Type | Description |
| sid | string| Session identifier — stable across
| | t oken exchanges. Equal s |
| | session.session_id. Defined as a

| |top-level claimin {{!I-D draft-mm|
| | spi ce-actor-chain}} |
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session.session_id | string| Stable identifier for the end-user |
| | interaction, assigned by the AS on

| | first token issuance and carried

| | forward during subsequent token |
| | exchanges. MJST equal the top- |
I I

|level sid claim

o S o m m e e e e e e e e e e e eo oo s +
| session.type | string| Session type: human_initiated, |
| | | system.initiated, schedul ed |
o e e e e e e oo +o-m - - o e e e e e e e e e e e e oo oo +
| session.initiator | string|ldentity of session initiator |
o Fomm o - S +
| sessi on. approval _ref | string| Reference to approval record |
Tt Fom e e - - o e e e e e e e e e e mmmemao - +
| sessi on. max_chai n_dept h| nunber | Maxi num al | owed del egati on depth

o e e e e e e oo +o-m - - o e e e e e e e e e e e e oo oo +

Table 9

6.2.2. Actor Chain Cdains
Defined in {{!I1-D. draft-mwspice-actor-chain}}.

6.2.3. Intent Chain dains

| daim | Type | Description |
[ gt —————— e p—p————— = —p—_——————————————————————————
| intent _root | string | Merkle root hash of intent chain |
o e e oo T o m e e e e e e e e e e e e aao o +
| intent_alg | string | Hash algorithmused (default: sha256) |
o e e e e e o B e +
| intent _registry | string | URI for retrieving full chain or |
| | | proofs (REQUI RED) |
o e e e oo T e +

Tabl e 10
6.3. Exanples

6.3.1. Mninmal Token (Actor Chain Only)
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{
"iss": "https://auth.exanple.cont,
"sub": "user-alice",
"jti": "tok-bbb-12345",
"iat": 1700000000,
"exp": 1700003600,
"actor_chain": [
"sub": "spiffe://exanpl e.conl agent/A",
"iss": "https://auth.exanple.cont,
"iat": 1700000010
}
]
}
6.3.2. Mnimal Token (Intent Chain Only)
{
"iss": "https://auth.exanple.cont,
"sub": "user-alice",
"jti": "tok-ccc-12345",
"iat": 1700000000,
"exp": 1700003600,
"intent _root": "sha256:abcl123...",
"intent _registry":
"https://intent-|og.exanpl e.conl sessi ons/ sess-uui d- 12345"
}

6.3.3. Full Token (Both Chains)
See Section 6.1.

7. Verification Procedures

7.1. Request-Time Policy Checks

At request tinme, the Relying Party perforns |ightweight checks on the
intent chain netadata in the token. Full chain verification is
unnecessary on the hot path because:

* The content has already been produced; verifying signatures cannot
undo it.

* The Relying Party has the token, not the raw content, so it cannot
cross-check content hashes.

* Q(n) signature verification per request adds |atency wi thout
i mprovi ng aut horization deci sions.
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The Relying Party SHOULD

1. Verify the JWI outer signature (covers intent_root as a signed
clainm.

2. Check that intent _root and intent _registry are present (policy:
"intent chain coverage required").

3. Apply policy rules against intent chain entry types fetched from
the registry (e.g., "nust include at |east one determnistic
entry").

The tiered verification table reflects the appropriate |evel of
i ntent chain checking based on risk

[ oo el s el s s oot °}
| Risk | Actor Chain | I'ntent Chain | Use Case

| Level | | | |
R el e ey ety ety o
| Low | Verify JWI signature | Check intent _root | Read |
| | | present | operations
+-------- R i I il T I R +
| Medium| Verify JW signature | Async policy check | Create/ |
| | | on entry types | update |
F-------- I I I I T T R I I +
| High | Verify JWI signature | Full forensic | Delete, |
| | + actor sigs | verification | transfer, |
I I I | admin I
+---- - - - R i I I R R I +

Table 11

7.2. Forensic Verification

The primary value of the intent chain is post-hoc troubl eshooting and
di spute resolution. Wen an incident occurs, an auditor or

i nvestigator perforns full chain verification to determ ne which
agent caused the problem

7.2.1. Token Archiva
Forensic verification requires two inputs: the original JW
(containing intent _root) and the intent chain entries fromthe
registry. The intent registry stores chain entries but does not
store the token itself.

To enabl e forensic anal ysis, tokens SHOULD be archived by one or nore
of the foll ow ng:
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* *Relying Parties*: Archive tokens at the point of presentation
(rmost common) .

* *Audit services*: A dedicated audit service receives a copy of
each token for conpliance purposes.

* *Authorization Servers*: The AS MAY nmintain a | og of issued
t okens indexed by jti.

Archi ved tokens MUST be stored securely and access-controlled, as
they contain identity and del egati on information

7.2.2. Full Chain Verification
To performa conplete forensic investigation

1. *Retrieve inputs*: Extract intent_root and intent_registry from
the archived token. Fetch the full intent chain fromthe
registry using the session_id.

2. *Verify Merkle integrity*: Rebuild the Merkle tree from al
entries. Conpare the conputed root with intent_root fromthe
token. If they do not match, the chain has been tanpered wth.

3. *Verify signatures*: For each entry, verify intent_sig over
i ntent _digest using the sub’s public key (discoverable via SPlI FFE
trust bundle or JWKS). A failed signature indicates a forged
entry.

4. *Verify chain linkage*: For each consecutive pair, verify
entry[i].output_hash == entry[i+1].input_hash. A broken link
i ndi cates content was nodi fied between steps w thout being
recor ded.

5. *Re-derive determnistic outputs*: For determnistic entries,
retrieve the rule definition matching rule_hash, re-apply it to
the content matching input_hash, and verify the output natches
out put _hash. A mismatch indicates the filter did not behave as
recor ded.

6. *ldentify the fault point*: If step 4 reveals a broken |ink at
position k, the content was corrupted between entry[ k] and
entry[k+1]. |If step 3 reveals a failed signature at position k,
entry[k] was forged. The sub field of the faulty entry
identifies the responsible agent.

7.2.3. Cross-Chain Correl ation

When used together with the actor chain, forensic verification can
answer both *WHO* and *WHAT*:

1. For each intent chain entry of type non_determ nistic: verify
that entry.sub appears in the actor_chain of the same token
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2. Verify that entry.iat falls within the actor’s active w ndow
(between the actor’s own iat and the next actor’s iat in the
chain).

3. A msnmatch indicates an unregi stered agent produced content — the
intent chain records output froman identity not present in the
del egati on chain.

7.2.4. Dispute Resolution Wrkflow

When a dispute arises (e.g., "Agent A did not produce that harnful

out put"):

1. Retrieve the archived token and full intent chain.

2. Locate entries where sub matches Agent A's SPI FFE I D.

3 Verify Agent A's intent_sig on each of those entries. A wvalid
signature proves Agent A attested to producing that specific
out put _hash.

4. Check input_hash of Agent A's entry to verify what Agent A
received as input.

5. If Agent A's output was nodified by a downstreamfilter, the
filter’s entry shows input_hash matchi ng Agent A s out put_hash
and a different output_hash — proving the filter made the change,
not Agent A

7.2.5. Single Entry Verification (Merkle Proof)

To verify a single entry without fetching the full chain:

1.
2.
3

4.

5.

Extract intent _root fromthe token.

Request a Merkle proof for entry[i] fromthe registry.

The registry returns the entry and sibling hashes on the path to
the root.

Conpute the hash of the entry and the path to the root using

si bli ng hashes.

Conpare the conmputed root with intent _root.

*Proof Size*: O(log n) where n is the nunber of entries.
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{
"entry": {
"type": "non_determnistic",
"sub": "spiffe://exanpl e.conl agent/A",
"input _hash": "sha256: pronpt...",
"out put _hash": "sha256:abc...",
"iat": 1700000010
},
"proof": {
"index": O,
"siblings": [
{"position": "right", "hash": "sha256:111..."},
{"position": "right", "hash": "sha256:222..."},
{"position": "left", "hash": "sha256:333..."}
]
}
}

8. Operational Flows

8. 1. Intent Chain Construction
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Agent A Filter Agent B
| | |
| Produce | |
| out put | |
[------mmmmee - Fom e e oo oo +
I I I
I I I
| | |
I I I
| Send to | |
| filter | |
[----mmmmme - >| I
I I I
| | Transform |
| | content |
I [----mmmmme - +
I I I
I I I
I I I
| | |
| | Send to |
| | Agent B |
I === >|
I I I
I I I
| | |
I I I
I I
I I
I I
I I

8.2. Token Exchange Integration
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Append
filter

entry

Pr oduce
out put
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Agent B AS | nt ent Act or
Regi stry Regi stry
| | | |
| Token | | |
| Exchange | | |
| Request | | |
[----mmmmme - >| I I
I I I I
| | Validate | |
| | existing | |
| | actor_chain| |
I I I I
| | Extend | |
| | actor_chainj| |
| [------------ Hommmmeo e >|
| | | Store |
| | | capability |
I I I I
I | Compute I I
| | intent_root| |
| [----------- >| |
| | Get Merkle | |
| | root | |
I | <-----m----- I I
I I I I
| New t oken | | |
| with both | | |
| chains | | |
ESREREEEREEEEES | | |
I I I

8.3. Request-Tinme Check at Relying Party
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require_filtered outputs {

intent_chain := get_intent_chain(input.intent_root)
agent _outputs = [i |

intent_chain[i].type == "non_determ nistic"]
every i in agent_outputs {

# Next entry nust be a filter (if not |ast)
i < count(intent_chain) - 1
intent_chain[i + 1].type !'= "non_determnistic"
}
9.1.2. Require Non-Determnistic Filter for Al CQutputs

Al agent outputs nust pass through an Al guardrail:

require_ai _guardrail {

intent_chain := get_intent_chain(input.intent_root)
every i, entry in intent_chain {
entry.type == "non_determnistic" inplies {
# Must be followed by an entry with Al guardrail node
Sonme |j
j o>

i ntent_chain[j].nodel _info.nodel ==
"l 1 ama- guar d- 3"

}
9.1.3. Verify Specific Transformation Applied
Sensitive fields must be sanitized:

require_pii_redaction {

intent_chain := get_intent_chain(input.intent_root)
some i

intent_chain[i].type == "determnistic"
intent_chain[i].rule_id == "pii-redaction-v1"

}

9.2. Integration with Policy Engines

The intent chain clainms are designed for consunption by policy
engi nes such as Open Policy Agent (OPA). A policy engi ne SHOULD:
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10.

10.

1. Validate session expiry and revocation status.
2. Verify actor chain integrity (per {{!I-D.draft-mw spice-actor-
chain}}).
3. Verify intent _root and intent _registry are present and non-enpty.
4. Eval uate depl oynent-specific requirenents against the intent
chain entries (e.g., requiring filtered outputs, specific
guardrail nodels, or PIl redaction).
Security Considerations
1. STRIDE Analysis
| Threat | Mtigation | Mechani sm |
[ ooy s s s oo s
| *Spoofing* | Cryptographic identity | Actor chain, SPlIFFE |IDs
oo Fom e e e e a e e oo o m e e e e e e aao o +
| *Tanpering* | Merkle tree integrity | Append-only | ogs, |
| | Merkle root in JWI |
o m e e e oo - o e e e e e a oo St +
| *Repudiation* | Signed outputs | intent_sig on agent and
| | | filter entries |
oo Fom e e e e a e e oo o m e e e e e e aao o +
| *Information | Selective disclosure | SD-JWI, content hashes
| Disclosure* | | not content |
o m e e e oo - o e e e e e a oo St +
| *Denial of | Session lifecycle | Expiry, rate limts |
| Service* | | |
oo Fom e e e e a e e oo o m e e e e e e aao o +
| *Elevation of | Scope attenuation | Actor chain, policy |
| Privilege* | | enforcement |
o m e e e oo - o e e e e e a oo St +
Tabl e 12
2. Signing Requirenents by Entry Type
| Entry Type | Required | Rationale |
| | Signatures | |
[ sl s e e e s s e s e s s s s s s s s
| non_deterministic | intent_sig | Non-reproduci bl e; signs |
| | over | input_hash + output_hash to
| | intent_digest | prove what was received and
| | ( REQUI RED) | produced |
o e e e e oo S oo e e e e e e e e oo - - +
| determnistic | intent_sig | Reproducible; signs
| | over | input_hash + output_ hash. |
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10.

10.

10.

11.

11.

| | intent_digest | Type-specific fields
| | ( REQUI RED) | (rule_id, rule_hash) enable |
| | | independent re-verification |

Tabl e 13
3. Replay Protection

Each intent chain entry includes an iat (issued-at) tinestanp. The
sessi on-scoped partitioning of the intent registry prevents cross-

session replay. Additionally, the Merkle root is bound to the JWI
via the intent _root claim and the JW itself carries exp and jti

cl ainms, providing token-level replay protection

4. Chain Integrity

The Merkle tree structure provides tanper evidence for the intent
chain. Any nodification to an entry changes its | eaf hash, which
propagates up the tree, changing the Merkle root. Since the Merkle
root is included in the signed JWI, any tanpering with the intent
chain entries is detectable.

The append-only property of the intent registry provides additiona
protection: entries cannot be deleted or nodified after creation

5. Credential I|solation

Intent registry entries MJST NOT contain QAuth tokens, bearer
credentials, or signing keys. The relationship between tokens and
registry entries is one-directional: the token references the
registry via the intent_registry URI claim but the registry MJST NOT
store or reference the token. This separation ensures that
conprom se of the intent registry does not expose bearer credentials
that could be used for unauthorized access.

Privacy Considerations
1. Selective Disclosure

The intent chain contains content hashes rather than actual content.
Thi s provi des provenance without exposing the content itself. Wen
conmbined with SD-JW {{!I-D.ietf-oauth-selective-disclosure-jwt}},

i ndividual intent chain entries can be selectively disclosed to
different verifiers.
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11.

12.

12.

2. Content Hash vs Content Storage

The intent chain stores SHA-256 hashes of content, not the content
itself. This design choice provides

* *Provenance w thout exposure*: Verifiers can confirmthat specific
content was produced without seeing the content.

* *Reduced | og size*: Hashes are fixed-size regardl ess of content
si ze.

* *Privacy by default*: Content is not exposed through the intent
chain; access to the original content requires separate
aut hori zati on.

*Pre-image resistance caveat*: SHA-256 is pre-inage resistant for
arbitrary-length inputs, but short, |owentropy content (e.g., a
16-digit account nunber, a boolean flag, or a short enunerated

val ue) may be vulnerable to brute-force guessing. An attacker who
knows the hash and the input domain can enunerate all possible

i nputs and find the one that matches. Depl oynents handling short,
structured content SHOULD salt content before hashing or use SD
JWI to selectively redact content hashes from specific verifiers.

I mpl enent ati on Gui dance
1. Intent Registry Inplenmentation

The intent registry stores immutable intent chain entries.
Recomended properti es:

Append-only | og structure

Partitioned by session.session_id for isolation

Configurable retention period

Merkl e root computation triggered on append or at token exchange
tinme

* X X *

A federated |AM I dM platform (e.g., Keycloak, Mcrosoft Entra, Ckta,
Pi ngFederate) MAY host the intent registry alongside the Actor Chain
Registry ({{!I-D.draft-nmwspice-actor-chain}}), since the

Aut hori zation Server already nedi ates token exchanges and can append
intent chain entries as a side-effect. Mst enterprise | AMI|dM

pl atforns support configurable data stores that can be configured for
append-only senmantics — see {{!I-D.draft-mwspice-actor-chain}}
Section "Registry Hosting" for detailed requirenents.
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12.

12.

12.

2. Milti-AS Deploynents

I'n depl oynents involving rmultiple Authorization Servers (e.g.,
federated enterprise environnents where different ASes serve

di fferent organi zational domains), the intent registry is shared
across all participating ASes. Each AS appends intent chain entries
to the same session-partitioned registry, identified by the sid claim
carried in the token. This works w thout coordination between ASes
because:

* The sid value is established at session initiation and carried
forward unchanged through all token exchanges.

* Each AS appends entries atomically under the session’s sid
partition.

* The Merkle root is reconputed at each token exchange tine over al
entries accunul ated so far (by any AS)

* The resulting intent _root in the token therefore differs at each
hop — each successive AS produces a | arger Merkle root reflecting
the growing chain. This is expected behavior: a growing root is
the normal consequence of an append-only chain and indicates that
additional intent entries have been recorded.

Thi s enabl es cross-domai n content provenance tracking w thout
requiring ASes to share keys or coordinate directly — the session
partition and append-only | og semantics provide the necessary
consi st ency.

3. Scal ability Considerations

* *Log Partitioning*: Session-based partitioning ensures that intent
chains for different sessions are isolated and can be processed in
paral | el

*  *Merkl e Root Caching*: Computed Merkle roots SHOULD be cached to
avoi d reconputation on every token exchange.

* *Proof Materialization*: Merkle proofs for recent entries SHOULD
be pre-conputed and cached for (1) retrieval

4. (Operational Reconmendati ons

* *Retention Policy*: Intent chain | ogs SHOULD be retained for the
maxi mum audit wi ndow required by the deploynent’s regul atory
envi ronnent.

*  *Nbonitoring*: Operators SHOULD nmonitor intent chain append | atency
and Merkle root computation tine.

* *Backup*: Intent chain | ogs SHOULD be replicated across
availability zones for durability.
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12.

13.

5. Registry Availability

Intent registry unavailability does not affect data-plane operation —
the token's AS-signed intent _root is sufficient for request-tine
policy decisions (e.g., "intent chain coverage required'). Per-entry
forensic verification is deferred to the audit plane and is not

requi red on the hot path.

However, if the registry is permanently |lost, forensic verification
becones i npossi bl e. Depl oynents SHOULD:

* Replicate intent registry entries across availability zones.

* Use append-only log services designed for high durability (e.qg.,
SCI TT transparency | ogs).

* Retain archived tokens (containing intent_root) separately from
intent chain entries, so that Merkle root conmmtnents survive
i ndependently of the registry.

* Define a fail-node policy: *fail-closed* (reject tokens whose
i ntent chai ns cannot be verified) for high-risk operations, or
*fail -open* (accept the AS-signed token and log the verification
gap) for lowrisk operations.

Desi gn Rationale: Merkle Root in Token
The intent chain uses a Merkle root in the token rather than

enbedding the full chain inline. The follow ng table summarizes the
trade-offs:
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B oo sl s e el s st o}
| Approach | Token | Verification | Privacy | Selective |
| Si ze | | | Verify |
[ bbbty e el b ey s s sl bbb
| *A Full |Q(n) — | Inline, zero | Poor — all | All-or-nothing
| chain in | gr ows | latency | entries | |
| token* | per | | exposed | |
I |entry I I I I
R S R o e e - R o e +
| *B. | (1) — | Olog n) per | Good — | Single-entry
| Merkle | ~64 | entry | selective | proofs |
| root in | byt es | | disclosure | |
| token* I I I I I
Fomm e oo - B S Fomm e oo - oo o - +
| *C | (1) — | Qn) — nust | Good — | Must verify
| Sinple | ~64 | rehash all | external | all |
| hash of | byt es | | storage | |
| chain* I I I I I
e oo Fome e oo e e e - e oo o e oo +
| *D. No | Zero | External | Best — | Any pattern
provenance | overhead | | ookup | nothing in | |
| in token* | | | token | |
oo e oo - oo oo oo +
Tabl e 14

Approach B is chosen because intent chains can contain 20-50+
entries, naking inline enbedding inpractical for data-plane proxies.
The Merkle tree enables Q(log n) selective verification of individua
entries and provides cryptographi c binding between the token and the
registry. The actor chain ({{!I-D.draft-nmn spice-actor-chain}}) uses
approach A because del egation chains are small (typically 3-5
entries) and every Relying Party needs the full del egation path.

14. Audit Procedures
14.1. Cross-Chain Binding

VWhen auditing actor and intent chains together, the auditor perforns
cross-chai n bi ndi ng checks:

For each intent chain entry of type non_determnistic: verify that
entry.sub appears in actor_chain. Verify that entry.iat falls within
the actor’s active window A msmatch indicates an unregistered
agent produced content.

Full two-chain audit is RECOWENDED for regul atory subm ssions,
di spute resolution, and post-breach forensic anal ysis.
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15.

15. 1.

| ANA Consi der ati ons

JWI' O ai m Regi stration

Thi s docunent requests registration of the following clains in the
"JSON Wb Token O ains" registry established by {{! RFC7519}}:

*

15. 2.

*Cl ai m Nare*: intent _root

*Cl ai m Description*: Merkle root hash of the intent chain for
content provenance verification.

*Change Controller*: |ETF
*Specification Docunent (s)*: [this docunent]
*Clai m Nane*: intent_alg

*Clai mDescription*: Hash algorithmused for intent chain Merkle
tree construction.

*Change Controller*: |ETF
*Speci fication Docunent (s)*: [this docunent]
*Claim Name*: intent_registry

*ClaimDescription*: URI of the intent registry for proof
retrieval.

*Change Controller*: |ETF
*Speci fication Docunent (s)*: [this docunent]

CW d ai m Regi stration

Thi s docunent requests registration of the following clainms in the
"CBOR Wb Token (CWI) C ains" registry established by {{!RFC8392}}:

*

*Cl ai m Nane*: intent_root

*Cl ai m Description*: Merkle root hash of the intent chain.
*CBOR Key*: TBD (e.g., 50)

*Cl ai m Type*: tstr

*Change Controller*: |ETF
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*Speci fication Docunment (s)*:

*Claim Name*: intent_registry

*Cl ai m Description*: URI of t
retrieval.

*CBOR Key*: TBD (e.g., 51)
*Cl ai m Type*: tstr

*Change Controller*: |ETF

*Speci fication Docunent (s)*:
*Clai m Nane*: intent_alg

*Cl ai m Description*:
tree construction.

*CBOR Key*: TBD (e.g., 52)
*Cl ai m Type*: tstr
*Change Controller*: |ETF

*Speci fication Docunent (s)*:

Tree Structure

SPI CE- | NTENT- CHAI N

[this docunent]

he intent registry for proof

[this docunent]

[this docunent]

Merkl e Tree Construction Details

intent_root (in JW)

e e oo - +
I I
Hash( 0- 2) Hash( 3- 5)
I I
S - + S - +
I I I I
Hash( 0- 1)

+o- - - - -+ |
I I I
Entry0 Entryl

(non-det) (non-det) (det)

hnan, et al.

Hash(2) Hash(3-4)
I

Hash( 5)
I I

+o- - - - -+ |

Entry2 Entry3 Entry4 Entry5
(non-det)(det) (non-det)
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A. 2. Reference Construction Al gorithm

def conpute_nerkle_root(entries):
if len(entries) == 0:
return None

# Conpute | eaf hashes
hashes = [sha256(canonical _json(entry)) for entry in entries]

# Build tree bottomup
whi |l e | en(hashes) > 1:
next _|evel =[]
for i in range(0, |en(hashes), 2):
if i +1 < len(hashes):
combi ned = sha256( hashes[i] + hashes[i +1])
el se:
conbi ned = hashes[i] # Odd node pronoted
next | evel . append( conbi ned)
hashes = next_| evel

return hashes[ 0]
Appendi x B. Conpl ete Token Exanpl es
B.1. Full Governance Token

The foll owi ng exanpl e shows a conplete token with session, actor
chain, and intent chain:
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"iss": "https://auth.exanple.cont,
"sub": "user-alice",

"aud": "https://api.exanple.coni,
"jti": "tok-ddd-67890",

"fat": 1700000000,

"exp": 1700003600,

"session": {
"session_id": "sess-uuid-12345",
"type": "human_initiated",
"initiator": "user-alice",
"approval _ref": "approval - uui d- 789",
"max_chai n_depth": 5

b

"actor_chain": [
{

"sub": "spiffe://exanpl e.confagent/orchestrator”,
"iss": "https://auth.exanple.cont,
"iat": 1700000010,
"scope": "ticket:*",
"chai n_digest": "sha256:aaa...",
“chain_sig": "eyJhbGei O JFUzI INiIs..."

"sub": "spiffe://exanpl e.conl agent/support”,
"iss": "https://auth.exanple.cont,
"iat": 1700000030,
"scope": "ticket:create",
"chai n_di gest": "sha256: bbb...",
"chain_sig": "eyJhbGei G JFUzI INiIs..."
}
1,

"intent _root": "sha256:abc123def456789...",
"intent _registry":
"https://intent-|og.exanpl e.conl sessi ons/ sess-uui d- 12345"
}

B.2. Corresponding Intent Chain Log Entries

The following entries would be stored in the intent registry for the
above token:
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[
{
"offset": O,
"entry": {
"type": "non_determnistic",
"sub":

"spi ffe://exanpl e.con agent/orchestrator",
"input _hash": "sha256:pronpt...",
"out put _hash": "sha256:abc...",
"iat": 1700000010,

"intent _digest": "sha256:leaf0...",
"intent_sig": "eyJ..."
}
b
{
"of fset": 1,
"entry": {
"type": "non_determnistic",
"sub":

"spiffe://exanple.comfilter/ai-guardrail",
"filter_version": "v2.1",

"input _hash": "sha256:abc...",
"out put _hash": "sha256:def...",
"model _i nfo": {

"model ": "Il ama-guard-3",

"categories": ["violence", "pii"]
}

"iat": 1700000012,
"intent _digest": "sha256:leafl...",
"intent_sig": "eyJ..."
}
b
{
"of fset": 2,
"entry": {
"type": "determnistic",
"sub":

"spiffe://exanple.conmfilter/schema-validator",
"filter_version": "v1.0",

"input _hash": "sha256:def...",
"out put _hash": "sha256:ghi...",
"rule_id": "ticket-schema-v2",
"rul e_hash": "sha256:rrr...",
"reproduci ble": true,
"iat": 1700000013,
"intent _digest": "sha256:leaf2...",
"intent_sig": "eyJ..."

}
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b
{
"offset": 3,
"entry":
"type": "non_determnistic",
"sub":

"spi ffe://exanpl e.conf agent/ support",
"input _hash": "sha256:ghi...",
"out put _hash": "sha256:jkl...",
"iat": 1700000030,

"intent _digest": "sha256:leaf3...",
"intent_sig": "eyJ..."
}
b
{
"of fset": 4,
"entry": {
"type": "determnistic",
"sub":

"spiffe://exanple.comfilter/pii-redactor”,

"filter_version": "vl1.2",
"input _hash": "sha256:jkl...",
"out put _hash": "sha256: mo...",
"rule_id": "pii-redaction-vl",
"rul e_hash": "sha256: ppp...",
"reproduci ble": true,
"iat": 1700000031,
"intent _digest": "sha256:leaf4...",
"intent_sig": "eyJ..."
}
b
{
"offset": 5,
"entry": {
"type": "non_determnistic",
"sub":

"spi ffe://exanpl e.con agent/t ool -executor",
"input _hash": "sha256: mmo...",
"out put _hash": "sha256:pqr...",
"iat": 1700000050,

"intent _digest": "sha256:leaf5...",
"intent_sig": "eyJ..."
}
}

]
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