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Abstract

Mul ti-hop service-to-service and agentic workfl ows need a
standardi zed way to preserve and validate del egati on-path continuity
across successi ve token exchanges. This docunent defines six actor-
chain profiles for QAuth 2.0 Token Exchange {{! RFC8693}}.
{{'RFC8693}} permts nested act clainms, but prior actors remain
informati onal only and token exchange does not define how a

del egation path is preserved and val i dated across successive
exchanges.

Thi s docunent profil es del egation-chain tokens and defines profile-
specific processing for nulti-hop workflows. The six profiles are:
Decl ared Full Disclosure; Declared Subset Disclosure; Declared Actor-
Only Disclosure; Verified Full Disclosure; Verified Subset

Di scl osure; and Verified Actor-Only Disclosure.

These profil es preserve the existing neanings of sub, act, and
may_act. They support sane-donmain and cross-domai n del egation and
provide different tradeoffs anong visible chain-based authorization,
cryptographi c accountability, auditability, privacy, and |ong-running
wor kfl ow support. Plain RFC 8693 i npersonation-shaped outputs renain
valid RFC 8693 behavi or but are outside this profile famly.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Part |I. Core Specification
2. Introduction

In service-to-service, tool-calling, and agent-to-agent systens,

i ncluding those inplenenting the Mbdel Context Protocol (MCP) and the
Agent 2Agent (A2A) protocol, one workload often receives a token,
performs work, and then exchanges that token to call another
wor kl oad. {{!RFC8693}} defines token exchange and the act claimfor
the current actor, but it does not define a standardized way to
preserve and val i date del egati on-path continuity across a sequence of
exchanges.

Thi s docunent defines six interoperable actor-chain profiles for
QAuth 2.0 Token Exchange. They preserve the existing neani ngs of
sub, act, and may_act, and they define when nested act becones
authoritative visible actor-chain state for profile-controlled
processing. Depending on the selected profile, the next hop can see
the full visible chain, an Authorization-Server- selected subset of
that chain, only the current actor, or no inline act at all

Prasad, et al. Expi res 28 Septenber 2026 [ Page 6]



Internet-Draft SPI CE- ACTOR- CHAI NS March 2026

The profiles are organized in two branches. The decl ared branch
relies on the Authorization Server to assert visible chain
continuity. The verified branch adds actor-signed step proofs and
cunmul ative commtnent state so that |ater participants can validate
stronger continuity and audit evidence. Al profiles support both
sane-domai n continuation and cross-donai n re-i ssuance. This

speci fication does not require any particul ar presenter-binding or
actor- authentication nechanisny those remain depl oyment-specific.

This specification defines a JWI / JSON Wb Signature (JWS) binding
for the interoperable base protocol. A future version or conpani on
speci ficati on MAY define an equival ent COSE/ CBOR bi ndi ng.

3. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 {{! RFC2119}} {{!RFC8174}} when, and only when, they appear in al
capital s, as shown here

Thi s docunent al so | everages term nology from QAuth 2.0 Token
Exchange {{!RFC8693}}, the SPICE Architecture {{!I1-D.ietf-spice-
arch}}, and the RATS Architecture {{!RRFC9334}}.

* *Actor*: A workload, service, application conponent, agent, or
other authenticated entity that receives a token, perforns work,
and MAY subsequently act toward anot her actor

* *Current actor*: The authenticated entity presently performng
t oken exchange.

* *Presenting actor*: The actor that presents an inbound token to a
reci pi ent.

Exanpl e: when B exchanges a token at the Authorization Server, Bis
the current actor. When B later presents the resulting token to C, B
is the presenting actor.

* *Recipient*: The actor or resource server identified as the
i ntended target of an issued token

* *Actor chain*: The ordered sequence of actors that have acted so
far in one workfl ow i nstance.

* *Ordinary token*: The access token issued for presentation to the

next hop. It is distinct fromstep proofs, bootstrap context
handl es, commi tnent objects, and receiver acknow edgnents.
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* *Visible chain*: The ordered actor sequence represented by the act
structure of an artifact when actp is present. The outernpst act
identifies the current actor. Any nested act nenbers identify
prior visible actors only.

* *Actor-visible chain*: The exact ordered actor sequence that the
current actor is pernitted to know and extend for the next hop
In the verified profiles, this is the exact visible chain that the
current actor verified on the inbound hop, with that actor
appended when it later acts.

* *Authoritative workflow chain state*: Authorization-Server-
retained state for the accepted workflow instance. |t MAY be
richer than the visible chain disclosed in any given issued token
It is used for continuity, branch correlation, forensic review,
| egal audit, and any policy-controlled future redisclosure. This
specification does not require that such retained state be
di scl osed inline in ordinary tokens.

In the full-disclosure profiles, the visible chain, the actor-visible
chain, and the authoritative workflow chain state collapse to the
sanme chain. They diverge only under subset and actor-only profiles,
where the visible chain nay be narrower than the actor-visible chain,
which in turn may be narrower than the authoritative workflow chain
st ate.

* *Proof-bound chain state*: The cunul ative cryptographic state
carried in actc that binds prior accepted chain state to a newy
accepted hop.

* *Step proof*: A profile-defined proof signed by the current actor
that binds that actor’s participation to the workflow, prior
accepted state, the profile-defined actor-visible chain for the
hop, and target context.

* *Target context*: The canonical representation of the next-hop
target that a profile-defined proof or acknow edgrment binds to.
It always includes the intended audi ence and MAY additionally
i nclude other target-selection inputs. |If no such additiona
inputs are used, it is identical to aud.

*  *Bootstrap context*: An opaque handl e i ssued by the Authorization
Server only to start a verified profile workflow It lets the
initial actor redeem bound bootstrap state at the token endpoint
wi t hout carrying that state inline.
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* *Actor-chain identifier (acti)*: A stable identifier mnted once
at workflow start and retained for the lifetinme of the workfl ow
i nst ance.

* *Cross-domain re-issuance*: A second token exchange perforned at
anot her domain’s Authorization Server in order to obtain a loca
token trusted by the next recipient, wthout extending the actor
chai n.

* *Honme Authorization Server*: The Authorization Server at which the
current actor nornally performs the chain-extending token exchange
for the next hop. |In same-donmain operation it is the issuer that
val idates prior chain state and i ssues the next ordinary token

* *Continuity*: The property that the presenting actor of an inbound
artifact is the sane actor that the workfl ow state and any
required disclosed current-actor information identify as the
expect ed presenter

* *Append-only processing*: The rule that a new actor is appended to
the prior accepted workflow chain state, and to any discl osed
visible chain fragnent derived fromit, wthout insertion,
del etion, reordering, or nodification of prior actors.

* *Ternminal recipient*: A recipient that perforns work |ocally and
does not extend the actor chain further.

* *Refresh- Exchange*: A token-exchange operation by the same current
actor that preserves accepted chain state while refreshing
transport characteristics such as expiry according to | oca

pol i cy.

* *local policy*: Deploynment-specific authorization and risk rules
used when this specification defers a decision to the
Aut hori zation Server or recipient. Local policy can include trust
rel ati onshi ps, authenticated client identity, pernitted audi ences
or resources, chain-depth limts, profile support, and business or
risk controls.

4. Relationship to RFC 8693 d ai ns
Thi s specification extends QAuth 2.0 Token Exchange {{! RFC8693}}
wi t hout changi ng the base neani ngs of sub, act, or may_act. It

profil es del egati on-chain workflow continuity and profile-controlled
di scl osure across token exchange hops.
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When actp is absent, act has ordinary RFC 8693 senantics. Nested
prior act claims, if present, remain informational only for access-
control purposes, consistent with {{! RFC8693}}.

The followi ng rules apply when actp is present and points to a
profile defined by this specification

sub continues to identify the subject of the issued token
acti identifies the stable workflow instance for the accepted
actor-chain state.

* |f act is present, it is the authoritative disclosed actor-chain
fragment for that artifact. The outernpst act, when present,
identifies the disclosed current actor. Each nested act nenber,
when present, identifies the imediately prior disclosed actor.

* Reduced actor disclosure, including om ssion of prior actors,
om ssion of the current actor froma disclosed subset, or om ssion
of act entirely, does not turn a profiled token into an ordinary
i npersonation output. Wen actp is present, the token remains a
del egati on-chain token under this specification

* Plain RFC 8693 outputs that do not carry this specification's
profile signals remain outside this profile fam |y whet her or not
they contain act.

4.1. Disclosure |nvariant

For any selected actp, the Authorization Server is the policy

deci sion and policy enforcenent point for actor-chain disclosure.
The sel ected profile defines the maxi mum actor-chain information, if
any, that may be visible inline to the next hop.

Accordi ngly:

* no other field, identifier encoding, conpatibility form or
exchange option may di scl ose nore actor-chain information than the
sel ected profile permts;

* recipients and intermediaries MJUST NOT infer hidden actors from
omitted entries, identifier structure, or other clains; and

* when a profile hides prior actors or the workflow subject’s
globally useful identifier, the Authorization Server MJST enforce
that outcone across the entire issued artifact, not only within
act .

Nothing in this specification redefines RFC 8693 del egati on or

i mpersonation semantics. Wth actp absent, this docunment adds no new
requi renents on how nested act is interpreted. Wth actp present,
this docunment defines an explicit profile-controlled extension in

whi ch the visible act structure beconmes authoritative for actor-chain
processi ng under that profile.
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5.

5.

5.

1.

2

Scope and Model

Thi s docunent specifies a famly of profiles for representing and
val i dating actor progression across a workfl ow path using QAuth 2.0
Token Exchange.

Impl ementers primarily interested in interoperable behavior can focus
first on Conmon Basics, Common Validation Procedures, the profile
sections, and Appendices A, B, G and H  Special preserve-state
exchanges, netadata, and the deeper enforcenent rules are
intentionally surfaced |ater so the reader can learn the ordinary
profile flow first. The appendices later in the docunent contain
background, rationale, threat discussion, and operational guidance
that may be useful for review and depl oynent planning but are not
required for a first inplementation pass.

Wor kf | ow Model
The basi c workfl ow path nodel is:

{::nomarkdown} <artwork type="ascii-art"> A->B -> C -> D </artwork>
{:/ nomar kdown}

The first actor initializes the workflow. Each subsequent actor MAY:
1. validate an inbound token;

2. performwork; and

3 exchange that token for a new token representing itself toward
the next hop

Profile Summary

Thi

s docunent defines six profiles:

* *Declared Full Disclosure*, which carries the full visible nested
act chain in ordinary tokens and relies on AS-asserted chain
continuity under a non-collusion assunption;

* *Declared Subset Disclosure*, which carries a recipient-specific
di scl osed nested act chain in ordinary tokens and relies on the
i ssuing AS for both chain continuity and discl osure policy;

* *Declared Actor-Only Disclosure*, which carries only the outernost
current actor in ordinary tokens and nakes that actor the sole
inline authorization input for the next hop;

* *Verified Full Disclosure*, which is the verified full-disclosure
case in which every actor and downstreamreci pi ent sees the ful
vi sible nested act chain;
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* *Verified Subset Disclosure*, which preserves cumul ative
commitnent state and lets the Authorization Server disclose a
reci pient-specific visible nested act chain while the current
actor signs the exact actor-visible chain it was allowed to see
and extend; and

* *Verified Actor-Only Disclosure*, which keeps the verified proofs
and cunul ative conmitnment state but di scloses only the outernost
current actor in ordinary tokens.

The six profiles are organized in two branches so that later profiles
can be read as deltas, not as full restatenents:

* the *declared branch*, rooted at Declared Full Disclosure with two
conci se di scl osure-node deltas: subset and actor-only; and

* the *verified branch*, consisting of one common verified
processing section plus three disclosure nodes: full disclosure,
subset disclosure, and actor-only disclosure.

Each derived profile inherits all requirements of its branch root or
common verified processing section except as nodified in that
profile. Readers therefore need only read:

* *Declared Full Disclosure* for the declared branch;

* the concise delta sections for the declared subset-di scl osure and
decl ared actor-only variants; and

* *Conmon Processing for the Verified Branch* plus the concise
verified profile sections for the verified branch

Later sections introduce the additional verified-profile nechanisns
only where they are needed: a one-tinme bootstrap at workflow start, a
per - hop actor-signed step proof, cumulative conmitnment state in actc,
and the optional hop_ack extension. Every profile still issues the
same basi c next-hop ordinary token

The following table is a quick orientation aid.

b b ool sl et oo oo ool s s e o}
| Profile | Visible |actc|Recipient-| Next-hop | Primary |
| | act in | | specific | authorization | trust/ |
| | ordinary | | di scl osure| basis | evidence |
| | t okens | | | | nodel |
E e el s ool oot oo oo oo el e s e 3
| Decl ared | Ful | [No | No | Full visible | AS- |
| Ful'l | nested | | | chain | asserted |
| Di scl osure| chain | | | | continuity |
N R S —— R oo - - S +
| Decl ared | Disclosed|No | Yes | Disclosed | AS- |
| Subset | nested | | | visible subset | asserted |
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Table 1
3. Branching and Non- Goal s

Application logic may branch, fan out, and run in parallel. This
docunent standardi zes one visible path per issued token, not a ful
call -graph | anguage. An Authorization Server MAY mint multiple
accept ed successor tokens fromone prior accepted state, each with
its own jti and canonical target_context. Such successor tokens MAY
share the same acti and earlier workflow history. Deploynents that
require strict linear continuation MAY instead enforce a |oca

si ngl e-successor policy under which the Authorization Server accepts
at nost one successor from any accepted prior state. This base

speci ficati on does not define an interoperable on-the-wire signal for
si ngl e-successor node, sibling invalidation, or proof that no
paral | el successor exists. This docunent does not define nerge
semanti cs, sibling-discovery semantics, or inline branch-selection
semanti cs.

Post-facto reconstruction of branching is a forensic or |egal-audit
concern, not a normal online authorization requirenment. Retained
Aut hori zation Server records, tinestanps, comitnment state, and
causal |inks anbng presenting actors, current actors, and subsequent
actors can often reveal nuch of the effective call graph, but this
base specification al one does not guarantee a conplete standardi zed
graph across all branches.

An issued token MAY still carry an aud string or array according to
JWI and QAuth conventions, but each issued token and each step proof
bi nds exactly one canonical next-hop target context. Additiona
target contexts require additional successor tokens.

Repeated Actorl D val ues within one workfl ow i nstance are permtted.

A sequence such as [A B,C D A E] denotes that actor A acted nore than
once in the sane workflow instance. Collecting all accepted hop

evi dence for one acti, such as retained tokens, proofs, commitnents,
and exchange records, can therefore reconstruct the accepted hop
sequence, including repeated-actor revisits.

Pr ot ocol Overvi ew
1. Workfl ow Progression

The actor chain advances only when an actor acts. Mere receipt of a
t oken does not append the recipient.

If Acalls B, and B later calls C, then
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A begins the workfl ow and becomes the initial actor.

When A calls B, B validates a token representing A

VWhen B | ater exchanges that token to call C, B becomes the next
actor.

4. Cis not appended nerely because C received a token. Cis
appended only if Clater acts toward another hop.

wh e

Conpact end-to-end exanpl es appear in Appendi x B
2. Same-Domai n and Cross-Donmai n Hops

Wthin one trust domain, the current actor exchanges its inbound
token at its home Authorization Server, meaning the Authorization
Server that validates the prior chain state for that actor and issues
the next ordinary token

Across a trust boundary, if the next recipient does not trust the
current Authorization Server directly, the current actor perforns a
second token exchange at the next domain’s Authorization Server
That second exchange preserves the already-established chain state
and does not append the next recipient.

The trust/evidence differences anong profiles are sunmmari zed in the
profile matrix above and di scussed further in Appendix J. The
speci al preserve-state cases for cross-domain re-issuance and

Ref resh- Exchange are defined later, after the ordinary profile flows.

Conmon Basi cs
1. Common Token Requirenents

Unl ess stated otherw se, "ordinary token" bel ow nmeans the access
token issued to the current actor for presentation to the next hop
This section is about those tokens, not about verified-profile step
proofs, bootstrap context handl es, or hop_ack objects.

In the interoperabl e sel f-contained ordinary-token binding defined by
this document, tokens issued under any profile:

*  MJST be short-Iived;
*  MUST cont ai n:
- an issuer claimiss;
- aprofile identifier claimactp;
- an actor-chain identifier claimacti;
- a subject claimsub;
- a unique token identifier claimjti;
- an audi ence val ue aud; and
- an expiry val ue exp.
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A profile-governed ordinary token MAY additionally contain act
according to the selected profile and Authorization Server policy.

For interoperability and predictable freshness, deploynents SHOULD
use ordinary-token lifetines on the order of minutes rather than
hours; a default range of 1 to 10 nminutes is RECOMMENDED. Validators
SHOULD al | ow only nodest cl ock skew when eval uati ng exp, typically no
more than 60 seconds unless |ocal clock discipline justifies a

ti ghter bound.

Pr oof -bound profiles additionally MJST carry actc.
The token clains used by this docunment have these roles:

* iss identifies the issuer nanmespace of the ordinary token and of

that token's top-Ilevel sub;

actp identifies the selected actor-chain profile;

acti identifies the workflow instance;

sub identifies the workfl ow subject of the token;

act, when present, carries the authoritative disclosed actor-chain

fragment for that artifact; and

* actc, when present, carries cunulative conmmitnent state for
stronger tanper evidence, continuity, and auditability.

* 0 X X

Thi s base specification defines interoperable direct claimcarriage
for self-contained ordinary tokens. Deploynments that instead use
opaque access tokens MAY keep authoritative workflow state only at
the issuing Authorization Server and MAY di scl ose actor-chain
information, if any, through a conpanion token-validation interface
such as token introspection {{!RFC7662}}.

Thi s specification does not define such conpanion interfaces. |If the
artifact presented for validation does not expose enough information
to satisfy the selected profile’s requirenents, the inplenentation
MUST treat that as a profile-validation failure.

At wor kfl ow bootstrap, the issuing Authorization Server MJST
establish the workfl ow subject according to |local policy and the
sel ected disclosure profile. The resulting sub value MAY be an
ordinary subject identifier, a pairwise identifier, or a workfl ow
| ocal stable alias. For privacy-sensitive subset-disclosure
operation, the Authorization Server SHOULD choose a stable
representation that does not reveal a globally useful subject
identifier to recipients that are not entitled to learn it.

For sanme-dommi n token exchange and Refresh-Exchange, this

specification preserves that exact chosen sub representation within
the sane donain for the lifetinme of the workflow unless a | ater
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permitted cross-domain alias transition occurs. Cross-donain re-

i ssuance MAY translate sub only under the semantic- equival ence rule
defined later. This docunent does not define a same-workfl ow

subj ect-transiti on nmechani sm

The chosen sub representation for a workfl ow MJST renain consi stent
with the selected actp disclosure constraints. |In particular, sub
MUST NOT di scl ose an actor identity or other actor-chain informtion
that the selected profile is intended to withhold fromthe rel evant
reci pi ent class.

In this self-contained JWI/JW binding, a returned ordinary token is
visible to the current actor that receives it and to the next
recipient that validates it. Therefore, when a profile returns a
visible act, the Authorization Server MJST NOT disclose in that
returned token any actor identity that the current actor is not
permitted to learn. A future recipient-protected disclosure
mechani sm or encrypted binding may support stronger recipient-only
redi scl osure, but that is outside this base specification

7.2. Actor-Chain ldentifier
The acti val ue:

*  MJST be ninted once at workflow start by the issuing Authorization
Server

* MJST be generated using a cryptographically secure pseudorandom
nunber generator (CSPRNG with at |east 122 bits of entropy;

* MJST renmmi n unchanged for the lifetinme of that workflow instance;
and

*  MUST NOT be used to signal profile selection

I mpl enent ati on note: standard UU D version 4 (UU Dv4), which provides
122 bits of randomentropy, is acceptable for acti in this version
Depl oynments MAY use stronger generation (for exanple, full 128-bit
random val ues) by | ocal policy.

Profile selection MIST be signaled explicitly using the token request
paraneter actor_chain_profile and the correspondi ng token cl ai m actp.

7.3. Target Context Requirenents

target _context is the canonical next-hop target val ue bound into
verified profile step proofs and, when used, into hop_ack

In this base specification, aud identifies the intended recipient

service or audience of the issued token. An optional resource val ue
can further identify a narrower protected resource, APl surface, or
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object within that audience. Wen no finer-grained targeting inputs
are used, the canonical target context is still a JSON object that
contains only aud.

The following normative requirenents apply to target context.

For every profile-defined signed, hashed, conpared, retained, or
comruni cated use in this specification, target_context MJST be a JSON
obj ect .

target _context MJST contain an aud nmenber carrying the verified

audi ence information exactly in the profile-defined canonica
representation. |If aud is a string, target_context.aud MJST be that
same JSON string. |If aud is an array of strings, target_context.aud
MJST be that exact JSON array, preserving element order

If no additional target-selection values are used, target_context
MUST be the single-nmenber object { "aud": aud }.

A depl oynent MAY additionally include:

* resource, when the hop is bound to a narrower protected resource
or APl surface within the audience;

* request _id, when the depl oynent expects nultiple distinct accepted
successors under the same prior state and the sane nom nal target;
and

* other |ocal extension menbers used by same-domain |oca
aut hori zation policy.

Thi s base specification assigns interoperable security semantics only
to aud, optional resource, and optional request_id. Cross-donain
equi val ence or narrow ng deci sions defined by this document MJST be
eval uated using only those nenbers unless a future conpani on
specification defines additional target-context nenbers and their
semanti cs.

When a depl oynent expects multiple distinct successors under the sane
prior state and the sane nominal target, it MJST include a request-
uni que di scrim nator such as request_id inside target_context.

target _context nmenbers MJUST NOT di scl ose actor identities or other
actor-chain information that the selected actp would withhold from
the relevant hol der of the artifact.

An Aut hori zation Server that validates, preserves, or audits workflow
continuity using target _context MJST retain the exact canonica

target _context value for the accepted hop, or enough original request
material to reconstruct that exact canonical value |ater
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Whenever target _context is incorporated into a profile-defined
signature or commitnent input in this JW-based version, it MJST be
represented as a JSON obj ect and canonicalized exactly once as part
of the encl osing JSON Canonicalization Schene (JCS)-serialized

payl oad object. Equality checks over target context MJST therefore
conpare the exact JSON object value after JCS canonicalization.

I mpl ement ati ons MUST NOT col | apse an audience array to a string,
repl ace an object with a bare aud value, reorder array elements, or
otherwise rewite the verified audi ence structure before signing or
conparing target_context.

7.4. Canonicalization

Al'l profile-defined signed or hashed inputs MJST use a canonica
serialization defined by this specification

In this version of the specification, Canonical Encode(x) neans JCS
{{'RFC8785}} applied to the JSON val ue x.

Hash_hal g(x) denotes the raw hash output produced by applying the
sel ected comm tment hash algorithmhalg to the octet sequence x.

b64url (x) denotes the base64url encoding of the octet sequence X
wi thout trailing padding characters, as defined by {{!RFC7515}}
Appendi x C

Canoni cal profil e-defined proof payl oads MJST be serialized using JCS
{{!'RFC8785}}.

7.5. Actor ldentity Representation

Thi s specification requires a canonical representation for actor
identity in profile-defined visible-chain entries and step proofs.

Each canonical actor identifier used by this specification MIST be
represented as an Actorl D structure containing exactly two nenbers:

* iss: the issuer identifier nam ng the namespace in which the actor
subj ect value is defined; and

* sub: the subject identifier of the actor within that issuer
namespace

An ActorIDis a JSON object with nmenbers iss and sub, serialized
usi ng JCS {{! RFC8785}} when incorporated into profil e-defined signed
or hashed i nputs.

An Actorl D
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MJST be stable for equality conparison within a workfl ow instance;
MJUST be bound to the actor identity accepted under |ocal policy
for the rel evant exchange, proof-verification, or acknow edgnent -
val i dati on step;
*  MJST be conpared using exact equality of the pair (iss, sub); and
*  SHOULD support pairwi se or pseudonynous subject val ues where
depl oynent policy all ows.

VWhen deriving an ActorlD froma validated i nbound token

* for the token subject, use { "iss": token.iss, "sub": token.sub };

* for a validated act claimthat contains both iss and sub, use
those two val ues directly; and

* for a validated act claimthat contains sub but onits iss, use the
encl osing token’s iss as the ActorID iss value and the act.sub
val ue as the ActorlD sub val ue.

If no usable act claimis present and a profile needs the presenting
actor, that actor MJUST be established fromactor authentication or
other locally trusted inputs outside the scope of this specification
and mapped into the sane Actorl D representation the issuing

Aut hori zation Server uses for proof construction

When actp is present, the act structure used by this specification is
an Actor Chai nNode. An Actor Chai nNode is an Actorl|D object plus an
OPTI ONAL nested nmenmber naned act whose val ue is another

Act or Chai nNode representing the i medi ately prior visible actor

Newl y i ssued profil e-defined act structures MJST carry explicit iss
and sub in every visible node. |Inplenentations MJUST be able to
decode and nornualize a validated i nbound visible chain even when a
node omits iss and inherits the enclosing issuer according to the
derivation rul e above.

The hel per functions used throughout this docunent are therefore:

{::nomar kdown} <sourcecode type="text"> VisibleChain(act) = ordered
list of ActorlD val ues obtained by recursively reading nested act
fromthe innernost prior actor to the outernpst current actor.

EncodeVi si bl eChain([A]) = {"iss": Aiss, "sub": A sub}
EncodeVi si bl eChain([A B]) = {"iss": B.iss, "sub": B.sub, "act":
{"iss": A iss, "sub": A sub}} EncodeVisibleChain([A B C) = {"iss"
C.iss, "sub": C.sub, "act": {"iss": B.iss, "sub": B.sub, "act":
{"iss": Aiss, "sub": A sub}}} </sourcecode> {:/nomarkdown}

In exanples and formulas, [A B] denotes the ordered visible chain of

Actor| D values for actors A and B, whil e EncodeVisi bl eChai n([ A B])
denotes the nested JSON representation carried in act.
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7.6. Artifact Typing

JWI-based artifacts defined by this specification MIST use explicit
typ val ues

The following JWI typ val ues are defi ned:

act - st ep- pr oof +j w
act - conmi t ment +j wt
* act-hop-ack+j w

Verifiers MUST enforce nmutual ly exclusive validation rules based on
artifact type and MJST NOT accept one artifact type in place of
another. They MJST verify the expected JW typ, exact ctx value
where applicable, and artifact-specific payload structure defined by
the relevant binding section of this specification

7.7. lssued Token Type

Unl ess another application profile explicitly states otherw se,
tokens issued under this specification are access tokens.

Token exchange responses MJST use the RFC 8693 token type fields
consistently with the underlying representati on and depl oynent.

7.8. Commitnent Hash Al gorithns

Pr oof - bound profiles use a named hash al gorithmfor construction of
actc. Conmitnent hash algorithmidentifiers are values fromthe | ANA
Nanmed | nformati on Hash Al gorithm Registry {{! RFC6920}}

{{I ANA. Hash. Al gorithns}}.

The foll owi ng requirenments apply:

* halg MJUST be a text string nami ng a hash algorithmfromthe | ANA
Narmed | nformati on Hash Al gorithm Registry.

* | npl ementations supporting verified profiles MJST inpl ement sha-
256.

* I npl enentati ons SHOULD i npl ement sha- 384.

* Every actc object and every verified profile bootstrap context
MUST carry an explicit halg value. Verifiers MJST NOT infer or
substitute halg when it is absent.

* Verifiers MIST enforce a locally configured allowlist of
acceptabl e comm t nent hash al gorithns and MJUST NOT accept
al gorithm substitution based solely on attacker-controlled inputs.

* Hash algorithms with truncated outputs, including truncated
sha- 256 variants, MJST NOT be used with this specification
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* Additional registry values MAY be used only if they are pernitted
by this specification or a future Standards Track update to it,
and verifiers MJST reject locally deprecated or disall owed
al gorithns.

* An Authorization Server MUST NOT initiate a new workfl ow using a
|l ocally deprecated or disallowed algorithm Wether an already-

i ssued workfl ow using such an algorithmmay continue is a matter
of local policy.

Comm t ment Functi on

Pr oof - bound profiles use actc to bind each accepted hop to the prior
accepted state. The commitnent hash algorithmis selected once for
the wor kfl ow by the issuing Authorization Server during bootstrap and
remains fixed for the lifetine of that workfl ow i nstance

Each actc value is a signed comm tnent object whose payl oad contains:

* ctx: the context string actor-chain-commtnent-vl

* iss: the issuer identifier of the Authorization Server that signs
this comm t nent obj ect;

* acti: the actor-chain identifier;

* actp: the active profile identifier;

* halg: the hash algorithmidentifier

* prev: the prior conmtnment digest, or the bootstrap
initial _chain_seed at workflow start;

* step_hash: b64url (Hash_hal g(step_proof bytes)); and

*

curr: b64url (Hash_hal g( Canoni cal Encode({ctx, iss, acti, actp,
hal g, prev, step_hash}))).

The curr val ue MJST be conputed over exactly the seven nenmbers ctx,
iss, acti, actp, halg, prev, and step_hash, excluding curr itself.
The resulting digest is then inserted as the transported curr menber.

Let prev_digest denote the prior commtnent-state digest for the step
bei ng processed: at bootstrap it is the initial_chain_seed, and for
|later steps it is the verified curr value extracted fromthe inbound
actc. For the JW binding defined in this version, |let

step_proof _bytes denote the ASCII bytes of the exact conpact JWS
string submtted as actor_chain _step proof. Let as_issuer_id denote
the issuer identifier that the Authorization Server places into the
conmitnent object’s iss nenber, typically its issuer value. The
commi tnent hash therefore binds the transnitted step-proof artifact,
not nerely its decoded payl oad.
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When a profil e-defined proof input refers to a prior actc, the val ue
incorporated into the proof input MJST be that prior commtnent’s
verified curr digest string, copied directly fromthe validated actc
payl oad, not the raw serialized comm tnent object.

The abstract function used throughout this docunent is therefore:

{::nomar kdown} <sourcecode type="text"> Conmmt_AS(as_issuer_id, acti,
actp, prev_digest, step_proof_bytes, halg) = AS-signed comm tnent

obj ect over payload { ctx, iss, acti, actp, halg, prev = prev_digest,
step_hash = b64url (Hash_hal g(step_proof bytes)), curr =

b64ur| (Hash_hal g( Canoni cal Encode({ctx, iss, acti, actp, halg, prev,
step_hash}))) } </sourcecode> {:/nonmar kdown}

The exact wire encoding of the signed conmtnment object is defined in
the JWI binding in Appendi x A

In calls to Cormit_AS, the iss input is the issuer identifier of the
Aut hori zation Server signing the new comitnent object, and acti and
actp are the workfl ow and profil e val ues being preserved for that
wor kf | ow st at e.

7.10. Common Cryptographic Operations

The verified profiles use a small nunber of proof-input tenplates.
This section defines themonce so that profile sections can state
only their profile-specific substitutions.

Let :

profile be the active actp val ue;

acti be the stable actor-chain identifier;

prev_state be either the returned base64url initial_chain_seed
frombootstrap or the verified prior commtnment digest string from
actc.curr, as required by the profile;

* visible actor_chain_for_hop be the exact ordered actor-visible
chain for the hop after appending the authenticated current actor;

* workfl ow sub be the exact preserved workflow sub string for the
hop bei ng extended within the current issuer domain;

* TC next be the canonical target context for the next hop, often
the object { "aud": aud } but extended when |ocal policy needs
finer-grained target binding; and

* [N denote the canonical ActorlD JSON object representation of the
aut henti cated current actor.

Synbol s such as TC B, TC C, and TC next denote the canoni cal
target _context for the correspondi ng next hop
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Proof - bound profiles instantiate the foll ow ng generic step-proof
payl oad tenpl at e:

{::nomar kdown} <sourcecode type="json"> Sign N({ "ctx": ds(profile),
"acti": acti, "prev": prev_state, "sub": workflow sub, "act":
EncodeVi si bl eChai n(vi si bl e_actor_chain_for_hop), "target context":
TC next }) </sourcecode> {:/nonmar kdown}

The donmai n-separation string ds is profile-specific:

* actor-chain-verified-full-step-sig-vl for Verified Ful
Di scl osure;

* actor-chain-verified-subset-step-sig-vl for Verified Subset
Di scl osure; and

* actor-chain-verified-actor-only-step-sig-vl for Verified Actor-
Only Disclosure.

These strings remain distinct even though the verified branch step-
proof payl oad nmenbers are structurally aligned. The signed step-
proof payl oad does not carry actp or another explicit profile
identifier, and the neaning of the act menber remains profile-
dependent. Distinct donmin-separation strings are therefore REQU RED
to bind the proof to the intended verified profile senmantics and to
prevent cross-profile proof confusion or accidental proof reuse.

I n sane-domai n verified chai n-extensi on hops, the step proof also
bi nds the exact preserved workflow sub string for that hop. This
protects agai nst sanme-donmin silent subject substitution wthout
requiring this base specification to cryptographically bind | ater
cross-domain sub aliasing.

The profile-specific meaning of visible actor_chain_for_hop is:

* for *Verified Full Disclosure*, the full visible chain for the hop
after appendi ng the authenticated current actor;

* for *Verified Subset Disclosure*, the exact inbound visible chain
verified by the current actor, with that current actor appended,;
and

* for *Verified Actor-Only Disclosure*, that same exact inbound
di scl osed visible chain verified by the current actor, with that
current actor appended, even though the returned ordinary token
| ater discloses only [N.

For verified subset-disclosure operation, any visible act disclosed
to the next recipient in this JW/JW5 binding MIST be derived from
the verified visible actor_chain_for_hop and MJUST be an ordered
subsequence of it. A singleton current-actor-only form [N is
syntactically representabl e under subset disclosure, but this
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docunent al so defines explicit actor-only profiles so that such
policy remains machi ne-readable. Omission of act is also permtted
under the subset profiles. A future recipient-protected disclosure
mechani sm MAY defi ne stronger redisclosure from Aut hori zation-Server -
retained authoritative workflow state without requiring the
presenting actor to | earn the broader disclosure, but that is outside
this base specification.

8. Profile Selection and Wrkflow Imutability

Thi s specification uses capability discovery plus explicit profile
selection, not interactive profile negotiation

An actor requesting a token under this specification MIST sel ect
exactly one actor_chain_profile value for that request. The

Aut hori zation Server MJUST either issue a token whose actp equal s that
requested profile identifier or reject the request.

For a given workflow instance identified by acti, actp is imutable.
Accordingly, every accepted chain state within that workflow instance
carries the sane actp. Any token exchange, cross-domain re-issuance,
or Refresh-Exchange that woul d change actp for that workflow instance
MUST be rejected. A current actor MJST reject any returned token
whose actp differs fromthe profile it requested or fromthe
preserved profile state already represented by the inbound token

Profile switching therefore requires starting a new workfl ow i nstance
with a new acti, not continuing an existing accepted chain state.

9. Common Validation Procedures

This section gives the short validation checklists that the profile
sections reuse. Detailed enforcement rules for actor authentication
i nputs, proof-key binding, intended-recipient handling, and replay or
freshness are collected later in "Commbn Security and Enforcenent
Requi renment s".

I mpl enent ati ons can think of validation in three |ayers:

* *Layer 1: Adm ssion* -- JWI signature, issuer trust, expiry,
audi ence, intended-recipient checks, and any locally established
presenting-actor or current-actor continuity checks required for
that processing step.

* *layer 2: Profile authorization* -- interpretation of the visible
nested act according to actp and application of |ocal
aut hori zation policy using only the visible chain that the profile
exposes.
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* *Layer 3: Continuity and audit evidence* -- validation of actc,
step proofs, acknow edgnments, and retained Authorization Server
records.

Reci pi ents that only consune an i nbound token MAY apply Layer 3
according to local policy. Current actors that extend a verified
wor kf | ow, and Aut horization Servers that accept verified profile

t oken exchange, MUST validate the inbound actc and any required step
proof before extending the workfl ow.

9.1. Recipient Validation of an |Inbound Token

Unless a profile states otherwi se, a recipient validating an i nbound
actor-chain token MJST verify:

* token signature;

* jssuer trust;

* profile identifier (actp);

* presence and correct format of profile-required structural clains
(actc and any profile-required disclosed act according to actp);

* expiry and replay requirenents;

*

i nt ended-recipient requirenments; and
* any profile-specific disclosed-chain checks.

If a disclosed act is present, a recipient MIST decode the visible
chain as VisibleChain(act) and apply the profil e-specific checks on
that visible chain. |If the selected profile requires disclosed
current-actor continuity and the recipient establishes a presenting-
actor identity for the inbound hop under |ocal policy, the recipient
MUST al so verify that the outernpst act identifies that sanme
presenting actor. |If the selected profile requires inline act

di scl osure, omi ssion of act, or presence of an act that violates the
profile’ s required disclosure rules, MIJST be treated as a profil e-
validation failure.

A recipient MJST use only the actor-chain information actually
disclosed in the inbound artifact for authorization. It MJST treat
undi scl osed prior actors, and an undiscl osed current actor, as
unavail able fromthat artifact.

9.2. Authorization Server Validation of Token Exchange

Unless a profile states otherwi se, an Authorization Server validating
an actor-chain token exchange MJST verify:

* the inbound token signature and issuer trust;

* the authenticated identity of the current actor;
* intended-recipient semantics for the inbound token;
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* the selected profile identifier and any profil e-specific step-
proof requirenents;

* the preserved acti and sub continuity expected for the workfl ow,
and

* any profile-specific disclosed-chain checks on any inbound act.

If the inbound token discloses visible chain state, the Authorization
Server MUST decode Visibl eChain(act_in) fromthe inbound token
exactly as verified for the current actor and MJST performonly
append-only operations on that disclosed visible chain fragment. |If
the selected profile requires disclosed current-actor continuity, the
Aut hori zation Server MJUST additionally verify that the outernbpst act
of the inbound token identifies the sane actor that authenticated as
the current actor and is presenting that inbound hop for exchange.

If the selected profile requires inline act disclosure, om ssion of
act, or presence of an act that violates the profile' s required

di sclosure rules, MJST be treated as a profile-validation failure.

Thi s specification does not define validation or handling rules for
may_act. Any effect of may_act is determ ned by RFC 8693, by the
specification governing the artifact that carries it, or by |loca
policy. Such use MJUST NOT cause an artifact issued under this
specification, or any related protocol-visible outcone, to disclose
actor-chain information that the selected profile would w thhol d.

A token-exchange request under this specification MAY additionally
carry the RFC 8693 actor_token and actor_token_type paraneters. This
speci fication does not define whether or how actor_token contributes
actor-related policy input. Any such effect is determ ned by RFC
8693, by the specification governing that artifact, or by |loca
policy. Such use MJST NOT expand di scl osure beyond the sel ected
profile and Authorization Server policy, and MJST NOT alter required
acti, actp, or sub continuity.

If neither may_act nor actor_token contributes actor-related policy

i nput, the Authorization Server applies local policy. For this

speci fication, local policy can include trust rel ationships,
authenticated client identity, permtted target contexts, chain-depth
limts, profile support, and business or risk controls.

9.3. Current-Actor Validation of a Returned Token

Unless a profile states otherwi se, a current actor validating a
returned token MJST verify:

* token signature and issuer trust;

* that the returned actp equals the requested profile identifier and
any preserved active profile state;
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11.

11.

* that the returned acti equals the actor-chain identifier already
represented by the inbound token or bootstrap state;

* that the returned sub equals the expected preserved workfl ow
subj ect val ue;

* expiry and replay requirenents; and

* any profile-specific disclosed-chain or commtnment checks.

If a returned token discloses act, the current actor MJST verify that
the di scl osed act conforns to the selected profile and Authorization
Server policy for that hop. |If the selected profile requires inline
act disclosure, onission of act, or presence of an act that violates
the profile’ s required disclosure rules, MJST be treated as a
profile-validation failure

For readable full-disclosure profiles, the current actor MJST verify
that the returned visible chain equals the full verified chain for
that hop. For subset-disclosure profiles, if the returned token

di scl oses act, the current actor MJST verify that the returned
visible chain is an ordered subsequence of the exact verified actor-
vi sible chain that the actor signed or otherw se caused to be
asserted for that hop. For actor-only profiles, the current actor
MUST verify that the returned visible act consists only of the
outernost current actor and that this actor is the current actor that
requested or caused the hop

Profiles

The profile selection table appears earlier in "Scope and Mdel"

The sections bel ow present the ordinary chain-extending profile flows
first. Each profile depends on the comon recipient, Authorization
Server, and returned-token validation procedures defined earlier,
plus the later common security and enforcement rules. Specia
preserve-state exchanges, mnetadata, and deeper enforcenent details
appear |l ater so they do not interrupt the main profile story.

Declared Full Disclosure Profile
1. Profile ldentifier
The profile identifier string for this profile is declared-full. It

is used as the actor_chain_profile token request paraneter val ue and
as the actp token clai mval ue.
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2. (Objective

The Decl ared Full Disclosure profile extends token exchange by
carrying the full visible nested act chain in every ordinary token
and by requiring chain-continuity validation by both the current
actor and the issuing Authorization Server at each hop.

3. Security Model

This profile provides hop-by-hop visible-chain integrity based on
i ssuer-asserted chain state and continuity checks.

This profile assumes that an actor does not collude with its home
Aut hori zation Server.

4. Bootstrap
At workflow start, actor A MJST request a token from ASl with:

grant _type=client_credential s;

actor _chain_profil e=decl ared-full; and

the requested QAuth targeting paraneters (audi ence, resource, or
both) sufficient to identify B as the initial target context.

If AS1 accepts the request, AS1 MJST establish the workfl ow subject
according to local policy before issuing T_A At bootstrap under
these base profiles, AS1 MJST choose a stabl e workfl ow subj ect
representation for sub that is appropriate for the sel ected

di sclosure policy. AS1 MIST then issue T_A containing at |east:

act p=decl ared-ful |

sub

act =EncodeVi si bl eChai n([ A])
acti

jti

aud=B

exp

L I

5. Hop Processing
When A calls B, A MJST present T_Ato B.

B MUST performrecipient validation as described in "Recipient
Val i dation of an | nbound Token".

B MUST decode VisibleChain(T_A act) and verify that its last actor is
A
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If that continuity check fails, B MJST reject the request.
6. Token Exchange
To call C, B MJST subnit to AS1l at |east:

grant _type=urn:ietf:paranms: oaut h: grant-type:token-exchange;

act or _chai n_profil e=decl ared-ful |

T_A as the RFC 8693 subj ect _t oken;

subj ect _token_type=urn:ietf:parans: oaut h:t oken-type: access_t oken;
and

* the requested QAuth targeting paraneters (audience, resource, or
bot h as needed by I ocal policy) sufficient to identify C as the
next target context.

* Ok %k

B MAY additionally submt RFC 8693 actor _token and actor_token_type
paraneters subject to the conmon validation rules in "Authorization
Server Validation of Token Exchange".

AS1 MUJST performtoken-exchange validation as described in
"Aut hori zation Server Validation of Token Exchange”

AS1 MJST read the prior visible chain fromT_A act, append B, and
i ssue T_B containing at |east:

* act p=decl ared-full

* sub

* act =EncodeVi si bl eChai n([ A, B])
* acti

* gt

* aud=C

* exp

7. Returned Token Validation

Upon receipt of T B, B MIUST perform current-actor returned-token
validation as described in "Current-Actor Validation of a Returned
Token".

B MUST verify that VisibleChain(T B.act) is exactly the previously
verified chain fromT_A with B appended.

If that append-only check fails, B MJST reject T_B
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8. Next-Hop Validation

Upon receipt of the final B-token, C MJST performrecipient
val idation as described in "Recipient Validation of an |nbound
Token".

C MUST decode VisibleChain(T_B.act) and use that visible chain for
aut hori zati on deci si ons.

9. Security Result

Under the non-collusion assunption, prior actors MJST NOT be silently
inserted, renoved, reordered, or altered during token exchange.

Decl ared Subset Disclosure Profile
1. Profile Ildentifier

The profile identifier string for this profile is declared-subset.
It is used as the actor_chain_profile token request paraneter val ue
and as the actp token clai mval ue.

2. (Objective

This profile inherits the Declared Full Disclosure profile and
changes the visible chain carried across hops: the issuing

Aut hori zation Server MAY carry and disclose only a recipient-specific
ordered subset of the asserted chain state for the hop, or MAY omt
act entirely. Although a singleton current-actor-only visible chain
is syntactically representable here, deploynents that require actor-
only policy to be explicit and machi ne-readabl e SHOULD use the Actor-
Only profile instead.

3. Inheritance and Security Mbdel

Except as nodified below, all requirements of the Declared Full
Di scl osure profile apply.

VWhen this profile discloses act, the visible chain seen by a
reci pient, obtained from VisibleChain(act), MJST be an ordered
subsequence of the asserted chain state for that hop.
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A recipient MIST treat undisclosed prior actors as unavail abl e and
MUST NOT i nfer adjacency, absence, or exact chain length fromthe

di scl osed subset alone. |If an inbound token under this profile omts
act, or discloses act without the current actor, this specification
provides no inline current-actor disclosure for that hop. Any

addi tional authorization inputs are determned by |ocal policy and
are outside the scope of this specification.

This profile relies on the issuing Authorization Server for
continuity of the asserted chain state and for disclosure policy.
The Aut horization Server MAY retain authoritative workflow chain
state richer than the disclosed subset for audit, forensics, |ega
review, and branch reconstruction. |In this base JW/JW5 bindi ng,
however, the returned token is visible to the current actor and to
the next recipient, so the disclosed act in that token MJST be
acceptabl e for both.

Cross-domai n re-i ssuance preserves only the visible asserted state
carried in the inbound token unless a trusted conpani on nechani sm
explicitly transfers additional hidden state. This profile does not
provi de the step-proof-based accountability or cunul ative comm t nent
state of the verified profiles.

4. Modified Bootstrap and | ssuance
At bootstrap, the initial actor MJIST request a token with at |east:

* grant_type=client _credentials;

* actor_chain_profil e=decl ar ed- subset; and

* the requested QAuth targeting paraneters (audience, resource, or
both) sufficient to identify the initial target context.

At bootstrap and at each | ater exchange, wherever the Declared Ful

Di scl osure profile would issue a token containing a full visible act
chain, this profile MJST instead either issue a recipient-specific

di scl osed visible act chain for the intended recipient or onit act
entirely according to local policy. Wen disclosed, the chain MAY be
the singleton current actor if that is what policy permts.

5. Mbdified Hop Processing and Validation

Where the Declared Full Disclosure profile requires presentation or
validation of a full visible chain, this profile instead requires
presentation and validation of any disclosed subset carried in act,
if present.
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6. Mbdified Token Exchange
For this profile, the current actor MJST subnmit at |east:

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange;

actor _chai n_profil e=decl ar ed- subset ;

the i nbound token as the RFC 8693 subj ect _t oken;

subj ect _token_type=urn:ietf:parans: oaut h:t oken-type: access_t oken;
and

* the requested QAuth targeting paraneters (audience, resource, or
bot h as needed by local policy) sufficient to identify the next
target context.

E

The current actor MAY additionally subnmit RFC 8693 actor_t oken and
actor _token_type paraneters subject to the comon validation rules in
"Aut hori zation Server Validation of Token Exchange"

For this profile, the issuing Authorization Server MJST derive the
next - hop asserted chain state from accepted workflow state for the

i nbound hop, append the current actor to that accepted chain state,
and then derive any disclosed visible chain for the returned token by
sel ecting an ordered subsequence of the resulting asserted chain
state or by omitting act entirely. It MJST NOT insert, reorder, or
alter actor identities in any disclosed act.

Because the returned token is visible to the current actor in this
base binding, the Authorization Server MJUST NOT disclose in that
returned token any actor identity that the current actor is not
pernmitted to learn

If an inbound token under this profile discloses act, the current
reci pi ent MJUST validate the disclosed subset according to this
profile. If a returned token under this profile discloses act, the
current actor MJUST validate that disclosed subset according to this
profile.

Unli ke the Declared Full Disclosure profile, the current actor and
downstream reci pi ent do not independently validate the hidden
undi scl osed portion of the prior chain. They validate only the

di scl osed subset they receive.

7. Next-Hop Authorization

A recipient MAY use any disclosed visible chain for authorization
deci si ons.
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A recipient MIJST use only the disclosed visible chain, if any, for
actor-chai n aut hori zati on and MJST treat undi sclosed actors as
unavail able. If the token omts act, or discloses act wthout the
current actor, this specification provides no inline current-actor
di sclosure for that hop. Any additional authorization inputs are
determned by |ocal policy and are outside the scope of this

speci fication.

8. Security Result

Under the non-collusion assunption, silent insertion, renoval,
reordering, or alteration of the disclosed chain seen by a recipient
is prevented with respect to what the issuing Authorization Server
asserted for that recipient.

This profile does not by itself prevent confused-deputy behavior
Decl ared Actor-Only Disclosure Profile
1. Profile ldentifier

The profile identifier string for this profile is decl ared-actor-
only. It is used as the actor_chain_profile token request paraneter
val ue and as the actp token cl ai mval ue.

2. (Objective

This profile inherits the Declared Subset Disclosure profile and
fixes the ordinary-token visible act disclosure to the singleton
outernost current actor only. Inline act disclosure is therefore
mandatory for every ordinary token under this profile. It is

i ntended for workflows in which each hop authorizes only on its

i mmedi at e upstream actor while the Authorization Server retains
richer workflow state for later audit, forensics, or |egal review

3. Inheritance and Security Mode

Except as nodified below, all requirements of the Decl ared Subset
Di scl osure profile apply.

The Aut horization Server MAY retain authoritative workflow chain
state richer than the singleton visible act disclosed in ordinary
tokens, but every ordinary token issued under this profile MJST
expose only the current actor for that hop. Recipients MJST

aut horize only on that visible current actor and | ocal policy.
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4. Modified Bootstrap and | ssuance
At bootstrap, the initial actor MJST request a token with at |east:

* grant_type=client _credentials;
actor_chai n_profil e=decl ared-actor-only; and

* the requested QAuth targeting paraneters (audi ence, resource, or
both) sufficient to identify the initial target context.

At bootstrap and at each | ater exchange, wherever the Decl ared Subset
Di scl osure profile would issue a token containing a disclosed visible
act chain, this profile MJST instead i ssue a token whose visible act
contains exactly one Actor Chai nNode identifying the actor represented
by that ordinary token.

5. Mbdified Hop Processing and Validation

Where the Decl ared Subset Disclosure profile requires presentation or
validation of a disclosed visible chain, this profile instead
requires validation that the visible act contains only the current
actor for this hop.

6. Mbodified Token Exchange
For this profile, the current actor MJST subnit at |east:

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange;
actor_chai n_profil e=decl ared-actor-only;

the i nbound token as the RFC 8693 subject token;

subj ect _token_type=urn:ietf:parans: oaut h:t oken-type: access_t oken;
and

* the requested QAuth targeting paraneters (audi ence, resource, or
bot h as needed by local policy) sufficient to identify the next
target context.

* ok X F

For this profile, the issuing Authorization Server MJST validate the
i nbound visible act as current-actor-only, preserve and extend the
accepted workflow state for the authenticated current actor according
to local policy, and issue the returned token with a visible act
containing exactly one ActorChai nNode identifying the actor
represented by that returned token. The Authorization Server MJST
NOT di sclose prior actors inline in ordinary tokens under this
profile.

7. Next-Hop Authorization

A recipient MJST authorize only on the visible outernost current
actor and local policy.
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8. Security Result

Under the non-collusion assunption, silent alteration of the visible
current actor is prevented with respect to what the issuing

Aut hori zation Server asserted for that recipient. Prior actors
remai n avail able only through Authorization Server records or other
out - of - band evi dence.

Conmon Processing for the Verified Branch

This section defines the bootstrap, proof, commitnent, token-
exchange, and returned-token rules shared by the three verified
profiles. In this branch, ordinary tokens still carry the hop-to-hop
token state, but each chain- extending hop is al so backed by an
actor-signed step proof and cunul ative commitnent state:

Verified Full Disclosure;
* Verified Subset Disclosure; and
* Verified Actor-Only Disclosure.

The profile sections that follow define only the profile-specific
meani ng of the actor-visible chain for the hop, the ordi nary-token

di scl osure policy, and the correspondi ng validation and authorization
rul es.

1. Common Par amret er s

Each verified profile supplies the following profile-specific
paraneters to the conmon processi ng bel ow.

Prasad, et al. Expi res 28 Septenber 2026 [ Page 36]



Internet-Draft SPI CE- ACTOR- CHAI NS March 2026
B oo b s s s oo s st o}
| Profile | actp | Step-proof | Proof-bound | Visible act |
| | val ue | domai n- | actor- | in ordinary |
| | | separation | visible | tokens |
| | | string | chain for | |
I I I | hop I I
B oo b s s s oo s st o}
| Verified | verified- | actor- | Full | Full |
| Full | full | chain- | visible | verified |
| Disclosure | | verified- | chain for | visible |
| | | full-step- | the hop | chain |
| | | sig-vil | after | |
I I I | appendi ng I I
| | | | the current | |
| | | | actor | |
R S R S S +
| Verified | verified- | actor- | Exact | Ordered |
| Subset | subset | chain- | inbound | subsequence |
| Disclosure | | verified- | disclosed | of the |
| | | subset - | visible | verified |
| | | step- | chain | actor- |
| | | sig-vl | verified by | visible |
| | | | the current | chain, or |
| | | | actor, with | omtted act |
| | | | that actor | |
I I I | appended I I
R R R T S +
| Verified | verified- | actor- | Exact | Singleton |
| Actor-Only | actor- | chain- | inbound | current |
| Disclosure | only | verified- | disclosed | actor only |
[ | | actor- | visible | |
| | | only-step- | chain | |
| | | sig-vi | verified by | |
| | | | the current | |
| | | | actor, with | |
| | | | that actor | |
I I I | appended I I
Fomm e oo - N Fomm e oo - o m e e e oo - o m e e e oo - +

Table 2

The profile identifier, step-proof domain-separation string, and the
profile-specific interpretation of act therefore remain aligned
across the verified branch.
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2. Common Boot strap Context Request

At workflow start, the initial actor MJST request a bootstrap context
fromthe Authorization Server’'s actor_chai n_bootstrap_endpoi nt using
at | east:

grant _type=urn:ietf:paranms: oaut h: grant-type: act or - chai n- boot str ap;
the selected verified profile actor_chain_profile; and

the requested QAuth targeting paraneters (audience, resource, or
both) sufficient to identify the initial target context.

The Aut horization Server MJST authenticate the initial actor, bind
that actor to its ActorlD representation, select a conmitnment hash
algorithm mint a fresh acti, choose a stabl e workfl ow subj ect
representation for sub, derive the bootstrap target context fromthe
requested targeting paraneters, and return a bootstrap response
containing at |east:

act or _chai n_bootstrap_context, an opaque bootstrap handl e;

acti;

sub;

hal g;

target _context, the exact canonical bootstrap-bound target context
agai nst which the initial step proof will be validated; and

* initial_chain_seed, a base64url value to be used as prev_state for
the initial verified step proof.

* %k Ok k%

The initial _chain_seed MIST be generated using a CSPRNG with at | east
128 bits of entropy, MJST be uni que per workflow instance, and MJST
NOT be derived solely fromacti or other predictable inputs.

The bootstrap context MJST be integrity-protected by the

Aut hori zation Server, bound to the authenticated initial actor, the
sel ected verified profile, the chosen acti, sub, halg, and the
bootstrap target context, and be short-lived. |t authorizes issuance
of initial verified ordinary tokens for that workflow instance while
it remains valid.

For a given canonical chosen initial target_context, the

Aut hori zation Server MJUST treat repeated redenption of the sane
bootstrap handl e as an idenpotent retry and MJUST return the
previously accepted initial state, or an equival ent token
representing that sane accepted initial state. It MJST NOT issue a
second distinct accepted initial state for that same canonical chosen
initial target_context.
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The Authorization Server MAY accept additional redenptions of the
same bootstrap handl e for distinct canonical chosen initia

target _context values, thereby minting nultiple accepted initia
successors that share the sanme acti and initial _chain_seed. If a
depl oynent expects nultiple distinct initial successors under the
same nom nal target, the chosen initial target context MJST include a
uni que request _id.

3. Conmmon Initial Actor Step Proof and Bootstrap |ssuance

After receiving the bootstrap response, the initial actor A MJST
choose the initial target context to be used for the first issued
token. That chosen initial target context MJST be identical to, or a
| ocal l'y authorized narrowi ng of, the canoni cal bootstrap-bound

target _context returned in the bootstrap response. Because there are
no prior actors at workflow start, the profile-defined actor-visible
chain for that initial hop is [A] for all verified profiles. A MJST
then sign an actor_chai n_step_proof over that initial chain, the
exact preserved workflow sub string returned in the bootstrap
response, and the chosen initial target context, and redeemthe
bootstrap context at the token endpoint using at |east:

grant _type=client _credentials;

the selected verified profile actor_chain_profile;

act or _chai n_boot st rap_cont ext;

act or _chai n_step_proof; and

the requested QAuth targeting paraneters (audi ence, resource, or
both) sufficient to identify that chosen initial target context.

* X X X X

The Aut horization Server MJST verify the bootstrap context and verify
that the authenticated actor redeeming it is the same actor to which
the bootstrap context was issued. It MJST also verify that the
requested profile matches the bound bootstrap profile, that the
chosen target context is identical to or narrower than the bootstrap-
bound target context according to |local policy, that the subnitted
step proof ctx equals the active profile’s donmain- separation string,
that the submitted step proof sub equals the bound workfl ow sub
string, and that the submitted step proof is otherwise valid. It
then creates the initial actc and issues an ordinary token contai ning
at least iss, actp, acti, sub, jti, aud, exp, and actc, and any
profil e-governed discl osed act.

Prasad, et al. Expi res 28 Septenber 2026 [ Page 39]



Internet-Draft SPI CE- ACTOR- CHAI NS March 2026

14.

14.

Because the initial verified hop has no prior visible actors, the
exact verified actor-visible chain for that hop is [A]. The returned
ordi nary token MJST di scl ose that chain as

act =EncodeVi si bl eChai n([A]) for the Verified Full Disclosure and
Verified Actor-Only Disclosure profiles. For Verified Subset

Di scl osure, the Authorization Server MAY either disclose

act =EncodeVi si bl eChai n([A]) or omt act entirely according to | oca

policy.
4. Common Hop Processing

When a current actor N receives an inbound verified profile token, it
MUST:

* validate the inbound token and any required actc;

* determne, under |ocal policy, any presenting-actor identity for
the i nbound hop needed by the selected profile;
derive the profile-defined actor-visible chain for the new hop;

* sign actor_chain_step_proof over that visible chain, the preserved
wor kfl ow sub string for the hop, and the next target context; and

* submit the inbound token plus the step proof in a token exchange
request to its hone Authorization Server

5. Common Token Exchange

For a chain-extending verified profile token exchange, the current
actor MUST submt at |east:

grant _type=urn:ietf:parans: oaut h: grant-type:token-exchange;

the selected verified profile actor_chain_profile;

the i nbound token as the RFC 8693 subj ect _t oken;

subj ect _token_type=urn:ietf:parans: oaut h:t oken-type: access_t oken;
act or _chai n_step_proof; and

the requested QAuth targeting paraneters sufficient to identify
the next target context.

b R

The current actor MAY additionally submt RFC 8693 actor_token and
actor _token_type paraneters subject to the comon validation rules in
"Aut hori zation Server Validation of Token Exchange”
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The Aut horization Server MJST validate the inbound token, validate
the step proof for the active profile, MIST verify that the step
proof ctx equals the active profile’ s domai n-separation string, MJST
verify that the step proof sub equals the preserved workfl ow sub
string for the hop being extended, verify append-only processing of
the profil e-defined actor-visible chain, update actc, and return an
ordi nary token whose act representati on matches the profile’s

di sclosure rules for the next recipient. Replay, idenpotency, and
mul ti pl e-successor handling for submitted step proofs are defined
|ater in "Replay and Freshness".

6. Common Returned- Token Val i dati on

When validating a returned verified profile token, the current actor
MJST performthe common returned-token validation described earlier
and MUST al so verify:

that actc is present and valid;
that the returned token preserves acti, actp, and sub as required;
that the enbedded actc payl oad preserves the expected acti, actp,
and hal g values for the active workfl ow state;

* that actc.prev equals the previously verified prior conmmtnent
digest, or the initial _chain_seed for the initial verified hop;

* that actc.step_hash equal s b64url (Hash_hal g(step_proof bytes))
comput ed over the exact conpact JWS string subnmitted as
actor _chain_step_proof for that hop; and

* any profile-specific disclosed-chain checks for the active
di scl osure node

Because actc is cunulative commitment state carried inline in
verified profile ordinary tokens, every later actor and every

Aut hori zation Server that extends the verified workflow relies on
that inline actc value. Online validation of an inbound or returned
actc proves issuer-signed conmitnent continuity and interna
conmitnent consistency. 1t does not by itself prove the senantic
meani ng of step_hash agai nst the underlying step proof unless the
exact step proof bytes and related verification material are al so
retained or discoverable for later audit. Deploynents MAY vary on
whet her every term nal recipient perforns synchronous actc validation
at admi ssion time, but chain extension MJST NOT proceed without
successful validation of the inbound actc.

Verified Full Disclosure Profile
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1. Profile lIdentifier

The profile identifier string for this profile is verified-full. It
is used as the actor_chain _profile token request paraneter val ue and
as the actp token clai mval ue.

2. (Objective

The Verified Full Disclosure profile is the full-disclosure verified
case. It preserves a visible nested act chain in every ordinary
token for every actor and downstream reci pient while addi ng per-hop
actor-signed step proofs and cunul ati ve comitnent state.

3. Security Model

Boot st rap, Conmon Token Exchange, and Common Ret ur ned- Token
Validation foll ow the Conmon Processing for the Verified Branch
section. This profile inherits all requirements of that common
verified processing and specializes themto the full-disclosure
Vi si bl e case.

This profile preserves visible chain-based authorization and provides
stronger accountability and non-repudi ation than the Declared Full
Di scl osure profile.

This profil e does not guarantee inline prevention of every invalid
token that could be issued by a colluding actor and its hone
Aut hori zati on Server.

The evidentiary value of this profile depends on retention or
di scoverability of step proofs, exchange records, and associ ated
verification material.

4. Profile-Specific Hop Construction and Validation

For a current actor N, let chain_in be the full visible chain
verified fromthe inbound token. |If N establishes a presenting actor
for the inbound hop under local policy, N MJST verify that the | ast
actor in chain_in is that same presenting actor.

The exact verified actor-visible chain for the hop is the full
vi si bl e append-only chain:

{::nomarkdown} <sourcecode type="text"> visible_hop_N = chain_in +
[N </sourcecode> {:/nomarkdown}

The Authorization Server MJST issue EncodeVisi bl eChai n(visible _hop_N)
as the visible act in the returned token.

Prasad, et al. Expi res 28 Septenber 2026 [ Page 42]



Internet-Draft SPI CE- ACTOR- CHAI NS March 2026

15.

15.

16.

16.

16.

16.

A recipient MIJST use the full visible chain for authorization
deci si ons.

5. Attack Handling

A claimthat actor V participated in the chain MUST fail unless a
valid step proof for V can be produced and verified against the
corresponding prior conmtnment state and acti .

If an actor is omtted froma later visible chain, that omtted actor
MAY prove prior participation by presenting:

an earlier token showing the prior chain state; and
* the corresponding comtnment state and verifiable step proof, or
an i nmut abl e Aut hori zati on Server exchange record.

A denial of participation by actor X MUST fail if a valid step proof
for X is available and verifies.

6. Security Result

This profile preserves visible chain-based authorization while nmaking
tanmpering materially easier to detect, prove, and audit.

Verified Subset Disclosure Profile
1. Profile ldentifier

The profile identifier string for this profile is verified-subset.
It is used as the actor_chain_profile token request paraneter val ue
and as the actp token clai mval ue.

2. (Objective

This profile is the visible subset-disclosure verified case. The

i ssui ng Aut horization Server MAY disclose only a recipient-specific
ordered subset of the verified actor-visible chain, while the current
actor signs the exact actor-visible chain that it was allowed to
verify and extend for the hop. This preserves stronger continuity
and later verifiability without requiring full inline disclosure at
every hop.

3. Security Model

Boot st rap, Conmon Token Exchange, and Common Ret ur ned- Token

Val idation foll ow the Conmon Processing for the Verified Branch
section. This profile inherits all requirenents of that conmmon
verified processing.
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When this profile discloses act, the visible chain seen by a
reci pi ent, obtained from VisibleChain(act), MJST be an ordered
subsequence of the verified actor-visible chain for that hop

Step proofs and actc val ues MUST be conputed over the exact actor-
vi sible chain for the hop, not over a hidden canonical full chain
that the current actor was not permitted to see.

A recipient MIST treat undi scl osed prior actors as unavail able and
MUST NOT infer adjacency, absence, exact chain | ength, or hidden
prefixes fromthe discl osed subset al one.

The Authorization Server MAY retain authoritative workflow chain
state richer than the disclosed subset for audit, forensics, |ega
review, and branch reconstruction. In this base JW/JW bi ndi ng,
however, the returned token is visible to the current actor and to
the next recipient, so the returned visible act MJST be acceptabl e
for both. Accordingly, a later privileged recipient can |learn nore
than an earlier internediary only at a hop where every hol der of the
returned token is permitted to | earn that broader disclosure, or by
using a future recipient-protected disclosure nechanismoutside this
base specification.

4. Profile-Specific Hop Construction and Validation

For a current actor N, let chain_in be the exact disclosed inbound
visible chain that N verified fromthe inbound token, or the enpty
chain if the inbound token disclosed no act. If chain_in is non-
enpty and N establishes a presenting actor for the inbound hop under
local policy, N MJUST verify that its last actor is that sane
presenting actor.

The exact verified actor-visible chain for the hop is:

{::nomar kdown} <sourcecode type="text"> visible hop N = chain_in +
[N] </sourcecode> {:/nomar kdown}

The current actor N MJST append only itself and MJUST NOT insert,
del ete, or reorder prior actors within chain_in.

The Authorization Server MJST verify that the subnmitted visible chain
equal s the exact inbound disclosed chain previously verified by N,
with N appended. An omitted inbound act corresponds to the enpty
chai n_in val ue.
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Any visible act disclosed to the next recipient in this base binding
MUST be derived fromthe exact verified actor-visible chain for that
hop and MJST be an ordered subsequence of it. The singleton [N is
the actor-only disclosure shape, and oni ssion of act is also
permitted under this profile.

When validating a returned token, the current actor N MJST
additionally verify, if the returned token discloses act, that the
di scl osed chain, obtained from VisibleChain(act), is an ordered
subsequence of the exact verified actor-visible chain that N signed
for that hop.

A recipient MAY use the verified disclosed visible chain for

aut hori zati on deci sions, but MJST use only the disclosed subset and
MJST treat undisclosed prior actors as unavailable. |f the token
omts act, or discloses act without the current actor, this
specification provides no inline current-actor disclosure for that
hop. Any additional authorization inputs are determ ned by |oca
policy and are outside the scope of this specification

5. Attack Handling

Different recipients MAY receive different valid disclosed subsets
derived fromthe same verified actor-visible chain according to | oca
di sclosure policy. That alone does not constitute an integrity
failure.

A malicious or conprom sed Authorization Server could still attenpt
to issue a disclosed subset inconsistent with the verified actor-
vi sible chain. Such an inconsistency MJST fail if the retained step

proof for that hop or an imrmutable Authorization Server exchange
record is later checked.

An actor omitted froma disclosed chain MAY still prove prior
participation by presenting the correspondi ng step proof or imutable
Aut hori zation Server exchange record for the verified actor-visible
chain for the relevant hop

VWhen this profile omts act, or discloses only a narrow subset, |ater
reconstruction of the full accepted chain fromstep proofs alone is
not guaranteed. Such reconstruction can require retained

Aut hori zati on Server records or other authoritative workfl ow
evidence. In those cases, the current actor’s signature provides
non-repudi ati on only over the exact actor-visible chain for that hop
and the linked prior comm tnent digest, not over hidden prefix
semantics that the actor was not permtted to verify.
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6. Security Result

This profile preserves Authorization-Server-validated continuity,
cunmul ative comm tnent state, and recipient-specific limted visible
aut hori zati on while avoi di ng disclosure of hidden prior actors beyond
the subset visible in the returned ordinary token

Verified Actor-Only Disclosure Profile
1. Profile ldentifier

The profile identifier string for this profile is verified-actor-
only. It is used as the actor_chain_profile token request paraneter
val ue and as the actp token cl ai mval ue.

2. (Objective

This profile inherits the comon verified processing and keeps the
actor-signed step proof and cunul ative actc continuity state, while
restricting ordinary tokens to the singleton outernost current actor
only. It is intended for end-to-end execution pipelines in which
each hop authorizes only on the i mredi ate upstream actor even though
the Authorization Server retains richer authoritative workflow state
for later forensics, legal audit, or branch reconstruction

3. Security Model

Except as nodified below, all requirenments of the conmon verified
processi ng section apply.

The current actor signs the exact verified actor-visible chain for
the hop, but the ordinary token returned for the next hop MJST
disclose only the current actor. Recipients therefore authorize only
on the visible current actor plus local policy, while actc and
retained step proofs preserve stronger continuity evidence for |ater
revi ew.

4. Profile-Specific Hop Construction and Validation

For each hop under this profile, the current actor MJST construct the
profil e-defined verified actor-visible chain as the exact inbound

di scl osed visible chain that the actor verified, with that actor
appended. The step proof MJST carry that exact actor-visible chain
inits act nenber.

Where Verified Subset Disclosure permts any ordered subsequence of
the verified actor-visible chain to appear in the returned ordinary
token, this profile instead requires the issuing Authorization Server
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to return a visible act containing exactly one Actor Chai nNode
identifying the actor represented by the returned token. The
returned token MJST still carry the updated cunul ative actc state.

Upon receipt of the returned token, the current actor MJST verify
that the returned visible act consists only of the current actor and
that the returned actc matches the accepted successor state for the
verified hop.

Upon recei pt of the token, the next recipient MIST performrecipient
val idation and authorize only on the visible current actor and | oca
policy. |If the recipient establishes a presenting actor for the

i nbound t oken under |ocal policy, it MJST also confirmthat the

vi sible current actor matches that sane presenting actor.

5. Attack Handling

If a returned ordinary token under this profile discloses any prior
actor inline, the current actor MIST reject it. |If a recipient under
this profile attenpts to infer hidden prior actors from om ssion
identifier structure, or actc alone, that behavior is out of profile
and MUST NOT be treated as a conform ng authorization decision

6. Security Result

Under the non-collusion assunption and when step proofs and actc are
retained as required by local policy, silent alteration of the
current actor in ordinary tokens is prevented and stronger continuity
evi dence remains available for later forensic or legal review, while
inline disclosure remains restricted to the current actor only.

Speci al Preserve- State Exchanges
These sections define the two token-exchange cases that preserve
previously accepted chain state rather than appending a new actor
They are easiest to read after the ordinary profile flows.
A token- exchange request under this specification MUST NOT set both
actor_chai n_cross_donmi n=true and actor_chain_refresh=true. The
Aut hori zation Server MJUST reject any request that sets both.
1. Cross-Donmain Re-lssuance
1.1. Request Format
If the next hop does not trust the current Authorization Server

directly, the current actor MJST perform a second token exchange at
the next donmain’s Authorization Server
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A cross-domai n re-issuance request MJST incl ude:

* grant_type=urn:ietf:parans:oauth:grant-type:token-exchange;

* actor_chai n_cross_domai n=true;

* actor_chain_profile set to the active profile identifier carried
by the inbound token;

* the current inbound actor-chain token as the RFC 8693
subj ect _t oken;

* subject_token_type=urn:ietf:parans: oaut h:token-type: access_t oken;
and

* any requested QAuth targeting paraneters (audience, resource, or
both) for the local target context to be mnted by the re-issuing
Aut hori zation Server.

The re-issuing Authorization Server MJST ensure that any locally

m nted target context is semantically equivalent to, or narrower
than, the target context authorized by the inbound token according to
| ocal trust policy and audi ence mapping rules. \When the earlier

chai n- ext endi ng hop bound a target_context richer than plain aud, the
re-issuing Authorization Server MJST eval uate that equival ence or
narrow ng agai nst the exact retained or otherw se recoverable prior
target _context, not against aud alone. It MJST NOT issue a |loca

t oken whose target context is broader than, or semantically unrel ated
to, the target context authorized by the inbound token

A cross-domai n re-issuance request MJST NOT append the chain and MJUST
NOT submit actor_chain_step_proof, because this exchange preserves
rat her than extends the accepted chain state. The
actor_chain_cross_domain paraneter is the explicit wire signal that
the request is for preservation and |ocal re-issuance rather than
ordi nary sane-domai n chai n extension

1.2. Preservation Rul es
The cross-domai n Authorization Server MJST

* validate the inbound token signature and issuer trust according to
| ocal policy;

validate the selected actor-chain profile;

val i date the preserved visible-chain structure;

preserve actp;

preserve acti;

preserve actc, if present, exactly as verified,;

continue to represent the same current actor; and

NOT append the next recipient.

E I

Vi sible act handling during cross-domain re-issuance is profile-
speci fic:
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* for the Full Disclosure profiles and the Actor-Only profiles, the
re-issuing Authorization Server MJST preserve the visible act
exactly, except that if an inbound visible node omtted iss, the
re-issuing Authorization Server MAY naterialize that iss
explicitly only to preserve the sane ActorlD semanti cs;

* for the Subset Disclosure profiles, if the inbound token discloses
act, the re-issuing Authorization Server MAY preserve that visible
act exactly, disclose any ordered subsequence of that inbound
visible chain, or omt act entirely according to local policy; it
MUST NOT introduce any actor not present in the inbound visible
chain, reorder actors, or use hidden retained state to broaden
di scl osure; when a returned visible node would otherwi se rely on
i nherited issuer context, the re-issuing Authorization Server MAY
materialize the corresponding iss explicitly only to preserve the
same Actorl D semantics; and

* if the inbound token onmits act, the re-issuing Authorization
Server MUST NOT synthesize a visible act from hi dden retained
st ate.

18.1.3. Subject Handling

For top-level sub, the re-issuing Authorization Server SHOULD
preserve the exact inbound value when doing so preserves the sane
under | yi ng subject semantics and does not broaden disclosure. |f
exact preservati on woul d change subject semantics under the new

i ssuer nanmespace or woul d di scl ose nore than the inbound token

di scl osed, the re-issuing Authorization Server MAY translate sub into
a local alias that denotes the same underlying subject and MJST
retain an audit binding between the old and new subj ect
representations. |If the re-issuing Authorization Server cannot
establ i sh sanme-subject semantic continuity w thout broader
disclosure, it MJST reject the request. Once such a local alias is
accepted in cross-domain re-issuance, that returned sub val ue becones
the preserved workfl ow subject representation for |ater sane-domain
validation within the new i ssuer domai n.

Thi s specification cryptographically binds sane-domai n workfl ow

subj ect continuity through verified step proofs. It does not

crypt ographi cally bind cross-domain sub alias continuity in preserved
actc; cross-domain subject alias continuity therefore remains a
matter of Authorization-Server policy and retained audit evidence in
this version.
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Future compani on specifications MAY define privacy-preserving

Aut hori zation Server-to-Authorization Server transfer of additiona

hi dden workfl ow state. Such mechani sns are outside this base
specification. This docunment’s cross- dommin rules preserve only the
visible state all owed by policy together with any preserved actc
state defined here.

1.4. ActorlD Namespace Handl i ng

Each visible act entry uses ActorlD semantics over (iss, sub). If an
i nbound act node omtted iss, the re-issuing Authorization Server
MUST preserve the sanme ActorlD semantics by emtting an explicit iss
equal to the inbound token's issuer together with the sane actor sub,
rather than relying on the new | ocal token issuer as an inplicit
nanespace. Internal canonicalization for proof, conparison, and

or der ed- subsequence evaluation in this docunent therefore always uses
fully materialized ActorlD pairs

The cross-domain Authorization Server MAY mint a new local jti, apply
a new | ocal expiry, change token format or envel ope, and add | oca
trust or policy clainms. |f cross-donmain re-issuance narrows or
locally rewites the target context, retained step proofs and
preserved actc continue to reflect the target context that was bound
during the original chain-extending hop, not the narrower or
rewitten token audience issued by the re-issuing Authorization
Server.

A recipient or current actor in the new domain that trusts the re-

i ssuing Authorization Server MAY rely on that enclosing token
signature as attestation that any preserved foreign actc was
val i dated and carried forward unchanged. Such a recipient need not

i ndependently validate a foreign Authorization Server’s JW5 signature
on the preserved actc unless local policy or audit requires it.

1.5. Returned-Token Validation

When validating a token returned by cross-donain re-i ssuance, the
current actor does not reconpute a new comrmitnent object froma new
step proof. Instead, it MJST verify the token signature and MJUST
verify that preserved chain-state fields, including actp, acti, and
actc, preserve the sane accepted chain state as the i nbound token
except where this specification explicitly pernits cross-donain re-

i ssuance changes such as | ocal sub aliasing under the semantic-
equi val ence rule, local jti, local exp, token format or envel ope,
approved |l ocal trust and policy claims, or explicit iss
materialization in act solely to preserve the sanme ActorlD semantics
when an i nbound node had omitted iss. For Full Disclosure and Actor-
Only profiles, any returned visible act MUST preserve the inbound
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vi sible act exactly except for such permitted iss nmaterialization

For Subset Disclosure profiles, any returned visible act, if present,
MJST be an ordered subsequence of the inbound visible chain and MJST
NOT i ntroduce any actor not visible in the inbound token

2. Refresh- Exchange

A current actor MAY use token exchange to refresh a short-Ilived
transport token wi thout appending the actor chain or regenerating a
step proof.

2.1. Request Format
A Refresh- Exchange request MJST i ncl ude:

* grant _type=urn:ietf:parans: oauth: grant-type:token-exchange;

* actor_chain_refresh=true;

* actor_chain_profile set to the active profile identifier carried
by the inbound token;

* the current inbound actor-chain token as the RFC 8693
subj ect _t oken;

* subj ect _token_type=urn:ietf:parans: oaut h:token-type: access_t oken;

* the sane authenticated current actor that is continuing that
accepted chain state; and

* any requested QAuth targeting paraneters (audi ence, resource, or
both). |If omtted, the requested target context is the same as
the i nbound token's target context as represented by aud and any
locally retained target-sel ection context associated with that
accepted token state.

A Refresh- Exchange request MJST NOT incl ude actor_chai n_step_proof,
because Refresh-Exchange preserves rather than extends the accepted
chain state.

A Refresh- Exchange request MJST NOT broaden the active profile,
represented actor identity, visible chain state visible to the
current actor, conmitnent state, or target context. The requested
target context MJST be identical to, or a locally authorized
narrowi ng of, the target context already represented by the inbound
token and any associ ated retained target-selection state according to
| ocal policy. Such narrowi ng MIST preserve the sane recipient
identity; it MJST NOT retarget the token to an audi ence or resource
server not already present in the inbound token's canonica

target _cont ext.
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2.2. Processing Rules
VWhen processi ng Refresh- Exchange, the Authorization Server MJST:

* validate the inbound token and the identity of the current actor;
* wverify that the requested profile identifier exactly matches the
i nbound t oken’s actp;
verify intended-recipient semantics as applicable;
verify that the request does not append the chain, alter preserved
chain state, broaden target context, or change recipient identity;
and
* issue a replacenent token with a new jti and refreshed exp

For Refresh- Exchange, the Authorization Server MJST preserve acti,
actp, sub, act, if present, and actc, if present, exactly as verified
for the current actor. A new step proof MJST NOT be required, and a
new comm t nent obj ect MJUST NOT be created. |f Refresh-Exchange
narrows the target context, retained step proofs and preserved actc
continue to reflect the target context that was bound during the
ori gi nal chai n-extendi ng hop, not the narrower refreshed target

cont ext .

Thi s specification does not define or require any particul ar token-
bi ndi ng, presenter-binding, or key-transition nechani smfor Refresh-
Exchange. [If a deploynment changes such transport or authentication
properties during refresh, that handling is governed by |ocal policy
and any conpani on specifications rather than by this docunent.

Hi storical step proofs remain bound to the keys used when those
proofs were created and MJST be verified agai nst those historica

bi ndi ngs, not against later |ocal authentication material

A recipient or coordinating conmponent MJST treat a token obtained by
Ref r esh- Exchange as representing the sane accepted chain state as the
i nbound token fromwhich it was refreshed. If local policy records a
presenter-binding or key-transition event, later verifiers rely on
those local records or other retained evidence for that event itself.

2.3. Ret ur ned- Token Val i dati on

When validating a token returned by Refresh-Exchange, the current
actor does not reconpute a new commtnent object froma new step
proof. Instead, it MJST verify the token signature and MJST verify
that preserved chain-state fields, including actp, acti, sub, act,
and actc, are unchanged fromthe i nbound token except where this
specification explicitly permts refresh- specific changes such as
jti, exp, or locally nanaged transport netadata.
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19. Optional Receiver Acknow edgnent Extension

A recipient MAY produce a receiver acknow edgnent artifact, called
hop_ack, for an inbound actor-chain token. This OPTI ONAL extension
does not alter chain progression senantics.

A valid hop_ack proves that the recipient accepted responsibility for
the identified hop, bound to the actor-chain identifier, the
identified inbound hop state, recipient, target context, and the
acknow edged i nbound token instance via inbound jti. For verified
profiles, the stronger workflow | evel correlation anchors are acti
together with the i nbound comm tnent digest for that hop; inbound_jti
remai ns the token-instance trace field. |If the depl oynent
establishes a presenter ActorlD for the acknow edged hop under | oca
policy, hop_ack MAY additionally bind that presenter. For declared
profiles, the inbound hop state is the verified visible act fromthe
i nbound t oken when that profile disclosed act on the acknow edged
hop. For verified profiles, that inbound hop state is the verified

i nbound conmitment digest extracted fromthe inbound token's
actc.curr.

A recipient can issue a valid hop_ack only if it can either
determnistically derive or receive the exact canonica

target _context value for the acknow edged hop. When target context
extends beyond plain aud, the caller or a coordinating conmponent MJST
comruni cate that exact canonical JSON value to the recipient by an
integrity-protected application mechani sm before expecting a matching
hop_ack.

A hop_ack is ordinarily returned to the presenting actor or to a
coordi nati ng component acting for that hop. It MAY later be
archived, forwarded, or nade available to an audit service or other
aut hori zed di spute-resol uti on conponent under |ocal policy.

hop_ack MJST NOT by itself append the recipient to the actor chain.

A recipient MJUST NOT enmit hop_ack with status accepted until it has
ei t her:

conpl eted the requested operation; or
* durably recorded sufficient state to recover, retry, or otherw se
honor the accepted request according to local reliability policy.

A depl oynent MAY require hop_ack for sel ected hops, including

term nal hops. Wen hop_ack is required by policy, the calling actor
and any coordi nati ng conponent MJST treat that hop as not accepted
unl ess a valid hop_ack is received and verifi ed.
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Depl oynments that rely on hop_ack for later audit or dispute

resol uti on SHOULD ensure that the caller side and the recipient side
each retain the artifact, or records sufficient to validate and
contextualize it, for the applicable audit period. For exanple, a
downstream agent night bill the presenting agent only for work that
it accepted. In that case, the recipient-signed hop_ack hel ps both
sides | ater prove exactly which hop, target context, and accepted

i nbound artifact are in scope.

hop_ack does not by itself prove successful conpletion or correctness
of the requested operation

Reci pients are not required to issue hop_ack for rejected, malforned,
abusi ve, unauthorized, or rate-limted requests. Absence of hop_ack
is sufficient to prevent proof of acceptance.

When a depl oynent needs hop_ack to acknow edge nultiple distinct
operations perforned under the same inbound token and the sane
nonmi nal target, it MJST include a request-unique request_id inside
target _context.

The acknow edgnent payl oad MUST include at |east:

* ctx = actor-chain-hop-ack-vl

* acti;

* actp;

* jti, a unique identifier for the hop_ack JW itself;

* inbound jti, copied fromthe acknow edged i nbound token;

* OPTIONAL presenter, the presenting actor’s Actorl D when
establ i shed under local policy for that hop;

* recipient, the acknow edging recipient’s Actorl D

*

target _context;

iat, a JW NumericDate recordi ng when the acknow edgnment was

i ssued;

* exp, a short-lived JWI NunericDate;

* for declared profiles, OPTIONAL i nbound visible act when that
profil e disclosed act on the acknow edged hop;

* for verified profiles, inbound _comm tnent, the verified i nbound
comm tnent digest copied directly fromthe inbound token’s
actc.curr; and

* ack, whose val ue MJST be accept ed.

A hop_ack MJST be signed by the recipient using JW.
1. Receiver Acknow edgnent Validation

A caller or coordinating conponent that receives hop_ack and relies
on it for acceptance processing MJST verify at |east:
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* the JW5 signature using the recipient identity and keying materi al
expected by local trust policy;

* the JW5 protected header contains typ=act-hop-ack+ w;

* ctx=actor-chai n- hop-ack-v1;

* acti equals the actor-chain identifier of the inbound token for
whi ch acknow edgment is being eval uat ed;
actp equals the active profile of that inbound token;
jti is unique for the acknow edgment artifact under |ocal replay
policy;

* inbound jti equals the jti of the inbound token that was actually
sent to the recipient;

* if presenter is present, it equals the presenting actor
establ i shed under local policy for the acknow edged hop;

* recipient equals the recipient fromwhich acknow edgnent is
expect ed;

* target_context equals the exact canonical target context that was
requested, communi cated, or deterministically derived for the
acknow edged hop;
iat is present and acceptabl e under |ocal clock policy;
exp has not expired;
for declared profiles, if act is present, the carried act equals
the i nbound visible act for the acknow edged hop and MUST NOT
di scl ose nore than that acknow edged hop di scl osed;

* for verified profiles, inbound conmmitnent equals the verified
i nbound conmi tment di gest copied fromthe i nbound token’s
actc.curr; and

* the ack nenber is present and its val ue equal s accepted.

When t he i nbound token bei ng acknow edged was obtai ned by cross-
domai n re-issuance or Refresh-Exchange, the target context conpared
here is the exact canonical value for that acknow edged presentation
Any preserved step proofs and actc from an earlier chain-extending
hop continue to reflect the target context of that earlier hop, not a
|later locally rewitten audi ence, unless those values are identical

Common Security and Enforcenent Requirenents

This section collects enforcement requirements that all profiles rely
on but that need not be read before the main profile flows.

I npl enentations still MJST satisfy these requirenents even when they
are consulted later in a first reading pass.
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1. Actor Authentication and Presenter Binding

Thi s specification does not define or require any particul ar actor-
aut henti cation, presenter-binding, or token-binding mechani sm

Aut hori zation Servers and recipients MAY establish current-actor or
presenting-actor identity using any locally trusted nethod.
Reci pi ent authori zation policy based on such inputs is outside the
scope of this specification

2. Actor and Recipient Proof Keys

For verified profiles and for hop_ack, any signhature used as a
profil e-defined proof MJST be generated with an asymretric key whose
verification material is trusted under local policy for the actor or
recipient identity represented in that artifact.

For a verified profile step proof, the ActorlD represented in the
proof and the key used to sign the proof MJUST be bound to the sane
actor identity under local trust policy. The Authorization Server
MUST verify the proof using trusted verification material for that
actor identity before accepting the proof.

For hop_ack, the recipient ActorlD and the key used to sign the
acknow edgnment MJST | i kewi se be bound to the same recipient identity
under local trust policy. |If presenter is included in a hop_ack,
that val ue MJUST be established under local policy and MJUST NOT expand
di scl osure beyond the sel ected profile.

Shared client secrets MJUST NOT be the sole basis for independently
verifiable step proofs or receiver acknow edgnents.

Depl oyments that rely on later verification of archived step proofs
or acknow edgnments MUST retain, or be able to recover, the
verification material and identity-binding records needed to validate
those signatures during the applicable audit period. Deploynents
that claimverified-profile auditability beyond Authorization-Server-
only trust SHOULD al so retain, or be able to recover, the exact
compact JWS step-proof artifacts and their associ ated workfl ow
context for the applicable audit period, because comm tnment digests
al one do not prove which actor signed which hop
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3. Intended Recipient Validation

When a current actor submits an inbound token as a subject_token in

t oken exchange, the accepting Authorization Server MJST nornally
verify that the authenticated current actor was an intended recipient
of that inbound token according to | ocal audience, resource, or

equi val ent validation rules. For actor_chain_refresh=true and

act or _chain_cross_domai n=true, this intended- recipient check does
not apply, because the current actor is legitimtely redeemng a
token it holds as the presenter in order to refresh or preserve
previously established chain state.

Possessi on of an i nbound token alone is insufficient.
4. Replay and Freshness

Reci pi ents and Authori zation Servers MJST enforce replay and
freshness checks on inbound tokens according to |ocal policy.

For profiles that use actor-signed step proofs, the accepting
Aut hori zation Server

*  MJST detect replay of a previously accepted step proof within its
repl ay-retenti on wi ndow,

* MUIST treat an exact replay of a previously accepted conpact-JW5
step proof for the same authenticated actor and sane prior state
as an idenpotent retry, not as a distinct successor;

* MJST, for such an idenpotent retry, return the previously accepted
successor state, or an equival ent token representing that sane
accepted successor state, while any required retry record is
retai ned; and

* SHOULD, during that retry-retention wi ndow, retain the exact
previously issued response or otherw se ensure that a retried
response carries the same accepted chain state, because
reconputing with probabilistic signatures can change wre bytes
even when the decoded accepted state is equival ent; and

* MIST reject a different attenpted successor for the same (acti,
prior_state, target_context) tuple unless local policy explicitly
aut hori zes repl acenent or supersession; this base specification
does not standardi ze how nultiple accepted successors that share
earlier history are correlated or |later nerged. Deploynents that
expect multiple distinct sane-target successors SHOULD di stingui sh
them by including a unique request_id in target_context.
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Aut hori zati on Server Metadata

Actor-chain capability discovery uses QAuth 2.0 Authorization Server
Met adata {{! RFC8414}}. This specification does not define a new

di scovery endpoint. Cients retrieve Authorization Server netadata
fromthe RFC 8414 wel |l - known netadata endpoint derived fromthe

i ssuer, verify that the returned i ssuer matches the configured

i ssuer, and then process the actor-chain-specific metadata val ues
defined bel ow.

An Aut hori zation Server supporting this specification SHOULD publish
met adat a describing its supported actor-chain capabilities.

Thi s specification defines the follow ng Authorization Server
met adat a val ues

* actor_chai n_bootstrap_endpoint: URL of the Authorization Server
endpoint used to nint verified profile bootstrap context for
initial actors;

* actor_chain_profiles_supported: array of supported actor-chain
profile identifiers. Each value MJST be the exact identifier
string used both as the actor_chain_profile token request
paraneter value and as the actp token cl ai mval ue;

* actor_chain_conmitnment _hashes_supported: array of supported
conmi tnment hash algorithmidentifiers;

* actor_chain_receiver_ack_supported: bool ean indicating whether the
Aut hori zation Server supports processing and policy for hop_ack;

* actor_chain_refresh_supported: bool ean indicating whether the
Aut hori zation Server supports Refresh-Exchange processi ng under
this specification; and

* actor_chai n_cross_domai n_supported: bool ean indicating whether the
Aut hori zation Server supports cross-domain re-issuance processing
under this specification

Client behavior is:

1. obtain or configure the Authorization Server issuer;

2. fetch RFC 8414 nmetadata fromthe correspondi ng wel | - known
endpoi nt ;

3. wverify the returned issuer exactly matches the configured issuer;

4. check actor_chain_profiles _supported and any ot her needed actor-
chain capability fields; and

5. fail closed if the required profile or capability is absent,
unl ess local policy explicitly allows fallback to plain RFC 8693
behavi or.

If omtted, clients MJUST NOT assunme support for any actor-chain
profil e beyond out-of -band agreenent.
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Error Handling

Token exchange errors in this specification build on QAuth 2.0 and
QAuth 2.0 Token Exchange.

An Aut hori zation Server processing a token exchange request applies
the foll owi ng mappi ng:

+
| QAuth error |
| code |
invalid_request | Malformed or missing profile-defined |
| parameters, malformed bootstrap context, |
| mal formed Actorl D val ues, nalformnmed |
| comm tnent objects, unsupported profile |
| bindings, both actor_chain_cross_domai n=true
| and actor_chain_refresh=true, or |
| structurally malforned inline act |

invalid_target | The requested audi ence, canonical target |
| context, or recipient is not pernmitted or |
| not supported, or a Refresh-Exchange |
| attenpts to retarget to a different |
| recipient |

i nval i d_grant | The subject_token fails validation, the |
| intended-recipient check fails, continuity |
| fails at token exchange, replay or freshness

| checks fail, actor_chai n_step_proof |
| verification fails, bootstrap-context reuse

| that is neither an idempotent retry nor an |
| authorized distinct initial successor is |
| detected, required inline act disclosure is |
| absent, profile-disclosure rules fail, or |
| the submitted prior state is inconsistent |
| with the clainmed profile state |

Table 3

Reci pi ents and Aut hori zation Servers MJST return protocol-appropriate
error signals for authentication, authorization, profile-validation,
and continuity failures. Wen the selected profile requires inline
act disclosure for an artifact, omi ssion of act, or presence of an
act value that fails that profile’ s disclosure rules, MJST be treated
as a profile-validation failure.
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In HTTP depl oynments, this typically maps to 400-series status codes
and QAut h-appropriate error values. |In non-HITP depl oynents,
functionally equival ent protocol-native error signaling MIJST be used.

Error responses and | ogs MJUST NOT di scl ose undi scl osed prior actors,
full step proofs, canonical proof inputs, or other sensitive proof
mat eri al unless the deploynent explicitly requires such disclosure
for diagnostics.

Part Il. Security, Privacy, Deploynent, and Rational e
Motivati ng Real -World Exanpl es

1. Full Disclosure: Emergency Production Change in Critica
Infrastructure

A safety-critical production environnment requires a hotfix during an
incident. The workflow is:

on-cal |l engi neer;

i nci dent commander;
security approver;

depl oynent service; and
runtime control plane.

* ok X X *
mooOw?>
M non

Every downstream hop nust see the conplete visible approval path
before allow ng the change to proceed. The depl oynent service and
runtime control plane both need to verify inline that the on-cal
engineer initiated the action, the incident conmander approved it,
and the security approver signed off. This is the nmotivating case
for the Full Disclosure profiles: every hop needs the same ful
visible lineage for normal online authorization

2. Subset Disclosure: Regul ated MRA Revi ew

A large acquisition review passes through nultiple highly sensitive
busi ness functions. The workflow is:

mar ket -intel |l i gence team
product -strategy review,
internal |egal review,
antitrust counsel; and
Chi ef Executive Oficer.

* Ok X X
mooOw?>
T TR TR

Internediate actors are intentionally conpartmentalized and may be
forbi dden fromlearning who else contributed to the decision. The
CEOQ, however, may need a richer disclosed chain before approving the
transaction. This is the notivating case for the Subset Disclosure
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profiles: the Authorization Server retains authoritative workfl ow
state and di scloses to each recipient only the portion of the chain
that recipient is allowed to |earn

3. Actor-Only Disclosure: Bank Wre-Paynent Processing Pipeline

A bank processes high-value wire payments through a sequence of
narrow y scoped control services. The workflow is:

paynent-initiation service;
sancti ons-screeni ng service;
fraud-scoring service;

treasury and limt-check service;
paynent -r el ease service; and

SW FT or bank-connector service.

TMoOO®>
TR TN TR T

E R

Each stage authorizes only on the i medi ately preceding actor for
that hop. The sanctions service needs to know only that the paynent-
initiation service invoked it; the fraud service needs to know only
that sanctions invoked it; and so on. Revealing the entire upstream
pi peline to every stage adds no value to the | ocal authorization
deci si on and unnecessarily exposes internal control topology. This
is the notivating case for the Actor-Only profiles: every hop sees
only the current actor inline, while richer workflow state may stil
be retained by the Authorization Server for forensic review, |ega
audit, or incident review

Security Considerations

A fuller threat discussion appears in Appendix |I. This section keeps
only the security considerations that directly affect interoperable
processing or likely inplenentation choices.

1. Actor Authentication and Presenter Binding Are Depl oynent -
Specific

Thi s specification assumes that Authorization Servers can determn ne
the current actor for an exchange and that recipients MAY establish
the presenting actor for a hop under |ocal policy when needed. The
mechani sns that provide those inputs are intentionally outside the
scope of this specification

2. Canonicalization Errors Break Interoperability and Proof Validity

Any anbiguity in canonical serialization, actor identity
representation, target representation, or proof payload encodi ng can
cause false verification failures or inconsistent conmtnment val ues
across i npl enentations.
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3. Readabl e Chain Does Not Prevent Payl oad Abuse

A valid visible act does not inply that the application-|ayer request
content is safe, correct, or policy-conformant. Recipients MJST
apply | ocal payl oad validation and authori zation

4. Verified Profiles Depend on Proof Retention

The evidentiary benefits of the verified profiles depend on retention
or recoverability of step proofs, exchange records, and rel evant
verification material. Wthout such retention, the profiles stil
provi de structured commitnent state, but post hoc provability and
non-repudi ati on are materially weakened.

Aut hori zation Servers supporting verified profiles SHOULD retain
proof state, exchange records, authoritative workfl ow chain state,
and the historical verification material needed for |ater
verification for at least the maximumvalidity period of the |ongest-
lived rel evant token plus a depl oyment-configured audit w ndow.
Retenti on policies SHOULD al so account for later verification during
or after key rotation

5. Subset-Disclosure Profiles Reveal Only a Verified Subset

Reci pi ents using the subset-disclosure profiles can authorize based
only on the disclosed visible chain subset that they verify. They
MUST treat undisclosed prior actors as unavail able and MJST NOT i nfer
adj acency, absence, or exact chain length fromthe discl osed subset
al one.

In this base JWI/JW5 binding, the returned ordinary token is visible
to the current actor and to the next recipient. Therefore, a
returned subset-di scl osure token cannot safely reveal an actor
identity that the current actor is not pernitted to learn. A future
reci pi ent-protected di scl osure mechani sm MAY relax that limtation,
but it is outside this base specification

A singleton visible chain containing only the current actor is a
val id subset-disclosure outcone. |In that case, downstream

aut horization is current- actor-only even though the underlying
profile remains one of the subset profiles unless actp explicitly
selects an actor-only profile.
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6. Cross-Domain Re-lssuance Must Preserve Chain State

A cross-domai n Aut horization Server that re-issues a |ocal token for
the next recipient MIST preserve the relevant visible chain state
unchanged. For sub, it MAY translate the representation only when it
preserves the same underlying subject semantics and does not broaden
di scl osure.

7. Branch Reconstruction Is an Audit Concern

This specification allows an Authorization Server to issue nultiple
successor tokens fromone prior accepted state, but it does not

st andardi ze nerge or sibling-discovery semantics across branches.
Reconstructing a branched call graph is therefore a forensic or

| egal -audit concern rather than a normal online authorization

requi renent.

Ret ai ned Aut horization Server records, tinestanps, conmtnent state,
and causal |inks anong presenting actors, current actors, and
subsequent actors can often reveal nuch of the effective call graph
but this base specification al one does not guarantee a conplete

st andardi zed graph across all branches.

Thi s specification does not standardi ze per-actor causal tinestanps
i nside nested act. Deploynments that need branch and tine
reconstruction SHOULD rely on retai ned Authorization Server records,
ordi nary token or proof tinmestanps, conmitnent state, and parent-
child causal |inkage across accepted successor tokens rather than
enbeddi ng chronology fields in visible act entries.

8. Intended Recipient Checks Reduce Confused-Deputy Ri sk

Accepting Authorization Servers MIST ensure that the authenticated
current actor was an intended recipient of the inbound subject token
This reduces a class of deputy and repurposing attacks, though it
does not elimnate all confused-deputy scenari os.

9. Chain Depth
Aut hori zation Servers SHOULD enforce a configurabl e maxi mum chain

depth. A RECOVMENDED default is 10 entries. Relying Parties MAY
enforce stricter limts.
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10. Key Managenent

Actors SHOULD use short-lived keys and/or hardware-protected keys.
Depl oynents that require long-termauditability MJST retain, or make
durably discoverable, the historical verification material needed to
val i date archived step proofs and recei ver acknow edgnents after key
rotation.

Privacy Consi derations

Thi s section keeps the privacy requirenments that affect protoco
behavior. Additional trust-boundary and operational notes appear in
Appendi x J.

Readabl e-chain profiles disclose prior actors to downstream
reci pients. Deploynents that do not require full visible prior-actor
aut hori zati on SHOULD consi der one of the subset-disclosure profiles.

The stable actor-chain identifier acti correlates all accepted hops
wi thin one workflow i nstance. Accordingly, acti MJST be opaque and
MUST NOT encode actor identity, profile selection, business
semantics, or target meaning.

Even in the privacy-preserving profiles, the Authorization Server
processi ng token exchange observes the authenticated current actor
and any retained chain-related state. Accordingly, these profiles
reduce ordinary-token disclosure but do not hide prior actors from
the issuing Authorization Server

Depl oynments concerned with minimzation SHOULD consi der

pai rwi se or pseudonynous actor identifiers;
wor kfl ow | ocal or pairwi se sub aliases;
* omission of auxiliary clainms unless receiving policy depends on
them and
* the subset-disclosure profiles when partial visible-chain
di sclosure is sufficient.

1. Subset Discl osure Extensions

Thi s specification defines subset-disclosure semantics for the

Decl ared Subset Disclosure profile and the Verified Subset Disclosure
profile. 1In both profiles, if act is disclosed, the recipient-
visible act is a profil e-defined ordered subsequence of the actor
chain for that hop, carried as an ordinary visible act claim
containing only the disclosed subset. A subset profile MAY also omt
act entirely.
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When a subset profile discloses act, that representation is the
i nteroperabl e base-wire format for the discl osed subset.

Depl oynents MAY additionally use an optional selective-disclosure or
reci pi ent-protected encodi ng techni que by agreenent, including

Sel ective Disclosure JWI (SD-JW) {{!RFC9901}}, a future COSE/ CBOR
compani on bi nding, or an encrypted envel ope, but only as an auxiliary
overlay. Such an overlay MJST NOT replace any required visible
subset act representation in the interoperable base-wire format; it
MAY only add an equi val ent presentation form whose discl osed val ue
mat ches the sane recipient-visible act and does not change any
required validation result.

Thi s specification defines the follow ng actor-chain-specific
constraints on such use:

* for the Declared Subset Disclosure profile, any disclosed visible
chain MUST be an ordered subsequence of the asserted chain state
for that hop

* for the Verified Subset Disclosure profile, any disclosed visible
chain MUST be an ordered subsequence of the verified actor-visible
chain for that hop

* if the selected profile uses step proofs or chain comitnents,
those artifacts remain bound to the verified hop progression, not
to a later disclosed subset;

* averifier MIUST treat undisclosed information as unavail abl e and
MJST require disclosure of any information needed for
aut hori zation; and

* an encoding used with a Full Disclosure profile MJIST reveal the
full readable chain required by that profile to the recipient
bef ore authori zati on.

Appendi x A, JWI Bi nding (Normative)
Thi s appendi x defines the JWI and JW5 wire representation for
profil e-defined Actorl D val ues, visible act structures, step proofs,
recei ver acknow edgnents, and commitment objects.
1. ActorlDin JW
An ActorlDis a JSON object with exactly two nenbers:

iss: a string containing the issuer identifier; and
* sub: a string containing the subject identifier.

The object MJIST be serialized using JCS {{! RFC8785}} whenever it is
included in profile-defined proof or commtnent inputs.

Prasad, et al. Expi res 28 Septenber 2026 [ Page 65]



Internet-Draft SPI CE- ACTOR- CHAI NS March 2026

27.

When actp is present, the visible act structure in a JW is an

Act or Chai nNode. Newly issued profil e-defined nodes MJST contain
explicit iss and sub, and MAY contain a nested act nmenber whose val ue
is the imediately prior visible ActorChai nNode. Validators MJST

al so be able to normalize a validated i nbound node that omits iss and
i nherits the enclosing issuer context.

2. Step Proof in JWI

The actor_chain_step_proof token request paraneter value MJST be a
conpact JWS string {{!RFC7515}}. The JWS protected header MJST
contain typ=act-step-proof+w. The JWS payl oad MJST be the UTF-8
encodi ng of a JCS-serialized JSON object.

For all profiles in the verified branch, the payl oad MJST cont ai n:

ctx;

acti;

prev;

sub;

target _context; and
act .

b N

When this payload is used as comitnent input through step_hash, the
step_proof _bytes value is the ASCI|I byte sequence of the exact
compact JWS serialization of the proof artifact.

The ctx nmenber val ue MUST equal the profil e-specific step-proof

domai n-separation string ds(profile) defined in Cormbn Processing for
the Verified Branch. The prev nmenber MJST be the base64url string
val ue of the prior conmtnment digest or bootstrap seed, copied
directly fromthe verified i nbound actc. curr or bootstrap response,
respectively. The sub nenber MJUST be the exact preserved workfl ow
sub string for the same-donmai n hop bei ng extended. The act nenber
MUST be an Act or Chai nNode structure and denotes the profil e-defined
verified actor-visible chain for the hop. For the Verified Subset

Di scl osure profile, the returned ordi nary-token act MAY di scl ose any
ordered subsequence of that verified chain that disclosure policy
permits, or MAY omt act entirely when that profile and | ocal policy
permt omission. For the Verified Actor-Only Disclosure profile, the
returned ordinary-token act MJST contain only the outernost current
actor. The target context nenmber MJST conformto the representation
defined in Target Context Requirenments.

The JWS al gorithm MJUST be an asymmetric algorithm The none
al gorithm MUST NOT be used. The JW5 verification key MJST be trusted
under local policy for the ActorlD represented in the proof.
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3. Receiver Acknow edgment in JW

A hop_ack, when used in a JW depl oynent, MJST be a conpact JWS
string {{! RFC7515}}. The JW5 protected header MJST contain typ=act-
hop-ack+jw. The JWS payl oad MJST be the UTF-8 encodi ng of a JCS-
serialized JSON object with at |east these nenbers

ctx;

acti;

act p;

jti;

i nbound_j ti;

i at;

exp;

t ar get _cont ext;

OPTI ONAL presenter

recipient;

for declared profiles, OPTIONAL act as permtted by the sel ected
profile’ s disclosure rules for the acknow edged i nbound hop;
for verified profiles, inbound_comm tnent; and

ack.

L T R T I I

* %

The ctx nmenber val ue MJUST equal actor-chai n-hop-ack-vl. The
reci pi ent nmenber MUST be an ActorlD object. |f presenter is present,
it MUST be an Actorl D object established under |ocal policy for that
hop. The ack menber MJST have the val ue accepted. The jti nenber
MUST uni quely identify the hop_ack JWI itself. The inbound_jti
menber MUST carry the jti value fromthe acknow edged i nbound token
The iat and exp nenbers MJST be JWI NunericDate val ues, and exp
SHOULD be short-1lived according to local policy. The target context
menmber MUST conformto the representation defined in Target Context
Requi rements. For declared profiles, the act nmenber, when present,
MJST carry the verified inbound visible act val ue and MJST NOT

di scl ose nore than the selected profile allowed on the acknow edged

i nbound hop. For verified profiles, the inbound _commtnment menber
MUST be copied directly fromthe verified i nbound connmi t nent di gest
extracted fromthe inbound token’s actc.curr. The JW5 signer MJST be
the recipient, and the verification key MJST be trusted under |oca
policy for that recipient ActorlD.

4. Commtnment object in JWF

The actc claimvalue MIST be a conpact JWS string {{!RFC7515}}. The
JWE protected header MUST contain typ=act-comitmnent+j w.

The JWS payl oad MJUST be the UTF-8 encoding of a JCS-serialized JSON
obj ect with exactly these nenbers:
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28.

ct x;

i ss;

acti;

act p;

hal g;

prev;

st ep_hash; and
curr.

EE I R

The neani ng of those nmenbers is defined in the main text. actc is a
conmitnent -l edger artifact, not an access token, and therefore does
not use access-token lifetine clains such as exp.

Appendi x B. Conpact End-to-End Exanples (Informative)
1. Exanple 1: Declared Full Disclosure in One Domain
Assume A, B, and C are governed by ASIL.

1. A requests a token for B under the Declared Full Disclosure
profile.

2. AS1 issues T_A with act=EncodeVi si bl eChai n([A]) and aud=B.

3. Acalls B and presents T_A

4 B validates T_A, verifies continuity, and exchanges T_A at AS1
for a token to C

5. AS1 authenticates B, verifies that B was an intended recipient of
the i nbound token, appends B, and issues T_B with
act =EncodeVi si bl eChai n([ A, B]) and aud=C.

6. B validates that the returned visible chain is exactly the prior
chai n plus B.

7. B presents T Bto C

8. Cvalidates the token and authorizes based on the visible chain
[A B].

2. Exanple 2: Declared Subset Disclosure

Assume A, B, and C use the Decl ared Subset Disclosure profile and
accept the issuing AS as the trust anchor for disclosure policy.

1. A requests a token for B under the Decl ared Subset Disclosure
profile.

2. AS1 issues T Awith a recipient-specific disclosed visible act
intended for B, or omts act entirely according to |local policy.

3. Acalls B and presents T_A.
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28.

28.

Pr asad,

3.

B validates the token and uses only the disclosed visible chain,
if any, for actor-chain authorization. |If act is omtted, this
specification provides no inline actor-chain input beyond what is
di scl osed; any additional authorization inputs cone fromloca
policy.

B exchanges T_A at AS1 for a token to C

AS1 appends B to the accepted workflow state for that hop,
applies disclosure policy for C, and issues T_B with a recipient-
specific disclosed visible act, or with no act, according to

| ocal policy.

B presents T Bto C

C validates the token and authorizes only on the disclosed
visible chain, if any. |If act is onitted or does not disclose B
this specification provides no inline current- actor disclosure
for that hop, and C treats undiscl osed actors as unavail abl e.

Exanmpl e 2b: Declared Actor-Only Discl osure

Assume A, B, and C use the Declared Actor-Only Disclosure profile.

1.

PwnN

©No O

4.

A requests a token for B under the Declared Actor-Only Disclosure
profile.

AS1 issues T_A with act=EncodeVi si bl eChai n([A]) and aud=B

A calls B and presents T_A

B validates that the visible act identifies only the current
actor A and authorizes only on that actor and | ocal policy.

B exchanges T_A at ASl1 for a token to C

AS1 issues T _B with act=EncodeVi si bl eChai n([B]) and aud=C

B presents T Bto C

C validates the token and authorizes only on the visible current
actor B and | ocal policy.

Exampl e 3: Verified Full Disclosure Across Two Domai ns

Assunme A and B are governed by AS1, while Cis governed by AS2

1.

A obtains bootstrap context from AS1, signs chain_sig_A and
receives T_A with act=EncodeVisi bl eChain([A]) and actc.
Acalls Bwith T_A

B validates T_A, constructs [A B], signs chain_sig B, and
exchanges T_A at ASl1 for a token to C

AS1 verifies chain_sig B subnmitted as actor_chain_step_ proof,
updates the comm tment, and issues T_B with

act =EncodeVi si bl eChai n([ A, B]) and aud=C

Because C does not trust AS1 directly, B perforns a second
exchange at AS2.
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28. 5.

AS2 preserves actp, acti, act=EncodeVisibleChain([A B]), and
actc, and issues a local token trusted by C that still represents
B

C validates the |l ocal token, sees the visible chain [A B], and
aut hori zes accordingly.

Exanpl e 4: Verified Actor-Only Disclosure

Assume A, B, and C use the Verified Actor-Only Disclosure profile.

1.

2
3.

28. 6.

A obtains bootstrap context, signs chain_sig A over visible chain
[A], and receives T_A with act=EncodeVi si bl eChai n([A]) and actc.
Acalls Bwith T_A

B validates T_A, verifies that Ais the presenter, constructs the
verified actor-visible chain [A B], signs chain_sig B, and
exchanges T _A at its hone AS to obtain T_B for C

T B contains the updated actc and visible

act =EncodeVi si bl eChai n([B]) .

B presents T_ B to C

C validates the token and authorizes based only on the discl osed
current actor B and | ocal policy. C MJST NOT infer prior-actor
identity or count from undisclosed information or fromactc

al one.

Exanpl e 5: Verified Subset Disclosure

Assume A, B, and C use the Verified Subset Disclosure profile.

1.

Pr asad,

A obtains bootstrap context, signs chain_sig A, and receives T_A
with a recipient-specific disclosed visible act, or with no act,
plus actc intended for B according to |ocal policy.

A calls B and presents T_A

B validates the token and uses only the disclosed visible chain,
if any, for actor-chain authorization. |If act is omtted, this
specification provides no inline actor-chain input beyond what is
di scl osed; any additional authorization inputs cone fromloca
policy.

B signs chain_sig B over the exact actor-visible chain that B
verified on the inbound hop, with B appended, and exchanges T_A
at its hone AS al ongside chain_sig B as actor_chain_step_proof to
obtain T. B for C

AS1 verifies that submtted chain state, applies disclosure
policy for C, and issues T_B with a recipient-specific disclosed
visible act, or with no act, and updated actc.

B presents T_ B to C
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29.

29.

7. Cvalidates the token and authorizes only on the disclosed
visible chain, if any. |If act is omtted or does not disclose B
this specification provides no inline current- actor disclosure
for that hop, and C treats undiscl osed actors as unavail abl e.

8. If later audit is needed, the verified actor-visible chain for
the hop can be reconstructed fromretai ned step proofs together
wi t h exchange records and, when subset disclosure onmtted act,
any retai ned Authorization-Server workflow records needed to
supply hidden continuity context.

Appendi x C. Future Considerations (Informative)
1. Terminal Receipts and Result Attestations

Thi s specification defines special handling for the first actor in
order to initialize chain state. It does not define correspondi ng
term nal -hop semantics for a final recipient that perforns work

| ocally and does not extend the chain further

Future work MAY defi ne

* atermnal receipt proving that the recipient accepted the
request;

* an execution attestation proving that the recipient executed a
speci fic operation; and

* aresult attestation binding an outcone or result digest to the
final conmtnent state.

2. Bootstrap Receipts and Portable Initial-State Evidence

Thi s specification does not define a bootstrap-signed receipt
artifact. Later audit of bootstrap processing therefore relies on
Aut hori zation Server records, the bootstrap response, the initia
step proof, and the first issued ordinary token

Future work MAY define a portable bootstrap receipt or bootstrap
attestation artifact if deploynents need i ndependently portable
evi dence of workflow initialization outside Authorization Server
| ogs.

3. Receiver Acceptance and Unsolicited VictimMtigation

Thi s specification deliberately does not append a recipient nerely
because that recipient was contacted. It also defines an OPTI ONAL
hop_ack extension that lets a recipient prove accepted responsibility
for a hop.
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29.

However, this specification still does not by itself prevent a
mal i ci ous actor fromsending a validly issued token to an unsolicited
victimservice. Future work MAY define stronger receiver-driven
protections, including:

stronger result attestations for conpleted term nal work;

a chal | enge-response nodel for high-risk term nal hops; and
reci pi ent-issued nonces or capabilities that MJUST be bound into
the final accepted hop

4. Subset Disclosure Extensions

Thi s docurment now defi nes baseline Decl ared Subset Disclosure and
Verified Subset Disclosure profiles at the actor-chain semantics

| ayer. Future work MAY define stronger or nore standardi zed subset -
di scl osure encodi ngs and verification techniques, including Selective
Di scl osure JWI (SD-JW) {{!RFC9901}}, a future COSE/ CBOR conpani on

bi ndi ng, recipient-bound disclosure artifacts, zero-know edge proofs
over the canonical full chain, or richer verifier-assisted

consi stency checks agai nst retai ned proof state.

Any future encoding or presentation profile MJST preserve the

di scl osure semantics of the selected base profile. |In particular, a
Full Disclosure profile still requires full visible-chain disclosure
to the recipient, while subset-disclosure outconmes that reveal only
the current actor MJST NOT expose hi dden actor entries to recipients
of ordinary tokens nerely as digests or selectively reveal able

pl acehol ders.

5.  Branching and Fan-Qut

Thi s specification defines one visible path per issued token and does
not standardi ze nmerge or sibling-discovery semantics across multiple
descendants that share earlier workflow history.

An Aut hori zation Server MAY nevertheless mint multiple accepted
successor tokens fromone prior accepted state. Such branching is
represented across multiple tokens, not inside one token’s nested act
structure. Later reconstruction of the resulting call graph is
primarily a forensic or legal- audit concern.

Future work MAY define explicit branch identifiers, parent-child

wor kf | ow correl ation, tree-structured comm tnment verification

i nclusion proofs, partial disclosure across branches, and | ater nerge
behavi or. Such future work could also help correlate related *WHO*,
*WHAT*, and *HOW evi dence across conpani on Actor Chain, Intent Chain
{{!'I-D.draft-nmwspice-intent-chain}}, and Inference Chain {{!I-

D. draf t - m» spi ce-i nference-chai n}} depl oynents.
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30.

31.

6. Evidence Discovery and Governance Interoperability

Proof - bound profiles derive much of their value froml ater
verification of step proofs and exchange records. Future work MAY
standardi ze i nteroperabl e evidence di scovery, retention, and
verification-material publication.

Any such specification should define, at mninum evidence object
typing, authorization and privacy controls for cross-domain
retrieval, stable | ookup keys such as jti or acti, error handling,
and retention expectations.

Appendi x D. Design Rationale and Relation to O her Wrk
(I'nformative)

Thi s docunent conplenments {{! RFC8693}} by defining chai n-aware token-
exchange profiles. It also fits alongside the broader SPICE service-
to-service and attestation work {{!I1-D.ietf-spice-s2s-protocol}}
{{!'I-D.draft-nwspice-transitive-attestation}} and conposes with
compani on SPI CE provenance work: Actor Chain addresses *WHO* acted,
Intent Chain {{!I-D. draft-mwspice-intent-chain}} addresses *WHAT*
was produced or transforned, and Inference Chain {{!I-D.draft-nmw

spi ce-inference-chain}} addresses *HOM a result was conputed.

Thi s specification defines six profiles instead of one depl oynent
nmode so that inplenentations can choose anong full visible chain-
based aut horization, trust-first partial disclosure, explicit actor-
only operation, stronger commtnent-state accountability, recipient-
speci fic comm tment - backed partial disclosure, and verified actor-
only disclosure without changing the core progression nodel.

The base specification remains linear. Branching, richer disclosure
mechani sms, and evi dence-di scovery protocols remain future work
because they require additional identifiers, validation rules, and
interoperability work.

Appendi x E. I nplenmentation Confornmance Checklist (Informative)
An inmplenentation is conformant only if it correctly inplenents the
profile it clains to support and all common requirenents on which
that profile depends.

At a mnimm inplenenters should verify that they have addressed the
fol | owi ng:
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Requi r enent

St abl e generation and
preservation of acti, using
a CSPRNG with at |east 122
bits of entropy (for
exanpl e, standard UU Dv4 or
stronger generation)

Local policy for actor
aut henti cation or presenter
binding, if relied upon

Exact ActorlD equality over
(iss, sub)

Canoni cal serialization for
all proof and commi t nment
i nputs

I nt ended- r eci pi ent
val i dation during token
exchange

Repl ay and freshness
handl i ng for tokens and
step proofs

Exact append-only checks
for full-disclosure
profiles

Correct ordered-subsequence
val idation for subset-
di scl osure profiles

Current-actor-only
validation for actor-only
profiles

Exact comm t nent
verification for verified
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| profiles | Disclosure Profile; | |
| | Verified Subset | |
| | Disclosure Profile; | |
| | Verified Actor-Only | |
| | Disclosure Profile | |
. e . +
| Proof-key binding between | Actor and Recipient | [ ] |
| ActorlD and proof signer | Proof Keys | |
| under local trust policy | | |
oo e e e e e e e e oo - - o e e e e e oo oo S +
| Non-broadeni ng Refresh- | Refresh-Exchange | [ 1 |
| Exchange processing, if | | |
| supported | | |
o e e e e e e e ememao - o e e e e e e oo o m e e e oo - +
| Correct binding and one- | Common Boot strap | [ 1 |
| tinme redenption of | Context Request; | |
| bootstrap context for | Common Initial Actor | |
| verified workflows | Step Proof and | |
| | Bootstrap |ssuance | |
o e e e e e e e ememao - o e e e e e e oo o m e e e oo - +
| Policy for when hop_ack is | Optional Receiver | [ 1 |
| optional or required | Acknow edgnent | |
| | Extension | |
. e . +
| Preserve-state handling for | Cross-Donain Re- | [ 1 |
| cross-donain re-issuance | I'ssuance; Refresh- | |
| and Refresh-Exchange, if | Exchange | |
| supported | | |
O R . +
| Privacy-preserving handling | Error Handling; | [ 1] |
| of logs and error nessages | Privacy | |
| | Considerations | |
o e e e e e e e e m o T S +
Tabl e 4

32. Appendix F. Canonicalization Test Vectors (Informative)
The following illustrative vectors are intended to reduce
interoperability failures caused by divergent canonicalization. They
are not exhaustive, but they provide concrete byte-for-byte exanples
for conmon JWI/JCS Actorl D and target _context inputs.

32.1. JWI / JCS Actorl D Exampl e

I nput obj ect:
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{::nomar kdown} <sourcecode type="json">
{"iss":"https://as.exanple", "sub":"svc: pl anner"
(https://as.exanpl e", "sub":"svc: pl anner”)} </sourcecode>
{:/ nomar kdown}

JCS serialization (UTF-8 bytes rendered as hex):

{::nomar kdown} <sourcecode type="text">
7b22697373223a2268747470733a2f 2f 61732e6578616d706c65222¢c22737562223a227376633a706c616€e

6e6572227d

32.

</ sour cecode> {:/ nomar kdown}

SHA- 256 over those bytes:

{::nomar kdown} <sourcecode type="text">

7al4a23707a3a723f d6437a4a0037¢c974150e2d1b63f 4d64c6022196a57b69f

</ sour cecode> {:/ nomar kdown}

2. JWr / JCS target_context Exanple

I nput object:

{::nomar kdown} <sourcecode type="json">
{"aud":"https://api.exanple", "nmethod":"invoke", "resource":"cal endar.read"
(https://api.exanple","nmethod":"invoke", "resource": "cal endar.read")}
</ sour cecode> {:/nonar kdown}

JCS serialization (UTF-8 bytes rendered as hex):

{::nomar kdown} <sourcecode type="text">
7b22617564223a2268747470733a2f 2f 6170692e6578616d706c65222c226d6574686f 64223a22696e766f

6b65222c227265736f 75726365223a2263616c656€6461722e72656164227d

33.

</ sour cecode> {:/ nomar kdown}
SHA- 256 over those bytes:
{::nomar kdown} <sourcecode type="text">
911427869c76f 397€096279057dd1396f e2edalac9e313b357d9cecc44aa8lle
</ sour cecode> {:/ nomar kdown}
Appendix G Illustrative Wre-Format Exanple (Informative)
Thi s appendi x shows one abbrevi ated decoded JW payl oad together with

one abbrevi ated decoded actc JWS payl oad. The val ues are
illustrative and signatures are omtted for readability.
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33.

33.

34.

1. Decoded Access Token Payl oad Exanpl e

{::nomar kdown} <sourcecode type="json"> { "iss": "https://as.exanmple"
(https://as.exanple"), "sub": "svc:planner", "act": { "iss":
"https://as.example" (https://as.exanple"), "sub": "svc:planner",
"act": { "iss": "https://as.exanple" (https://as.exanple"), "sub"
"svc:orchestrator" } }, "aud": "https://api.exanple"

(https://api.exanple”), "exp": 1760000000, "jti":

"2b2b6f 0d3f Of 4d7a8c4c3c4f 9e9blall”, "acti”

"6cb5f 0c14ab84718a69d96d31d95f 3c4", "actp": "verified-full", "actc"
"<conpact JW5 string>" } </sourcecode> {:/nomar kdown}

2. Decoded actc JWS Exanpl e

Pr ot ect ed header:

{::nomar kdown} <sourcecode type="json"> {"al g":"ES256","typ": "act-

conmmi tnent +j w"} </sourcecode> {:/nomar kdown}
Payl oad:

{::nomar kdown} <sourcecode type="json"> { "ctx": "actor-chain-
commitnent-v1", "iss": "https://as.exanple" (https://as.exanple"),
"acti": "6cb5f0c14ab84718a69d96d31d95f 3c4", "actp": "verified-full",
"hal g": "sha-256", "prev": "SA naGx5SWsdXNOcntF0aXzl UHJI dkRpz2VvzdA"
"step_hash": "z7m8c0u9b2COX5Q2miY1q3r 7n6s5t 4u3v2wlx0y9z8", "curr":
"Vb8nR6b2vS5h6S8Y6j 5X4r 3w2gqlp0On9nBl 7k6j 5h4g3" } </ sourcecode>

{:/ nomar kdown}

On the wire, the actc claimcarries the usual conpact-JW5s form

{::nomar kdown} <sourcecode type="text"> BASE64URL( pr ot ect ed- header)
"." BASE64URL(payl oad) "." BASE64URL(signature) </sourcecode>
{:/ nomar kdown}

Appendi x H.  Probl em Statenent and Depl oynent Context (Informative)

defines the top-level act claimfor the current actor and all ows
nested prior actors. However, prior nested act clains are
informati onal only for access-control decisions. |In multi-hop
systens, especially service-to-service and agentic systens, that is
not sufficient.

Consi der:

{::nomar kdown} <artwork type="ascii-art"> User -> Orchestrator ->
Pl anner -> Tool Agent -> Data APl </artwork> {:/nonmar kdown}
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By the time the request reaches the Data API, the imedi ate caller
may or may not be visible in the token, and the upstream del egati on
path is not standardized as a policy input and is not bound across
successi ve token exchanges in a way that can be independently
validated or audited. This creates several concrete gaps:

* downstream policy cannot reliably evaluate the full del egation
pat h;

* cross-exchange continuity is not standardized;

* tanpering by an actor and its honme AS is not unifornly addressed;

* forensic verification of per-hop participation is not
st andar di zed; and

* ordinary tokens nmay disclose nore visible-chain information than
some depl oynments are willing to reveal

Appendix |I. Threat Model (Infornmative)

Thi s specification defines a multi-hop, nulti-actor del egati on nodel
across one or nore trust donains. The security properties provided
depend on the selected profile, the trust relationship anong
participating Authorization Servers, and the availability of step
proofs or exchange records where relied upon

1. Assets
The protocol seeks to protect the foll ow ng assets:

* continuity of the del egation path;

* integrity of prior-actor ordering and nmenbershi p;

* continuity of the actor represented as current for each hop when
such continuity is disclosed or otherw se established under |oca

policy;

* binding of each hop to the intended target;

* resistance to replay of previously accepted hop state;

* audit evidence for later investigation and proof; and

* mnimzation of prior-actor disclosure where privacy-preserving
profiles are used.

2. Adversaries

Re

evant adversaries include:

an external attacker that steals or replays a token;
a malicious actor attenpting to insert, omt, reorder, or
repur pose hop state;
* a malicious actor colluding with its home Authorization Server;
* a nmalicious downstreamrecipient attenpting to over-interpret or
m suse an i nbound token;
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35.

* an untrusted or conpromn sed upstream Authorization Server in a
mul ti-domai n path; and

* an unsolicited victimservice reached by a validly issued token
wi t hout having agreed to partici pate.

3. Assunptions

Thi

s specification assunes:

* wverifiers can validate token signatures and issuer trust;

* the authenticated actor identity used in token exchange is bound
under local trust policy to the actor identity represented in
profile-defined proofs; and

* deployments that rely on later proof verification retain, or can
di scover, the verification material needed to validate archived
step proofs and exchange records.

4. Security Coals
The protocol aims to provide the follow ng properties:

* in the Declared Full Disclosure profile, silent insertion,
renoval , reordering, or nodification of prior actors is prevented
under the assunption that an actor does not collude with its hone
Aut hori zation Server;

* in the Declared Subset Disclosure profile, ordinary tokens revea
only a visible ordered subset of actors selected by the
Aut hori zation Server, and authorization is limted to that
di scl osed subset;

* in the Verified Subset Disclosure profile, each accepted hop is
bound to an actor-signed proof over the exact actor-visible chain
for that hop and to cumul ative comm tnent state, while ordinary
tokens reveal only an ordered subset of that actor-visible chain
sel ected by the Authorization Server;

* in the Verified Full Disclosure profile, the actor-visible chain
equals the full visible chain at each hop, preserving full visible
aut hori zation while inproving detectability, provability, and non-
repudi ati on; and

* in the Verified Actor-Only Disclosure profile, ordinary tokens
MUST di scl ose only the current actor while preserving current-
actor continuity where that continuity is disclosed or otherw se
establ i shed under |ocal policy, together with cunul ative
conmitnent state for later verification

5. Non- Goal s

Thi s specification does not by itself provide:
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36.

integrity or safety guarantees for application payl oad content;
compl ete prevention of confused-deputy behavi or;
conceal ment of prior actors fromthe Authorization Server that
processes token exchange;

* standardi zed nerge or branch-sel ection semantics across branched
wor k; or

* universal inline prevention of every invalid token that could be
i ssued by a colluding actor and its hone Authorization Server.

6. Residual Risks

Even when all checks succeed, a valid token chain does not inply that
the requested downstream action is authorized by |ocal business
policy. Recipients MIST eval uate authorization using only the actor-
chain information actually disclosed to themby the artifact together
wi th token subject, intended target, and | ocal policy.

Depl oynments that depend on i ndependently verifiable provenance for
hi gh-ri sk operations SHOULD require synchronous validation of

comm tnent-1inked proof state or otherwi se treat the issuing

Aut hori zation Server as the sole trust anchor

In the Verified Subset Disclosure and Verified Actor-Only Disclosure
profiles, a current actor signs only the exact actor-visible chain
avai l abl e at that hop. Those profiles therefore provide non-
repudi ati on over the signed visible chain and |inked comm tnent
state, not over hidden prefix semantics against a rogue or colluding
Aut hori zati on Server

Appendi x J. Trust Boundaries and Audit Cui dance (Informative)

The trust nodel and visible-disclosure properties of the six profiles
are defined in the main specification text and Appendix I. This
appendi x focuses on operational retention and forensic gui dance

rat her than restating those profile summari es.

Aut hori zation Servers supporting these profiles SHOULD retain records
keyed by acti and jti.

For verified profiles, the retention period SHOULD be at |east the
maxi mum validity period of the I ongest-lived rel evant token plus a
depl oynent - confi gured audit w ndow, and it SHOULD rermi n sufficient
to validate historical proofs across key rotation

For verified profiles, such records SHOULD i ncl ude:

* prior token reference;
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37.

37.

37.

* authenticated actor identity accepted for the exchange or proof-
val i dati on st ep;

step proof reference or val ue;

i ssued token reference;

conmi t ment st ate;

request ed audi ence or target context; and

ti mest anps.

* Ok X X

For subset-disclosure profiles, retained records SHOULD al so al | ow
reconstruction of the verified actor-visible chain for each hop and
the di scl osed subset issued for each recipient. Collecting all such
accepted hop evidence for one acti, including retained tokens,

proofs, conmitments, and exchange records, can reconstruct the
accepted hop sequence, including repeated-actor revisits, and can
often reveal nmuch of the effective call graph, but this specification
does not by itself yield a conplete standardi zed graph across rel ated
branches. |f a deploynent also relies on a hidden full-chain prefix
not signed by every acting internmediary, the Authorization Server
SHOULD retain the additional state needed to reconstruct that hidden
prefix for later audit.

Actors SHOULD al so retain local records sufficient to support replay
detection, incident investigation, and |ater proof of participation

Appendi x K. Design Decisions (Informative)

Thi s appendi x records key design decisions nade in the core
specification so that future revisions can preserve the underlying
interoperability and security rationale even if the docunent is |ater
split.

1. Why visible chain state is carried in nested act

The interoperable JW form uses nested act as the single
authoritative inline carrier for visible actor-chain state. This
avoi ds mai ntai ni ng separate readabl e chain clainms and prevents dual -
truth bugs in which two different clainms could describe different

vi si bl e histories.

2. Wy top-level sub renmins the workfl ow subject

Top-1 evel sub identifies the workflow subject of the token rather
than the current actor. This keeps ordinary token senantics aligned
with RFC 8693 and allows the current actor to renmain visible in act.
Repl acing sub with the current actor or with a constant marker woul d
make token subject semantics nuch | ess clear for recipients and
audi t ors.
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3. Wiy privacy-sensitive profiles use stable subject aliases

Subset - di scl osure operation can hide actors only if other visible
fields do not reveal the hidden subject indirectly. The AS therefore
chooses a stabl e workfl ow subject representation at bootstrap, such
as a pairwi se or workflowlocal alias, and preserves it for the
wor kf | ow.

4. Wy subset disclosure is recipient-specific and AS-driven

Different recipients in the same workflow can have different need-to-
know. The AS is therefore the policy decision and enforcenent point
for disclosure and may issue a narrower or broader visible nested act
to different recipients, so long as each returned token renmains
consistent with the active profile and any disclosed act is a
permtted profile-conformant disclosure of the accepted chain state
for that hop.

5. Wy actor-only is a separate profile even though subset can
express it

Actor-only disclosure can be expressed as a special case of subset

di scl osure, but this docunent gives it distinct profile identifiers
so that the intended policy renmains explicit and machi ne-readable to
current and future inplenentations. A token carrying actp=decl ar ed-
actor-only or actp=verified-actor-only therefore tells every
conform ng actor and recipient that ordinary tokens in that workfl ow
MUST expose only the outernbst current actor inline, even though the
Aut hori zation Server may retain richer hidden workflow state for
later audit or forensics.

6. Wiy branching is represented across tokens, not inside one token

Each token carries one visible path in nested act. Branching is
represented by issuing nultiple successor tokens that share a prior
wor kfl ow state. This keeps token syntax sinple while stil
supporting forensic and | egal -audit reconstruction of a broader cal
graph fromretained AS records and related artifacts.

7. Wiy actc uses parent-pointer comitnments instead of Merkle trees

The base commitment mechani smis hop-oriented: each accepted
successor step binds exactly one parent commitnent state and one new
verified hop. A lowing nultiple successors to share the sanme parent
forns a hash-1inked workfl ow graph without requiring Merkle-tree
ordering rules, sibling proof transm ssion, or nmerge semantics.
Future work can add Merkl e-style aggregation if deploynents need
conpact set conmtnments across many branches.
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8. Wy actp and actc use short clai mnanes

These cl ai ms appear in every token issued under this specification,
and actc also travels in later verified hops. The docunent therefore
uses short claimnanes to linit repeated per-hop overhead on the
wire. Their neanings are fixed only by this specification, and the
mai n body defines those semantics before | ANA registration

9. Wiy RFC 8414 netadata di scovery is reused

The specification reuses the standard RFC 8414 authorizati on-server
met adat a endpoi nt for discovery. This avoids inventing a new

di scovery APl and keeps capability negotiation in the well-known
QAut h et adat a channel that inplenentations already use.

10. Privacy goals and linmts

Subset disclosure Iimts per-hop visibility, but it does not hide
informati on fromthe issuing AS or fromcolluding parties that poo

t okens, proofs, acknow edgnents, and |ogs. The design therefore
treats complete branch and call graph reconstruction primarily as a
forensics or legal-audit concern rather than an online authorization
requi renent.

I ANA Consi derations
Thi s specification does not create a new hash-al gorithmregistry.
actc uses hash algorithmnanes fromthe | ANA Naned | nformati on Hash
Al gorithm Registry {{l ANA Hash. Al gorithns}}, subject to the algorithm
restrictions defined in this docunent.
1. JSON Wb Token C ains Registration

Thi s docunent requests registration of the following clains in the
"JSON Wb Token d ains" registry established by {{! RFC7519}}:
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Change Speci fication |

Docurent ( s) |

| actc Pr oof - bound chain | ETF [this |
| state binding accepted docunent ] |
| hop progression for |
| the active profile. |
R, o e e e e e e e e oo o - R T +
| acti | Actor-chain identifier | I|ETF | [this |
| | preserved across | | document] |
| | accepted hops. | | |
S o T oo +
| actp | Actor-chain profile | ITETF | [this |

| identifier for the | | document ] |
| | issued token. | | |
Fomm o - Fom e e e e a e e oo Fom ek oo +

Table 5

38.2. Media Type Registration

Thi s docunent requests registration of the followi ng nedia types in
the "Media Types" registry established by {{! RFC6838}}:
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[ e oo e sy oo s oo oo ool ooy oo
oS4 oS4 S o4 o4 = -mmmm=d === —=4 ==
o4 -4 - =—=—=+

| Medi a Type | Media Subtype |Required | Optional |Encoding | Security |Intero
perability]| Published | Applications | Fr agment | Addi ti onal | Cont act | I nt ended| Re
strictions| Aut hor | Change |

| Nane | Nane | Par amet er s| Par anet er s| Consi der ati ons| Consi der ati ons| Consi d
erations |Specification|that use this |[ldentifier | I nformation | | Usage | on

Usage | | Controller|
I I I I I
| | medi a type | Consi der ati ons| | | |
+::::::L::::+:L::::::::::::+::::::::::+::::::::::+::::::::::::::+::::::::::::::+::::::
o4 oS4 oS4 o4 o4 == d === =4 ==
o4 -4 - =—=—=+
| appl i cati on| act - st ep- | N A | N A | bi nary | see [this | N A
[[this | QAuth 2.0 Token| N A | Magi ¢ | ' ETF | COMWON | N
A | TETF |1 ETF |
| | pr oof +j wt | | | | document ] |
| docunent ] | Exchange act or - | | Number (s): N| | |
I I I
I I I I I I I
| | chain step | |A File | | |
I I I
I I I I I I I
| | proofs | | Ext ensi on(s): | | |
I I I
I I I I I I I
I I I | N A I I I
I I I
I I I I I I I
| | | | Maci nt osh | | |
I I I
I I I I I . I I
I I I |File Type I I I

I I
I I I | Code(s): NA | I I

S R TS TS R R +o-m - -
---------- T T T
---------- S T gy
| appl i cati on| act - | NV A | NV A | bi nary | see [this | NV A
|[this | QAuth 2.0 Token| NV A | Magi c | 1 ETF | COMMON | N/
A | TETF || ETF |
| | commi t ment +j wt | | | | document ] |
| docunent ] | Exchange actor- | | Nunmber (s): N | | |
I
I I I I I I I
| | chain | |A; File | | |
| | |
I I I I I I I
| | commitnents | | Ext ensi on(s): | | |
I I I
I I I I I I I
I I I | N A I I I
| | |
I I I I I I I
| | | | Maci nt osh | | |

I I I I I _ I I
I I I | File Type I I I



I
NA | |

I | | | | | Code(s):

S oo S S e e S
---------- T T i
---------- Fom e e e e e+

| appl i cati on| act - hop- | N A | N A | bi nary | see [this | N A

|[this | QAuth 2.0 Token| NV A | Magi c | 1 ETF | COMMON | N/
A | IETF |IETF |
| | ack+j wt | | | docunent ] |
| docunent ] | Exchange act or - | | Number (s): N| | |
|
| | S | | , | |
| | chain receiver | | A File | | |
I I I

I I I I I _ I I
| | acknow edgment s| | Ext ensi on(s): | | |
| |
I I I I I I I
I I I | N A I I I
I I I

I I I I I _ I I
| | | | Maci nt osh | | |
| | |
I I I I I . I I
I I I |File Type I I I
I I I

I I I I I I I
I | I | I | Code(s): NA | I I

S R TS TS R R +o-m - -
---------- e
---------- e

Table 6
38.3. QAuth URI Registration

Thi s docunent requests registration of the followi ng value in the

"QAuth URI" registry established by {{!RFC6749}}:
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+
| URI | Descri pti on| Change | Speci ficati on|
| | Controll er|Docunent (s) |
+
|urn:ietf:parans: oauth: grant-| QAuth grant||ETF |[this
| type: actor-chai n-bootstrap |type for | | docunent ]
|[the initiall
| verified
| profile
| boot strap
| t oken
| request.

Table 7
38.4. QAuth Authorization Server Metadata Registration
Thi s docunent requests registration of the foll owi ng netadata nanes

in the "QAuth Aut horization Server Metadata" registry established by
{{! RFC8414}}:
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| act or _chai n_boot st rap_endpoi nt

| act or _chai n_comi t ment _hashes_support ed| Support ed

| actor _chai n_receiver_ack_supported

| act or _chai n_refresh_supported

| act or _chai n_cross_domai n_support ed

Pr asad,

et al.

Expi res 28 Septenber 2026

| Met adat a
| Description

| Endpoi nt used
|to mnt

| boot strap

| context for

| verified

| profile initial
| act ors.

| Supported | 1 ETF
| act or - chain |
| profile |
|identifiers. |

| I ETF
| comm t ment hash|
| al gorithm |
|identifiers. |

| I ndi cat es
| support for |
| receiver |
| acknow edgment s|
| (hop_ack) under |
|this |
| specification. |

| I ndi cates

| support for |
| Ref resh- |
| Exchange under |
|this |
| specification. |

| I ndi cat es |
| support for |
| cr oss-domai n |
| re-issuance |
| under this |
| specification. |

Change
Control | er| Docunent (s)

March 2026

| Speci fication

[[this
| docunent ]

[[this

|[this
| docunent ]

[[this
| docunent ]

|[this
| docunent ]

[[this
| docunent ]
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38.5. QAuth Paraneter Registration

Thi s docunent requests registration of the foll owi ng parameter nanes

in the relevant QAuth parameter registry:

ange

g9

| | Usage
| Locati on

+
| Par anet er Nane | Par anet er

I

|

=+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1l
=+
1
1
1
1
1
1
1
1
1
1
1l
=+
1
1
1
1
1
1
1
1
1
1l

| actor _chain_profile | actor-chain| | ETF
| | bootstrap |
| | endpoi nt |
| | request; |
| | QAut h t oken|
| | endpoi nt |
| | request |

| act or _chai n_boot strap_cont ext| actor-chai n| | ETF
| | bootstrap |
| | endpoi nt |
| | response; |
| | QAut h t oken
| | endpoi nt |
| | request |

| act or _chai n_st ep_pr oof | QAut h t oken| | ETF
| | endpoi nt |
| | request |

| act or _chai n_refresh | QAut h t oken| | ETF

| | endpoi nt |

| | request |

| actor _chain_cross_donain | QAut h t oken| | ETF

| | endpoi nt |

| | request |
Table 9

Aut hors’ Addr esses

A Prasad
O acl e
Enai | : a. prasad@racl e. com
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March 2026

| Speci fication

ntrol |l er| Document (s)

|
[ gttt ——t——
[[this |
| docunent ] |
I I
I I
| |
I I
I I
- +
[[this |
| docunent ] |
| |
I I
I I
I I
I I
N +
[[this |
| document ] |
I I
- +
[[this |
| docunent ] |
| |
S +
[[this |
| docunent ] |
I I
N +
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