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Abstract

Thi s docunent defines a nechanismfor binding OQAuth 2.0 access tokens
to a specific nmutual TLS (nmTLS) connection. The binding is achieved
through a proof token that incorporates the TLS Exporter val ue

[ RFC5705] derived fromthe current connection and an access token
hash, signed by the client’s private key corresponding to its mILS
certificate. This nechanismprevents stol en bearer tokens from being
replayed on a different TLS connection. The proof is constructed
once per (token, connection) pair and reused across all requests on
that connection, delivering session binding with no per-request

si gni ng overhead and no additional key managenent beyond what mrlLS

al ready provides. The mechanismis applicable to TLS 1.2, TLS 1.3,
and QUIC transports. Wile applicable to any QAuth 2.0 access token
presented over nifLS, this specificationis prinmarily notivated by the
Token Exchange protocol [RFC8693], where multi-hop del egation chains
i n aut ononmous, agent-driven architectures create el evated replay
risk.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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QAuth 2.0 access tokens are typically *bearer tokens*: any party in
possession of the token can use it to access protected resources,
regardl ess of the presenter’s identity or the comuni cati on channel .
This is a known risk addressed by the QAuth 2.0 Security Best Current

Practice [I-D.ietf-oauth-security-topics].
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The Token Exchange protocol [RFC8693] anplifies this risk by enabling
chai ned del egati on across service boundaries. Each exchange produces
a new bearer token, and a conmprom se at any point in the chain
exposes downstream t okens.

Existing mitigations address parts of this problem

* *RFC 8705 (niILS Certificate-Bound Tokens)* [RFC8705]: Binds the
token to the client’s X. 509 certificate thunbprint. However, the
binding is to the certificate identity , not the TLS
connection_. If the sane certificate is used across connecti ons,
or if the certificate and token are both exfiltrated, the token
remai ns repl ayabl e.

*  *RFC 9449 (DPoP)* [RFC9449]: Provides application-I|ayer proof-of-
possessi on usi ng epheneral, application-managed keys. Applicable
to both public and confidential clients, but binds to the key, not
to the TLS channel, and requires generating and managi ng a
separate key pair.

*  *Token Bi ndi ng* [ RFC8471] [ RFC8472] [ RFC3473]: Proposed direct TLS
session binding but required a new TLS extensi on, was never
specified for Token Exchange, encountered adoption barriers in
browsers and TLS 1.3 transitions, and was ultimately abandoned.

None of these mechani snms provide *TLS-connection-1|evel binding* for
QAuth 2.0 access tokens in nlLS environnments. This specification
fills that gap by reusing the existing mILS key pair (no additiona
key generation) and anortizing the proof to once per (token,
connection) pair rather than once per request — delivering stronger
bi ndi ng than DPoP at | ower per-request cost. The binding mechani sm
relies on TLS Exporter values, which are available in TLS 1.2, TLS
1.3, and QUIC (via its integrated TLS 1.3 handshake), making the
specification transport-agnostic across nodern encrypted transports.

1.2. The Agentic Al Amplifier
The rise of autononous Al agents dramatically anplifies the bearer
token replay risk. Unlike traditional QAuth flows where a human
initiates discrete requests, agentic Al systens:
* *Autononpusly chain APl calls*: An agent may invoke hundreds of

APl calls across multiple services w thout human intervention,
each potentially involving RFC 8693 token exchanges.

Krishnan, et al. Expi res 24 Novenber 2026 [ Page 4]



I nternet-Draft TLS- Sessi on- Bound- Tokens May 2026

* *Performmulti-hop del egation*: Agent A exchanges its token for a
del egated token to call Agent B, which exchanges again for Agent
C. Each hop produces a new bearer token. A single conprom se
anywhere in this chain exposes all downstreamtokens

* *Run for extended periods*: Agents operate autononously for hours
or days, providing a broad wi ndow for token interception and
repl ay.

* *Generate opaque traffic*: Agent-to-agent APl calls are fully
autonmated. A replayed token produces legitimte-looking traffic
that is extrenely difficult to distinguish from genuine
requests—there is no human in the loop to detect anomalies.

* *Are susceptible to pronpt injection*: A conprom sed or pronpt-
injected LLM agent can exfiltrate bearer tokens via tool calls,
side channels, or |og | eakage. These tokens are i mediately
usabl e from any connection

These characteristics nake bearer token replay a *first-order threat?*
in agentic Al architectures. As autonompus agents increasingly drive
APl -to- APl traffic volunmes that exceed human-initiated requests, per-
request cryptographi c overhead becones a significant scaling concern
Thi s docunent addresses this gap by binding access tokens to the nifLS
connection on which they are presented, with proof anortization that
scal es to high-volune agent traffic.

1.3. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent uses the follow ng terns:

TLS Exporter Value (EKM: A value derived fromthe TLS handshake
usi ng the nmechani smdefined in [ RFC5705] (for TLS 1.2) or
Section 7.5 of [RFC8446] (for TLS 1.3). EKM stands for Exported
Keying Material. The exporter value is unique to the specific TLS
connection and is available to both endpoints. This docunent uses
"EKM' and "TLS Exporter val ue" interchangeably.

Sessi on-Bi nding Proof: A signed JW presented al ongside the access

token that cryptographically binds the token to the current mILS
connection via the TLS Exporter val ue.
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Token Exchange: The protocol defined in [RFC8693] for exchangi ng one
security token for another at an authorization server.

2. TLS Session Binding for Access Tokens
2.1. Overview

Thi s specification defines a proof-of-possession mechani smthat binds
QAuth 2.0 access tokens to the niILS connecti on on which they are
presented. Wile applicable to any QAuth 2.0 access token, it is
primarily designed for tokens issued via the Token Exchange protoco

[ RFC8693], where multi-hop del egation creates elevated replay risk
The nechani sm operates as foll ows:

1. The client and resource server establish an nlLS connecti on
Both sides derive a TLS Exporter value unique to this connection.

2. Wen first presenting an access token on a given connection, the
client constructs a *Session-Binding Proof*: a JW containing the
hash of the access token and the TLS Exporter val ue.

3. The client signs this JWIF with the private key corresponding to
its nTLS client certificate. The sanme proof MAY be reused for
al |l subsequent requests using that token on the sanme connection

4. The resource server verifies the proof by checking the signature
against the client certificate' s public key, confirm ng the
exporter value matches the current connection, confirmng the
token hash natches the presented access token, and confirm ng the
i ssuance tinme is within an acceptable wi ndow. The server MJST
performthese checks on every request but MAY use a per-
connecti on cache to reduce subsequent verifications to a cache
| ookup.

A token that requires session binding includes a confirmtion nethod
claim(tls_exp) containing the TLS Exporter |abel, which signals to
the resource server that the Session-Binding Proof MJST be presented
and verified.

2.2. TLS Exporter Derivation

Both the client and resource server MJST derive the TLS Exporter
val ue using the followi ng paraneters

*  *Label *: EXPORTER- oaut h-t| s-sessi on-bound

* *Context*: Enpty (zero-length)
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* *Length*: 32 octets

For TLS 1.3, the exporter is derived as specified in Section 7.5 of
[ RFC8446]. For TLS 1.2, the exporter is derived as specified in
[ RFC5705] .

Note: By binding to the TLS Exporter rather than the application
traffic keys, the binding remains valid across TLS 1.3 KeyUpdate
operations. Standard key rotation refreshes traffic keys but does
not change the exporter naster secret, avoiding unnecessary re-proof
cycl es whil e naintaining strong connection bindi ng.

Note: This mechanismrequires both the client and resource server to
access the TLS Exporter derivation function fromtheir TLS |library.
Most TLS libraries (OpenSSL, BoringSSL, Go crypto/tls) provide this
APl (e.g., SSL export_keying material()). However, sone application
framewor ks and proxy platfornms may not yet surface this function to
their HTTP or extension layer. |Inplenentors should verify that their
TLS integrati on exposes exporter derivation to the |ayer responsible
for constructing or verifying the Session-Bi nding Proof.

2.3. Session-Binding Proof Format
The Session-Binding Proof is a JWI with the followi ng structure:

2.3. 1. Header

{

"typ": "tls-binding-proof+w",

"al g": "ES256",

"x5t #S5256": "<base64ur|l SHA-256 thunbprint of client certificate>"
}

The al g value MUST match the key type of the client’s niLS
certificate. The x5t#S256 val ue MJST be the base64url - encoded

SHA- 256 t hunbprint of the DER-encoded client certificate, as defined
in [ RFC8705].

2.3.2. Payl oad
The payl oad contai ns REQUI RED connection-|evel clains that prove

sessi on binding, and OPTI ONAL per-request clains for intra-session
har deni ng.
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{
"ath": "<base64url SHA-256 hash of the access token>",
"ekm': "<base64url TLS Exporter val ue>",
"iat": 1710820000,
"jti": "<unique identifier>",
"htnd: "PCST",
"htu": "/api/resource"
}

Not e: The exanpl e above shows all defined clainms. The ath, ekm and
iat clainms are REQU RED; the jti, htm and htu clains are OPTI ONAL
per-request clains included only when intra-session hardening is
required.

The payl oad clainms are defined as foll ows:
2.3.2.1. Connection-Level dains (REQU RED)

ath: REQUI RED. The base64url - encoded SHA-256 hash of the ASC |
encodi ng of the associ ated access token val ue.

ekm REQUI RED. The base64url -encoded TLS Exporter val ue derived as
specified in Section 2. 2.

iat: REQU RED. The tine at which the proof was issued, as a
Nuneri cDate (seconds since the Unix epoch). The resource server
MJST verify that this value is within an acceptabl e w ndow.

2.3.2.2. Per-Request Cains (OPTI ONAL)

The foll owing clains provide intra-session request-I|evel binding.
They are OPTIONAL and intended for deployments that require defense-

i n-dept h agai nst intra-connection replay. Wen onitted, the proof
can be reused across all requests on the sane connection for the sane
t oken.

jti: OPTIONAL. A unique identifier for the proof. Wen present,
the resource server MJST verify that this value has not been seen
before within the token's validity period.

htm OPTIONAL. The HTTP nethod of the request to which the proof is
attached (e.g., "GET", "POST"). Wen present, the resource server
MUST verify that it matches the actual request nethod.

htu: OPTIONAL. The HITP target URI of the request to which the
proof is attached, w thout query and fragnent parts. Wen
present, the resource server MJST verify that it nmatches the
actual request URI.
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2.3.3. Signature

The JWI' MUST be signed using the private key corresponding to the
client’s niTLS certificate. The signature algorithm MJST match the
al g header paraneter.

2.4. Token Confirmation C ai m

An aut hori zation server that supports TLS-session-bound access tokens
MUST include a cnf (confirmation) claimin the issued access token
(when the token is a JWI) or in the token introspection response.

The cnf clai m MUST cont ai n:

"enf":r
" x5t #S256": "<cert -t hunbprint>",
"tls_exp": "EXPORTER-oauth-tl| s-session-bound"”

}
}

x5t #5256: REQUI RED. The certificate thunbprint as defined in
[ RFC8705] .

tls_exp: REQU RED. A string value containing the TLS Exporter | abe
that the client and resource server MJST use to derive the
sessi on- bi ndi ng value. The presence of this claimsignals that
the resource server MJST require and verify a Sessi on-Bi ndi ng
Proof whenever this token is presented. This follows the pattern
of existing cnf nenbers which carry key/binding naterial rather
t han bool ean flags (see [ RFC7800]).

3. Protocol Flow
3.1. Token Issuance with Session Binding

The nmechani sm for requesting and issuing TLS-session-bound tokens is
as foll ows:

1. The client authenticates to the authorization server using mILS
and requests a token. This MAY be a token exchange per
[ RFC8693], a client credentials grant, or any other QAuth 2.0
grant type.

2. The authorization server issues a new access token
3. If the authorization server policy requires TLS session binding

for this client, it includes the cnf claimwith tls _exp set to
the exporter label in the issued token
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3.

3.

4.

2

The client receives the token and notes the tls_exp requirenent.

Aut hori zati on Server Behavi or

The aut horization server determ nes whether to issue TLS-session-
bound tokens based on per-client configuration. The follow ng client
regi stration nmetadata paranmeter is defined:

tls_session_bound _access _tokens: OPTIONAL. A bool ean val ue

indicating that the authorization server MJUST i ssue TLS-sessi on-
bound access tokens for this client. Wen set to true, the
aut hori zation server includes the tls_exp confirmation method in
all access tokens issued to this client. Defaults to false.

The aut horization server MAY al so apply session binding based on

*

3.

Token exchange policy: Wen the subject _token or actor_token in an
RFC 8693 exchange is itself session-bound, the resulting token
SHOULD al so be session-bound to rmaintain the security property
across the del egation chain.

Resource server requirements: Wien a resource server’s netadata
indicates that it requires session-bound tokens.

Ri sk-based policy: Wen the requested scope, audi ence, or
del egati on depth exceeds a policy threshol d.

Resource Access with Session-Bi ndi ng Proof

The following diagramillustrates the conplete flow

Krishnan, et al. Expi res 24 Novenber 2026 [ Page 10]



I nternet-Draft TLS- Sessi on- Bound- Tokens May 2026

Client (with cert C Resource Server

I I
| === nTLS handshake (client cert C) =================>

[ ONCE PER CONNECTI ON| |
Bot h sides derive: |
EKM = TLS- Exporter ( |

" EXPORTER- oaut h-t | s- sessi on- bound", |

"t 32) |

[ ONCE PER ( TOKEN, CONNECTI ON) ] |
Client constructs proof JW:
header = { typ, alg, x5t#S256 }
payl oad = {
at h: SHA256( access_t oken),
ekm EKM |
iat: <unix_timestanp>

}
sig = Sign(C. privateKey, header || payl oad)

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

|

|--- HITP Request 1 ------------mmmmmmmai oo oo >
| Aut hori zati on: Bearer <access_token>

| Sessi on- Bi ndi ng- Proof: <proof jwt>

I

| Server verifies:

| 1. sig matches C. publicKey from mILS

| 2. ath matches SHA256( access_t oken) |
| 3. ekm mat ches server-derived EKM |
I
I
I
I
I
I
I
I
I
I
I
I
I
I

4. iat within acceptable w ndow |
(caches: this token is bound to this conn) |

--- HITP Request 2 (sane token, sane proof) ------- >
Aut hori zation: Bearer <access_token>
Sessi on- Bi ndi ng- Proof : <proof jwt> (reused)

Server verifies (per request):
- looks up (conn_id, ath) in cache
- cache hit: binding verified for TH' S conn

0] I e |

Krishnan, et al. Expi res 24 Novenber 2026 [ Page 11]



I nternet-Draft TLS- Sessi on- Bound- Tokens May 2026

3.3.1. Performance Characteristics

Because t he Sessi on-Bindi ng Proof contains only connection-|evel
clains (ekm ath, iat), the client constructs and signs the proof
*once per (token, connection) pair* and reuses it for all subsequent
requests on that connection. The iat value reflects the tine of
proof construction, not the tine of any particular request. This
provi des a significant advantage over DPoP

*  *Proof construction (client-side)*: One JW signature per
connection per token. DPoP requires one JW signature per
request .

* *Proof verification (server-side)*: Full JW verification on first
presentation; the server MAY cache the verified (connection, ath)
bi ndi ng and reduce subsequent verifications to a cache | ookup
DPoP requires full JWI verification per request.

* *TLS Exporter derivation*: Once per connection, cached by both
si des.

* *No separate key managenent*: Unli ke DPoP, which requires
generating, storing, and rotating an epheneral key pair
i ndependent of TLS, this specification reuses the nilLS key pair.
This elimnates an entire key lifecycle fromthe inplenmentation

VWhen OPTI ONAL per-request clainms (jti, htm htu) are included, the
proof must be constructed per request (simlar to DPoP). Deploynents
choose between per-connection efficiency and per-request intra-
session hardening based on their threat nodel.

This anortization benefit assunes that nifLS connections are *| ong-
lived* relative to the nunber of requests. |If a deployment creates a
new nTLS connection for every HITP request-response cycle, the proof
must be constructed on every request and the per-request cost becones
equi val ent to DPoP. Depl oynents SHOULD use persistent connections
(e.g., HTTP/2 or HITP/1.1 with keep-alive) so that a single niLS
connection carries many requests. This is already standard practice
in service mesh and workl oad-t o-wor kl oad envi ronments where nmILS is
term nated at a sidecar or gateway.

3.3.2. Md-Session Token Binding
A client MAY bind multiple tokens to a single mILS connection
concurrently. Each token requires its own Session-Binding Proof with

a distinct ath (token hash) and the sane ekm (TLS Exporter val ue)
fromthe current connection
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This is common in workl oad-to-workl oad scenarios: a single nmlLS
connecti on between two mcroservices may carry requests on behal f of
many di fferent users, each with a distinct access token obtained via
separate token exchanges. For exanple, 100 users interacting with an
Al agentic service that delegates to a downstream service — each
user’'s token is bound to the sanme nifLS connection via a separate
proof. Sinmilarly, when a token is refreshed or rotated m d-session,
the client constructs a fresh proof for the new token w thout
requiring a new nmrLS connecti on.

The resource server MAY cache verified (connection_id, ath) bindings
to avoid re-verifying proofs on subsequent requests. Each cache
entry is small (a connection identifier plus a 32-byte hash), so even
connections carrying hundreds of tokens have nodest menory
requirenents. Caching is an optim zation, not a requirenent: if the
server does not cache (or evicts entries under nmenory pressure), it
simply falls back to full JW signature verification on every request
— equivalent to the per-request cost of DPoP

When the client presents the access token to a resource server:

1. The client establishes an nmlILS connection with the resource
server.

2. The client derives the TLS Exporter value for the current
connection (conputed once and cached).

3. The client constructs a Session-Binding Proof JW as specified in
Section 2.3. |If the proof does not contain per-request clains,
the client MAY reuse the sanme proof for all subsequent requests
using this token on this connection

4. The client sends the HITP request wth:

*  The access token in the Authorization header: Authorization
Bearer <access_t oken>

* The Session-Binding Proof in the Session-Binding-Proof header:
Sessi on- Bi ndi ng- Proof: <proof_jwt>

5. The resource server perforns the follow ng verifications:

a. *Standard nWTLS verification*: Verifies the client certificate
as part of the TLS handshake. b. *Token validation*: Validates
the access token (signature, expiration, audience, etc.). c.
*Certificate binding*: Verifies that the x5t#S256 in the token's
cnf claimmatches the presented client certificate. d. *TLS

bi ndi ng required*: Checks that cnf.tls exp is present and a
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Session-Binding Proof is present. e. *Proof signature*: Verifies
the proof JWI signature against the public key in the client
certificate. f. *Exporter match*: Conpares the ekmclaimin the
proof against the TLS Exporter value for the current connection
and confirnms they match. g. *Token hash*: Conputes SHA-256 of
the presented access token and confirns it matches the ath claim
h. *Timestanp*: Confirns iat is within an acceptabl e wi ndow. i
*Per -request clainms* (when present): Confirms htmand htu match
the actual request, and jti has not been seen before.

The resource server MJST ensure that steps (a) through (i) are
satisfied for every request. This is critical: an attacker who
obtains a stolen token and proof may attenpt to inject themon
their own nifLS connection to the same resource server.
Verification ensures the proof signature is checked against the
certificate from _this_ connection’s handshake, which will not
match the attacker’s certificate.

To satisfy this requirenment efficiently, the resource server MAY
cache verified bindings keyed on (connection_id, ath). On
subsequent requests with the sanme token on the same connection, a
cache hit confirms the binding was already verified; a cache m ss
(different connection, different token, or first presentation)
triggers full verification. This cache is inherently per-
connection, so a stolen proof presented on a different connection
will always miss and fail full verification. Wen a TLS
connection term nates, the resource server SHOULD purge all cache
entries associated with that connection, as the bindings are no

| onger valid.

6. If all verifications succeed, the resource server processes the
request. If any verification fails, the resource server MJST
reject the request as specified in Section 3.5.

3.4. Token Introspection Considerations

When token introspection [RFC7662] is used, the introspection
response MUST include the cnf claimwith the tls_exp field. This

all ows resource servers that do not have direct access to the token’s
clains (e.g., opaque tokens) to determ ne whether session binding is
required.

3.5. FError Responses
VWhen verification of the Session-Binding Proof fails or the proof is

m ssing, the resource server MJST respond with HTTP 401 and include a
WAV Aut henti cat e header with the appropriate error code:
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4.

4.

4.

WANM Aut hent i cate: Bearer error="invalid_proof",
error_descri pti on="Sessi on-Bi nding Proof verification failed:
exporter m smatch"

WAV Aut henti cat e: Bearer error="use_sessi on_bi ndi ng",
error_description="This token requires a Session-Binding Proof"

The followi ng error code val ues are defined:

invalid proof: The Session-Binding Proof is nmalforned or failed
verification. This includes signature verification failure,
exporter msmatch, stale iat, jti reuse, ath mismatch, and htm htu
m smat ch.

use_sessi on_bi nding: The access token requires a Session-Bi ndi ng
Proof (the cnf.tls_exp claimis present) but no Session-Bi ndi ng-
Proof header was provided. This error signals to the client that
it must construct and present a proof.

The resource server SHOULD include an error_description paraneter
wi th a human-readabl e expl anati on of the specific verification
failure.

Integration with Existing Mechani sns
1. Relationship to RFC 8705 (niTLS-Bound Tokens)

Thi s specification extends RFC 8705 by addi ng session-1evel binding
on top of certificate binding. The x5t#S256 claimfromRFC 8705 is
reused. Deploynents MAY support both nechani sns sinultaneously: RFC
8705 provides certificate binding, while this specification adds per-
connecti on sessi on bi ndi ng.

2. Relationship to RFC 9449 (DPoP)

DPoP and this specification address sinilar goals (proof-of-
possession) but differ in binding targets, key managenent, per-
request cost, and the provenance of the binding key:

* *Binding target*: DPoP binds tokens to an epheneral application-
| ayer key. This specification binds tokens to both the client
identity (X 509 certificate) and the specific TLS connection
(Exporter value). An attacker who exfiltrates a DPoP-bound token
and the associ ated DPoP key can replay the token from any network
| ocation; an attacker who exfiltrates a session-bound token
cannot, because reproducing the TLS Exporter val ue requires being
on the same TLS connecti on.
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* *Key managenent*: DPoP requires generating, storing, and rotating
an ephemeral key pair independent of TLS. This specification
reuses the niLS key pair already established during the handshake,
elimnating the entire DPoP key |ifecycle.

*  *Per-request overhead*: DPoP requires constructing and signing a
new proof JW for every HITP request. This specification
constructs the proof *once per (token, connection)* and reuses it
across all requests on that connection (when per-request clains
are omtted). This is a fundanental efficiency advantage in high-
t hroughput wor kl oad-t o-wor kl oad scenari os.

* *|dentity provenance*: A DPoP key is self-generated by the client
with no provenance beyond the client’s own assertion — any process
can create one. This specification reuses the niflLS key, which in
wor kl oad depl oynents is issued through a verifiable attestation
chain. Wen the nTLS credential is a standards-based workl oad
identity (e.g., a SPIFFE X. 509-SVID issued by SPIRE), the key's
i ssuance was conditioned on node attestation foll owed by workl oad
attestation. The Session-Binding Proof is therefore not merely
"possession of a key" but "possession of a key whose issuance was
verified against the workload’'s identity and execution context."
See Appendix C for details.

* *Applicability*: DPoP is particularly valuable for *public
clients* that cannot use nifLS. This specification is designed for
*confidential clients and workl oads* that already use mILS. The
two nechani sns are conpl enentary rather than conpeting.

In summary, for nTLS-capabl e environnents, this specification

provi des stronger security (connection-Ilevel binding vs. key-leve

bi ndi ng), | ower per-request cost (anortized proof vs. per-request
proof), sinpler inplementation (no separate key managenent), and —
when backed by a workload identity system — proof whose binding key
has verifiable provenance through an attestation chain.

Rel ati onship to Token Binding (RFC 8471-8473)

Token Bi nding [ RFC8471] [ RFC8472] [ RFC8473] proposed direct TLS session
bi nding for QAuth and HTTP but did not gain traction in industry.
Thi s specification addresses the sane core problem — preventing
cross-connection token replay — while avoiding the specific

depl oynent barriers that Token Bi ndi ng encount er ed.

* *No new TLS extension.* Token Binding required a dedi cated TLS
negoti ati on extension ([ RFC8472]) that had to be inplenented and
enabl ed by browser vendors and TLS stacks. This specification
uses the TLS Exporter mechani sm ([ RFC5705], [ RFC8446]

Krishnan, et al. Expi res 24 Novenber 2026 [ Page 16]



I nternet-Draft TLS- Sessi on- Bound- Tokens May 2026

Section 7.5), which is already available in every conpliant TLS
1.2, TLS 1.3, and QUIC inplenentation w thout any extension or
negoti ati on.

* *Session-scoped binding, not persistent client keys.* Token
Bi ndi ng associ ated tokens with |ong-lived, client-mnaged signing
keys, creating persistent client identifiers across connections.
Thi s specification binds tokens to the TLS Exporter val ue, which
is unique to each connection and exists only for the lifetine of
that session. No persistent identifier is created beyond the TLS
session itself.

* *Specified for Token Exchange.* Token Bindi ng was not defined for
use with RFC 8693 Token Exchange del egation chains. This
specification is primarily notivated by exactly that scenario:
each hop in a multi-hop agentic del egation chain produces a new
bearer token, and session binding contains the blast radius of any
single conpromise to the specific connection on which that token
is presented.

* *Explicit deploynent scope constraint.* Token Binding encountered
conplexity in proxy and internediary topologies, leading to
addi tional specifications ([ RFC8473]) to handl e referred binding
over HTTP. This specification avoids that conplexity by
explicitly restricting the binding guarantee to depl oynents where
the verifier is a direct endpoint of the client TLS connection —
either the resource server itself or a co-located sidecar
Forwardi ng the EKM through a renote internediary woul d change the
security property fromsession binding to proxy-attested binding,
which is a categorically weaker guarantee. See Section 5 for
detail s.

This specification is not applicable to browser-based web clients, as
browsers do not currently expose TLS Exporter values to JavaScri pt.

It is targeted at server-to-server, service-nesh, and agentic Al
wor kl oads where both endpoi nts have direct access to the TLS stack

4.4. Relationship to WME W T/ WPT

The W MSE Wor kl oad Identity Token (WT) and Workl oad Proof Token
(WPT) defined in [I-D.ietf-w nse-s2s-protocol] provide a proof-of-
possessi on nmechani sm for workl oad-t o-wor kl oad comuni cation. This
specification is conpatible with WMSE and addresses a conpl enentary
probl em

W T/WPT and this specification operate at different |layers and answer
di fferent questions:
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* *WMSE WT/WPT*: "Is this workload who it clains to be, and does
it currently hold the private key corresponding to its identity?"
(application-layer identity assertion and per-request proof of
possessi on)

* *This specification*: "lIs this QAuth access token bei ng presented
on the TLS connection that this workl oad authenticated?" (TLS-
channel -1 evel token binding scoped to a specific connection)

Nei t her mechani sm al one provi des both properties. In a workload-to-
wor kl oad fl ow where both are depl oyed, WT/WPT establishes and proves
the workload' s identity at the application layer while this
specification ensures the QAuth authorization token is
cryptographically bound to the specific connection that workl oad
established. Together they close the conplete chain: fromattested
wor kl oad identity to authorized, connection-scoped APl access.

WPT is a per-request application-layer proof; this specification
anortizes the proof to once per (token, connection) pair at the TLS-
channel layer. The two nmechanisns are not conpeting alternatives —
depl oynents that require both workload identity proof and connection-
| evel token bindi ng SHOULD use bot h.

4.5. Relationship to Transitive Attestation

The Transitive Attestation profile

[I-D.draft-mww nse-transitive-attestati on] addresses a conpl enentary
problem binding an identity to a verified execution environnent
("Proof of Residency"). Wile this specification binds tokens to a
TLS connection to prevent network-level replay, Transitive
Attestation binds identities to a hardware-rooted host to prevent
credential export. In high-assurance depl oynents, both nechani sns
MAY be conbi ned: Transitive Attestation ensures the token is used
fromthe correct host, and TLS session binding ensures it is used on
the correct connection.

4.6. Relationship to RFC 8693 (Token Exchange)

Thi s specification does not nodify the token exchange protoco

itself. The authorization server’s token exchange endpoi nt conti nues
to operate as specified in [ RFC8693]. The session binding is applied
to the resulting_ access token through the cnf claim Wile this
specification is applicable to any QAuth 2.0 access token, RFC 8693
Token Exchange is a primary motivator: each hop in a del egation chain
produces a new bearer token, and session binding contains the bl ast
radi us of any single token conprom se to the specific TLS connection
on which it is presented.
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5

5

5.

1.

2

Depl oynment Scope
Co- Located TLS Term nati on (Support ed)

This specification requires that the entity verifying the Session-

Bi ndi ng Proof be an endpoint of the TLS connection on which the token
is presented, or a sidecar co-located at the same trust boundary as
the resource server that termnates that connection directly. In
both cases, the verifier derives the EKMfromthe TLS session it
directly participates in, and no EKM forwardi ng is required.

This covers two depl oynent nodel s:

* *Pass-through mILS*: TLS is term nated at the application server
itself. Both the client and resource server derive the EKM
directly fromthe sanme connection

* *Co-located sidecar*: TLS is term nated at a sidecar (e.g., Envoy)
running in the same pod or VM as the resource server. The sidecar
derives the EKM directly and verifies the proof before passing the
request to the application. This is the recommended depl oynent
nmodel for agentic Al environnents. See Appendix B

Renote TLS Ternmination (Qut of Scope)
Depl oyments where TLS is termnated at a renote intermediary — such
as a standal one | oad bal ancer or APl gateway that is not co-Ilocated
with the resource server — are outside the scope of this

speci fication.

In such topol ogi es, the EKM cannot be conveyed to the verifier

wi t hout introducing a trust dependency on the internmediary’s
assertion of what the EKMwas. This changes the security property
from"bound to the TLS session” to "bound to what a proxy clains the
TLS session’s EKM was" — a weaker and categorically different
guarantee that undermnines the core security claimof this
specification. Allowing EKMto escape the session boundary via an
HTTP header would recreate the kind of nediated-trust conplexity that
contributed to TLS Token Bi nding’s adoption failures

[ RFC8471] [ RFC8472] [ RFC8473] .

Depl oynments requiring TLS-termi nating internedi ari es SHOULD pl ace the
TLS termination point and the Session-Binding Proof verifier within
the sane trust boundary — for exanple, by running an Envoy-based

si decar as both the TLS endpoint and the proof verifier, co-located
with the resource server backend.
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5.3. QU C and HTTP/3

This specification is directly applicable to QU C ([ RFC9000]) and
HTTP/ 3 transports. QU Cintegrates TLS 1.3 into its handshake

([ RFC9001]), and TLS Exporter values are available for use with QU C
connections as specified in Section 4.2 of [RFC9001].

The foll owi ng considerations apply when using this specification over

QI C

* *Exporter derivation*: The TLS Exporter MJST be derived using the
1- RTT exporter keys (post-handshake). Proofs MJST NOT be
constructed using O-RTT exporter values, as these are derived from
pre-shared keys and provi de weaker bindi ng guarant ees.

* *Connection mgration*: QU C connections nmay m grate across
network paths (different | P addresses and ports) wi thout a new TLS
handshake. The TLS state — and therefore the EKM — persists
across mgrations. Session-Binding Proofs remain valid after
connection mgration.

* *Client authentication*: In TLS 1.3 over QU C, post-handshake
client authentication is not supported (Section 4.4 of [RFCO001]).
Client certificates MJUST be presented during the initial
handshake. This sinplifies the binding nodel: the client identity
is fixed at connection establishment.

* *Long-lived connections*: QU C connections are designed to be
long-lived and resilient to network changes, aligning naturally
with the long-lived connection guidance in Section 3.3.1
6. Security Considerations
This section addresses security considerations in addition to those
described in the QAuth 2.0 Security Best Current Practice
[1-D.ietf-oauth-security-topics].
6.1. Threat Model
The followi ng table sunmarizes the threats addressed by this
specification, the specific mechanismthat nitigates each threat, and
whet her DPoP provi des equi val ent protection
6.1.1. T1: Cross-Connection Token Repl ay

* *Threat*: An attacker intercepts a bearer token and presents it on
a different TLS connecti on.
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* *Mtigation*: The ekmclaimin the proof is derived fromthe TLS
handshake transcript and is unique per connection. The resource
server conpares it against its own locally-derived EKM A
repl ayed proof will fail the EKM conpari son

*  *DPoP equivalent*: No. DPoP binds to an application-layer key,
not to the TLS connection. |If the DPoP key is also exfiltrated,
repl ay succeeds.

6.1.2. T2: Cross-Host Token Repl ay

* *Threat*: An attacker on a different host obtains a bearer token
and attenpts to use it.

* *Mtigation*: The proof is signed with the client’s niLS private
key. The resource server verifies the signature against the
public key fromthe current niTLS handshake. A different host
presents a different certificate, so signature verification fails.

*  *DPoP equivalent*: Partial. DPoP binds to an epheneral key, which
may not be har dwar e- prot ect ed.

6.1.3. T3: Token Exfiltration via LLM Pronpt Injection

* *Threat*: A conprom sed or pronpt-injected Al agent exfiltrates a
bearer token via tool calls, side channels, or |og | eakage.

* *Mtigation*: The attacker obtains the token but cannot produce a
valid proof. Wen deployed with a security sidecar (see
Appendi x B), the nilLS private key resides in a separate process
i naccessible to the agent’s LLMruntinme. Wen deployed without a
sidecar (direct integration, see Appendix C), the private key
resides in the sane process as the agent; key isolation in this
vari ant depends on platformlevel controls such as hardware-backed
key storage. |In both cases, even if the attacker al so obtains the
proof, the EKMw |l not match on a different connection

* *DPoP equivalent*: No. DPoP keys are application-Ilayer and
typically reside in the same process as the agent, making co-
exfiltration with the token |ikely.

6.1.4. T4: Token + Proof Exfiltration (Both Stol en)
* *Threat*: An attacker obtains both the access token and the

Sessi on-Bi ndi ng Proof, and attenpts to use themon their own mlLS
connection to the sanme resource server
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6

2

2

* *Mtigation*: Two independent protections apply: (1) the
attacker’s nlLS certificate differs fromthe original client’s, so
the proof signature does not match the public key fromthe
attacker’s handshake — the resource server verifies the proof
against the certificate presented on _this_ connection; (2) even
if the attacker somehow presents the same certificate, a different
TLS connection produces a different EKM so the ekm cl ai m does not
mat ch the server’s | ocally-derived val ue.

* *DPoP equivalent*: No. |If both the DPoP proof and the DPoP key
are exfiltrated, the attacker can replay from any connecti on.

.5.  T5: Milti-Hop Del egation Chain Conpromni se

* *Threat*: A token is stolen at one hop in a del egation chain
(A>B—C—D) and replayed at a different hop

* *Mtigation*: Each hop uses a distinct nlLS connection with a
distinct EKM A token bound to one hop’s connection cannot be
repl ayed on anot her.

* *DPoP equivalent*: Partial. DPoP binds per key, but the key is
not inherently tied to a specific hop’s connection

Resi dual Ri sks
1. Intra-Connection Replay

Wthin the sane TLS connection, an attacker with access to the
channel (e.g., a conpromi sed m ddl eware conponent) coul d observe and
replay requests. This risk is nmitigated by including the OPTI ONAL
per-request cl ai ns:

* The jti claim which provides per-proof uni queness when the server
mai ntains a replay cache.

* The htmand htu clainms, which bind the proof to a specific HTTP
met hod and URI.

* Short iat validity windows that limt the tenporal scope of any
repl ay.

Depl oynments that require intra-connection replay protection SHOULD
i ncl ude per-request clains.
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6.2.2. Conpromi sed Private Key

If the client’s niILS private key is conprom sed, the attacker can
produce valid proofs. Mtigations include:

* *Hardwar e- backed key storage*: Storing the private key in a TPM
HSM or TEE prevents software-level exfiltration.

* *Short-lived certificates*: Using short-lived credentials (e.qg.,
SPIFFE SVIDs with hourly or shorter expiry) linmts the w ndow
during which a conprom sed key can be expl oited.

* *Transitive Attestation*:

[I-D.draft-mww nse-transitive-attestation] binds identity to a
verified execution context, providing evidence if the execution
environment is tanpered with.

7. 1 ANA Consi derations

7.1. CQAuth Token Confirmation Methods

This specification registers the following confirmation nethod in the

| ANA "QAuth Token Confirmati on Met hods" registry established by

[ RFC7800] :

* *Confirmation Method Value*: tls_exp

* *Confirmation Method Description*: TLS Exporter Session Binding

* *Change Controller*: |ETF

* *Reference*: [this docunent]

7.2. CQAuth Dynamic Cient Registration Mtadata

Thi

s specification registers the followi ng client netadata val ue:
* *Client Metadata Name*: tls_session_bound access tokens

* *Client Metadata Description*: Bool ean indicating the client
requires TLS-session-bound access tokens

* *Change Controller*: |ETF

* *Reference*: [this docunent]
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7.3. HITP Header Fields

This specification registers the followi ng HITP header fi el ds:
7.3.1. Session-Bi ndi ng- Proof

* *Header Field Name*: Session-Bindi ng- Proof

*  *Status*: permanent

* *Reference*: [this docunent]
7.4. TLS Exporter Label

This specification registers the following TLS Exporter |abel in the
| ANA "TLS Exporter Label s" registry:

*  *Val ue*: EXPORTER-oaut h-tl s-sessi on-bound

*  *DILS-OK*: N

*  *Reconmmended*: Y

* *Reference*: [this docunent]
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Appendi x B. Sidecar Deploynent for Agentic Al

In agentic Al architectures, a comon depl oynent pattern places a
security sidecar (e.g., Envoy, Istio proxy, or a purpose-built agent
gat eway) al ongsi de each Al agent workload. This appendi x descri bes
how TLS- sessi on-bound tokens integrate with this pattern and the
resulting security benefits.

B.1. Architecture

The foll owi ng di agram shows the depl oynent | ayout. The Al agent and
security sidecar run in the sane pod or VM The sidecar holds the
nrLS private key, manages all authenticated outbound connections, and
mai ntai ns a cache of signed proofs. A single niTLS connection to a
renote resource server may carry requests on behalf of many different
users, each with a distinct access token; the sidecar constructs and
signs a proof once per (token, connection) pair and reuses it for
subsequent requests with the sane token.
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B.2. Request Flow

The foll owi ng di agram shows how requests flow fromthe Al agent
through the sidecar to the renote resource server. The sidecar
transparently adds the Session-Binding Proof and reuses it for
subsequent requests with the same token.

Al Agent Security Sidecar Resource Server

I I
| === nTTLS handshake ======>|

I

| [ ONCE PER CONNECTI ON] |
| Both sides derive:

| EKM = TLS- Exporter(
| " EXPORTER- oaut h-

| tl s-session-

| bound", "", 32)
I

|

I

I

I

(1) HTTP Request 1

Aut hori zat i on:
Bear er <token>

(plaintext, local)
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(7) HTTP Request 2
Aut hori zat i on:

Bear er <token>
o >
I
| (8) Sidec
I
I
I
I
I
|
I
I
I
I
I
|
|  (12) 200 K
I R
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’
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SHA256( t oken)

ekm EKM iat }

- Signs with nTLS private key

(3) nTLS Request

Aut hori zati on:
Bear er <token>

Sessi on- Bi ndi ng- Pr oof:
<proof _j wt >

(4) Server verifies:

1. sig matches cert

2. ath nmatches token
3. ekm mat ches EKM |
4. iat in w ndow
(caches bi ndi ng)

(5) 200 OK

r reuses proof

(9) nTLS Request

Aut hori zat i on:
Bearer <token>

Sessi on- Bi ndi ng- Pr oof :
<proof _jwt> (reused)

(10) Cache hit:
bi ndi ng verified

(11) 200 K
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I I
B.3. HITP/2 Multi-User Miltiplexing

In a typical agentic deploynment, Agent A serves mnultiple users
concurrently. Each user’s request triggers an on-behal f-of (0BO
t oken exchange, producing a distinct access token. Al outbound
requests to Agent B share a single HITP/2 mILS connecti on,

mul ti pl exed across streans:

Agent A Si decar Agent B

I I I

| | === niIlLS (one conn) ===>

| | EKM deri ved once

I I I
User 1: | |

| - - Token_1-->| |
|--(stream 1)----------- >|
| Bearer: Token_1 |
| Proof: {ath_1, ekn}
| (signed once) |
I I

User 2: | |
--Token_2-->| |
|--(stream 3)----------- >|

| Bearer: Token 2 |
| Proof: {ath_2, ekm |
| (signed once) |
I I

User 1 again: | |

I
I
I
I
I
r
I
I
I
I
I
I
r
| - - Token_1-->| |
| |--(stream5)----------- >|

| | Bearer: Token_1 |

| | Proof: reused |

I I I

Each token is signed *once* when first seen on this connection
Subsequent requests with the same token reuse the cached proof. Wth

N users and M requests per user, the total signing cost is N (one per
token) rather than NxM (one per request as w th DPoP)

B.4. Security Benefits

This architecture provides defense-in-depth agai nst agentic Al threat
vect ors:
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* *Pronpt injection token exfiltration*: Even if a conprom sed LLM
exfiltrates an access token via tool calls, |og | eakage, or side
channel s, the attacker cannot produce a valid Session-Bi ndi ng
Proof. The mILS private key resides exclusively in the sidecar
process, which is not accessible to the agent’s application |ogic
or LLM runti me.

* *Key isolation*: The agent never has access to the signing key.
The sidecar can enforce hardware-backed key storage (TPM HSM
i ndependently of the agent’s runtinme environnent.

* *Transparent integration*: The agent application code requires no
nmodi fications beyond standard QAuth token handling. The session
binding is entirely transparent —the sidecar intercepts outbound
requests and adds the proof.

* *Centralized policy enforcenent*: The sidecar can apply additiona
policy checks (token scoping, rate linmting, destination
all owisting) before constructing the proof, providing a security
control plane for agent traffic.

* *Audit boundary*: Al authenticated outbound traffic passes
through the sidecar, providing a natural audit point for |ogging
whi ch tokens were used, to which destinations, and when

Rel ationship to Existing Infrastructure

Thi s depl oynent nodel aligns with the service nmesh architecture used
in SPI FFE/ SPI RE environnents, where the sidecar already manages
wor kl oad identity certificates. Wen conbined with Transitive
Attestation [I-D.draft-mww nse-transitive-attestation], the sidecar
can additionally attest that the agent is running in a verified
execution environnent while sinultaneously binding all tokens to the
active TLS connecti on.

I mpl ement ati on Consi der ati ons

The sidecar nust access the TLS Exporter value fromthe niLS
connection it term nates in order to construct the Session-Binding
Proof. See Section 2.2 for the general inplenmentation note on TLS
Exporter APl availability across TLS libraries and frameworKks.

1. Connection Lifecycle Managenent

Si decars that inplenment this specification should handl e TLS

connection lifecycle events to nmanage the EKM and proof caches
correctly. A typical inplenentation uses a |ayered architecture:
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* *Connection-level layer* (e.g., a network filter or transport
cal | back): Derives the EKM when a new nifLS connection is
established and stores it in connection-scoped state. Registers a
cal | back for connection cl ose events.

*  *Request-level layer* (e.g., an HTTP filter): Reads the cached EKM
fromthe connection-scoped state, constructs or retrieves the
cached proof for each token, and injects the Session-Bindi ng- Proof
header into outbound requests.

When a TLS connection termninates, all connection-scoped state —
including the EKM and all cached proofs for that connection — SHOULD
be purged automatically. Frameworks that support connecti on-scoped
storage (e.g., per-connection filter state) provide this cleanup
naturally without requiring explicit invalidation |ogic.

When a connection to the upstreamresource server is |ost and a new
one is established, the sidecar derives a fresh EKM fromthe new
handshake and constructs new proofs. Previously cached proofs are
invalid because they contain the old connection’s EKM

Appendi x C. SPI FFE/ SPI RE I ntegration

Thi s appendi x is non-normative. It describes how this specification
integrates with SPI FFE/ SPI RE workl oad identity infrastructure and the
additional security properties that result when the nmlLS certificate
is a SPIFFE X. 509- SVI D.

C.1. ldentity-Provenance Property

When the nifLS certificate is an arbitrary X 509 certificate, this
speci fication provides connection-scoped token binding: the token
cannot be replayed on a different TLS connection. Wen the mILS
certificate is a SPIFFE X 509-SVID i ssued by a SPIRE depl oynent, the
bi ndi ng acquires a richer senmantic property.

A SPIFFE X. 509-SVID is issued only after a two-stage attestation
process:

1. *Node attestation*: The SPI RE agent running on the node proves to
the SPIRE server that the node is what it clains to be (e.g., via
cl oud provider instance identity docunents, TPM attestation, or
Kuber net es servi ce account tokens).

2. *Workload attestation*: The SPIRE agent verifies the properties
of the workl oad process requesting the SVID (e.g., binary hash,
Unix U D A D, Kubernetes pod | abels, container inmage digest)
agai nst policies registered in the SPI RE server.

Krishnan, et al. Expi res 24 Novenber 2026 [ Page 31]



I nternet-Draft TLS- Sessi on- Bound- Tokens May 2026

The resulting SVID is short-lived (typically between one mnute and
one hour, dependi ng on depl oynment policy) and is automatically
rotated by the SPI RE agent before expiry.

When a Session-Binding Proof is signed by the private key of a SPlI FFE
X.509-SVID, the resource server’'s verification inplies the follow ng
chai n:

* The access token was presented on a specific TLS connecti on (EKM
bi ndi ng) .

* That connection was established by the workl oad whose private key
signed the proof.

* That workl oad was attested by a SPI RE agent as running on an
attested node.

* The SVID was valid and within its short-lived i ssuance w ndow at
the tinme of proof construction.

This property — authorization bound to attested workload identity —
is not achievable with DPoP, whose key has no provenance beyond self-
generation, or with RFC 8705 al one, which binds to a certificate

t hunbprint but does not constrain how the certificate was issued or
how I ong it has been valid. The conbination of this specification
with SPI FFE/ SPI RE delivers identity-rooted proof of possession: the
bi nding key is not "a key the client generated" but "a key issued to
a specific attested workload through a verifiable trust chain."”

C. 2. Deployment Variants

C.2.1. Wthout Sidecar (Direct Integration)
In this variant, the workl oad process itself obtains the SVID via the
SPI FFE Wor kl oad APl and uses it directly for mILS connections. The

wor kl oad al so constructs the Session-Binding Proof using the SVID
private key.
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SPI RE Server
| (node + workl oad attestation)
SPI RE Agent (node-Ievel)

| Workload APl (UDS)

Wor kl oad (Al Agent / Service)

Hol ds (via SPI FFE Wor kl oad API):
- X.509-SVID (cert + private key)
- SVID bundl e (trust roots)

Per f or ns:

- mILS connection establi shment

- EKM derivation

- Session-Bi ndi ng Proof construction

o m e e e e e e e e e e e e e e e eee e +
| mTLS (SVI D aut henti cat ed) |
Fom e e e e e oo o o m e e e e e e e oo - +---+
I
v

Renpot e Resource Server

The SPI FFE Workl oad APl (typically a Unix domain socket) delivers the
current SVID and its private key to the workl oad process. The
wor kl oad uses this SVID as its mlILS client certificate and constructs
the Session-Binding Proof by signing with the corresponding private
key.

*SVID rotation*: When the SPIRE agent rotates the SVID (before
expiry), the workload receives the new SVID via the Wrkl oad API.
The wor kl oad SHOULD establi sh new nifLS connecti ons using the new
SVID. Each new connection produces a new EKM fresh proofs nust be
constructed for any tokens presented on those connections.

Previ ously cached proofs, which reference the old connection’s EKM
remain valid only on connections established with the old SVID.

*Security note*: In this variant, the SVID private key resides in the
same process as the agent’s application |logic and LLMruntine. The
key-isol ation benefit described in Appendix B does not apply. A
wor kl oad conprom se nmay expose both the access token and the private
key. This variant is appropriate for environments where process-
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| evel conmpromise is not the primary threat nodel, or where hardware-
backed key storage (e.g., PKCS#11, TPM is enforced at the platform
| evel independently of the application

C.2.2. Wth Sidecar (Recomrended for Agentic Al)

In this variant, the SPIRE agent delivers the SVID exclusively to the
sidecar. The workl oad process never receives the SVID private key.
The sidecar holds the key, establishes all outbound nlLS connecti ons,
and constructs Session-Binding Proofs transparently. This is the
pattern described in Appendi x B, extended to SPI FFE/ SPI RE
envi ronnent s.

SPI RE Server

| (node + workl oad attestation)
SPI RE Agent (node-I|evel)

| Workload API (UDS) — SVID delivered to sidecar only

o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo oo +
Pod / WM |
I
. + . + |
Al Agent Security | |
(app I ogic, Si decar

LLM runti ne) (Envoy + SDS)

I I I

I I I I
I I I I
I I I I
| Does NOT hold: | | Holds (via SDS): |
I I I I
I I I I
I I I

I I I

- SVID - X.509-svIiD
- private key - SVID private key
- EKM cache |
- proof cache |
S S + S S + |
| plaintext HTTP (I oopback/ UDS) |
. Secemmeeaaa + |
| nilrLS (SVI D) |
o e e e e e e e e e e e e e e o e +
I
%

Renot e Resource Server

Envoy-based sidecars typically receive SVID updates fromthe SPIRE
agent via Secret Discovery Service (SDS). Wen the SVID rotates, the
sidecar receives the new certificate and key via SDS and uses it for
al | subsequent out bound connections. The sidecar’s connection

I'i fecycl e managenent described in Appendix B applies directly: on
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SVID rotation, a new nmILS connection to the resource server produces
a new EKM and the sidecar constructs fresh proofs for any tokens
presented on that connection. Resource servers caching
(connection_id, ath) bindings are unaffected, as each cache entry is
keyed on the connection rather than the certificate.

C. 3. Relationship to WMSE W T/ WPT

SPI FFE X. 509- SVI Ds and W MSE Wor kl oad Identity Tokens (WTs) serve
the sane purpose — carrying attested workload identity — through
different credential formats. This specification is conpatible with
bot h.

VWhen WMSE W T/ WPT is used alongside this specification in a
wor k|l oad-t o-wor kl oad fl ow, the two nmechani sns address conpl enentary
questions at different |ayers:

* *WME WT/WPT*: "Is this workload who it clains to be, and is
this the workload that holds the corresponding private key?"
(application-layer identity assertion and per-request proof of
possessi on)

* *This specification*: "lIs this QAuth access token bei ng presented
on the TLS connection that this workl oad authenticated?" (TLS-
channel -1 evel token bindi ng)

Toget her they cl ose the conplete chain: workload identity is asserted
and proven at the application |ayer (WT/WPT), and the QAuth

aut hori zation token is cryptographically bound to the specific
connection that workl oad established (this specification). Neither
mechani sm al one provides both properties.
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