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Abstract

Thi s docunent defines a nechanismfor binding OQAuth 2.0 access tokens
to a specific mutual TLS (nTLS) session. The binding is achieved
through a per-request proof token that incorporates the TLS Exporter
val ue {{! RFC5705}} derived fromthe current session and an access
token hash, signed by the client’s private key corresponding to its
mrLS certificate. This nmechani smprevents stol en bearer tokens from
bei ng replayed on a different TLS connection. Wile applicable to
any QAuth 2.0 access token presented over mlLS, this specification is
primarily notivated by the Token Exchange protocol {{!RFC8693}},
where nul ti-hop del egation chains in autononous, agent-driven
architectures create el evated replay risk.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Septenber 2026
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1. Introduction

1.1. The Bearer Token Replay Problem

QAuth 2.0 access tokens are typically *bearer tokens*: any party in
possession of the token can use it to access protected resources,
regardl ess of the presenter’s identity or the comunicati on channel
This is a known risk addressed by the QAuth 2.0 Security Best Current
Practice {{!I-D.ietf-oauth-security-topics}}.

The Token Exchange protocol {{!RFC8693}} anplifies this risk by
enabl i ng chai ned del egati on across service boundaries. Each exchange
produces a new bearer token, and a conprom se at any point in the
chai n exposes downstream t okens

Existing mitigations address parts of this problem

* *RFC 8705 (niILS Certificate-Bound Tokens)* {{!RFC8705}}: Binds the
token to the client’s X. 509 certificate thunbprint. However, the
binding is to the certificate identity , not the TLS
connection_. If the sane certificate is used across connecti ons,
or if the certificate and token are both exfiltrated, the token
remai ns repl ayabl e.

*  *RFC 9449 (DPoP)* {{!RFC9449}}: Provides application-Ilayer proof-
of - possessi on usi ng epheneral, application-nmanaged keys.
Applicable to both public and confidential clients, but binds to
the key, not to the TLS channel

*  *Token Binding (RFC 8471-8473)*: Proposed direct TLS session
bi ndi ng but required a new TLS extensi on, was never specified for
Token Exchange, encountered adoption barriers in browsers and TLS
1.3 transitions, and was ultimtely abandoned.

None of these nechani sns provide *TLS-connection-1|evel binding* for
QAuth 2.0 access tokens in nfTLS environnents.
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1.2. The Agentic Al Amplifier

The rise of autononous Al agents dramatically anplifies the bearer
token replay risk. Unlike traditional QAuth flows where a human
initiates discrete requests, agentic Al systens:

* *Aut ononmously chain APl calls*: An agent may invoke hundreds of
APl calls across multiple services w thout human intervention,
each potentially involving RFC 8693 t oken exchanges.

* *pPerformmnulti-hop del egation*: Agent A exchanges its token for a
del egated token to call Agent B, which exchanges again for Agent
C. Each hop produces a new bearer token. A single conprom se
anywhere in this chain exposes all downstreamtokens

* *Run for extended periods*: Agents operate autononously for hours
or days, providing a broad wi ndow for token interception and
repl ay.

* *Generate opaque traffic*: Agent-to-agent APl calls are fully
autonmated. A replayed token produces legitimte-looking traffic
that is extrenely difficult to distinguish from genuine
requests—there is no human in the loop to detect anomalies.

* *Are susceptible to pronpt injection*: A conprom sed or pronpt-
injected LLM agent can exfiltrate bearer tokens via tool calls,
side channels, or log | eakage. These tokens are i mediately
usabl e from any connection

These characteristics nake bearer token replay a *first-order threat?*
in agentic Al architectures. This docunent addresses this gap by

bi ndi ng access tokens to the nflLS connection on which they are

pr esent ed.

1.3. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 {{! RFC2119}} {{!RFC8174}} when, and only when, they appear in al
capital s, as shown here

Thi s docunent uses the follow ng terns:

TLS Exporter Value: A value derived fromthe TLS handshake using the
mechani smdefined in {{! RFC5705}} (for TLS 1.2) or Section 7.5 of
{{! RFCB446}} (for TLS 1.3). The exporter value is unique to the
specific TLS connection and is avail able to both endpoints.

Sessi on-Bi nding Proof: A signed JW presented al ongside the access
token that cryptographically binds the token to the current mILS
session via the TLS Exporter val ue.

Token Exchange: The protocol defined in {{!RFC8693}} for exchanging

Krishnan, et al. Expi res 20 Sept enber 2026 [ Page 4]
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one security token for another at an authorization server
2. TLS Session Binding for Access Tokens
2.1. Overview

Thi s specification defines a proof-of-possession mechani smthat binds
QAuth 2.0 access tokens to the nifLS connecti on on which they are
presented. While applicable to any QAuth 2.0 access token, it is
primarily designed for tokens issued via the Token Exchange protoco
{{'RFC8693}}, where multi-hop del egation creates el evated repl ay
risk. The mechani sm operates as foll ows:

1. The client and resource server establish an mILS connection
Both sides derive a TLS Exporter value unique to this connection.

2. \Wen presenting an access token, the client constructs a
*Sessi on-Bi nding Proof*: a JWI containing the hash of the access
token, the TLS Exporter value, and the HTTP nethod and URI of the
request .

3. The client signs this JWIF with the private key corresponding to
its nTLS client certificate.

4. The resource server verifies the proof by checking the signature
against the client certificate' s public key, confirm ng the
exporter value matches the current connection, verifying the
i ssuance time, and confirm ng the token hash matches the
presented access token.

A token that requires session binding includes a confirmtion nethod
claim(tls_exp) containing the TLS Exporter |abel, which signals to
the resource server that the Session-Bi nding Proof MJST be presented
and verified.

2.2. TLS Exporter Derivation

Both the client and resource server MJST derive the TLS Exporter
val ue using the followi ng paraneters

* *Label *: EXPORTER- oaut h-tl s-sessi on-bound
* *Context*: Enpty (zero-I|ength)
* *Length*: 32 octets

For TLS 1.3, the exporter is derived as specified in Section 7.5 of
{{!RFCB446}}. For TLS 1.2, the exporter is derived as specified in
{{'RFC5705}}. TLS 1.3 i s RECOVMENDED because TLS 1.2 abbrevi ated
handshakes (session resunption) may reuse the same master secret
across connections, weakeni ng the binding.
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Note: By binding to the TLS Exporter rather than the application
traffic keys, the binding remains valid across TLS 1.3 KeyUpdate
operations. Standard key rotation refreshes traffic keys but does
not change the exporter naster secret, avoiding unnecessary re-proof
cycl es whil e naintaining strong connection bindi ng.

Sessi on- Bi ndi ng Proof Fornmat

The Session-Binding Proof is a JWI with the follow ng structure:

1. Header
{ H H .
"typ": "tls-binding-proof+w",
"al g": "ES256",
" x5t #S256": "<base64ur|l SHA-256 thunbprint of client certificate>"
}

The al g value MUST match the key type of the client’s nifLS
certificate. The x5t#S256 val ue MJST be the base64url - encoded

SHA- 256 t hunbprint of the DER-encoded client certificate, as defined
in {{!RFC8705}}.

2. Payl oad
L,
"jti": "<unique identifier>",
"ath": "<base64ur| SHA-256 hash of the access token>",
"ekm': "<base64url TLS Exporter val ue>",
"iat": 1710820000,
"htnm': "POST",
"htu": "/api/resource"
}
The payl oad clainms are defined as foll ows:
jti: REQURED. A unique identifier for the proof to prevent replay.
The val ue MJUST be uni que per proof token and SHOULD be a UUI D or
equi val ent .

ath: REQUI RED. The base64url -encoded SHA-256 hash of the ASCI |
encodi ng of the associated access token val ue.

ekm REQUI RED. The base64url -encoded TLS Exporter val ue derived as
specified in Section 2.2.

iat: REQU RED. The tine at which the proof was issued, as a
Nuneri cDate (seconds since the Unix epoch). The resource server
MUST verify that this value is within an acceptabl e cl ock skew
wi ndow.

htm REQUI RED. The HTTP nethod of the request to which the proof is

shnan, et al. Expi res 20 Sept enber 2026 [ Page 6]
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attached (e.g., "CGET", "POST").
htu: REQUI RED. The HITP target URI of the request to which the
proof is attached, w thout query and fragnment parts.

2.3.3. Signature

The JWI' MUST be signed using the private key corresponding to the
client’s niILS certificate. The signature algorithm MJST match the
al g header paraneter.

2.4. Token Confirmation C aim

An aut hori zation server that supports TLS-session-bound access tokens
MUST include a cnf (confirmation) claimin the issued access token
(when the token is a JW) or in the token introspection response.

The cnf clai m MUST contai n:

"enf": {
" x5t #5256": "<cert -t hunbprint >",
"tls_exp": "EXPORTER-oaut h-tl s-session-bound”
}
}

x5t #S256: REQUI RED. The certificate thumbprint as defined in
{{! RFC8705}}.

tls_exp: REQU RED. A string value containing the TLS Exporter | abe
that the client and resource server MJST use to derive the
sessi on- bi ndi ng value. The presence of this claimsignals that
the resource server MJST require and verify a Sessi on-Bi ndi ng
Proof for every request using this token. This follows the
pattern of existing cnf menbers which carry key/binding materia
rat her than bool ean flags (see {{! RFC7/800}}).

3. Protocol Flow
3.1. Token Issuance with Session Binding

The nmechani sm for requesting and issuing TLS-session-bound tokens is
as foll ows:

1. The client authenticates to the authorization server using nflLS
and requests a token. This MAY be a token exchange per
{{'RFCB8693}}, a client credentials grant, or any other QAuth 2.0
grant type.

2. The authorization server issues a new access token

Krishnan, et al. Expi res 20 Sept enber 2026 [ Page 7]
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3.

4.

3. 2.

If the authorization server policy requires TLS session binding
for this client, it includes the cnf claimwith tls_exp set to
the exporter label in the issued token

The client receives the token and notes the tls_exp requirenent.

Aut hori zati on Server Behavi or

The aut horization server deterni nes whether to i ssue TLS-session-
bound tokens based on per-client configuration. The follow ng client
regi stration nmetadata paranmeter is defined:

tls_session_bound access_tokens: OPTIONAL. A bool ean val ue

i ndicating that the authorization server MJST i ssue TLS-session-
bound access tokens for this client. Wen set to true, the
aut hori zation server includes the tls_exp confirmation nmethod in
all access tokens issued to this client. Defaults to fal se.

The aut hori zation server MAY al so apply session binding based on

*

3. 3.

Token exchange policy: Wen the subject_token or actor_token in an
RFC 8693 exchange is itself session-bound, the resulting token
SHOULD al so be session-bound to maintain the security property
across the del egation chain.

Resource server requirenents: Wen a resource server’s netadata
indicates that it requires session-bound tokens.

Ri sk-based policy: Wen the requested scope, audi ence, or

del egati on depth exceeds a policy threshol d.

Resource Access with Session-Bi ndi ng Proof

The following diagramillustrates the conplete flow
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Client (with cert C Resource Server

--- niILS handshake (client cert C --------------- >|

Bot h si des derive: |
EKM = TLS- Exporter ( |

" EXPORTER- oaut h-t | s- sessi on- bound", |

" 32)

i

I

|

I

I

I

I

|

| dient constructs proof JWI:
| header = { typ, alg, x5t#S256 }
| payl oad = {

| jti: <unique-id>,

| at h: SHA256( access_t oken),
| ekm EKM |
| iat: <unix_tinmestanp>,
| htm "POST",

| htu: "/api/resource"
I

I

|

I

I

I

I

I

|

I

I

I

I

I

|

I

sig = Sign(C. privateKey, header || payl oad)

--- HTTP Request ----------mmmmmm oo - >|
Aut hori zation: Bearer <access_token>
Sessi on- Bi ndi ng- Proof: <proof _j wt>

Server verifies:

1. sig matches C. publicKey from mILS
ath mat ches SHA256( access_t oken) |
ekm mat ches server-derived EKM |
iat within acceptable skew wi ndow |
ht mM htu match actual request |
jti not previously seen |

Uk WN

<-- 200 OK = - mmmm i mmm oo |
When the client presents the access token to a resource server

1. The client establishes an nTLS connection with the resource
server.

2. The client derives the TLS Exporter value for the current
sessi on.

3. The client constructs a Session-Binding Proof JW as specified in
Section 2. 3.

4. The client sends the HTTP request with:
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* The access token in the Authorization header: Authorization
Bearer <access_t oken>

* The Session-Binding Proof in the Session-Binding-Proof header
Sessi on- Bi ndi ng- Proof: <proof jwt>

5. The resource server perforns the follow ng verifications:

a. *Standard nTLS verification*: Verifies the client certificate
as part of the TLS handshake. b. *Token validation*: Validates
the access token (signature, expiration, audience, etc.). c.
*Certificate binding*: Verifies that the x5t#S256 in the token's
cnf claimmatches the presented client certificate. d. *TLS

bi ndi ng required*: Checks that cnf.tls_exp is present and a

Sessi on-Binding Proof is present. e. *Proof signature*: Verifies
the proof JWI signature against the public key in the client
certificate. f. *Exporter match*: Derives the TLS Exporter val ue
for the current session and confirnms it matches the ekmclaimin
the proof. g. *Token hash*: Conputes SHA-256 of the presented
access token and confirms it matches the ath claim h.
*Timestanp*: Confirns iat is within the acceptabl e skew wi ndow.

i. *Method and URI*: Confirnms htmand htu match the actua
request. j. *Uniqueness*: Confirns the jti has not been seen
before within the token's validity period.

6. If all verifications succeed, the resource server processes the
request. If any verification fails, the resource server MJST
reject the request as specified in Section 3.5.
3.4. Token Introspection Considerations
When token introspection {{!RFC7662}} is used, the introspection
response MUST include the cnf claimwith the tls_exp field. This
all ows resource servers that do not have direct access to the token’s
clains (e.g., opaque tokens) to determ ne whether session binding is
required.
3.5. FError Responses
VWhen verification of the Session-Binding Proof fails, the resource
server MJST respond with HTTP 401 and include a WWV Aut henticate
header with the foll owing error codes:

WANM Aut henti cate: Bearer error="invalid_proof",
error_description="description of failure"

The followi ng error code val ues are defined:

invalid_proof: The Session-Binding Proof is missing, nalformed, or

Krishnan, et al. Expi res 20 Sept enber 2026 [ Page 10]
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4.

4.

4.

failed verification. This includes signature verification
failure, exporter msmatch, expired iat, and htnm htu m smatch.

use_sessi on_bi nding: The access token requires a Session-Bi ndi ng
Proof (the cnf.tls_exp claimis present) but no Session-Bi ndi ng-
Proof header was provided. This error signals to the client that
it must construct and present a proof.

The resource server SHOULD include an error_description paraneter
wi th a human-readabl e expl anati on of the specific verification
failure.

Integration with Existing Mechani sns
1. Relationship to RFC 8705 (niLS-Bound Tokens)

Thi s specification extends RFC 8705 by addi ng session-1evel binding
on top of certificate binding. The x5t#S256 claimfrom RFC 8705 is
reused. Deploynents MAY support both nechani sns sinultaneously: RFC
8705 provides certificate binding, while this specification adds per-
request session binding.

2. Relationship to RFC 9449 (DPoP)

DPoP and this specification address sinilar goals (proof-of-
possession) but use different nmechani sms and binding targets:

* *DPoP*: Applicable to both public and confidential clients.
Particularly valuable for public clients that cannot use niTLS.
Uses epheneral, application-nmanaged keys not bound to the TLS
| ayer.

* *This specification*: Designed for confidential clients and
wor kl oads that al ready use niLS. Reuses the existing mILS
certificate and adds TLS channel bi nding.

In environments where both nTLS and DPoP are available, this

speci fication provides stronger security guarantees because it binds
to both the client identity (certificate) and the transport session
(exporter).

4.3. Relationship to WME W T/ WPT

The W MSE Workl oad Identity Token (WT) and Workl oad Proof Token
(WPT) defined in {{!I-D.ietf-w nse-s2s-protocol}} provide a sinilar
pr oof - of - possessi on nechani sm f or wor kl oad-t o-wor kl oad conmuni cati on
This specification is conpatible with WMSE and can be used in
conjunction with WT/WPT when niTLS-based session binding is required
for tokens obtained via RFC 8693 exchange.
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Internet-Draft TLS- Sessi on- Bound- Tokens March 2026

4.4. Relationship to Transitive Attestation

The Transitive Attestation profile {{!I-D. draft-m+w nse-transitive-
attestation}} addresses a conplenentary problem binding an identity
to a verified execution environnment ("Proof of Residency"). Wile
this specification binds tokens to a TLS session to prevent network-
| evel replay, Transitive Attestation binds identities to a hardware-
rooted host to prevent credential export. In high-assurance

depl oynents, both mechani sms MAY be conbined: Transitive Attestation
ensures the token is used fromthe correct host, and TLS session

bi nding ensures it is used on the correct connection

4.5. Relationship to RFC 8693 (Token Exchange)

5.

5

5

Thi s specification does not nodify the token exchange protoco

itself. The authorization server’s token exchange endpoi nt conti nues
to operate as specified in {{! RFC8693}}. The session binding is
applied to the resulting_ access token through the cnf claim Wile
this specification is applicable to any QAuth 2.0 access token, RFC
8693 Token Exchange is a primary motivator: each hop in a del egation
chain produces a new bearer token, and session binding contains the
bl ast radi us of any single token conprom se to the specific TLS
connection on which it was issued.

TLS Proxy Consi derations
1. Pass-Through mlLS

I n depl oynents where TLS is term nated at the application server
(pass-through node), this specification works without nodification
Both the client and server have direct access to the TLS Exporter
val ue.

2. TLS Termnation at Proxy
When a TLS-terninating proxy (e.g., a |oad bal ancer or APl gateway)
sits between the client and the resource server, the proxy MJST
forward the follow ng information to the backend:
1. The client certificate or its thunbprint, as specified in
{{! RFC9440}}.
2. The TLS Exporter value derived fromthe client-to-proxy nmrILS
sessi on.
A new HTTP header is defined for conveying the exporter val ue:

TLS- Exporter: <base64url -encoded exporter val ue>
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The proxy MJST derive the exporter using the |abel and paraneters
specified in Section 2.2 fromthe client-facing TLS session, and
forward it in this header over a trusted, integrity-protected
connection to the backend.

The backend resource server MJST use the forwarded exporter val ue
(instead of its own |ocally-derived value) when verifying the
Sessi on- Bi ndi ng Proof .

*Security Warning:* The TLS-Exporter header contains security-
sensitive material. The connection between the proxy and backend
MUST be integrity-protected (e.g., via a separate niLS connection or
a trusted network). The backend MJUST NOT accept this header from
untrusted sources.

6. Security Considerations

Thi s section addresses security considerations in addition to those
described in the QAuth 2.0 Security Best Current Practice {{!I-
D.ietf-oauth-security-topics}}.

6.1. Addressed Threats
6.1.1. Cross-Connection Replay

The TLS Exporter value is cryptographically derived fromthe TLS
handshake transcript and is unique per TLS connection. An attacker
who intercepts a bearer token cannot replay it on a different TLS
connecti on because the exporter value will not match.

6.1.2. Cross-Host Replay

The Session-Binding Proof is signed with the client’s niILS private
key. An attacker on a different host cannot produce a valid proof
wi t hout possessing the private key.

6.1.3. Token Exfiltration via LLM Pronpt |njection

Even if an Al agent’s bearer token is exfiltrated via pronpt
injection, tool-call side channels, or |og | eakage, the attacker
cannot produce a valid Session-Binding Proof because they |ack both
the client’s private key and the ability to derive the TLS Exporter
value fromthe legiti mte session
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6.1.4. Milti-Hop Del egati on Chain Conpromni se

Each hop in a delegation chain (A>B—C—D) uses a distinct niILS session
with a distinct exporter value. A token stolen at any point in the
chain is bound to that specific session and cannot be replayed on a

di fferent hop

6.2. Residual Risks
6.2.1. Intra-Session Replay

Wthin the sane TLS session, an attacker with access to the channe
(e.g., a conpronised mniddl eware component) coul d observe and repl ay
requests. This risk is mitigated by:

* The jti claim which provides per-proof uni queness when the server
mai ntains a replay cache.

* Short iat validity windows that Iimt the tenporal scope of any
repl ay.

* An OPTI ONAL server-issued nonce mechani sm for environments
requiring stronger intra-session replay protection

6.2.2. Conprom sed Private Key

If the client’s niILS private key is conpromni sed, the attacker can
produce valid proofs. This risk is nmitigated by:

*  Har dwar e- backed key storage (TPM HSM TEE)
* Short-lived certificates (e.g., SPIFFE SVIDs with 1-hour expiry).
* Transitive Attestation {{!I-D.draft-mwvw nse-transitive-
attestation}} for binding identity to a verified execution
cont ext .

6.2.3. TLS Proxy Trust
The TLS-Exporter header introduces a trust dependency on the proxy.
A conpromi sed proxy could forge exporter values. Mtigations include
mut ual aut henticati on between proxy and backend, and restricting the
header to trusted network segnents.

7. | ANA Consi derations

7.1. CQAuth Token Confirmation Methods
This specification registers the following confirmati on nethod in the

| ANA "QAuth Token Confirmati on Met hods" registry established by
{{! RFC7800} }:
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*Confirmati on Method Val ue*: tls_exp

*Confirmation Method Description*: TLS Exporter Session Bi nding
*Change Controller*: IETF

*Ref erence*: [this docunent]

f I

7.2. CQAuth Dynamic Client Registration Metadata

Thi

s specification registers the followi ng client metadata val ue:

* *Client Metadata Nane*: tls_session_bound access_tokens

* *Client Metadata Description*: Boolean indicating the client
requires TLS-session-bound access tokens
*Change Controller*: |ETF
*Ref erence*: [this docunent]

7.3. HITP Header Fields

Thi

s specification registers the followi ng HTTP header fiel ds:
7.3.1. Session-Bi ndi ng- Proof

* *Header Field Nane*: Session-Bindi ng- Proof
*  *Status*: pernanent
* *Reference*: [this docunent]

7.3.2. TLS-Exporter

* *Header Field Nane*: TLS-Exporter
*  *Status*: pernanent
* *Reference*: [this docunent]

7.4. TLS Exporter Label

This specification registers the following TLS Exporter |abel in the
| ANA "TLS Exporter Label s" registry:

*Val ue*: EXPORTER- oaut h-tl s-sessi on-bound
*DILS-OK*: N

*Recommended*: Y

*Ref erence*: [this docunent]

E I
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