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Abst r act

Thi s docunent specifies EPHEMSEC, an al gorithmfor generating one-
time passwords (OTPs) and one-tine keys (OTKs). Unlike traditional
OTP algorithns that rely solely on static shared secrets, EPHENMSEC
uses public key cryptography, which sinplifies secure depl oyment on
aut henti cation servers. EPHEMSEC al so supports binding the generated
OTP/ OTK to contextual data. Wen this context is obtained and
injected by a trusted agent, the resulting codes can be nade
resistant to phishing and man-in-the-mddle attacks. Finally,
EPHEMSEC i ncludes a built-in tinme synchronizati on mechani smt hat
enbeds a synchronization hint into the generated output. This allows
both parties to determnistically derive the sanme OTP/ OTK val ue
without requiring trial-and-error validation, enabling conpatibility
with protocols such as Password Authenticated Key Exchange (PAKE) and
TLS with Pre-Shared Key (TLS-PSK) that require exact secret

agr eement .
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1. Introduction

The concept of one-tinme passwords has existed for decades.
Proprietary systenms such as RSA Securl D have been avail abl e since the
early days of the Internet and have denonstrated the viability of

ti me-based and event-based one-tine passwords. HOTP (specified in

[ RFC4226]) and TOTP (specified in [ RFC6238]) are open algorithms that
enabl e the inplenmentation of one-tine password generators operating
simlarly to earlier proprietary systenms. These algorithnms now form
the foundation of various hardware tokens and numerous snartphone

aut henti cator applications that provide a second authentication
factor for high-profile web applications.

VWil e OTP authenticator applications are sinmple to use and w dely
avai l abl e, they have had Iimted inpact on web application security.
Two factors contribute to this Iimted success:

1. Deploynent of corresponding authentication servers introduces
additional risks, as stored credentials can be used to
i npersonate users if conpromised. This problemis particularly
serious in today' s cloud environnents.

2. The design of traditional authenticator applications does not
address specific security challenges of web applications. In
particul ar, nodern web browsers do not provide a trusted input
interface for entering authentication data, nmaking users
vul nerabl e to phishing attacks that capture credentials.

These probl ens are the main reasons explaining the | ack of
attractiveness of one-tinme passwords for securing web applications.
In the current technol ogi cal ecosystem one-tinme password sol utions
are seen as obsolete, and the current trend is toward using

aut hentication credentials such as [ PASSKEY], which address probl ens
1 and 2 by relying on digital signature key pairs.
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The Ker Pass EPHEMSEC al gorithm al so addresses problenms 1 and 2 but
takes a neaningfully different approach than digital signatures. The
EPHEMSEC client credential contains a Diffie-Hellmn key pair, and
the server stores only the public part of this key pair. To obtain a
new OTP from EPHEMSEC, a trusted agent obtains the server’'s ephenera
public key and acquires context information such as the |ogin page
URL. This information is passed to the EPHEMSEC client (also known
as the Responder; see Section 4.2) in a challenge nessage. The
client first calculates a Diffie-Hellman secret using the received
public key and | ocal key pair, then uses this epheneral secret key to
generate an OTP using an al gorithm based on principles simlar to the
HOTP al gorithm described in [ RFC4226]. This sinplified description
excl udes nmany inportant details but should be sufficient to provide
an under st andi ng of how public key cryptography is used in EPHEMSEC

Assum ng that both EPHEMSEC OTP and digital signature solutions |ike
[ PASSKEY] can solve the server credential storage issue described in
problem 1 and the phishing issue described in problem2 (by having
their output depend upon context input provided by a trusted agent),
are there differences between the two that could hel p determn ne which
option is better in a specific context?

One advantage that an OTP aut henticator application has over a
digital signature authenticator application is sinpler integration,
resulting fromthe snaller size of OTPs conpared to digita
signatures. Integration of smartphone interfaces such as NFC and

Bl uetooth to conputing devices may eventually | essen this advantage,
and EPHEMSEC can al so generate one-tine keys (OTK) that would benefit
fromthe ubiquity of such interfaces

The main difference between OTP/ OTK and digital signature credentials
is that OTP/ OTK are epheneral *shared* secrets known by both peers
invol ved in an authentication session, whereas digital signatures can
only be generated by the peer controlling the private key. There are
contexts such as transaction validation in which the one-way nature
of digital signatures is an advantage. However, shared secrets have
the distinctive advantage that they can be used as the main
credential with protocols |ike Password Aut henticated Key Exchange
(PAKE) or TLS-PSK that enable *mutual * authentication of the peers
involved in an authentication session. The potential to use EPHEVMSEC
OTP/ OTK for mutual authentication is the distinctive feature of this
sol uti on.

OrPs generated by HOTP/ TOTP al gorithns are al so epheneral shared
secrets, but synchronization problens nmake their integration with
PAKE protocols conplex (see Section 12). EPHEMSBEC has a built-in
aut o-synchroni zati on feature (see Section 8.2) that addresses this
i ssue.
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Thi s document specifies the KerPass EPHEMSEC al gorithm which
addresses the fundanental limtations of HOTP/ TOTP that have
contributed to the low attractivity of OIP authenticator applications
for securing web applications. EPHEMSEC sol ves the server credenti al
storage security problem by using credentials based on public key
crypt ography, provides a context binding mechani smthat enables the
generation of OTPs and OIKs resistant to phishing and man-in-the-

m ddl e attacks, and produces shared secrets that can be used with

mut ual aut hentication protocols such as PAKE and TLS-PSK. G ven the
ease of inplenenting OTP/ OTK aut henticator applications on

smart phones, an OTP/ OTK generation algorithmwi th properties simlar
to EPHEMSEC nmay be val uabl e across a wi de range of use cases.

2. Requirements Notation
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Functions and Notation

This section defines notation and hel per functions used throughout
the specification.

* ||: Denotes byte string concatenation

* byte(v): Converts an integer or single-character input v to a one-
byte string.

* size(bs): Returns the length of byte string bs, as an integer.

* BE8(v): Returns the 8-byte big-endi an encodi ng of unsigned integer
V.

* UB4(bs): Converts an 8-byte string bs into an unsigned 64-bit
i nteger, using big-endian interpretation

* TLV(tag, bs): Constructs a Tag-Length-Val ue encodi ng. Returns
byte(tag) || byte(size(bs)) || bs where:

- tag: An integer identifier in the range 0255

- bs: Abyte string with length 255 bytes
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4. EPHEMSEC Rol es

EPHEMSEC di sti ngui shes two roles: Initiator & Responder
4.1. Initiator Role

This role is normally assigned to relying web application
4.2. Responder Role

This role is normally assigned to authenticator application
5. EPHEMSEC Paranetri zation

Each EPHEMSEC protocol instance is characterized by its selection of
cryptographic prinmtives and operational paraneters. These include:

* A secure hash function
* An elliptic-curve Diffie-Hellman (ECDH) functi on,

* A key exchange pattern defining key contributions fromthe
parties,

* Code output paraneters specifying how the OTP/ OTK val ues are
formatt ed.

5.1. Hash Function
The hash function MJST be cryptographically secure (e.g., SHA-512)
with digest length between 32 and 64 bytes. . This hash function is
used to instantiate the HKDF key derivation function, as specified in
[ RFC5869] .

5.1.1. HKDF(salt, ikm info, L) — byte[L] Function
This function follows the specification in [ RFC5869].

* salt, ikm and info are arbitrary-length byte strings.

* L is a positive integer indicating the desired output length in
byt es.

* The function returns a byte string of length L.
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ECDH( pri vKey, PubKey) — byte[ DHLEN] Functi on

This function perfornms an Elliptic-Curve Diffie-Hellman (ECDH) key
agreenent over a specified elliptic curve group, producing a shared
secret of fixed |ength DHLEN.

* privKey: A private key froman elliptic curve key pair.

* PubKey: A public key fromthe same elliptic curve group

The function conmputes a shared secret using the standard ECDH
primtive associated with the curve in use. The result is a byte
string of length DHLEN. The specific behavior, including interna
encodi ng and validation, is determ ned by the curve and cryptographic
library in use.

An exanpl e of a suitable ECDH function is X25519, as defined in
[ RFC7748], which yields a 32-byte shared secret.

Key Exchange Pattern

The key exchange pattern determ nes which types of keys (epheneral or
static) are contributed by the Initiator and Responder during the
ECDH exchanges.

Note that in each of the pattern below, the Initiator always
contribute an epheneral key and the Responder always contribute a
static key.

1. E1S1 Pattern

* Initiator contributes: 1 epheneral key.

* Responder contributes: 1 static key.

2. E1S2 Pattern

* Initiator contributes: 1 epheneral key and 1 static key.

* Responder contributes: 1 static key.

.3. E2S2 Pattern

* Initiator contributes: 1 epheneral key and 1 static key.

* Responder contributes: 1 epheneral key and 1 static key.

uille Expires 14 May 2026 [ Page 8]
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5.3.4. Rationale for Selecting a Key Exchange Pattern

The choi ce of key exchange pattern should align with the
aut henti cati on guarantees provided by the nethod used to validate the
generated OTP or OTK

If the selected authentication nethod provides only one-way

aut henti cati on—verifying the Responder to the Initiator—then there is
no benefit in selecting a pattern nmore conpl ex than E1S1. Patterns
such as E1S2 or E2S2 introduce additional conputational and

conmuni cati on overhead w thout inproving the resulting security.

If the authentication nmethod provides rmutual authentication—for
exanpl e, using PAKE or TLS-PSK—then the use of E1S2 or E2S2 becones
appropriate. These patterns ensure that both the Initiator and the
Responder contribute static keys to the Diffie-Hellman exchange,
reinforcing the nmutual nature of the derived secret.

5.4. Code Cutput

The format and characteristics of the OIP/ OTK val ues produced by
EPHEMSEC are determ ned by the paraneters T, B, and P

5.4.1. T Time Wndow
T defines the duration of a validity wi ndow for each generated code,
expressed in seconds. T MJST be a positive integer greater than
parameter B.

5.4.2. B Encodi ng Base

B specifies the base used for code encoding. Valid values are:

* 10, 16, or 32: Encodes the output using a human-readabl e digit
set, suitable for OTP.

* 256: Encodes the output in binary form suitable for OTK

5.4.3. P Code Size
P defines the nunber of digits in the generated code, where each
digit is an integer in the range [0..B). The valid range of P
depends on the encodi ng base B and the mini mumrequired entropy.
The tabl e bel ow summari zes the m ni num and maxi mum al | owed val ues of

P for each supported base, along with the correspondi ng entropy
range.

Vieuille Expires 14 May 2026 [ Page 9]
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[ ety ety Jje gy gty Sl —j—(——
| Base | min P| max P | min Entropy | max Entropy |
[ il St femsfeel e el e el
| 10 | 8 | 15 | 23 bits | 46 bits |
+------ +------- +------- L i L i +
| 16 | 7 | 17 | 24 bits | 64 bits |
+------ +----- - +----- - I i I i +
| 32 | 6 | 13 | 25 bits | 60 bits |
+------ +------- +------- F-- - - - - - F-- - - - - - +
| 256 | 4 | 65 | 24 bits | 512 bits |
+------ +------- +------- L i L i +

Table 1: Code linits
5.5. Nam ng Schene
EPHEMSEC uses a structured nanming schene to identify specific
protocol instantiations. A valid EPHEMSEC nanme has the follow ng
format:
Ker pass_<Hash> <ECDH>_<Patt er n>_T<T>B<B>P<P>
For exanpl e:
Ker pass_SHA512 X25519_E1S1 _T600B32P9
Wher e:

1. <Hash> corresponds to the hash function used (see Section 5.1),
e.g., SHA512.

2. <ECDH> denotes the ECDH function used (see Section 5.2), e.g.,
X25519.

3. <Pattern> specifies the key exchange pattern (see Section 5.3),
e.qg., E1S1.

4. T<T>B<B>P<P> encodes the code output paraneters (see
Section 5.4), with <T> <B>, and <P> replaced by their respective
val ues.

6. EPHEMSEC Credenti al s

EPHEMSEC requires an *enrol | ment phase* during which the Responder
(typically the authenticator app) registers an account with the
Initiator (the relying web application). |nplenentations may support
various enrol |l ment scenari os dependi ng on their operational context
and security requirenents.
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Thi s specification does not define a particular enroll nent protocol,
but it assumes the follow ng outcones:

* The Responder registers a static ECDH public key with the
Initiator, corresponding to a key pair it controls.

* Both parties derive and retain a shared secret (PSK) that will be
used i n subsequent EPHEMSEC operati ons.

6.1. Shared PSK

The *pre-shared key (PSK)* is a byte string shared between the
Responder and Initiator. It is established during the enroll nment
process and MUST be at least 32 bytes in length. The PSK is stored
by both parties.

6.2. Responder Static Key

During enroll nent, the Responder generates a static ECDH key pair and
transmts the corresponding public key to the Initiator. The
Initiator stores this public key as part of the Responder’ s account
dat a.

6.3. Initiator Static Key
The Initiator is required to maintain a static ECDH key pair only
when using key exchange patterns that require an Initiator static key
(e.g., E1S2 or E2S2). The nmechani sm by whi ch the Responder obtains
and establishes trust in the Initiator’ s static public key is out of
scope for this specification.

7. EPHEMSEC Protocol Overview

This section outlines the overall flow of a conplete EPHEMSEC OTP/ OTK
generati on exchange between an Initiator and a Responder.

It assunes the follow ng preconditions:

* The two parties have agreed on an EPHEMSEC i nstantiati on (see
Section 5).

* The Responder has registered an account with the Initiator,
i ncluding a shared PSK and necessary public key material (see
Section 6).

The protocol operates as a Chal |l enge/ Response exchange. The
Initiator sends a nessage to the Responder contai ning:
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* A CONTEXT byte string (e.g., relying party information),
* A freshly generated | NONCE

* |ts Diffie-Hellman public key(s) as required by the sel ected key
exchange pattern

*Not e*: The structure and transport of this nessage are out of
scope for this specification

Upon receiving this chall enge, the Responder perforns the follow ng
steps to conpute the OTP or OTK:

1. *Obtain nonces* (see Section 8):
* Read or receive INONCE fromthe Initiator
*  (Generate PTIME and extract SYNCHI NT.

2. *Conpute the Diffie-Hellman shared secret Z* (see Section 9):
Based on the agreed key exchange pattern and avail abl e keys.

3. *Derive the internediary secret |SK* (see Section 10):
Using HKDF with Z, PSK, CONTEXT, SCHEME, |NONCE, and PTI ME

4. *Cenerate the OTP or OIK* (see Section 11):

* The format is determ ned by the encoding base B

* The last digit or byte encodes SYNCHI NT
The Responder returns the resulting code to the Initiator.
The Initiator, upon receiving the response, uses the included
SYNCHI NT to reconstruct PTIME and repeat the sanme derivation steps to
validate or use the resulting code

8. Nonce Acquisition

Each EPHEMSEC session uses two di stinct nonces contri buted
i ndependently by the two parties involved:

* The *Initiator* provides a nonce called | NONCE, which ensures
session uni queness fromthe Initiator’s side.

* The *Responder* provides a tine-based nonce called PTI Mg which
captures the Responder’ s local clock state.
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These nonces serve as independent inputs to the internediary secret
derivation process (see Section 10).

8.1. INONCE Initiator Nonce
The Initiator generates a nonce | NONCE that contributes to the
personal i zation of the derived intermediary secret (see Section 10).
This value acts as an Initiator-specific input to ensure uni queness
of each EPHEMSEC executi on
| NONCE MUST be a byte string of | ength between 16 and 64 bytes. It
MUST be uni que for each run of the EPHEMSEC al gorithm and MJST NOT
be reused across authentication sessions.

The value of INONCE is transnmitted fromthe Initiator to the
Responder as part of the authentication request.

8.2. PTIME Responder Tine Nonce
The EPHEMSEC Responder derives a pseudo-time value, PTIMgE from
current time reading. This PTIME acts as a Responder contri buted
nonce and is used in secret derivation along with an Initiator-
contributed nonce.
The challenge lies in enabling the Initiator to reconstruct the sane
PTI ME val ue conmputed by the Responder, despite clock skew between the
two parties. To address this, the Responder includes a
*synchroni zation hint*, SYNCH NT, in the last digit of the generated
OrP or OTK.

G ven SYNCHI NT, the Initiator can recover the original PTIME as |ong
as clock drift remains wthin acceptabl e bounds.

8.2.1. Inputs
The foll owi ng paraneters are used throughout this section
* time: Current Unix tinestanp (seconds since 1970-01-01).
* T:. Code validity window (see Section 5.4.1)
* B: Encoding base (see Section 5.4.2).

8.2.2. Responder Function PTinme(time) — (PTIME SYNCH NT)

This function is executed by the Responder to conpute the PTIME nonce
and t he associ ated synchronization hint:
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step =T/ (B- 1) # floating point division
PTIME = round(time / step)

SYNCHI NT = PTIME % B

return PTI ME, SYNCHI NT

8.2.3. Initiator Function SyncPTime(time, SYNCH NT) — PTIME

This function is executed by the Initiator to reconstruct the
Responder’ s PTIME using its local time and the received SYNCHI NT:

mntime =tine - (T / 2)

step =T/ (B- 1) # floating point division
mpt = round(mntine / step)

mphint = npt %B

Q= npt // B # integer division
PTIME = Q * B + SYNCHI NT

i f SYNCHI NT < nphint:
PTIME += B

return PTI ME

This algorithmworks correctly if the clock difference between the
Responder and Initiator is less than T/ 2. Qutside this range,
synchroni zation will fail, resulting in m smatched secrets.

Ker Pass uses a 600-second tine window, allowing up to £5 mnutes
clock drift in between Initiator and Responder

9. Z - Diffie-Hell man Secret Derivation

Each party derives a shared secret Z using the Diffie-Hell man key
exchange, based on the agreed EPHEMSEC key exchange pattern (see
Section 5.3). Key material is retrieved fromreceived protoco
messages and account credential storage.

The result of the Diffie-Hellmn exchange is a byte string Z, which
is used as part of the key derivation input (see |ater sections).

Where epheneral key pairs are used, they MJST be freshly generated
for each execution of the EPHEMSEC protocol and MJUST NOT be reused
across sessions.

EPHEMSEC execution MJST be aborted if any required key is mssing or
i nvalid.
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9.1. Initiator E1S1 Z Derivation
| nput s:
* ei Initiator epheneral Keypair
* Sr Responder static PublicKey
Z = ECDH(ei, Sr)
9.2. Responder E1S1 Z Derivation
| nput s:
* sr Responder static Keypair
* E Initiator epheneral PublicKey
Z = ECDH(sr, Ei)
9.3. Initiator E1S2 Z Derivation
I nput s:
* ei Initiator epheneral Keypair
* si Initiator static Keypair
* Sr Responder static PublicKey
Z = ECDH(ei, Sr) || ECDH(si, Sr)
9.4. Responder E1S2 Z Derivation
I nput s:
* sr Responder static Keypair
* E Initiator epheneral PublicKey
* Si Initiator static PublicKey
Z = ECDH(sr, Ei) || ECDH(sr, Si)
9.5. Initiator E2S2 Z Derivation

I nput s:
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* ei Initiator epheneral Keypair

* si Initiator static Keypair

* Er Responder epheneral PublicKey

* Sr Responder static PublicKey

Z = ECDH(ei, Er) || ECDH(si, Sr)
9.6. Responder E2S2 Z Derivation

| nput s:

* er Responder epheneral Keypair

* sr Responder static Keypair

* E Initiator epheneral PublicKey

* Si Initiator static PublicKey

N

= ECDH(er, Ei) || ECDH(sr, Si)
10. 10. ISK Internediary Secret Derivation

EPHEMSEC derives an internmediary secret key |ISK using the HKDF
function (see Section 5.1.1).

10.1. 10.1 Inputs
The function uses the follow ng inputs:

* CONTEXT: An inplenmentation-specific byte string ( 64 bytes), used
to encode contextual information (e.g., login page url).

* SCHEME: A byte string representing the EPHEMSEC instantiation (see
Section 5.5).

* B: Code encodi ng base (see Section 5.4.2)
* P. Code size (see Section 5.4.3).

* | NONCE: An Initiator-generated nonce, a byte string between 16 and
64 bytes (see see Section 8.1).

* PTIME: Responder-contributed time nonce (see Section 8.2).

Vieuille Expires 14 May 2026 [ Page 16]



Internet-Draft EPHEMSEC Novenber 2025
* PSK: A shared pre-established secret ( 32 bytes) (see
Section 6.1).

* Z: Diffie-Hellnman shared secret derived fromthe sel ected key
exchange pattern (see see Section 9).

10.2. 10.2 I SK Derivation
The 1SK is derived using the foll ow ng steps:

# CONTEXT & SCHEME are used for domain separation
salt = TLV(byte(’' C ), CONTEXT) || TLV(byte(’'S ), SCHEME)

ikm= Z || PSK

# | NONCE & PTIME are used for output personalization
info = TLV(byte(’ N ), INONCE) || TLV(byte(' T ), BE8(PTIME))

# Qutput length
if B == 256:
L=P- 1# OIK case
el se:
L = 8 # OIP case
I SK = HKDF(salt, ikm info, L)
return | SK
11. OIP/ OTK Derivation
The internedi ate secret key |ISK conputed in Section 10 serves as the
final source of entropy for generating the OIP (one-time password) or
OTK (one-tinme key). The output format depends on the encodi ng base B
(see Section 5.4.2).
11.1. Inputs
* B: Code encoding base (see Section 5.4.2).
* P. Code size (see Section 5.4.3).

*  PTIME: Responder-contributed time nonce (see Section 8.2).

* |SK: Internediate secret key (see Section 10).
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11.2. OIP Derivation (B € {10, 16, 32})

VWen B is 10, 16, or 32, the code is formatted as an OIP conposed of
P digits. The first P- 1 digits are derived fromI|SK, and the |ast
digit is a synchronization hint (SYNCH NT) derived from PTI MVE

| SK MUST be exactly 8 bytes long and is interpreted as an unsi gned
64-bit integer.

# Interpret 1SK as a bi g-endi an unsi gned integer
maxcode = B N (P - 1)
isrc = U64(I SK) % maxcode

# Extract (P - 1) digits in base B
OfP ="' # enpty byte string
for i in0.. (P- 2):

digit = byte(isrc % B)

OTP = digit || OTP

isrc /=B

# Append 1-digit tinme synchronization hint
SYNCHI NT = byt e( PTI ME % B)
OTP = OTP || SYNCHI NT

return OTP # byte string of P digits in [0 .. B)

*Note*: The result is returned as a sequence of P integer digits in
base B.

Conversion to a human-readabl e representati on (for exanple, an

al phanuneri c al phabet) is outside the scope of this specification
Nevert hel ess, the use of the [Crockford-B32] al phabet is RECOMVENDED,
as it is applicable to all EPHEMSEC OTP schenmes and has been desi gned
to mnimze transcription and i nput errors.

11.3. OIK Derivation (B = 256)
Wen B is 256, the output is an opaque binary key. The first P - 1
bytes are taken directly fromISK, and the |ast byte encodes the
synchroni zati on hint.

SYNCHI NT = byt e( PTI ME % 256)
OTK = I'SK || SYNCHI NT

return OTK # byte string of length P
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12.

Key Exchange Protocol Integration

EPHEMSEC OTPs/ OTKs are ephemeral *shared secrets* that can serve as
primary credentials in nutually authenticated key exchange protocols,
such as:

* Passwor d- Aut henti cat ed Key Exchange (PAKE)
* TLS with Pre-Shared Key authentication (TLS-PSK)

Traditional one-tinme password algorithns |ike HOTP, as defined in

[ RFC4226], are unsuitable for these protocols due to their reliance
on | oose synchronization. Validation servers nust conpare a received
OTP agai nst a range of possible values, which precludes direct use as
crypt ographi c key materi al

EPHEMSEC addresses this linitation by appending a *synchronization
digit* to each OTP/OTK. This digit enables reconstruction of the
ti me- based nonce PTIME (see Section 8.2), ensuring that both parties
derive identical secrets without relying on trial-and-error
val i dati on.
To use EPHEMBEC outputs as inputs to a key exchange protocol
1. *dient Preparation*:
* Append the synchroni zation digit to the account identifier

* Use this conposite identifier to initiate the key exchange
pr ot ocol

2. *Server Operation*:

* Extract the synchronization digit fromthe received
identifier.

* Renove the synchronization digit to recover the base account
identifier.

* Load the corresponding client credentials using the base
identifier.

* Execute the EPHEMSEC al gorithmwi th the received session
paraneters, credentials, and synchronization hint to derive
the shared secret.

* Proceed with the key exchange protocol using the derived
secret.
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13.

13.

13.

Security considerations

This section outlines the security properties of the EPHEMSEC
algorithm The analysis presented here is intended to denpbnstrate
why the protocol is expected to neet its security goals, based on
wi dely accepted cryptographi c assunpti ons.

Thi s docunent has not yet undergone conprehensive peer review by the
cryptographi c and security comunities. The security analysis
presented should be considered prelimnary, and inplenmenters shoul d
exerci se appropriate caution in security-critical deploynents pending
further review

1. Adversary Profiles
Two adversary profiles are considered in this analysis:

*  *Network Cbserver*
Thi s adversary has access to all publicly visible data, including
the Initiator’ s and Responder’ s static ECDH public keys, session
i nputs (nonces, epheneral public keys), and outputs (OTPs/ OTKs)
from previ ous EPHEMSEC sessions. It does not have access to any
party’ s private credentials.

* *Credential Leak Attacker*
This adversary has all the capabilities of a Network Cbserver, and
additionally has read access to the Initiator’ s credential store —
specifically the Responder’ s shared PSKs and static public keys.
It does *not* have access to the Initiator’ s private keys or
control over protocol behavior.

2. CQutput Unpredictability of EPHEMSEC

The primary security goal of an OTP/OTK al gorithmis to ensure that
outputs are unpredictable — even to attackers with significant
passive or partial access.

EPHEMSEC achi eves this by conbining Diffie-Hell man key exchange and
HKDF wi t h sessi on-specific nonces. Specifically:

1. *Unpredictability of the Shared Secret (2)*
The ECDH derived shared secret Z is indistinguishable fromrandom
to any adversary | acking private keys, due to the hardness of the
Deci sional Diffie-Hellman (DDH) problemon the chosen curve.
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2. *Unpredictability of the HKDF I nput (ikm?*
The HKDF input key material (ikm= Z || PSK) inherits the
unpredictability of Z. Even if the attacker knows the pre-shared
key (PSK), the presence of the fresh and secret Z val ue ensures
i km remai ns secure.

3. *Security of the Derived Secret (ISK)*
HKDF acts as a cryptographically strong pseudorandom functi on
(PRF), neaning its outputs — including the internediary secret
I SK — are indistinguishable fromrandom provided the HKDF i km
secret input is unpredictable. Because each execution of
EPHEMSEC uses uni que nonces and epheneral keys, the | SK val ue
changes with every session.

4. *Qutput Derivation (OTP/ OTK)*

* For OIKs (B = 256): ISKis directly used, preserving its
pseudor andommess.

* For OTPs (B € {10, 16, 32}): ISKis converted to digits via
modul ar arithmetic. This process introduces bias when B = 10,
but the bias is mtigated by restricting code sizes (P) to the
ranges specified in Table 1 (see Appendix A for anal ysis).

5. *Prevention of Replay and Forward Prediction*
The use of unique nonces (I NONCE, PTIME) and epheneral keys
ensures that no two executions produce the sane output — even for
the same account and context. This prevents replay attacks and
ensures that attackers cannot predict future codes based on prior
sessi ons.

As a result, even an attacker who observes multiple sessions (and
even possesses sone server-side credentials) cannot derive or guess
new OTPs or OTKs, nor can they reuse prior ones

13.3. Phishing and M TM Prevention via Context Binding
EPHEMSEC can nitigate web browser phishing and nan-in-the-niddle
(MTM attacks by binding cryptographic outputs to authentication
context through the CONTEXT input (see Section 10.1). This mechani sm
enabl es:
1. *Phishing Resistance*:

* By enbedding the I ogin page URL in CONTEXT, the derived OTP/
OTK becones dommi n-specific.
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* An attacker hosting a fake page cannot reuse intercepted
codes, as their context will differ.

2. *M TM Resi st ance*:

* Including the server’s TLS certificate hash in CONTEXT ensures
the OTP/OTK is tied to the authenticated connection

* AMTMwth an invalid certificate cannot generate valid
codes.

13.3.1. The need for a trusted Agent

Context binding alone is *insufficient* to provide Phishing or MTM
resi stance.

For Context binding to be efficient, it nmust be used jointly with a
*trusted Agent* (e.g., a browser extension) that:

* Reliably acquire authentication context (e.g., page URL,
certificate)

* Securely inject it into EPHEMSEC s CONTEXT par anet er
* Resist spoofing or coercion by attackers
13.4. Miutual Authentication

Because the EPHEMSEC I nitiator and Responder share a PSK (see
Section 6.1), all OIP/OTK outputs are derived froma secret known to
both parties. As a result, these values can serve as credentials in
protocol s that support nutual authentication, such as PAKE or TLS-
PSK.

However, when the E1S1 key exchange pattern is used, the only
contribution fromthe Initiator is an epheneral key. 1In this
configuration, the nutuality of the shared secret relies solely on
the PSK. If the PSK is conprom sed — for exanple, by a Credential
Leak Attacker — the attacker can inpersonate the Initiator to the
Responder.

To mitigate this risk, it is RECOMVENDED t hat mutual authentication
depl oynents use the E1S2 or E2S2 key exchange patterns. These
patterns require the Initiator to contribute a static ECDH key,
ensuring that nutual authentication depends on key material not
accessible to a Credential Leak Attacker. This prevents such an
attacker from successfully inpersonating the Initiator
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13.

14.

15.

15.

15.

5. Time Synchronization Attacks

EPHEMSEC s tine-synchroni zed nature creates a potential attack vector
agai nst the protocol’s availability. The algorithmrequires that
clock drift between Initiator and Responder remain within T/2 seconds
for successful PTIME recovery (see Section 8.2).

An attacker who can mani pulate the tine sources or tine

synchroni zati on mechani sns of either party may cause authentication
failures by forcing clock drift to exceed this threshold. Such
attacks could result in denial of service against the authentication
system

Future revisions will extend PTIME derivation to support event-based
counters al ongsi de time-based synchroni zation. Setting T =0 wll
enabl e event-synchroni zed OTP/ OTK generation using shared counters,
while T > 0 will maintain tinme-based operation, allow ng applications
to choose the synchroni zati on nmet hod best suited to their threat
nodel .

I ANA Consi derations

No | ANA action is required.
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Appendi x A, OTP Sanpling Bias
EPHEMSEC generates P (see Section 5.4.3) digits OIPs from 64-bit
pseudo-random i ntegers as described in Section 11. This final
operation may introduce a non-uniformdistribution in the generated
OTP when the code base B (see Section 5.4.2) does not evenly divide
2764, which occurs for all bases except B = 10.

We apply the Bias Fornula below to evaluate the bias for code base
The bias reaches its maxi mum when the code size Pis at its naxi num
val ue. Wil e EPHEMSEC supports a maxi mum P of 15, only 14 digits are
used to encode the pseudo-random val ue. Therefore:

bias =1/ floor(2764 / 10"14) 5.4e-6

This value is negligibly close to zero, naking the code base 10 bias
insignificant.

For conparison, [RFC4226] generates 6-digit base-10 OTPs from 31-bit
pseudo-randomintegers, resulting in:

bias =1/ floor(2731 / 1076) 0.5e-3

While this value is also close to zero, it is approximtely 100 tines
| arger than EPHEMSEC s code base 10 bi as.
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A.1l. Bias Formul a

For integers mand Mwhere m Mand m> 0, when sanpling uniformy
from[0, M and taking renai nder nodulo m remainder distribution may
not be uniform

To quantify this non uniformty we can cal culate a bias coefficient

usi ng:
* bias = 0 when M% m= 0
* bias = 1/floor(Mm when M% m=+ 0

The bias value varies in [0,1] and indicates the relative
overrepresentation of certain remainders. Wen bias = 0,
distribution is uniform

A 1.1. Derivation
Let X be a uniformy distributed random variabl e that generates
integers in the range [O,M. Let R= X % m where Ris a random
variable that maps X to the remmi nder of the division by m

W want to determine the probability distribution of R and quantify
any bias that arises.

Since Xis uniformy distributed, the probability of X taking any
specific value vin [0, M is 1/M

Using the results fromLemma 1 bel ow, we can determ ne the
probability distribution of R

A.1.2. Case 1: Wen Mis divisible by m(M % m= 0)
From Lemma 1, each remainder r in [0, m occurs exactly Mmtines
anong the values [0, M.
Therefore, Ris uniformy distributed wth:
p(r) =(Mm x (/M = 1/mfor all r in [0, m

In this case, there is no bias since all renainders are equally
likely.

A.1.3. Case 2: Wen Mis not divisible by m(M%m=s where 0 <s <m
From Lemma 1, the remmi nders have different frequencies:

* Rermainders r in [0, s) occur floor(Mn) + 1 tinmes each
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* Remainders r in [s, m occur floor(Mn) tines each

This |l eads to a non-uniformdistribution:

* p(r) =pl = (floor(Mm + 1)/Mfor r in [0, s)
* p(r) =p2 =floor(Mm/Mfor r in[s, m
.4. Bias Quantification

The bias arises because pl > p2. W can express this relationship
as:

pl = p2 x (1 + L/floor(Mm) = p2 x (1 + bias)

wher e:
bias = 1/floor(Mm

This bias factor neasures the non-uniformty of the distribution:
* bias = 0 when Mis divisible by m (uniform case)

* bias € (0, 1] when Mis not divisible by m with |larger val ues
i ndicating greater non-uniformty

* The bias is maxim zed when floor(Mm =1, giving bias =1
Lemma 1: Distribution of Remaminders in [0, M
Let mand Mbe integers where m Mand m> O.

For any integer r in [0, m, the nunmber of integers v in [0, M that
satisfy v %m=r is:

1. Wien Mis divisible by m(M%m= 0):
* Exactly Mmvalues for every r in [0, m

2. Wien Mis not divisible by m(M% m=s where 0 <s < m:
* floor(Mm + 1 values for r in [0, s)
* floor(Mn) values for r in[s, m

1. Pr oof :
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For r in [0, n) let count(r) be the count of v satisfying v %m=r for vin[O0 M
Any v, such that v %m=r can be witten as v = gm+ r where q O

To keep v in [0, M, we nust have q (M- 1 - r)/m hence

count(r) = floor((M-1 - r)/m + 1

When M = km (divisible case):

- count(r) =floor((km- 1-r)/m +1 =k =Mm

Wen M= km + s (non-divisible case):

- For r <s: count(r) =k + 1
- For r s: count(r) =k

Appendi x B. Design Rationale

The EPHEMSEC al gorithm has undergone several inplenentation
iterations, initially starting by nodifying the HOTP al gorithm
described in [RFC4226] to achieve the desired security properties.

The foll owi ng sections explain the rational e behind key design
choi ces.

B.1. Use of HKDF
HKDF was chosen over the [RFC4226] HVAC approach for two reasons

1. The HKDF domai n separation feature enabl ed by the HKDF salt
paraneter (see Section 10.2) provides the necessary context
bi ndi ng used for phishing protection.

2. HKDF allows adjusting output size, which reduces the conplexity
of supporting the range of OTP/ OTK sizes supported by EPHEMSEC
(see Table 1).

B.2. Usage of PSK

The inclusion of a pre-shared key (PSK) ensures that generated OTP/
OTKs are always a *mutual * secret, which the ELS1 pattern (see
Section 5.3.1) al one cannot guarant ee.

The increnental cost of mixing the PSK (see Section 6.1) into the
HKDF i km i nput (see Section 10.2) is expected to be |ow, and the PSK
i mproves the secrecy of ikm Therefore, it is always used even when
the pattern (e.g., E1S2; see Section 5.3.2) already provides the
desired *nutual * secrecy.
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B.3. Usage of Nonces

The design requires that both the Initiator and Responder contribute
a nonce and are responsible for ensuring that their respective nonces
are not reused.

Al t hough both parties currently contribute a nonce, the Initiator’ s
nonce may not be strictly required. Since the Initiator already
contributes an epheneral public key, this el enent provides sufficient

entropy and freshness for the session. The Initiator’ s nonce is
therefore retained primarily to sinplify the security analysis and
preserve symmetry in the protocol design. Future revisions of this
specification may renove it if it is shown to be redundant.

B.3.1. Transm ssion of the Responder Nonce

When using OTP output, bandw dth between the Responder and the
Initiator is severely constrained. Therefore, a synchronization
digit SYNCH NT is used to "conpress" the Responder nonce PTIME (see
Section 8.2).

When using OTK output, it is assuned that the application has
addressed the bandwidth limtations that necessitate OTP output, and
therefore PTIME could potentially be transmtted in unconpressed
form

However, explicit support for unconpressed transm ssion was not
included for two reasons:

1. The conputational cost of running the synchronization algorithm
to recover PTIME from SYNCH NT is very | ow.

2. Having the server rely on SYNCH NT to reconstruct PTIME linits
the Responder’s ability to reuse its own nonces, which provides
addi tional security benefits.

Appendi x C. Test Vectors

A mniml set of test vectors is provided for OTP and OTK schenes
that use the SHA512 hash function and the X25519 ECDH function

The [ KerPass] open source project provides an extensive set of
vectors that allow testing EPHEMSEC out put generated using conmon
hash functions and curves.

C.1. Kerpass_SHA512 X25519 E1S1_T600B1OPS vect or
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{
"schenme": "Kerpass_SHA512_ X25519_E1S1_T600B10P8",

"context": "a33698e33f 8ac3aae8c3b1527cc019e5b3e34e5569883283b1a75f bf be8f 3d7d1d5c17d1
0d90533d33305a90560bf e",

"psk": "55a439e62aef d92eebb7f 4bc7e5f 1626ef 4545f a499252dd8658b61547f 9df Oe",

"shared_secret": "0803020700020800",

"otp": "83270280",

"init_nonce": "d842l1a5a86f 2caf 8d45e6ef 5¢62d3b5421ba7a",

"init_time": 4134179892,

"init_static_key": "",

"init_epheneral key": "50d2af 0eell0bd06604eb03e57a37763¢c9194400015290f 3ef 612bel8ecd0
583",

"init_remte_static_key": "f1ell116982475e7f d252a2ca69c1459b3a4439029f a3f 33059d7e657b
3318912",

"init_renote_epheneral _key": "",

"resp_tinme": 4134179984,

"resp_synchro_hint": O,

"resp_static_key": "fadl034e60389317dd0e405c84fff2d17248fall112d66a1979515ddf 65a44a06

"resp_ephemeral _key": "",

"resp_renote_static_key": "",

"resp_renote_epheneral key": "0fc4c28b9d85a476a1b664050901c78c9b4f f 69bde707829bd1e05
e5602a3d55",

"hkdf _salt": "432fa33698e33f 8ac3aae8c3b1527cc019e5b3e34e5569883283b1a75f bf be8f 3d7d1d
5¢17d10d90533d33305a90560bf €53244b6572706173735f 5348413531325f 5832353531395f 453153315f 543
630304231305038",

"hkdf _info": "4e13d8421a5a86f 2caf 8d45e6ef 5¢62d3b5421ba7a54080000000003b23d1c",

"hkdf _secret": "31215fcaaf ce8df 63bd3a21371d15233501da05b5c52248f b6d4caf bdad20d3655a4
39e62aef d92eebb7f 4bc7e5f 1626ef 4545f a499252dd8658b61547f 9df Oe"

}
C. 2. Kerpass_SHA512 X25519 E1S2_T600B16P8 vect or

{
"schene": "Kerpass SHA512 X25519 E1S2 T600B16P8",

"context": "037f9aae0e39c770b7c216572382elb78ccff597a27aeb004cd14c881f e1944eb630e8af
0f 9840blef 3f f af 2cf 697f b0a08d9cacd5e8c5f f 4albe583b4™,

"psk": "a2096639c4a3b6de9bb4d76bf e5b047545eaa3cch8b67839c55e580ba54f eb0d",

"shared_secret”: "0e0f 0b02070e020e",

"otp": "EFB27E2E",

"init_nonce": "ab5ddd81c502e054357c58ac483bh8d39cele7",

"init_time": 568923577,

"init_static_key": "77166d9d14b2cc221a3829f 600aadlf 2f 18872e8a7e7cb7aae2def 72b69bf f 58

"init_epheneral key": "90533d33305a90560bf ef 99d07c496ca92ef 5001b62441860509af 3d226d8
ba4",

"init _renote_static_key": "dc94881a2063e4d30a0e7f e377838202e542b46d8836e57187e9abef 9
9216078",

"init_renote_epheneral key": "",

"resp_time": 568923459,

"resp_synchro_hint": 14,

"resp_static_key": "dcadOc9e9aaf e811761199f 7e2286f da5036e5f 5f c6f 98c5f 4b97f ce71532ef 8

"resp_epheneral key": "",

"resp_renote_static_key": "176198d01d29325b022a5ef f f 4d315bbf 9f b4a07755d19581f 8577547
97f 6b54",

"resp_renote_epheneral _key": "ecb63fa0lc06b8d2c4de23dlabc4a5d57647481f bed22f b5866f da
4¢7989103c",

"hkdf _salt": "433d037f 9aae0e39c770b7¢c216572382el1b78ccff597a27aeb004cd14c881f el944eb6
30e8af 0f 9840blef 3f f af 2cf 697f b0a08d9cacd5e8c5f f 4a1be583b453244b6572706173735f 5348413531325
f 5832353531395f 453153325 543630304231365038",

"hkdf _info": "4el2a5ddd81c502e054357¢58ac483b8d39cele754080000000000d906ee",



"hkdf secret”: "ca2aldlf 71d686ad52f 6ef 62571d38a5d579f 96a86150861e736ea3e7laeba59c85c¢c
ae9ec5404221a87423eaf 952¢151bc74b0213f aBa4lf ba0786ccf 315f d5ba2096639c4a3b6de9bb4d76bf e5b0
47545eaa3cch8b67839c55e580babs4f eb0d"

}
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C. 3. Kerpass_SHA512_X25519_E2S2_T600B32P9 vect or

{
"schene": "Kerpass_SHA512_X25519_ E2S2_T600B32P9",

"context": "9e2d582a0af ac79709941506151e9e6ce20cef 6dabc3aads7b",

"psk": "3ec69559723db8a20cdace8beeObf 6534a1de8902786f c3b3626e4897f 261dee",
"shared_secret": "13010a191603100111",

"otp": "KLlASP3GLH',

"init_nonce": "716f bb9b9872e0b49dce2723a52ade9d5f dc59",

"init_time": 2246779725,

"init_static_key": "6a846ddc06f426e60dd4ae3f bd5b9b06286abc3862e473855e89a138c56ea0b2

"
’

"init_epheneral _key": "aa2b0elb2e4704f 08a377ba26e4475aaf 1aab010f b8c6ad4bf 63890816d3d
3f 2",

"init_renote_static_key": "acc4416cd58c4alad3272253c75a8f 27708174f 24548466757e13374e
161c74b",

"init_renote_epheneral key": "d32119bh92d8a61d0c204a4355c86e19c7027376c2e42be84f fa907
alaaec9e6a",

"resp_tinme": 2246779996,

"resp_synchro_hint": 17,

"resp_static_key": "6716e0cf047f6721662c501adl15f 9884cada29210c019c7df 566a0e71b67bldd

"
3

"resp_epheneral key": "d45cf4b5736ef 3f 3f b0d2a98459a304e595276243d4af 91aa5ef 2366d44ad
eze",

"resp_renote_static_key": "f7c192278ealc2323e92ccl3da9ac5f 0a8d53ac879eadbd774413c666
59d865e",

"resp_renote_epheneral _key": "86e53308c5bcef e25707f Of f ee26cbdc260f c98d22f c9f 9e53f 4c1
994347c27c",

"hkdf _salt": "43199e2d582a0af ac79709941506151e9e6ce20cef 6dabc3aa457b53244b6572706173
735f 5348413531325f 5832353531395 453253325f 543630304233325039",

"hkdf _info": "4e13716f bb9b9872e0b49dce2723a52ade9d5f dc5954080000000006eb4bbl",

"hkdf _secret": "36d0bdc70509bb9cf f 6f 2d899e4b9dd261c91da06604f 43e408e96dal253827f c37f
09bdd64436333f aab1150a0bd26d9c8ef 3d5935e175b9db3c5ebacdbe7633ec69559723db8a20cdace8beelObf
6534a1de8902786f c3b3626e4897f 261dee"

}
C. 4. Kerpass_SHA512 X25519 E1S2_T1024B256P33 vect or
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"schenme": "Kerpass_SHA512 X25519 E1S2_T1024B256P33",

"context": "c58ac483b8d39cele7037f 9aae0e39c770b7c216572382el",

"psk": "aadlf 2f 18872e8a7e7cb7aae2def 72b69bf f 58a2096639c4a3b6de9bb4d76bf e",
"shared_secret": "8479f ca69f 6d1ldbc9164f 20eaad4d799ba3b8dae83f 915864766f a66d4cael7422c
"otp": "',

"init_nonce": "5b047545eaa3cch8b67839c55e580ba54f eb0da5ddd81c502e054357",
"init_time": 3762980154,

"init_static_key": "6fda5036e5f5f c6f98c5f4b97fce71532ef 8d077166d9d14b2cc221a3829f 600

"init_epheneral _key": "4e5569883283b1a75f bf be8f 3d7d1d5¢c17d10d90533d33305a90560bf ef 99
do7",

"init_renote_static_key": "2f92f4b84f 1b107ca934e641f 34bf ae2b2251e9b70876cd1a256301f 8
f 3cccOe”,

"init_renote_epheneral key": "",

"resp_tinme": 3762980663,

"resp_synchro_hint": 44,

"resp_static_key": "c496ca92ef 5001b62441860509af 3d226d8baddcad0c9e9aaf e811761199f 7e2

"resp_ephemneral _key": "",

"resp_renpte_static_key": "c52b20d6825127ecb33df ff5c1d9aled7f 57b4ledaldd6855d7ad6268
372f c70",

"resp_renote_epheneral key": "6a5a0dd77082720ebd55bcab514a68be8dbll17af 5al7f bb06a7e03
5e44959307",

"hkdf _salt": "4318c58ac483b8d39cele7037f 9aae0e39¢c770b7c216572382e153274b657270617373
5f 5348413531325 5832353531395f 453153325 543130323442323536503333",

"hkdf _info": "4elc5b047545eaa3cch8b67839c55e580ba54f eb0da5ddd81¢c502e0543575408000000
0037da8f 2c",

"hkdf _secret": "04b954ad9d6d42e39217h6a32ae83bc52ba662a39e2bcf 18240e6b07034a8c4c86e7
a23622cebb4cd46665d4309b624dd16f a39e57c86¢c7daf 115ddd17f 24039aad1f 2f 18872e8a7e7cb7aae2def 7
2b69bf f 58a2096639c4a3b6de9bb4d76bf e"

}
Aut hor’ s Addr ess

Marc Vieuille
Emai | : marc.vieuill e@ol ytechni que. org
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