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Abst r act

Thi s docunent specifies QUP (QUC Identity Protocol), a federated
application protocol providing portable cryptographic identity,
verifiable server trust, determ nistic state synchronization, and
built-in accountability. QU P runs over QU C (RFC 9000) and uses a
strict determnistic CBOR profile (QUP-CBOR). Three conformance
profiles are defined: Basic (nessaging), Docunments (content
addressing), and Media (real-tinme transport). The protocol enables
users to own a portabl e Nodeld independent of service providers,
servers to authenticate via DANE+DNSSEC wi t h depl oyabl e fal |l back
nmodes, and peers to detect and throttle m sbehavi or through signed
viol ation recei pts propagated via gossip.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 13 Novenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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1. Introduction
QUI P defines a federation-native protocol that ensures:
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QI

P operates directly over QU C [ RFCO000] and elininates reliance on

HTTP- based federation |ayers.

1.1

M ni mal Wor ki ng Exanpl e

The foll owi ng exanpl e denonstrates a conplete QU P flow

Ali

1.

2.

3.

1.2

QI

*

Mut ut i

ce (Nodeld A) — a.com — b.com — Bob (Nodeld B)

ldentity Setup
a.comissues primary attestation binding user@.comto Nodeld A
Requi res subject signature (proof of possession)

Sendi ng a Message

Alice signs message with private key A
a.comforwards to b.comover QU C + DANE
b.comverifies signature + attestation + policies
Bob receives nessage

Accountability
If a.com m sbehaves, b.com creates signed violation receipt
Recei pt gossips to federation
Automatic throttling after independent w tness threshold

Non- Goal s
P does NOT guar ant ee:
_Anonymity_ (use Tor or simlar) — a design choice
_Metadata confidentiality — connection patterns are observable
_Resistance to gl obal passive adversaries_ — traffic analysis
remai ns possible
_Byzantine consensus_ — deternministic nerge is not Byzantine fault
t ol er ant

Econom ¢ Sybil resistance_ — independent w tness definition

Er ovi des operational heuristic only
_Wtness collusion resistance. — a federation with >=3 col | udi ng

wi t nesses can falsely attest violations; deploynents nust rely on
| egal / commerci al incentives
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3.

3.

_Note on categorization: _ The items above ni x design choices
(anonymity, netadata confidentiality) with explicit security
limtations (collusion resistance, Byzantine consensus). Al are

i ntentional non-goals of the protocol.

Ter mi nol ogy

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, NOT RECOMVENDED, MAY, and OPTIONAL in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

Nodel d 32-byte Ed25519 public key (raw bytes)

Genesi s Nodeld Root identity in a rotation chain; the ol dest known
Nodel d

Attestation Signed CBOR object binding identity clains

Primary attestation Attestation binding a specific user@onain
address to a Nodeld

Vector clock Map of issuer — counter, used for causality tracking
Cossip Propagation nechani smfor state updates
Violation receipt Signed proof of protocol violation
Profile Conformance |evel (Basic, Docunents, Media)
Protocol States
1. State Definitions
QUI P connections SHALL be in one of the follow ng states:
INNT Initial state before discovery. No nessages sent.
DI SCOVERI NG Perform ng DNS di scovery. MAY send DNS queri es.
CONNECTI NG Establi shing QUI C connection. MY send QU C handshake.

HANDSHAKI NG Exchangi ng QUI P handshake. Control stream active; no
application streans.

SYNCI NG Synchroni zing gossip state. Accept gossip; MY defer
message delivery.
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ACTIVE Nornal operation. Al streans fully functional.

DEGRADED (perating with reduced capabilities. Rate linmts
i ncreased; new streans di scouraged.

REVOKED |ldentity or peer revoked. No nessages accepted or sent.
CLCSED Connection termnated. No further state transitions.
3.2. State Transitions

The following transitions are normative:

Mut ut i Expi res 13 Novenber 2026 [ Page 6]
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===
| From |
I I
+o————————————+
| INIT |
I I
I i +
| DI SCOVERI NG |
I I
i i +
| CONNECTING |
I I
I I
I +
| HANDSHAKI NG |
I I
I I
I +
| HANDSHAKI NG |
I I
I I
i i +
| SYNCI NG |
I I
I I
I +
| SYNCI NG |
I I
I I
I +
| ACTI VE |
I I
F-- - - - - - +
| ACTI VE |
I I
I I
I i +
| ACTI VE |
I I
i i +
| REVOKED |
I +
| DEGRADED |
I I
F-- - - - - - +
Mut uti

Appli cation
requests connection

DNS resol ution
succeeds

QUI C connection
est abl i shed

Handshake conpl ete,
profiles conpatible

Profile m smatch or
handshake error

Initial
compl ete

sync

Sync tineout or
unr ecover abl e error

Resource exhausti on
or policy violation

Recei pt of valid
revocation
attesting this peer

Connection | oss or
explicit close

Table 1
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::::::::::::::::+
Requi r ed |
Acti on |
S =—==—==+4
Per f or m DNS
SRV/ TXT | ookup |
................ +
Initiate QU C |
handshake |
________________ +
Send QUI P |
handshake on |
stream O |
................ +
Begi n gossip |
sync on stream |
1 I
________________ +
Send error, |
cl ose |
connecti on |
________________ +
Nor nal |
operation |
begi ns |
................ +
Send error, |
cl ose |
connection |
________________ +
Reduce |
functionality |
________________ +
Term nate all |
active streans |
I
................ +
Clean up state
|
________________ +
Fi nal cl eanup
________________ +
Resurme normal |
operati on |
________________ +
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State transitions not listed above are not permtted and MJUST cause a
connection error (Section 17.2 code 17: PROTOCOL_VI OLATI ON) .

3. 3.

Prot ocol Invariants

I mpl ement ati ons MUST enforce:

1.

_Determinism: Al state transitions (Section 10) MJST produce
i dentical results across peers

_Signature Coverage : Al externally visible objects MJST be
signed with domain separation (Section 9.2)

_ldentity Continuity_: Ildentity MJST be traceable to a genesis
Nodel d through a verifiable rotation chain

_Canoni cal Encoding : Al serialized data MJUST use QU P- CBOR
(Section 18)

_No Duplicate Keys_: CBOR maps MJST NOT contain duplicate keys

_No Indefinite Lengths : Indefinite-length byte strings and text
strings are PRCH Bl TED

Architecture Overvi ew

Layered nodel (bottomto top):

QU C transport (TLS 1.3) — encryption, multiplexing, congestion
control

Ildentity and attestation |layer — Nodelds, bindings, trust nodels
Determ nistic state machine — canonical CBOR, vector clocks,
gossip

Profile layer — Basic / Docunents / Media feature activation
Application | ayer — nessaging, nedia, B2B, docunents

Identity Model

Nodel d

Every user has a Nodeld — an Ed25519 public key (32 bytes). The
correspondi ng private key is never disclosed to any domain or third
party. Nodelds are encoded as raw byte strings in CBOR

1.
2.
3.
4.
5.
5.
5. 1.
Mut ut i
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5.2. Attestations
Al attestations are signed CBOR objects.
5.2.1. Subject Signhature Conputation
The subject signs the foll owi ng QU P-CBOR array:

[
" QUI P- ATTESTATI ON- SUBJECT- V1",

type, ; string
subj ect, ; Nodeld or address
i ssuer, ; dormai n or Nodeld

[ not Before, notAfter] Uni x timestanps (seconds)

]

5.2.2. Issuer Signature Conputation
The issuer signs the followi ng QU P-CBOR array:

[
" QUI P- ATTESTATI ON- | SSUER- V1",
type,
subj ect,
i ssuer,
[not Before, notAfter],
subj ect _si gnature ; 64 bytes
]

The conplete attestation on the wire is:

t agged( 65536, [
"primary_bi ndi ng", ; discrimnator
type,
subj ect,
i ssuer,
[not Before, notAfter],
subj ect _si gnature,
i ssuer_signature

1)

5.3. Key Rotation

Mut ut i Expi res 13 Novenber 2026 [ Page 9]
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t agged( 65536, [
"key_rotation",
ol d_Nodel d,
new_Nodel d,
ti mest anp,
signature

1)

Si gnat ure conputation

32 bytes
32 bytes
Unix mlliseconds (int64)
64 bytes

signature = Ed25519 sign(
ol d_private_ key,
"QUI P- ROTATI ON- V1" || QUI P- CBOR([
"key_rotation",
ol d_Nodel d,
new_Nodel d,
ti mestanp

1)
)

Rotation validation rules: Receivers MJIST reject:

* Cyclic chains (Nodeld appears tw ce)

* Duplicate Nodelds in the same chain

* Chains with non-nonotonic tinmestanps (timestanps nmust increase)

* Miltiple successors fromthe sanme Nodeld unless the previous
successor is revoked

* Rotations where the old key is already revoked
* Chai ns exceedi ng maxi num depth of 32 (confi gurabl e)
5.4. Cenesis Discovery
The Genesis Nodeld is the ol dest known Nodeld in a rotation chain.
First nmessage rule: If a receiver encounters a Nodeld with no prior
state, and the nmessage is signed by a key that is not clearly the
genesis, the sender MJUST include the full rotation chain. Failure
results in error KEY_ROTATI ON_CHAI N_M SSI NG (Section 17.2 code 15).
5.5. ldentity Trust Modes

The identity trust _node bitnmask is defined as:
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6.

6.

6.

| Bit | Name | Description |
[ ety Cppp—p—p—p—_ e ppp—p—p—p—p—_—————————————————————————————————
| O | SIMPLE | Accept primary attestations fromany domain |
Femmm o - S o m m e e e e e e e e e e e e e e e e e ee e eeeao o +
| 1 | VERIFIED | Require attestations fromcertified |
| | | providers (Section 7) |
Fom e e - - Fomm oo - et +
| 2-15 | Reserved | Reserved for future use |
+o-m - - TS oo e e e e e e e e e e e e e e e e e e e e oo +
Tabl e 2

Negoti ation: The effective trust node is the bitwi se AND of |ocal and
renote nodes. |If the result has no bits set, the connection proceeds
with the | owest comobn node (SIMPLE) and MJST | og a war ni ng.

Downgr ade behavi or: VERI FI ED node MJUST NOT downgrade to SI MPLE
wi t hout explicit operator configuration. Any downgrade MJST be
| ogged.

Trust Mbddel
1. Server Authentication Mdes

| Mbde | Requirenent | Use Case |
[§ plemsfemmsbemesfemsee e eseefusese s espe s fems ey esspessesspes e eses e ee s ese s eps bl espe e es e o
| COWPAT (default) | Web PKI + SHOULD use | General |
| | DANE i f avail able | depl oynent |
Fom e e e oo o oo +
| STRICT | DNSSEC + DANE | High-security |
| (optional) | REQUI RED | environments |
o e e e e oo oo o e e e e e oo oo S +
| LEGACY | Web PKI only | Legacy

| (deprecated) | | transition |
Fom e e e oo o oo +

Table 3

2. I ndependent Wtness Definition

A witness domain qualifies as independent for violation receipt
validation if ALL conditions hol d:

1. Distinct DNSSEC-signed domain ([ RFC4033], [RFC4034], [ RFC4035])

2. Distinct TLSA record [ RFC6698]
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3. Distinct /24 IPv4 or /48 IPv6 prefix

Addi tional weighting (SHOULD): | nplenentati ons SHOULD al so consi der
di stinct ASN (Autononpbus System Nunber), distinct DNSSEC KSK ( Key

Si gning Key), historical trust scoring based on past wtness
accuracy, and observed federation longevity (m nimum 30 days active).

6.3. DNS Downgrade Protection

After TLS handshake conpl etion, the client MJST verify that the
server’'s presented certificate and DANE TLSA record (if applicable)
are consistent with the TXT capabilities advertisenent from DNS

I nconsi st enci es MUST be | ogged and, in STRI CT node, cause connection
term nati on.

6. 4. Handshake Transcript Binding

The QUI P handshake MUST be cryptographically bound to the QU C TLS
session using the TLS exporter interface [ RFC8446], Section 7.5.

Transcri pt canonicali zati on:

The client and server handshake payl oads are enbedded as CBOR byte
strings containing the exact transmitted bytes:

[

h’ <raw cl i ent handshake bytes>’
h’ <raw server handshake bytes>

]

Sequence of operations:

1. TLS handshake conpl etes (both peers have established session
keys)

2. QU P handshake bytes are transmitted on streamO (client first,
then server)

3. Both peers buffer the exact bytes they send and receive (no re-
encodi ng)

4. After both handshake nessages have been exchanged, each peer
comput es:

bi ndi ng = TLS- Exporter (" EXPORTER- QUI P- Bl NDI NG',
SHA- 256( QUI P- CBOR( handshake_array)), 32)

Mut ut i Expi res 13 Novenber 2026 [ Page 12]
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5. Because both peers use the sane TLS session and the sane
canoni cal i zed handshake array, they derive _identical binding
val ues_ locally

6. The binding is used as a | ocal consistency check: each peer can
verify that the handshake paranmeters it is using are consistent
with the binding it conputed

7. No binding value is ever transmtted

6.5. Verified Mbde Governance

Governance and policy requirements for VERI FIED node (trust anchor

aut hori zation, provider certification criteria, dispute resolution,

and antitrust/conpetition safeguards) are depl oynent-specific and
outside the scope of this docunent. Inplenentations in VERI FI ED node

MUST rely on local policy to define acceptable trust anchors and
certification authorities.

7. Verified Mdde PKI
7.1. Trust Anchor For mat
Trust anchors are distributed as signed CBOR obj ects:

t agged( 65536, |
"trust_anchor",

anchor _id, ; string (e.g., "quip-root-vl")
public_key, ; 32 bytes (Ed25519)

valid from ; Unix tinmestanp (seconds)

valid_until, ; Unix tinmestanp (seconds)

di stribution_point, ; string UR

signature ; 64 bytes (self-signed or cross-signed)

1)
7.2. Trust Anchor Distribution

Trust anchors are distributed via:

1. _Hardcoded — Inplenentations MAY ship with a set of trusted
roots
2. _DNS-based_ — _quip._trust.root.domain TXT records containing

anchor hashes

3. _Transparency log_ — Optional certificate transparency-style |og
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7.3. Attestation Provider Certificate

t agged( 65536, [
"attestation_provider",

provi der _Nodel d, ; 32 bytes

domai n, ; string

i ssuer, ; Nodeld or anchor_id of issuer

i ssued_at, ; Unix timestanmp (seconds)

expires_at, ; Unix timestanp (seconds, max 90 days)
capabilities, ; array of strings

signature ; 64 bytes (by issuer)

1)

7.4. Certificate Path Validation

When receiving a provider certificate chain, peers MJST performthe
foll owi ng validation:

Pat h buil di ng order:

1. Start fromthe end-entity (provider) certificate

2. Chain to issuer using issuer field (Nodeld or anchor _id)

3. Continue until reaching a known trust anchor

4. Maxi mum chain depth: 8

Trust anchor matching: Trust anchors are identified by anchor_id
string. |nplenentations MJUST support exact string matching.

Wl dcard matching is NOT permtted.

Signature validation: Al signatures MJST use Ed25519 [ RFC8032].
Future versions may negotiate additional algorithns.

Expiry precedence: Certificates with expires_at in the past MJST be
rejected. Trust anchors with valid_ until in the past SHOULD be
rejected (grace wi ndow of 24 hours permtted for rollover).

Rol | over handling: Trust anchors SHOULD have overl apping validity
wi ndows during rollover. During overlap, either anchor is considered
valid. After old anchor expires, it MJST NOT be accepted.

Cross-signing: Cross-signed certificates are permitted if they chain
to a trust anchor. Maxi num chain depth applies to the nerged path.

Mut ut i Expi res 13 Novenber 2026 [ Page 14]



I nternet-Draft QP May 2026

7

7

8.

8.

Revocati on check: Before accepting a certificate, check revocation
status per Section 7.5. Revoked certificates MJST be rejected
regardl ess of validity period.
5. Provider Revocation Freshness

Peers MJST enforce freshness Iimts on provider revocation lists:

| Revocation |ist
| age < 24 hours

| Revocation |ist | DEGRADED node, |og warning |
| age 24-72 hours | |

o e e e oo e +

| Revocation list | VERI FIED node MJUST fail closed; |

| age > 72 hours | reject all VERI FlI ED-node attestations

o e e e e oo - o m e e e e e e e e e e e e e emamao - +
Tabl e 4

6. DNS Trust Anchor Boot strapping

DNS-di stributed trust anchors are advisory until chained to an

exi sting trusted anchor or inplenentation trust store.

I mpl enent ati ons MUST val i date the DNSSEC chain for any DNS-di scovered
anchor. The first anchor in a deploynment MAY be installed out-of-
band (e.g., via package managenent, configuration file, or

hardcodi ng). Once an anchor is trusted, it nay be used to validate
subsequent anchor updates.

Transport
1. Connection Establishnent

QUI C connection with ALPN "quip". The first client-initiated

bi directional stream opened after QU C connection establishnent
(stream I D 0) is designated the QUIP Control Stream. The second
client-initiated bidirectional stream (stream|ID 4) is designated the
_QUIP CGossip Stream.
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[ oo oo el oo U
| Logical Role | Stream Type | StreamID (Cient) | StreamID |
| | | | (Server) |
[} bbby s sty e p—p—j—r 0
| Control | dient | O | 1 |
| stream | bidirectional | | |
oo o R R T +
| Gossip | dient | 4 | 5 |
| stream | bidirectional | | |
e g e S +
| Application | dient | 8, 12, | 9, 13, |
| streans | bidirectional | | . |
oo o R R T +
Table 5

Al'l control nessages (errors, rate advisories) are sent as CBOR
arrays on the Control Stream

Handshake sequencing: No application streans (streans other than the
Control and Gossip streans) SHALL be processed until the QU P
handshake conpl etes and transcript binding verification succeeds.
The Control Stream and Gossip Stream MAY be used during handshake.
Phase 0: DNS Di scovery

Query _qui p. _udp. domai n. exanpl e SRV and TXT:

_qui p. _udp. donai n. exanpl e. TXT
"v=2; profil es=basic, docunents; trust=conpat; quic=:443"

Phase 1: QUI P Handshake (Control Stream

Client sends:
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2, ; version

Ob111, ; profiles bitmask

"conpat ", ; server_trust_node

0bO01, ; identity trust_node (VERI Fl ED)
{ ; capabilities

0: true, dat agr am support
1: ["opus", "vp9"], medi a_codecs

2: 4096 ; max_message_si ze
"revocations/#"], ; subscriptions

; vector_cl ocks
"revocation_list": {"a.conm': 42}

- ~———

]

Server responds with identical structure.

Bot h peers conpute active_profiles = local.profiles &
renote.profiles. |If zero, send error (Section 9.3) and cl ose.

8.2. Wre Fornmat
| varint length | QUI P-CBOR obj ect |
The CBOR obj ect MJUST be a single conplete top-level itemwth no

trailing bytes.

8.3. Stream Semantics

[§ ooy s oo e pe e oo
| Logical Role | Direction | Reliability | Ordering

[ ey Sl el g p—————(—————— Sl {—p———(———
| Control | Bidirectional | Reliable | Strict

o e e o - o e e e oo R S +
| Gossip | Bidirectional | Reliable | Strict |
o e e - o e e e o S TS +
| Application | Profile-dependent | M xed | M xed |
oo s o e e o s Fom e o - S +

Table 6
8.4. Bootstrap Discovery

Priority order:
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9.

9.

9.

1. DNS SRV + TXT (MJST)

2. QUIC Well-Known: ["WELL_KNOWN', "/peer"”] on Control Stream (MJST)
3. Cached endpoi nts ( SHOULD)

4. HITPS fall back (OPTI ONAL, DEPRECATED)

The full bootstrap handshake (GOSSIP_BOOTSTRAP exchange) is defined
in Section 10.

Message Envel ope
1. Envelope Structure

The signed payload is a CBOR array, not a nap:

[

"message"”,

payl oad, ; application CBOR

Nodel d, ; 32 bytes

sequence, ; 64-bit uint (max 2762-1)
ti mest anp, ; 64-bit Unix mlliseconds

message i d 32 bytes (SHA-256)

]

The wire representation is:

t agged( 65536, |

"message",

payl oad,

Nodel d,

sequence,

ti mest anp,

nmessage_i d,

signature ; 64 bytes
1)

2. Signature Conputation (Domai n Separation)

Al'l signatures in QU P use standard Ed25519 [ RFC8032] wi thout pre-
hashing, with explicit domain separation strings prepended to the
nessage

signature = Ed25519_si gn(

private_key,

domai n_separator || QUI P-CBOR(signed payl oad_array)
)
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| key rotation | rqupromAmovvi )

| Altestation (subject) | " QU P-ATTESTATI ON SUBJECT- V" |

| Altestation (issuer) | " QU P-ATTESTATI O | SSUER VI* |

| Violation receipt | "QUP-vioLATIONVLT )

Fom e e e aaa - Fomm e e e e e em e iaaao - +
Table 7

9.3. Error Messages
Errors are sent as CBOR arrays on the Control Stream
["ERROR', error_code, nessage id, error_text]
Where error_code is a uint (Section 17.2), message_id is 32 bytes
(may be null for handshake errors), and error_text is a human-
readabl e string.

9.4. Rate Advisory Messages
Rate advisories are sent as CBOR arrays on the Control Stream

["RATE_ADVI SORY", limt_type, current_rate, allowed_rate]

The Iimt _type field is a string matching the resource type being
rate-limted (e.g., "nessage", "gossip", "datagran').

9.5. Sequence Validation Rules
Sequence nunbers are scoped to (genesis _Nodeld, discrininator) where
discrimnator is the string fromthe signed payload array (e.g.,
"message", "docunent", "gossip").
Rul es:

* Sequence nunbers MJST be strictly increasing per scope

*  Gaps MAY be buffered up to a limt of 256 m ssing entries
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* Qut-of-order delivery is permtted, but sequence validation
appl i es on receive
* Duplicates with the sane nessage_id are rejected
* Retransmi ssions MJST reuse the identical nessage id

9.6. Message I D Construction

message_i d = SHA- 256(" QUI P- MESSAGE- | D- V1" || QUI P- CBOR([
genesi s_Nodel d,
Nodel d,
di scri m nat or,
sequence,
ti mestanmp

1))

9.7. Tinmestanp Validation
Ti mestanps are advisory only. Sequence nunbers dom nate ordering.
* Soft wi ndow (MJST accept): _ +300,000 ns (5 mnutes)
*  Hard wi ndow (MAY accept): +£3,600,000 nms (1 hour) wth warning
* _Qutside hard wi ndow. _ MJUST reject
I mpl enent ati ons MUST NOT use tinestanps for causality determ nation.
10. Gossip and Consi st ency
10.1. Vector O ocks
Map fromissuer — counter.
| ssuer canonical forns: Domain: text string (major type 3). Nodeld:
byte string, 32 bytes (mgjor type 2). Mxed representations for the
same issuer are PRCHI BI TED.

Maxi mum vector clock entries: 1024. Entries beyond this limt SHOULD
be pruned (ol dest issuers first).

10. 2. Cossip Message Format

The signed payload is a CBOR array:
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" goss' pn ,

resource_type, ; "attestations" | "revocations" | "violations”
resource_id, string or bytes

vect or _cl ock, map {issuer: counter}

payl oad, si gned resource object
ttl, uint (3-7)
sender _Nodel d 32 bytes

The wire representation is:

t agged( 65536, [
"gossi p",
resource_type,
resource_id,
vect or _cl ock,
payl oad,
ttl,
sender _Nodel d,
signature

| Resource Type | Authoritative Issuer | Mitability |
[} gttt ———— L p—p—p—————————————————— e p——_—
| attestations | Attestation issuer | I'mrutable after issuance |
o g o e e e e e e e e oo s +
| revocations | Revocation issuer | Monotoni ¢ (add-only) |
Fom e e e oo - o e e e e e e e oo o m e e e e e e a oo +
| violations | Wtness peer | I'nmrut abl e |
R o e e e e o o - o e e e e o - +

Tabl e 8
10.4. Anti-Entropy Protocol
SYNC request :
["SYNC', resource_type, resource_id, their_clock]

SYNC response:
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}
10. 5.

clock": merged_cl ock

del tas": [payl oadl, payload2, ...],

next token": continuation_token, ; optiona
complete": true|false

Conflict Resol ution

When updates are concurrent (neither vector clock dom nates the
other), the deterninistic nmerge order is:

1.

10. 6.

_Causal check: _If one clock has all issuers with counters >= the
ot her clock, that clock wins (causal dom nance)

_If concurrent: _ Lexi cographic conparison of sorted (issuer,
counter) tuples as QU P-CBOR

_If equal :_ H gher Nodeld (bytew se) of the signer of the update
payl oad

_If equal:_ Snaller SHA-256 of the update payl oad

CGossip TTL
Default: 5
Range: 3-7

Decrement before re-gossip; TTL=0 not re-gossiped

11. Rate Limting and Accountability

11. 1.

Sequence Nunbers

Every reliable nessage carries a sequence nunber per (sender
resource_type).

*

Mut ut i

64-bit unsigned integer
Maxi mum permtted val ue: 2762 - 1 (approxinately 4.6el8)

I mpl enentati ons MJST trigger a key rotation warning when the
sequence nunber reaches 2761 (50% of max)

If a sender approaches 2762 - 1, they MJST rotate their Nodeld
(Section 5.3) before the next increnent
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11.

12.

* Overflow beyond 2762 - 1 is a provable violation (Section 17.2
code 16)

2. Violation Receipts

When a peer detects a violation (e.g., sequence gap, rate
exceedance), it creates a signed violation receipt and gossips it.

Validation requirement: A violation receipt is considered valid only
if corroborated by at |east 3 independent w tnesses as defined in
Section 6.2. |If fewer than 3 qualified domains exist in the
federation, the threshold equals the nunber of domains.

Recei pt signat ure:
signature = Ed25519 sign(

private_key,
“QUI P- VI OLATI ON- V1" || QUI P- CBOR(vi ol ati on_dat a)

)

Resource Limts

I mpl enent ati ons MUST enforce the following lints:
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| Resource | Limt | Behavi or When Exceeded

[} g —————————————————— Ll pp—p——_" Ll —_—————————————————r L
| Maxi mum CBOR obj ect size | 64 KB | Reject with error |
o m e e e e e iee i S Fom e e e e a e e oo +
| Maximum gossip nmessage size | 64 KB | Reject with error |
Fom e e e e i S o +
| Maxi mum document size | 16 MB | Reject with error |
o e e e e e e e e m o S R o e e e e e e e e oo o - +
| Maximum attestation chain | 8 | Reject with error |
| depth I I I
o mm e e e e e e e i S e e e e e oo +
| Maxi mumrotation chain | 32 | Reject with error |
| depth I I I
o e e e e e e e e m o S R o e e e e e e e e oo o - +
| Maxi mum vector cl ock | 1024 | Prune ol dest |
| entries | | |
o mm e e e e e e e i S e e e e e oo +
| Maxi mum replay cache | 100,000 | LRU eviction |
| entries | | |
o e e e e e e e e m o S R o e e e e e e e e oo o - +
| Maxi mum pendi ng sequence | 256 | Discard ol dest |
| gaps I I I
o mm e e e e e e e i S e e e e e oo +

Table 9

13. Conformance Profiles

| Profile | Required Features |
| Basic | Nodeld, attestations, DANE (COVPAT), |
| | message envel ope, rate linmting, gossip |
g o m m e e e e e e e e e e e e e e e eeee— oo +
| Documents (Conpanion | Adds: content addressing, schema |
| Document) | registry, collections. Specifiedina |
| | separate docunent. |
T T +
| Media (Experinental) | See Section 14 |
g o m m e e e e e e e e e e e e e e e eeee— oo +
Tabl e 10

The Docunents profile features (content addressing by hash, schema
regi stry, docunment collections) are specified in a conpanion
Internet-Draft titled "QU P Docunents Profile".
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14.

15.

15.

15.

15.

Experi mental Features

The follow ng features are nmarked experinental in this version and
MAY change inconpatibly in future versions. |nplenentations SHOULD
| og a warni ng when experinental features are used.

| Feature | Status |
[S eemesfems b esoe s esoepssesos s ese s ese s espe s fosfy Sosfos e e
| Media profile | I'nconpl ete; separate docurment planned
e e +
| Routing resource type | Not fully specified; use at own risk
o o m e e e e e e e e e e e e e e e ao oo +

Table 11
The Media profile uses QU C datagrans as specified in [ RFC9221].
Security Considerations
1. Threat Model Summary

QUI P def ends agai nst: dommin inpersonation (via subject signatures),
replay attacks (via nessage id cache), BGP hijacking (via DANE

bi ndi ng), DNS poi soning (via DNSSEC), split-brain/fork (via
determnistic nerge), gossip anplification (via TTL and rate limts),
Sybil wi tnesses (via independent wi tness definition — raises
operational cost of Sybil-style witness fabrication).

QUI P does NOT defend against: anonynmty attacks, netadata
confidentiality, global passive adversaries, Byzantine consensus,
econom ¢ Sybil resistance, or witness collusion (relies on |egal/
commerci al incentives).

2. Replay Attacks

Domai n separation (Section 9.2) prevents cross-context replay. The
message_i d cache provi des per-nessage protection.

3. Downgrade Attacks
DNS downgrade protection (Section 6.3) and handshake transcri pt

bi nding (Section 6.4) prevent silent capability stripping. STRICT
nmode refuses downgrades.
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15.

16.

17.

17.

17.

4. Canonicalization Attacks
QUI P-CBOR (Section 18) elimnates encodi ng anbiguity. Duplicate keys
and indefinite lengths are rejected. QU P-CBOR is defined as an
application profile of [RFC8949].

Privacy Considerations
* Nodeld reuse enables correlation
* (Cossip reveal s topol ogy
* Address bindings are public
_Linkability through rotation chains: _ Key rotation preserves
identity continuity for accountability. Al keys in a rotation chain
are cryptographically linked to the genesis Nodeld. Rotating keys
does NOT provide unlinkability or anonymty.

I ANA Consi derations
1. ALPN Protocol ID Registration
I ANA is requested to register the foll owing ALPN protocol |D:
Protocol: QUIP
D "quip"
Ref erence: This docunent

2. QUIP Error Codes Registry

IANA is requested to create a registry titled "QUP Error Codes" with
the following initial contents:
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17.

| Code | Name | Description |
[ oo oo s s s s s s ooy oo ey o}
| 1 | 1 NVALI D_SI GNATURE | Signature verification failed |
Femmm o - o m e e e e e e aao o o m e e e e e e e aaao o +
| 2 | ATTESTATI ON_EXPI RED | Attestation validity period |
| | | exceeded |
Fom e e - - St o e e e e e e e meme oo +
| 3 | DNSSEC FAI LURE | DNSSEC validation failed |
+o-m - - o e e e e e e e e oo oo o mm e e e e e e a— oo oo +
| 4 | RATE LI M T_EXCEEDED | Quota exceeded |
Fomm o - o m e e e e i oo o m e e e e e e aaao o +
| 5 | DUPLI CATE_MESSAGE | nessage_id already seen |
Fom e e - - St o e e e e e e e meme oo +
| 6 | KEY_ROTATED | Sender’s Nodeld rotated |
+o-m - - o e e e e e e e e oo oo o mm e e e e e e a— oo oo +
| 7 | UNSUPPORTED VERSI ON | Schema version not supported |
Fomm o - o m e e e e i oo o m e e e e e e aaao o +
| 8 | GOSSIP_RATE LIMT | Gossip update rate exceeded |
Fom e e - - St o e e e e e e e meme oo +
| 9 | PROFILE_M SMATCH | No common profile |
+o-m - - o e e e e e e e e oo oo o mm e e e e e e a— oo oo +
| 10 | HASH M SMATCH | Docunent hash m snatch |
Fomm o - o m e e e e i oo o m e e e e e e aaao o +
| 11 | DATAGRAM NOT_SUPPCRTED | Peer does not support |
| | | datagrans |
R o e e e e e e oo o e e e e e e e e e e aa o - +
| 12 | GOSSI P_BOOTSTRAP_FAI LED | Bootstrap fail ed |
Femmm o - o m e e e e e e aao o o m e e e e e e e aaao o +
| 13 | KEY_COVPROM SED | Key conprom se reported |
S o e e e e a e oo oo o m e e e e e e aaa oo +
| 14 | GOSSI P_SYNC TI MEQUT | Anti-entropy timeout |
R o e e e e e e oo o e e e e e e e e e e aa o - +
Tabl e 12

Regi stration policy: |IETF Review for codes 0-127. Codes 128-255 are
reserved for application-specific extensions. Error code 0 is
reserved and MJUST NOT be used.

3. CBOR Tag 65536 Registration

I ANA is requested to register the following CBOR tag in the CBOR Tags
registry [ RFC9277]:

Tag Nunber: 65536

Data Item CBOR array
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Semantic: Container for QU P protocol messages. The first el ement
of the array is a string discrimnator indicating the nmessage type
(e.g., "message", "gossip", "docunent", "key rotation”,
"primary_bi ndi ng").

Poi nt of Contact: Junior Joseph Miututi <jjrututicloud@nail.conpr

Fragment ldentifier: NA

Ref erence: This docunent

18. QUIP-CBOR Profile

QUI P defines a strict determnistic CBOR profile called the QU P
Determ nistic CBOR Profile (QDP). This is an application profile,
not a replacenment for [RFC8949] canonical CBOR QP is used
exclusively within QU P protocol nessages.

18.1. Encoding Rul es

[ gttty S ————————————_—_ s —_—————————(——(—(————
| Cass | Type | Odering Rule |
[ el ety el
| 1 | Unsigned integers | Numeric ascending, |
| | | shortest encoding first |
N o e e e e oo oo o e e e e e e e +
| 2 | Negative integers | Nuneric ascending (nore |
| | negative first) |
Fomm o - o e e o s o e e e e e e ee oo s +
| 3 | Byte strings | Length-ordered, then |
| | | 1exicographic |
N o e e e e oo oo o e e e e e e e +
| 4 | Text strings | Length-ordered, then UTF-8 |
| | | bytew se | exicographic |
Fomm o - o e e o s o e e e e e e ee oo s +
Tabl e 13

_Prohibited constructs: _ duplicate map keys, indefinite-length itemns,
floating point values, non-mniml UTF-8, CBOR sinple val ues other
than fal se/true/null.

19. Inplenentation Guidelines
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19.

19.

20.

20.

1. State Persistence

I mpl enent ati ons MJST persist vector clocks for all tracked resources,
sequence nunber state per (genesis_Nodeld, discrimnator), revocation
state for known peers, and peer relationship state. Replay cache
persi stence i s OPTI ONAL.

2. Sequence State Loss Recovery

If sequence state is lost after restart, the inplenmentati on MUST | og
a critical error, rotate the Nodeld (Section 5.3) to start a new
sequence space, and NOT reuse prior sequence numnbers.
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