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Abst ract

Thi s docunent specifies a conpanion profile to the Al Agent

Aut henti cation and Authorization draft [I-D.klrc-aiagent-auth],
defining a signed authorization-evidence record produced by W MSE-
aut horized Al agent actions. The evidence record (referred to as a
Permt) commts cryptographically to the canonical request bytes

di spatched after authorization, satisfies the audit m ni num

requi renents enunmerated in Section 11 of the conpanion draft, and
composes with HTTP Message Signatures, QAuth access tokens, and
Shared Signals Framework eventing w thout requiring nodifications to
those existing standards. The profile is anchored in the SCITT
profile defined in [I-D. munoz-scitt-permt-profile].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 15 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

1.

I nt roducti on

The Al Agent Authentication and Authorization draft

[1-D. klrc-ai agent -auth] conposes existing standards (SPlIFFE, W MSE,
QAuth 2.0, HTTP Message Signatures) to specify how Al agents obtain
identity, authenticate, and acquire runtinme authorization for

i nvocati ons agai nst tools, services, and | arge | anguage nodels. That
draft explicitly states it does not define new protocols.

A consequence of this scoping decision is that the draft does not
define a signed evidence record of the authorization decision itself.
Section 11 of the draft enunerates audit mininmumrequirements
(authenticated agent identifier, delegated subject, resource or tool,
action requested and authorizati on decision, timestanp and
correlation identifier, attestation or risk state, renediation or
revocation events) but |eaves the format of the evidence record to

i mpl ement ati ons.

Thi s docunment defines such a record. The record is a Pernit, as
specified in the conpanion SCITT profile
[1-D.nunoz-scitt-permt-profile], with this document adding the

W MSE- specific integration guidance: how Permits represent SPIFFE
identities, how they satisfy the Section 11 audit m ninum
requirenents, how they integrate with HTTP Message Sighatures and
QAut h access tokens, and how Permit lifecycle states bridge to Shared
Si gnal s Framewor k eventi ng.

1. Scope
This profile specifies:
* How to populate Permt subject fields with SPIFFE URI s

* A crosswalk from Section 11 of [I-D.klrc-aiagent-auth] to Permt
fields

* (Optional integration with HTTP Message Signatures [RFC9421] for
request-1evel signature coverage that extends Pernmit’s canonical -
body binding to header coverage

* (Optional integration with QAuth access tokens through a Permit-ID
claimthat allows runtinme tokens to reference the signed
aut hori zati on-evi dence record

* A descriptive (non-normative) bridge between Permit |ifecycle
state transitions and Shared Signals Franework / Continuous Access
Eval uation Profile / Risk Incident Sharing eventing
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1.

1.3.

2.

2.

This profile does not specify:

* Mbdifications to [I-D. klrc-aiagent-auth] or any standard it builds
upon

* A new aut horization protocol or token fornmat
* ldentity managenment beyond what SPlI FFE/ W MSE defi ne

* The Permt object itself; that specification is in [ KEEL- PERM T]
and the SCITT profile in [I-D. nunoz-scitt-permt-profile]

Rel ati onship to Ot her Specifications

Thi s docunent is a conmpanion to [I-D.munoz-scitt-permt-profile].
That docunent defines the Permit object as a SCITT Signed Statenent
and specifies the COSE_Signl envel ope, Receipt format, and
verification rules. This docunment extends that profile with W MSE-
specific integration guidance. An inplenentation that conforns to
both profiles produces evidence that is consumabl e by SCl TT- aware
verifiers and that satisfies the audit m ni mumrequirenents of

[1-D. klrc-ai agent -auth].

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent uses term nology from[Il-D.klrc-aiagent-auth]: Agent
ldentifier, Agent Credential, Wrkload Identity Token (WT), Workl oad
Proof Token (WPT), Transaction Token, Agent Authentication, Agent

Aut hori zation, Audit Event.

Thi s docunent uses term nol ogy from [ KEEL- PERM T] and
[1-D.nunoz-scitt-permt-profile]: Permt, C osure Record,

bi ndi ng_r equest _hash, dispatch_request_di gest_v1, Signed Statenent,
Recei pt, Transparent Statenent.

Backgr ound
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2

2

3.

3.

1. The Audit Gap in WMSE-Styl e Authorization

A W MSE- aut hori zed Al agent action proceeds as follows: the agent
aut henti cates via nTLS or WPT, obtains an QAuth access token from an
aut hori zati on server, presents the token at a resource server, and

i nvokes the resource. Each step produces transient authentication
evi dence (channel binding, signed proof-of-possession tokens,
val i dat ed access tokens) but the authorization decision itself does
not produce a durable signed record.

Section 11 of [I-D.klrc-aiagent-auth] enunerates the mninumfields
an audit event MJST record:

* authenticated agent identifier

* del egat ed subject (user or systen) when present

* resource or tool being accessed

* action requested and authorization decision

* tinmestanp and transaction or request correlation identifier
* attestation or risk state influencing the decision

* renmediation or revocation events and their cause

These are evidence requirenents without a defined evidence format.
The draft is explicit that the format is left to inplenentations.

2. The Permt as Evidence Record

A Permt, as specified in [I-D. nunoz-scitt-permt-profile] and

[ KEEL-PERM T], is a Signed Statenment that records the pre-execution
aut hori zati on decision for an Al agent action. It satisfies the
Section 11 audit mininmumrequirements directly, binds to the

di spat ched request bytes cryptographically, and is verifiable

i ndependently of the issuer. It serves as the audit evidence record
the WNMSE draft requires.

The W MSE Aut hori zati on- Evi dence Profile
1. SPIFFE Subject Typing
The Permt object’s subject_type and subject_id fields together

identify the actor that an authorization decision applies to. Wen
the agent identity is established through SPI FFE/ W MSE:
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* subject_type MUST be set to "spiffe".

* subject_id MIST be the agent’s SPIFFE URI, in the format
spiffe://{trust-donmain}/{path}.

I mpl enent ati ons MAY al so popul ate a del egated subject identifier in
the Permit’s decision_details.del egated_subject field when the agent
is acting on behal f of another principal. The format of

del egat ed_subj ect SHOULD identify the trust domain and identifier of
t he del egated princi pal

When the agent’s WT is presented at authorization tine, the WT' s
serial nunber or thunbprint MAY be recorded in

deci sion_detail s.credential _thunbprint as additional binding context.
This is descriptive nmetadata; the Permit’s binding_request_hash
remai ns the cryptographic conmtnent to the di spatched request.

3.2. Audit M nimum Requirenents Crosswal k

The followi ng table maps Section 11 of [I-D.klrc-aiagent-auth] to
Permt fields specified in [ KEEL- PERM T]:
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| Section 11 Requirenment | Permt Field |
[} gl ————————_ s —_—(—————————(—————r L
| authenticated agent | subject_type + subject_id (SPIFFE |
| identifier | URI) |
T YY" +
| del egat ed subj ect | decision_details. del egat ed_subj ect

o e e e e e a oo o e e e e e e e e e e e e e e e e e o +
| resource or tool being | resource_provider + resource_nodel

| accessed | + action_nane |
e O +
| action requested | action_name + actions_json |
T T e +
| authorization decision | decision (allow / deny / |
| | challenge) + decision_details |
o e e e e e e oo oo oo o e m e e e e e e e e e e +
| tinmestanp | created_ at |
e YY" +
| transaction or request | idenpotency_key + |
| correlation identifier | request_fingerprint |
o e e e e e e e e oo o - o e e e e e e e e e e e e e e +
| attestation or risk | decision_details.code + routing |
| state | |
T YY" +
| remnedi ation or | status lifecycle (eval uated, |
| revocation events | bound, dispatched, closed, |
| | expired, revoked) + chain entries |
o e e e e e e oo oo oo o e m e e e e e e e e e e +

Table 1

A Permit emitted by a conformng Issuer is intended to satisfy the
currently enunmerated Section 11 audit m nimum requirenments w thout
addi tional structural extension.

3.3. HITP Message Sighature Integration

Section 9.2.2 of [I-D. klrc-aiagent-auth] describes signing of HITP
request conponents via HITP Message Signatures [RFC9421]. The
mandat ory signed conponents include nethod, request-target, content
digest, and the WT itself.

The Permit’s binding_request _hash covers the canonical bytes of the
request body but does not directly cover request nethod, request-
target, or selected headers. For deploynents requiring header
cover age
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* The |ssuer MAY conpute an HTTP Message Signature over the ful
request and record the signature input string and signature val ue
in the paired Cosure Record’ s http_nessage_signature field.

* The Closure Record s dispatch_request _digest vl continues to
commit to the canonical request body bytes; the HTTP Message
Signature conmmits to the full request envel ope.

* Verifiers of the Permt profile MAY use the HITP Message Signature
as an additional verification step beyond the binding request hash
equal ity check.

This conposition |ayers RFC 9421 signature coverage on top of
Permt’ s canoni cal -body bi nding without requiring expansion of the
canoni cal i zation function in [ KEEL- PERM T].

3.4. (QAuth Access Token Conposition

QAut h access tokens issued under the [I-D. klrc-aiagent-auth] nodel
carry standard clains (client_id, sub, aud, scope) and MAY carry
profil e-specific clains.

For depl oynents where a runtine access token should reference the
si gned pre-execution authorization-evidence record:

* The Authorization Server MAY include a claimnaned permit_id whose
value is the Permit’s id (a UU D).

* A Resource Server validating the access token MAY retrieve the
referenced Permit and verify the relationship between the in-token
clainms (client_id, sub, aud, scope) and the Permit’s subject,
resource, and decision fields.

* The permt_id claimMJST NOT be treated as a substitute for Permt
verification. Verifiers requiring strong evidence MJST retrieve
and verify the Pernmit’'s COSE Signl signature and Receipt per
[1-D.munoz-scitt-permt-profile].

Thi s composition keeps the QAuth access token in its runtine role
(short-lived authorization grant) while nmaking the durable signed
aut hori zation-evidence record retrievable fromthe token

Profile-specific claimregistration for permt_id is out of scope for

this document. |Inplenentations MAY use a private clai munder the
i ssuer’ s nanmespace until registration is sought.
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3.5. Transaction Token Linkage

Section 10.4 of [I-D.klrc-aiagent-auth] permts Transacti on Tokens
(RFC 8693 [ RFC8693]) for downscoped per-call context. A Transaction
Token's transaction identifier MAY appear in:

* The Permit’s idenpotency_key field
* The paired Cl osure Record s correlation_id field

Both fields permit a Verifier consunming Pernmits and Transaction
Tokens to correlate the runtinme per-call context with the durable

si gned evidence record. This profile does not require Transaction
Token use; it specifies the correlation pattern for depl oynents that
adopt them

3.6. Pernit Chains for Milti-Step Authorization

The guidance in this docunent treats a Pernmit as the authorization-
evi dence record for a single authorized Al agent action. Many W MSE-
aut hori zed depl oynents involve multi-step agent workfl ows or

del egated authority, where one authorization decision leads to a
sequence of dependent actions across tools, services, or nodels.

The Permit Chains construction specified in [KEEL-PERM T] extends a
single Permit into an ordered, hash-1linked sequence of Permts, each
committing to the preceding Permt’s identifier and digest. W MSE-
style runtine authorization conposes with both forns: a single Permt
is sufficient evidence for a single authorized action, and a Perm't
Chain is the natural extension for nmulti-step or del egated authority,
bi nding the per-step Permits into one verifiable record of the whole
aut hori zed sequence.

The SPI FFE subj ect typing, audit mninumrequirenents crosswal k, HTTP
Message Signature integration, and QAuth access token comnposition
gui dance in this docunment applies per-Pernmit, and therefore applies
wi t hout nodification to each Permit in a chain. This docunment does
not specify the Permit Chain construction itself; that specification
is in [ KEEL- PERM T] .

3.7. Lifecycle State and Eventing Bridge
The Permit object carries a status lifecycle ([KEEL-PERM T]):
* eval uat ed

*  bound
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* di spat ched
* ¢l osed

* expired

*  revoked

State transitions emt chain entries with severity and outcome
metadata. [I-D. klrc-aiagent-auth] expects authorization-state
changes (revocation, suspension, attestation degradation) to
propagate as Shared Signals Framework (SSF), Continuous Access

Eval uation Profile (CAEP), or Ri sk Incident Sharing (Rl SC) signals.

A bridge fromPermt chain events to SSF / CAEP / RI SC signal s SHOULD
be provided by deploynments requiring real-tine authorization-state
propagation. The bridge transforns a chain entry of severity
"warning" or "error" affecting a Pernmit’s revoked or expired status
into an outbound SSF event of the appropriate type. This profile
does not specify the bridge normatively; it docunents the integration
pattern.

A future revision of this profile MAY specify normative bridge event
formats once production depl oynments denonstrate stable patterns.

4. Conposition with the SCITT Profile

A Permit emitted under this WMSE conpanion profile and signed under
[1-D. nmunoz-scitt-permt-profile] satisfies both:

* SCITT verifiers (via the COSE_Signl Signed Statenment envel ope and
chai n-entry Receipt)

* [1-D.klrc-aiagent-auth] Section 11 audit m nimum requirenents

| mpl enent ati ons MAY produce Permits that conformonly to this
compani on profile (without the SCITT COSE_Signl envelope) if SCITT
compatibility is not required. |In that case, the Permt’s |egacy
signature envel ope [ KEEL- PERM T] satisfies the integrity requirenent
for Section 11 evidence purposes, but the artifact is not consunabl e
by SCI TT-aware verifiers

A future version of this profile MAY deprecate the | egacy-only node
in favor of SClITT-conpatible em ssion. This profile-00 does not.
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5. Security Considerations
5.1. Token Lifetinme versus Evi dence Persistence

QAuth access tokens, WTs, and WPTs are short-lived runtine
credentials. Pernits are long-lived signed evidence records. The
two are linked by the pernmit_id claim(when present) but their
verification lifetines are distinct.

Conpromi se of a runtine credential does not retroactively invalidate
the Pernmit (because the Pernit was signed by the |Issuer at decision
time, not by the runtime credential). Conpronise of an |ssuer

si gni ng key, however, pernits forgery of Permits and SHOULD be
addressed through key-rotation procedures specified in the Issuer’s
key manifest.

5.2. Subject Identifier Disclosure

A Permit’s subject_id, when a SPIFFE URI, identifies the agent’s
trust domain and workl oad path. Wen a del egated subject is present,
the delegated principal is also identified. Verifiers processing
Permts SHOULD apply access controls appropriate to the sensitivity
of the subject identifiers.

5.3. Transaction Token Repl ay

Transaction Tokens carry per-call context that should not appear in

| ong-1ived hashes. The Permt’s binding request _hash is conputed
over canoni cal request bytes after volatil e-key stripping

([ KEEL- PERM T]); Transaction Token identifiers are stripped if they
appear in the request body. Transaction Token correl ation recorded
in the Permit’'s idenpotency_key field is not subject to the stripping
rules; this is intentional, since the correlation IDis the sane
artifact that downstream eventing references

5.4. HTITP Message Sighature Conposition

When an HTTP Message Signhature is recorded in the C osure Record, the
signature’s signed conponents include the WT itself (per

[1-D. klrc-ai agent-auth] Section 9.2.2). The WT carries the agent’s
public key reference; the signature comrits to the agent’s

aut hentication context at dispatch tinme. Verifiers validating both
the Pernmit and the HTTP Message Signature obtain two independent
cryptographic commitnments to the di spatched request.
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5.5. SSF Event Integrity

The descriptive bridge fromPermt chain events to SSF events is not
normative in this profile. Deploynents that adopt the bridge MJST
ensure that bridge-generated SSF events are produced by a component
with appropriate trust relative to the Permt |ssuer and the SSF
transmitter. Bridge conmponents SHOULD sign or otherw se authenticate
the events they generate.

6. Privacy Considerations
6.1. Delegated Subject ldentification

When a del egated subject is identified in the Permt’s

deci si on_det ai | s. del egat ed_subj ect, the privacy considerations of the
del egated principal apply. Issuers SHOULD consi der whether direct
identifier inclusion is appropriate or whether a pseudonynized
identifier is required, depending on the audi ence consuning the
Transparent Statenent.

6.2. Trust Donmmin D sclosure

A SPIFFE URI in subject _id discloses the agent’s trust domain. The
trust domain may identify an organi zation, a deploynment environnent,
or a particular system Verifiers and Transparency Service operators
SHOULD treat trust dommin disclosure with appropriate sensitivity.

6.3. Long-Lived Identifiers
The conbi nation of subject _id, policy_ id, and resource fields across
many Permits supports re-identification of agents and correl ation
across requests. Operators SHOULD apply data minimzation and access
control to the audit-export delivery mechanismfor Permts and their
chain entries

7. 1 ANA Consi derations
Thi s docunent has no inmediate | ANA requests. A future revision MAY
request registration of the permt_id QAuth claimand the
htt p_nessage_signature C osure Record extension

8. Inplenentation Status
This section is to be renmoved before publication as an RFC
A reference |ssuer inplenentation is published at [ KEEL- PERM T] under

Apache 2.0. SPIFFE subject typing is supported by the open subject
nmodel .  The Section 11 audit mininmumrequirenents crosswalk is
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10.

10.

satisfied by the Pernmit fields as deployed. HITP Message Signhature
integration, QAuth permit_id claim and SSF bridge are work in
pr ogr ess.
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Appendi

x A.  Open lIssues for -01 and Beyond

This section is to be renoved before publication as an RFC.

Qpen i ssues:

1.

Whet her to specify the pernmit_id QAuth claimas a normative
addition or to leave it as an inplenentation pattern.

Whet her to define the http_message signature field in the C osure
Record normatively, including its exact serialization.

Whet her to specify normative bridge event formats from Permt
chain events to SSF / CAEP / RI SC signal s.

The exact registration nmechanismfor the permt_id claim(lIANA
QAuth Paraneters registry, private vendor claim or both).

Whet her to specify a SPI FFE-required node or to keep SPI FFE
subj ect typing as optional.

Feedback on any of these is welconme on the WMSE and SCITT mai l i ng

|ists.
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