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Abst r act

Thi s docunment specifies a SCITT (Supply Chain Integrity,
Transparency, and Trust) profile for pre-execution authorization
records of Al agent actions. The profile defines a Signed Statenent
type, the "Pre-Execution Authorization Record" (also called a
Permt), that records a policy-evaluated decision to allow, deny, or
chal l enge an Al agent action before that action is dispatched to a
nmodel provider, tool, or service. The profile cryptographically

bi nds the authorization decision to the canonical bytes of the
request that is subsequently di spatched, enabling i ndependently
verifiable "authorized request equal s dispatched request” assertions.
The profile conposes with adjacent profiles for human-authority

bi ndi ng, post-execution nmaterial-action evidence, and content-refusa
events, referenced rather than replicated.
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The SCITT architecture [I-D.ietf-scitt-architecture] defines an
abstract framework for the production, registration, and verification
of signed statenments nmade about supply-chain artifacts. Pre-
execution authorization decisions for Al agent actions are a class of
statement that fits within this architecture but that none of the
currently active SCITT profile drafts addresses directly.

Thi s docunent defines such a profile. The profile’s central artifact
is a "Pre-Execution Authorization Record" (referred to throughout as
a "Permit"), which is a signed statenent that records (a) the policy
that was eval uated, (b) the decision reached, (c) the subject of the
deci sion, (d) the resource and action authorized, and (e) a
commitnent to the canonical bytes of the request body that will
subsequent |y be di spat ched.

The pre-execution-to-dispatch cryptographic binding is the
distinctive technical contribution of this profile. A Permt is not
merely a record that an authorization decision was nade; it is a
commitnent to a specific canonical request, such that any
modi fi cation of the di spatched bytes between authorizati on and

di spatch is detectable by any third party.

As of 2026, several distinct categories of work are converging on
runti me Al governance. These include governance capabilities native
to application-delivery platforms, security and contai nnent tooling
for Al execution environnents, enterprise organizational - governance
frameworks for Al accountability, and cryptographi c execution-trust
primtives at the execution boundary. These categories operate at
different layers and are largely conplenentary rather than mutually
excl usi ve.

This profil e addresses a gap that none of those categories fills
directly: the pre-execution decision record. A Permt is a signed,

i ndependently verifiable record of the authorization decision reached
before an Al agent action is dispatched. This docunent offers the
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Permit as a candidate canonical decision artifact for Al execution.
Canoni cal status is earned through profile adoption and interoperable
inplementation; it is not asserted here. Framng the Permt as a
candi date, rather than as the established canonical artifact,
preserves the openness expected of standards-track work.

1.1. Scope
This profile specifies:
* The Pernmit object as a SCITT Signed Statenent

* The COSE_Si gnl [ RFC9052] envel ope binding for Permits and paired
cl osure records

* The Receipt type used to denonstrate inclusion of a Permt in a
hash-chai n transparency | og

* The canonicalization rules applied to request bytes for digest
commi t nent

* Conposition with the WMSE pre-execution authorization profile
[1-D.klrc-ai agent-auth], the SCITT Al agent execution profile
[1-D.enirdag-scitt-ai-agent-execution], the SCTT refusal events
profile [I-D. kam nura-scitt-refusal -events], and the OW hunan
authority binding profile [I-D.veridom onp]

Thi

s profil e does not specify:

* A policy language or eval uati on engine

* Aruntime, gateway, or proxy for emtting Pernmits
* An identity or RBAC nodel for subjects

* Live runtinme APl envel opes or network protocols

* Storage, indexing, or query semantics for Pernits

These remai n i npl enent ati on-defi ned.
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1.2. Relationship to Existing Wrk

A compl ete reference specification for the Permt object as depl oyed
by the reference inplenentation is published at [KEEL-PERM T]. This
docunent profiles that specification for SCITT consunpti on.

I mpl ement ations that conformto the Pernit specification at

[ KEEL- PERM T] al so conformto this profile when they additionally
satisfy the COSE_Signl envel ope and receipt rules in this docunent.

1.3. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the following SCITT ternms as defined in
[I-Dietf-scitt-architecture]: Signed Statenment, Receipt, Transparent
Statenment, |ssuer, Transparency Service, Verifier.

Addi tional terns defined in this docunent:

Permit: A Signed Statenent of type application/permt-vil+json that
records a pre-execution authorization decision and a commitnent to
the canoni cal request bytes that will subsequently be dispatched.

Closure Record: A Signed Statenent, paired with a Permt, that
records the post-dispatch outcome of an authorized Al agent
action, including digests of the bytes received fromthe provider
and the bytes delivered to the client.

bi ndi ng_r equest _hash: A SHA-256 digest committed inside a Permt,
conmput ed over the canonical wre-body bytes of the request that
will be dispatched. See Section 4

di spatch_request _di gest_v1l: A SHA-256 digest conmitted inside a
Cl osure Record, equal to the corresponding Pernit’s
bi ndi ng_r equest _hash when no nodification of the request body
occurred between authorization and di spatch

Aut hori zed Request: The canoni cal bytes committed by
bi ndi ng_r equest _hash.

Di spat ched Request: The canonical bytes commtted by
di spatch_request _di gest vl.
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2. Background: The Permt Object

A Permit is a JSON object that records the follow ng information at
m ni mum

* An identifier and a project (tenancy) scope
* A decision: one of "allow', "deny", "challenge"
* A subject (subject _type plus subject _id)

* A resource (resource_provider and resource _nodel) and an action
| abel

* A policy identifier and a policy version
* A request fingerprint (a SHA-256 derived froma stripped form of
the request semantics; used for replay correlation, not for byte-

| evel commitnent)

* A binding_request_hash (the SHA-256 comm tnent to canonica
request bytes; see Section 4)

* A creation tinestanp

A Permit MAY additionally carry decision details, constraints,
budgets, routing netadata, and post-execution accounting fields.
These are descriptive and do not affect the cryptographi c shape of
the artifact.

A compl ete normative specification of the Permit object is in
[ KEEL- PERM T] .

3. The Permt Profile of SCITT

3.1. Signed Statenent
A Permit, when its reserved signature field is populated, is a Signed
Statement in the sense of [I-D.ietf-scitt-architecture]. The Signed
Statenment structure is a COSE _Signl envel ope [ RFC9052] .
The COSE Signl structure MJUST be constructed as foll ows:

* The payload is the canonical JSON serialization of the Permt
obj ect, encoded as UTF-8 bytes.

* The protected header MJUST contain at m ni mum
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- The algorithmidentifier (alg). |nplenmentations MJST support
EdDSA (alg -8) [RFCI9053]. |Inplementations MAY support ES256

(alg -7).

- A key identifier (kid) resolvable through the Issuer’s
publ i shed key manifest.

- A content type indicating the payl oad nedia type: application/
permt-vl+json.

* The unprotected header MAY contain inplenentation-specific fields.
These MUST NOT affect verification semantics.

A Permit Signed Statenent is the cryptographic comrtment of the
I ssuer to the authorization decision recorded by the Permit object.

3.2. Paired Cosure Record

For Permits whose decision is "allow' and whose bi ndi ng_request_hash
is non-null, the Issuer MJST produce a paired C osure Record after
the aut horized request has been dispatched. The Cosure Record is a
separate Signed Statenent that conmits to

* The dispatch request digest _vl: equal to the Pernit’s
bi ndi ng_r equest _hash

* The provider_response_di gest_v1l: a SHA-256 over the raw bytes
received fromthe provider or too

* The client_response_digest vl: a SHA-256 over the raw bytes
delivered to the client response witer

* Status, timng, and accounting fields

The Cl osure Record’ s COSE _Signl envel ope follows the sane rules as
the Permit’s, with the content type application/closure-v2+json

A Permit and its paired C osure Record are cryptographically Iinked
and jointly required for verification. Verifiers MJST check that the
Closure Record’ s dispatch _request _digest vl equals the Pernmit’'s

bi ndi ng_request _hash. A m snmatch indicates that the request

aut horized by the Permit was not the request that was di spatched;
this is the canonical "approved-but-nodified" tanpering signature.
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3.3. Receipt

This profile uses a |inked-chain Receipt format rather than a Merkle
tree inclusion proof. The Transparency Service naintains a per-scope
hash chai n where each entry’'s record_hash incorporates the previous
entry’s record_hash, providing append-only tanper-evidence.

A Receipt for a Permt consists of:

* The chain segnment froma known signed checkpoint to (and
including) the entry that records the Pernit’'s identifier

* The signed checkpoint itself (a COSE _Signl over the |atest
record_hash, signed by the Transparency Service)

Verification of a Receipt requires:

* Reconputing each entry’'s record _hash in the supplied segnent per
the chain entry algorithm specified in [ KEEL- PERM T]

* Verifying each entry’'s prev_hash equals the previous entry’s
record_hash

* Verifying the checkpoint signature agai nst the Transparency
Service’'s published key

Verification time is Q(n) in the size of the supplied chain segnent,
where n is the distance fromthe supplied checkpoint to the entry
under verification. |Inplenmentations MAY publish checkpoints
periodically to bound n

Di scussion of the trade-offs between |inked-chain Receipts and
Merkl e-tree Recei pts appears in Section 7.

3.4. Transparent Statenent

A Transparent Statenent, in the sense of
[I-D.ietf-scitt-architecture], consists of a Permt (Signed

St atement) acconpanied by its Receipt and, for "allow' decisions, the
pai red C osure Record (a second Signed Statenment) and its Recei pt.

The full delivery envelope for one or nore Transparent Statenents is
an audit-export bundle, specified normatively in [KEEL-PERM T]. Each
record in the bundle contains the Permt, the C osure Record (when
applicable), and the chain entries that constitute the Receipts.
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3.5. Transparency Service Role

The Issuer and the Transparency Service MAY be the sane operator
The reference inplenentation in [ KEEL- PERM T] conbi nes both rol es;
this is pernmitted by the SCITT architecture.

I ssuers operating in the dual role MJST docunent this in their
publ i shed key mani fest and Transparency Service operating
specification, including the keys used for each role.

| ssuers MAY externalize the Transparency Service to a third party.
In that case, the Pernit Signed Statenent is registered with the
external Transparency Service, which returns a Receipt that the

I ssuer attaches to the Permt before delivering the Transparent
Statement to a verifier.

3.6. Verifier Behavior
A conforming Verifier MJST:

1. Verify the COSE_Signl signature on the Permit against the
I ssuer’s public key, resolved via the kid header

2. Verify the Receipt: reconpute each chain entry's record_hash,
verify prev_hash continuity within the supplied segnment, verify
t he checkpoint signature.

3. For Permits with decision "allow' and non-nul
bi ndi ng_request _hash: verify the existence and validity of the
paired C osure Record. Verify the dosure Record s COSE_Signl
signature. Verify that the Cosure Record’'s
di spat ch_request _digest_vl1 equals the Permt’s
bi ndi ng_r equest _hash.

4. For Closure Records with status "closed": verify that
provi der _response_di gest vl and client_response_digest vl are
present and that they match the correspondi ng chain event
payl oads.

A Verifier MUST enmit a stable failure code on any integrity
violation. The failure-code taxonomy specified in [KEEL-PERM T] is
the normative output of a conforming Verifier for this profile.

4. Canonicalization

The bi ndi ng_request _hash is conputed over canonical bytes derived
fromthe request payl oad via a docunented canonicali zation pipeline.
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The pipeline applies the followi ng steps in order

1. Strip volatile observability nmetadata keys fromthe payl oad
(request IDs, trace IDs, tinmestanps, idenpotency keys). The
normative list is in [ KEEL- PERM T].

2. Strip sensitive credential keys fromthe payl oad (authorization
headers, APl keys). The normative list is in [KEEL-PERM T].

3. Canonicalize the resulting payload by sorting object keys
| exi cographically, renmpving insignificant whitespace, and
encodi ng as UTF-8 bytes.

The pre-canonicalization stripping steps are forensic-safety
properties of this profile. Stripping volatile nmetadata nakes the
di gest stable across retries and observability variation, supporting
i denpot ency-correl ated forensic analysis. Stripping sensitive
credential keys prevents long-lived hashes from being credentia
brute-force targets.

The canonicalization step in [KEEL-PERM T] is JCS-inspired [ RFC8785]
but does not currently claimstrict JCS conpliance. The docunented
devi ations (nunber serialization edge cases, certain control -
character escapes, Unicode nornalization stance) are enunerated in

[ KEEL- PERM T] . I npl enentati ons relying on cross-inplenmentation byte-
equi val ence MJST val i date agai nst the published test vectors in

[ KEEL- PERM T] .

Future versions of this profile MAY align the canonicalization step
with strict RFC 8785 JCS, while preserving the pre-canonicalization
stripping steps as profile-specific input transformations. Such a
m gration woul d be acconpani ed by a new chain format version
identifier; existing Permts and Receipts remain valid under the

ol der canonicalization indefinitely.

5. COSE_Signl Envel ope Bi ndi ng

The reference Pernit object specification in [ KEEL- PERM T] signs over
the hexadecimal string representati on of SHA-

256( canoni cal _json(payload)). The COSE_Signl envel ope [ RFC9052]
signs over a CBOR Sig structure. These produce different signed

byt es.

This profile addresses the difference through a dual -signature

envel ope. Conforming Issuers MAY enit Permits in either of two
nodes:
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* Mbde A (legacy envel ope only): The Permit carries the Ed25519
si gnature over hex(SHA-256(canoni cal _json(payload))) as defined in
[ KEEL-PERM T]. The Permt is not directly consumable as a SCITT
Si gned Statenent under this profile.

* NMbde B (dual envelope): The Permit carries both the | egacy
signature and a COSE_Signl signature over the sane canonica
payl oad bytes. The COSE Signl signature is the Signed Statenent
for SCITT purposes; the | egacy signature provides backward
conpatibility with non-SClI TT-aware Verifiers.

Conforming Verifiers MJST accept Mbde B Pernmits and verify the
COSE_Signl signature. Verifiers MAY accept Mode A Pernmits in mxed-
depl oynent environments where SCITT conpatibility is not required.

A future version of this profile MAY deprecate Mbde A This
profil e-00 does not.

6. Conposition with Adjacent Profiles

This profile conmposes with four adjacent |IETF profiles, each
addressed in a subsection below. Conposition is one-directional in
each case: this profile defines reference nmechani sms by which a
Permt may point to artifacts produced under the adjacent profile.
This profile does not require nodifications to any adjacent profile.
A final subsection situates the profile against the broader category
of execution-boundary cryptographic trust primtives.

6.1. Conposition with WMSE Al Agent Authentication and Authorization

The WMSE draft [I-D.klrc-aiagent-auth] specifies how an Al agent
obtains an identity and a runtime authorization grant. That draft
does not define a signed evidence record of the authorization
deci si on.

A Permit emtted by a WMSE-aut hori zed agent provides such a record.
I ssuers SHOULD set the Pernit’'s subject_type to "spiffe" and

subject _id to the agent’s SPIFFE URI when the agent identity is
established via WMSE. The QAuth access token, when present at

di spatch tine, MAY be referenced through an extension claimin the
Permt’'s decision_details, though this profile does not require it.

A conpanion profile that specifies WMSE-side integration in detai
has been prepared as separate work.
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6.2. Composition with SCITT Al Agent Execution

The SCITT Al agent execution profile
[1-D.emrdag-scitt-ai-agent-execution] defines an

Agent I nteracti onRecord (AIR) for post-execution evidence of agent
actions. AR s existing bridge fields (parent_record_id,
workflow id, trace_id, external _refs) carry the linkage to pre-
execution authorization records.

I ssuers that enmt both Permits and Al Rs SHOULD popul ate the AIR s
parent _record id with the corresponding Permit’'s identifier. Wen a
Closure Record paired with the Permt is also emtted, |ssuers SHOULD
additionally populate the AIR s external _refs with a reference to the
Closure Record s identifier. The mappi ng makes the pre-execution

aut hori zation, the dispatch binding, and the post-execution material -
action evidence into a continuous verifiable chain.

This profile does not specify any nodification to AIR
6.3. Composition with SCITT Refusal Events

The SCITT refusal events profile [I-D. kam nura-scitt-refusal -events]
defines four event types (ATTEMPT, DENY, GENERATE, ERROR) for
content-generation refusal at the Al systemlevel. A Permt’s
decision field is nore general than refusal-events’ event-type field:
a Permt decision of "deny" covers content refusal as a special case
but al so covers policy-level denial outside the content-safety

cont ext .

Issuers that enit both refusal events and Pernits SHOULD reference
the corresponding Permit’'s identifier in the refusal event’'s external
clainms. The compl eteness invariant in

[1-D. kam nmura-scitt-refusal -events] conposes naturally: every ATTEMPT
has exactly one outcone, and the corresponding Permt captures the
outcone’ s authorization context.

6.4. Conmposition with OW Human Aut hority Binding

The OWP profile [I-D.veridomonp] defines a human-authority binding
artifact that records whether a naned Accountable O ficer held valid
del egated authority for a regul ated Al-assisted decision. OW's
central artifact is the authority binding object, with results BOUND,
AUTHORI TY_UNBOUND, or EXEMPT.

A Permit MAY reference an OVP authority_binding artifact through an
optional authority context field carrying a URI and di gest pointer.
The reference is informational; this profile does not interpret OW
semantics within the Pernmit. Verifiers of this profile do not
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validate the referenced OW artifact; they verify only that the
reference is well-formed and that the digest matches if the artifact
is retrieved.

The conposition pattern: in a regulated Al-assisted decision, the OW
authority binding artifact records whether the human had authority;
the Pernit records what the Al was authorized to do. Both records
are required for full evidentiary coverage; this profile delivers the
Al -action-authorization |ayer and points to the human-authority

| ayer.

6.5. Relationship to Execution-Boundary Trust Primtives

Separately fromthe four adjacent profil es above, a broader category
of cryptographic trust primtives operates at the execution boundary
itself. Primtives in this category verify the authenticity of an

i ndi vi dual execution payl oad, for exanple by checking a cryptographic
signature over the bytes of a single request or response as that

payl oad crosses the boundary.

Such primtives operate at a different |ayer than the one this
profile fills. A Permt is a pre-execution decision record: it
captures the authorization decision reached before an Al agent action
is dispatched, and this profile binds that decision to the canonica
bytes of the di spatched request. An execution-boundary trust
primtive instead attests to the authenticity of a payload at the
boundary. The two | ayers conpose: they are not the sane slot. A
depl oynent may enmit a Permt as the pre-execution decision record and
al so apply an execution-boundary prinitive to the payload, with each
provi di ng assurance the other does not.

This profile neither specifies nor requires an execution-boundary
trust primtive. The relationship is noted here as a |ayering
observation, so that inplenenters positioning a Permt-enitting
depl oynent al ongside such a prinitive recogni ze the pre-execution
deci sion record and the execution-boundary authenticity check as
di stinct and conposabl e | ayers.

7. Canonicalization and Recei pt Choices
The profile nakes two inplenentation choices that diverge fromthe
nmost common SCI TT conventions to date: a JCS-inspired (rather than

strict-JCS) canonicalization, and a |inked-chain (rather than Merkle-
tree) Receipt format. This section names the trade-offs
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7

7

1. Linked-Chain vs. Merkle-Tree Receipts

The reference inplenentation in [ KEEL- PERM T] uses a per-scope
Iinked-list hash chain. Each entry’s record_hash incorporates the
previous entry’'s record_hash. Tanper-evidence is established by
reconputing the chain segnment and verifying continuity.

Mer kl e-tree-based transparency logs (as exenplified by Certificate
Transparency [RFC9162] [RFC6962]) produce Q(l og n) inclusion proofs.
The |inked-chain construction produces Q(n) inclusion proofs where n
is the distance fromthe supplied checkpoint to the entry under
verification.

The SCITT architecture [I-D.ietf-scitt-architecture] does not mandate
Merkl e-tree-based receipts. It mandates the integrity property:
append-only, tanper-evident, verifiable inclusion. Both
constructions satisfy that property.

The trade-offs:

* The linked-chain construction is structurally sinpler and matches
the reference inplenentati on as depl oyed t oday.

* Inclusion proofs are larger and verification is linear in chain
segrment size. Periodic checkpoints bound this size.

* Mgration to a Merkle-tree-based transparency log is a separate
consi deration not addressed in this profile.

2. Canonicalization

The canonicalization pipeline in Section 4 conposes vol atil e-key
stripping and sensitive-key stripping with a JCS-inspired
serialization. The stripping steps are forensic-safety properties of
this profile and MJUST NOT be onitted.

The serialization step’s deviations fromstrict RFC 8785 JCS

[ RFC8785] are enunerated in [KEEL-PERM T]. I npl enentations produci ng
or consuming Permits across | anguage boundari es MJST val i date agai nst
the published test vectors.

A future revision of this profile MAY adopt strict RFC 8785 JCS for
the serialization step, while preserving the stripping steps. Such a
transition woul d be acconpani ed by a new chain format version
identifier; legacy Permits remain valid under the ol der serialization
indefinitely.
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8. Security Considerations
8.1. Omssion Attacks

A Verifier consuming a Transparent Statenment |earns only about events
that appear in the supplied chain. Events that were never recorded
are not detectable by this profile in isolation. Architectura

depl oynents that route all Al dispatch through a Permit-emtting

| ayer reduce the risk of unlogged events; architectural review of the
depl oynent is required.

8.2. Log Equivocation

A Transparency Service operator may, in principle, present different
chain views to different Verifiers. This profile does not by itself
def end agai nst | og equivocation. Deploynents requiring such defense
SHOULD anchor checkpoi nts via i ndependent w tnesses (RFC 3161

ti mestanp tokens [RFC3161], externally-anchored notary services, or
mul ti-witness anchoring patterns).

8.3. Approval - Di spatch Di ver gence

The two-sided byte bindi ng between Pernit.binding request _hash and
the paired O osure Record s dispatch request _digest vl is the
canoni cal defense against nodification of the request body between
aut hori zation and dispatch. Verifiers MJST check this equality.

Equal ity across two i ndependently signed records (Pernmit and C osure
Record) nakes after-the-fact substitution of the authorized artifact
detectabl e: an attacker who nodifies the Permt nust re-signit, and
an attacker who nodifies the Cosure Record nust re-sign it, and any
modi fication creates a verifiable m smatch.

8.4. Canonicalization Brittleness
Byt e-| evel canonicalization is sensitive to floating-point
representation, nunber serialization, and Uni code handling. This

profil e addresses brittl eness by:

* Docunenting the canonicalization rules explicitly (Section 4,
[ KEEL- PERM T])

* Requiring volatile-key and sensitive-key stripping before
canoni cal i zati on

* Recommendi ng cross-inplenentation test vectors
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I mpl enent ati ons relying on cross-| anguage byt e-equival ence MJST
val i dat e agai nst the published test vectors.

8.5. Credential Containment

The sensitive-key stripping step in Section 4 renobves conmpbn
credential headers (authorization, apikey, x-api-key, and provider-
specific variants) fromthe payl oad before canonicalization. This
prevents |l ong-lived hashes from being credential brute-force targets.

I mpl enent ati ons MJUST NOT skip the stripping step. The stripping step
is a forensic-safety property of this profile, not an optim zation

8.6. Subject Identifier Privacy

When subject type is "spiffe" and subject id is a SPIFFE URI, the
subject is identified by trust domain and workl oad path. Wen
subj ect _type identifies a human user, the subject id may directly or
indirectly identify a person. |ssuers SHOULD consi der whether the
subj ect _id requires pseudonym zation for the audi ence consuning the
Transparent Statenent.

8.7. Hashes of Pronpt Content

Hashes of LLM pronpts can be subject to dictionary attacks if the
pronpt space is small and predictable. The request_fingerprint
defined in [ KEEL-PERM T] is conputed over a stripped, canonical form
not the raw pronpt; it is intended for replay correlation, not for
pronpt-content confidentiality. The binding request _hash is conputed
over canoni cal request bytes (after stripping) and simlarly does not
conmit the raw pronpt.

I ssuers deploying this profile in contexts where pronpt-content
confidentiality matters MAY suppl ement the digests defined here with
salted or HMAC- based commitments.

9. Privacy Considerations

9.1. Sensitive Data in Wre Bodies
The bytes committed by binding request _hash and
di spatch_request _digest vl are the canonical bytes of the request,
after stripping volatile and sensitive keys. |Inplenentations MJST

verify that no sensitive data outside the stripped key set is present
in the request body before computing the hash
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9

9

10.

Mu

2. Cross-Border Considerations
VWhen Permts and the artifacts they reference cross jurisdictiona
boundaries, the data m nim zation properties of the profile (no raw
pronpt, no raw credential, no raw provi der response) apply. |ssuers
SHOULD nevert hel ess consi der whether the structured fields of the
Permt (subject identifiers, policy identifiers, resource
identifiers) contain regul ated data that requires additiona
handl i ng.
3. Logged ldentifiers
Subj ect identifiers, policy identifiers, and request fingerprints in
the Permit may, in aggregate, support re-identification of end-users
or correlation across requests. |Issuers SHOULD apply appropriate
access controls to the Transparency Service | og and audit-export
bundl es.
I ANA Consi derations

Thi s docunent requests the registration of a nedia type for the
Permt object: application/permt-vl+json.

The proposed regi stration tenpl ate:

* Type name: application

* Subtype nane: permt-vl+json

* Required paraneters: none

* (Optional paraneters: none

* Encodi ng considerations: 8bit. JSON;, UTF-8 encoded; see
[ KEEL- PERM T] for canonicalization rules used in hash-input
cont ext s.

* Security considerations: see Section 8 of this docunent.

* Interoperability considerations: see [ KEEL- PERM T].

* Published specification: this docunent and [ KEEL- PERM T].

* Applications that use this nmedia type: SCITT-aware verifiers, Al
gover nance evi dence systens, audit |og processors.

*  Fragment identifier considerations: as per RFC 6838 for +json
structured syntax suffix.
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11.

12.

13.

13.

*  Person and enmil address to contact for further information:
Christian Munoz christian@eel api.com

* | ntended usage: COVMON

* Restrictions on usage: none

* Aut hor/ Change controller: |ETF
* Provisional registration: no

A future revision of this profile MAY request additiona
registrations for the closure record nedia type (application/closure-
v2+j son) and for COSE header paraneters specific to this profile.

I mpl enent ati on Status
This section is to be renoved before publication as an RFC

A reference Issuer inplenentation, a reference Verifier

i mpl ementation (pip-installable as keel-verifier), and a conplete
Permt specification (including JSON schemas, canonical -JSON rul es,
chain entry algorithm and an audit-export bundle format) are
publ i shed at [ KEEL- PERM T] under the Apache License 2.0. The
specification is at version 1.0.0 as of this witing.

The i npl enentati on does not currently enmt COSE_Signl envel opes;
addi ng the dual -si gnature envel ope described in this profile is work
i n progress.

A 14-framework control mapping artifact (CCPA, CPPA ADMI, EU Al Act,
GDPR Art 17, AICPA SOC 2, NI ST Al RMF, 1SQO | EC 42001: 2023, OMSP LLM
Top 10 (2025), M TRE ATLAS, OMSP APl Security Top 10 (2023), OWMSP
ASVS v5.0.0, FedRAMP / NI ST SP 800-53 Rev 5, CI'S Controls v8.1, PC
DSS v4.0.1) is also published in the sane repository.
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Appendi x A.  Exanpl es

A 1.

Exanmpl e Permt (informative)

The following is an informative exanple of a Permt object inits
JSON form before COSE_Signl w apping:

{

Munoz

"id": "9c8b7a6e-5d4c- 3b2a- 1f Oe- d9c8b7ab6e5d4",
"project _id": "Oalb2c3d-4e5f-6a7b-8c9d-0elf 2a3b4c5d",
"decision": "allow',

"reason": "policy-eval -pass",

"actions_json": [],

"subj ect_type": "spiffe"

"subject_id": "spiffe://exanple.org/agent/x123",

"action_nanme": "chat.conpletions.create",
"resource_provider": "exanple-IIni,
"resource_nodel ": "exanpl e-nodel - 1",

"estimated_i nput_tokens": 1024,
"estimat ed_out put _t okens”: 512,
"request _fingerprint":
" 3b8d6ele7f 4c2ald5b9e0c3a7f 1d4e6b8a2c5f 0d3e6b9alc4f 7d0a3eb6b9c2f 5d",
"i denpot ency_key": "req-2026-05-14-abc",
"policy id": "default-allowpolicy",
"policy_version": "v3",
"created_at": "2026-05-14T10: 15: 302",
"bi ndi ng_request _hash":
"alb2c3d4e5f 6a7b8c9d0elf 2a3b4c5d6e7f 8a9b0c1ld2e3f 4a5b6c7d8e9f 0alb2"

Figure 1: Exanple Pernmit JSON
Exanmpl e Conposition Reference (informative)

Permt referencing an OVWP authority binding artifact:
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{
"id": "9c8b7a6e-5d4c- 3b2a- 1f Oe- d9c8b7a6e5d4",
"decision": "allow',
"subj ect _type": "spiffe",
"subject _id": "spiffe://bank.exanpl e/ agent/| oan-deci si on",
"action_nanme": "l oan.decision.assess",
"resource_provider": "internal-1ln,
"resource_nodel ": "l oan-nodel -3",
"deci sion_details": {
"decision": "allow',
"code": "policy.allow',
"authority context": {
uri":
"https://exanpl e. bank/ aut hority/officer-12345/2026- 05- 14",
"di gest":
"sha256: b7d1lcOe5a4f 6b2d3c8e9a0f 1b4c5d6e7f 8a9b0cld2e3f 4a5",
"si gned_by": "bank. exanpl e. authority.root.2026"
}
1
"bi ndi ng_request _hash":
"alb2c3d4e5f 6a7b8c9d0elf 2a3b4c5d6e7f 8a9b0c1d2e3f 4a5b6c7d8e9f 0alb2"
}

Figure 2: Exanmple Permit with OWP authority_context reference
Appendi x B. Open Issues for -01 and Beyond
This section is to be renoved before publication as an RFC
The followi ng issues are open as of this -00 revision

1. \Whether to retain the dual-signature transition pattern (Mde A
pl us Mode B) or to deprecate Mode Ain a future revision

2. \Wether to nmigrate the canonicalization step to strict RFC 8785
JCS, while preserving the stripping steps. Discussed in
Section 7.

3. The exact normative format of the |inked-chain Receipt: field
| ayout, checkpoint signature binding, partial-segnent encoding
for transport.

4. \Whether the COSE Signl protected header should carry chain
integrity claims directly (sequence_nunber, prev_hash,
record_hash) as an alternative to relying on a separate Recei pt.

5. 1TANA registration timng: in parallel with this draft, or after
WG adopti on.
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Whet her to define a strict-node profile-02 that requires Mbde B
only and aligns canonicalization with RFC 8785 strictly.

Several normative elenents are currently specified in

[ KEEL- PERM T] rather than in this docunent: the Permit object’s
complete field-1evel specification, the canonical -JSON rul es and
their deviations from RFC 8785, the chain-entry record_hash
algorithm the Verifier failure-code taxonony, and the audit-
export bundle format. This externalization is intentional for
this -00 revision. A future revision is expected to nmigrate
these elenments into this docunent, or into an adopted conpani on
specification, so that the profile is interoperable wthout
dependence on an external docunent.

Feedback on any of these is welconme on the SCITT mailing |list.

Aut hor’ s Addr ess

Chri sti an Munoz

Keel API, Inc.
Emai | : christian@xeel api . com
URI : https://keel api . com
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