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Abst ract
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Fragnmentation (SCHC) standard in prone to disruptions comunications
such as Direct-to-Satellite Internet of Things (DtS-10T)

conmuni cati ons or any scenari o where comuni cations are interrupted
or experience significant delays. To this end, the docunent defines
a new fragmentation subl ayer for comruni cations with prone to

di sruptions and delay. The new fragmentation subl ayer optinizes the
transfer delay of a SCHC packet through a Type Il Hybrid ARQ FEC
mechani sm
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1. Introduction

Direct-to-satellite IoT (DtS-10T) enables end devices to comunicate
directly with satellites in an |oT network w thout relying on ground-
based Low Power Wde Area Network (LPWAN) gateways |ike LoRaWAN radi o
gateways or NB-10T eNodeBs. |In this setup, the satellite itself

i ncorporates the LPWAN gateway functionality. Wen DtS-10T relies on
Low Earth Orbit (LEO satellites or a limted LEO constellation
connectivity between the end devices and the satellite may experience
interruptions. The interruptions between the ground nodes (end
device and ground station) and the LEO satellite occur due to the
fast speed and short |ine-of-sight duration between the satellite and
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ground stations. End devices and LEO satellites use a store-and-
forward nechanismto handl e these disruptions. On the uplink, if an
end device is outside satellite coverage, the end device temporarily
stores nmessages in a queue until the satellite becones visible.
Simlarly, once the satellite receives a nessage froman end device,
it holds until it can establish a link with the ground station.

Using SCHC in a DtS-10T context allows end devices to | everage the

wi despread coverage of satellite comruni cati ons while enabling their
applications to connect directly with TCP/IP networks. However, SCHC
was not originally intended for delay- or disruption-tolerant
environments. It supports fragmentation in cases where conpressed
SCHC packets still exceed the MIU size. In its reliable node, SCHC

i ncl udes mechani sns to acknow edge the successful receipt of each
transmtted fragnent. The effect of comruni cation disruptions on

t hese acknow edgnent nechani sns remains uncertain. One possible
outcone is the expiration of the SCHC tiners, involving the
unexpected term nation of the SCHC session, and inefficiency use in
the transmssion tinme to the satellite, which involves greater energy
consunption in the constrai ned nodes.

2. SCHC over Dt S-10T

The foll owi ng sections show the current behavior of the SCHC standard
in a Direct-to-Satellite IoT scenario. They define the concepts of
visibility windows, revisit (pass-to-pass), and transfer del ay.

2.1. Visibility and Pass-to-pass w ndows

Fromthe point of view of the ground nodes (end device and ground
station), there are two-period wi ndows associated with interrupts.

* Visibility window (visibility period): the period in which a
device on the ground can communicate with a satellite.

* Pass-to-pass window (revisit period): is the tine between the end
of a visibility window (i-th pass) and the beginning of the next
visibility window ((i+1)th pass) for the same device on the
ground. During this time, the ground device cannot communicate
with the satellite. Figure 1 shows the nessage flow of SCHC to
send a SCHC wi ndow with its correspondi ng acknow edgenent through
a DtS-10T environment.
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Figure 1. Message flow for a SCHC session inDtS-10T.
2.2. SCHC packet transfer del ay
The SCHC packet transfer delay is the tine between the first SCHC

fragment nmessage sent by the fragnenter and the |ast SCHC ACK with
successful acknow edgenent received by the fragnmenter.
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In SCHC fragmentation nodes with reliability (ACK-on-error and ACK-

Al ways nodes), each SCHC wi ndow MJUST be acknow edged when there are
errors in the reception of tiles. Due to the asynchronous

conmuni cation provided by the visibility windows and the pass-to-pass
wi ndow, the fragnenter nust wait for the reception of a SCHC ACK

This period is known as waiting ACK. The SCHC packet transfer del ay
is directly proportional to waiting for ACK. Furthernore, if there
is fragnent |oss, each retransm ssion w ndow nust be confirned with a
SCHC ACK, further increasing the SCHC packet transfer del ay.

In this scenario, forward error correction (FEC), nornmally applied
bel ow the Iink | ayer, becomes inportant. Although it is not
frequently used today in the transport |layer on the Internet, FEC or
erasure coding could be useful in future interplanetary transport
protocols, as it would facilitate the recovery of |ost data w thout
requiring retransm ssi ons or a pernanent two-way connection

3. SCHC ARQ FEC fragnentation subl ayer

The proposed new fragmentati on subl ayer uses channel coding to reduce
the transfer delay of a SCHC packet. It new sublayer is designed to
performdata delivery without retransmtting the lost data if the
nunber of lost coded tiles is not higher than a configurable unbral.

The new fragnentation sublayer is based in a Type Il Hybrid ARQ FEC
mechani sm whi ch redefine the fragnentati on subl ayer show in Section 5
of the docunent [RFC3724]. The new fragnentation subl ayer consists
of two processes: encoding and fragnentation. Figure 2 shows both
processes in the sender and the receiver. The SCHC packet conmi ng
fromthe conpression sublayer is encoded and fragnmented. At the
receiver, the process is reversed. The receiver first reassenbles
the messages and then decodes themto generate the SCHC packet sent.
Hereinafter, this docunment will refer to the fragnentati on process as
ARQ FEC node.
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Figure 2: SCHC ARQ FEC Fragment ati on subl ayer

SCHC ARQ FEC protocol el enents

Thi s subsection outlines the various conponents used to support the
SCHC ARQ FEC Fragnent ati on/ Reassenbly node functionality defined in
this docunent.

*

SCHC Packet size -> P: is the size in bits of the data from
conpressi on subl ayer (see Figure 24 in [RFC8724]). In this
docunent the SCHC Packet size is called "P".

Tile Size -> S: is the size in bytes of a regular tile (see
8.2.2.1 in [RFC8724]). The tile size is defined in each profile.
In this docunment the tile size is called "S"

Dataword length -> F. An SCHC packet is divided into snaller
pi eces of information called datawords. |In this document the
dataword size is called "F".

Redundancy bytes -> rb: are extra bytes added to a dataword to
detect and correct errors during transnission
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*  Codeword length -> cw: is the total number of bytes in a
codeword, including both data and redundancy bytes. |Its value is
calculated as cw = F + rb

3.2. Encodi ng and Decodi ng process
3.2.1. Sender Behavi or

To encode a SCHC packet, the SCHC ARQ FEC fragnentati on node

i npl ements the encode process in the sender. This process takes a
SCHC packet (fromthe conpression sublayer) and create an encoded
SCHC packet. To do this, the sender divides a SCHC packet into
fixed-size units called datawords. The datawords are encoded and
arranged in a CGmatrix. A Cmatrix generate a encoded SCHC packet .
The sender takes the bits from encoded SCHC packet and sends themto
the receiver using the ARQ FEC node

The steps for dividing the SCHC packet and creating the encoded SCHC
packet is as follows:

* Divide the SCHC packet into S datawords of F bytes.
- Fis calculated as floor(P/(S*8))

- If (Pnpod (S* 8)) equals zero, then there are no remaining
bits.

- If (Pnpd (S* 8)) is not equal to zero, then there should be
(Pnod (S* 8)) renmaining bits

* Arrange the datawords in a grid pattern or matrix. Each row of
the matrix will be a dataword. The D-matrix has S rows and F
columms. Each elenment of the matrix is a byte. The remaining
bits MJUST NOT be placed in the Dmatrix. Figure 3 shows an
exanpl e of the arrangenent.

<---- Fcolums ------- >
AN B(1,1) B(1,2)... B(1,F) Dat aword 1
| B(2,1) B(2,2)... B(2,F) Dat awor d 2
S rows | : : :
| : : :
v B(S,1) B(S,2)... B(S F) Dat aword S
<---- dataword -------- >

Figure 3: Datawords arranged in a D-matri x.
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* The channel coding al gorithm encodes each dataword and generates a
codeword. Each codeword corresponds to a row of the new C-matri x.
Figure 4 shows an exanple of the arrangement. The C-matrix has S
rows and cw col ums.

<---- cw colums ------- >
ANC(1,1) C1,2)... C(1l,cw)  Codeword 1
| C(2,1) C2,2)... C(2,cwW) Codeword 2
S rows | : : :
| : : :
v C(S,1) CS2)... ¢S, cwW) Codewrd S
<---- codeword ---------- >

Figure 4: Codewords arranged in a G matri x.

* To generate the encoded SCHC packet, the encoder selects the
S-bytes of the first colum of the CGrmatrix. These S-bytes wll
be the first S-bytes of the encoded SCHC packet. Then, it selects
the S-bytes of the second colum of the C-nmatrix. These will
follow in the encoded SCHC packet, and so on. Figure 5 shows how
the encoded SCHC packet is constructed fromthe C-matrix.

S L encoded SCHC packet ---------------------- >
C(1,1) C2,1)...CS 1) C1,2) C2,2)...C(S,2)...C(1,cw)...C(S,cw)

Figure 5: Bytes of a encoded SCHC packet.
3.2.2. Receiver Behavior

To decode a encoded SCHC packet in the receiver, the decodi ng process
assunmes that there are enough encoded tiles in Cmatrix to performa
successful decoding. The follow ng two sections show how create a
C-matrix with enought codewords, and how create a SCHC packet from
the C-matrix.

3.2.2.1. Creating a Gmatrix

On the receiver, a Gmatrix is generated froman encoded SCHC packet .
An encoded SCHC packet contains (S * cw) bytes. |Its bytes are
counted from1l to (S * cw) as shown in Figure 6. To mappi ng between
the byte index _i_of the encoded SCHC packet and the C-matrix
position (row, colum), use the follow ng equations: * row = ((i-1)
mod S) + 1 * colum = ceil (i/95)

R T cmmmme +
Byteindex i | 1] 2| 3| 4] 5] 6| 7] 8] 9]... |Scw]|
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Figure 6: Bytes of a encoded SCHC packet.
3.2.2.2. Generating SCHC packet from C matri x

If the ARQ FEC node receives an All-1 SCHC Fragnent, or a All-0 SCHC
Fragment, or a SCHC ACK REQ nessage then the ARQ FEC node instructs
the decodi ng process that it can begin decoding fromencoded SCHC
packet. The decodi ng process can begin even if sone tiles are

m ssi ng.

To decode a C-nmatrix, follow these steps:

1. The receiver decodes the bytes in the first row of the Gmatrix.
The bytes decoded generate the F-bytes of the first row of the
D-matri x.

2. The receiver decodes the bytes in the second row of the C-natrix.
The bytes decoded generate the F-bytes of the second row of the
D-matrix, and so on. |f any row cannot be decoded due to missing
synmbol s, continue with the next row.

3. The decodi ng process ends when the entire D-matri x has been
construct ed.

* | f any row could not be decoded due to m ssing synbols, then
the decodi ng process MJST instruct the ARQ FEC node to respond
to the sender with a SCHC Conpound ACK nessage (c=0) only with
the necessary nunber of tiles to decode. The SCHC Conpound
ACK nessage is defined in the docunent [ RFC9441].

* |f all codewords can be decoded, then the decoding process
must instruct the ARQ FEC node to respond to the sender with a
SCHC Conpound ACK message with the field c=1.

If all codewords could be decoded, then the receiver creates a SCHC
packet follow ng these steps:

1. Select the F-bytes fromthe first row of the Dmatrix. This
bytes will be the first F-bytes of the SCHC packet.

2. Select the F-bytes fromthe second row of the D-matrix. This
bytes will be the next F-bytes of the SCHC packet.

3. Continue selecting the F-bytes fromeach row until you reach the
|ast row of the D-matrix.

4. Add to the end of the SCHC packet the (P nod (S * 8)) remmining
bits. This bits are transportes in the All-1 SCHC fragnent.
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3.3. Fragnentation and Reassenbly

The new ARQ FEC node is based on the ACK-on-Error node with sone
nmodi fi cations. The followi ng paragraphs detail each nodification
Anyt hi ng not covered in the nodifications will be considered as
defined in section 8.4.3 of docunent [RFC8724]:

* Li ke ACK-on-Error node, the new ARQ FEC node supports L2
technol ogi es that have variable MIU and out-of-order delivery. It
requires an L2 that provides a feedback path fromthe reassenbl er
to the fragnenter.

* Unlike other fragmentation nodes, the success of the transfer of
tiles is associated with the success of decoding the encoded SCHC
packet. Thus, if the fagnentation process |oses sone tiles, the
encoded SCHC packet can still be decoded, the SCHC packet
obt ai ned, and the fragnentation decl ared successf ul

* Unlike ACK-on-Error node, ARQ FEC node only confirnms at the end of
the session whether nore tiles are needed to decode the encoded
SCHC packet.

Transm ssion of the encoded SCHC packet concl udes when:

* the integrity check shows that all tiles plus remaining bits have
been successfully received, or

* the decoder indicates that it has received enough tiles to decode
an encoded SCHC packet, or

* too many retransnission attenpts were nmade, or

* the receiver determnes that the transm ssion of the encoded SCHC
packet fragnmented has been inactive for too |ong.

The val ues and size of each paraneter in a SCHC header are defined
bel ow.

* RulelD size: 30 for uplink and 31 for downlink

* Tile Size: as defined in each profile, depending on the direction
of comuni cation (uplink or downlink).

* M only one window, then Wfield not used, M= 0 bhits.
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* N is sumbetween the bits defined for N and the bits defined for
Min each profile, depending on the direction of comunication
(uplink or downlink). For exanple, in uplink fragnmentation for
LoRaWAN: M=2 and N=6, then the N for ARQ FEC uplink fragnmentation
process over LoORaWAN is 2 + 6 = 8 hits.

*  WNDOWSIZE: (2"N)-1.

* Size and algorithmfor the RCS field: as defined in each profile,
dependi ng on the direction of comruni cation (uplink or downlink).

* Drlag: datagramtag are not used, T = 0 bhits.

*  MAX_ACK _REQUESTS: 8

* Retransmission timer: Set by the inplenmentation depending on the
application requirenents. The default RECOVMMENDED duration of
this timer is 12 hours; this value is mainly driven by application
requi renents and MAY be changed by the application.

* Inactivity tinmer: The SCHC gateway inplements an "inactivity
timer". The default RECOMMENDED duration of this tiner is 12
hours; this value is mainly driven by application requirenents and
MAY be changed by the application.

For each active Rulel D, the sender MJST maintain:

* one Attenpts counter, and

* one Retransm ssion Tiner.

For each active RulelD, the receiver MJST maintain:

* one lnactivity Timer, and

* one Attenpts counter.

3.3.1. SCHC packet size

The fragmentati on process support an encoded SCHC packet with size

equal to or less than (WNDOWSIZE * (2*M * S). Then, the new ARQ

FEC fragnentati on node supports a SCHC packet, sent by the

conmpression layer, that conplies with the follow ng size:

f1 oor (P/(S*8))= (WNDOWSI ZE - rb)
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3. 3.

Sender Behavi or

At the beginning of the fragnentati on of a encoded SCHC packet:

*

The fragment sender MJST select a RulelD value for this encoded
SCHC packet. |In addition, the fragment sender MJST initialize the
Attenmpts counter to O for that Rul el D val ue.

A Rul e MUST NOT be selected if the WNDOW SI ZE val ue for that Rule
is such that the encoded SCHC Packet cannot be fragnented in
W NDOW SI ZE * (2"M tiles or |ess.

A Regul ar SCHC Fragnent nessage carries in its payload one or several
contiguous tiles. |If nore than one tile is carried in one Regul ar
SCHC Fragment :

*

The selected tiles MJST be contiguous in the original encoded SCHC
Packet, and

The selected tiles MJST be placed in the SCHC fragnent payl oad
next to each other, in the same order as they appear in the
encoded SCHC packet, and

The FCN field MJST contain the tile index of the first tile sent
in that SCHC Fragnent.

The last tile depends on whether or not there are any bits renaining:

*

If (Pnmd (S * 8)) is not equal to zero, then the conversion from
a SCHC packet to a CG-matrix generates (P nmod (S * 8)) renaining
bits. In this case, the last tile are the remaining bits and they
MJUST be tranport in an All-1 SCHC Fragnent.

If (Pnmod (S * 8)) is equal to zero, there are no bits renaining.
In this case, the All-1 SCHC fragnent does not carry a payl oad and
does contain RCS. Because of this, the All-1 SCHC fragment can be
di stingui shed froma SCHC Recei ver-Abort.

In both cases, the fragnent sender MJST send a SCHC Al |l -1 nessage
with the Wfield equal to zero.

The fragment sender MJST listen for SCHC Conpound ACK nessages after
havi ng sent:

*

*

an Al'l-1 SCHC Fragnent, or

a SCHC ACK REQ
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Each time a fragnent sender sends an All-1 SCHC Fragnent or a SCHC
ACK REQ
* it MJST increnment the Attenpts counter, and
* it MJUST reset the Retransmi ssion Tiner.

On Retransni ssion Tiner expiration:

* if the Attenpts counter is strictly |less than MAX ACK REQUESTS,
the fragnent sender MJST send either the All-1 SCHC Fragnent or a
SCHC ACK REQwith the Wfield equal to zero.

* otherw se, the fragnment sender MJST send a SCHC Sender - Abort, and
it MAY exit with an error condition.

On receiving a SCHC Conpound ACK:

* if the Chbit is set to 1, the sender MAY exit successfully.

* if the Cbit is set to 0, the fragnment sender MJST send SCHC
Fragment nessages containing all the tiles that are reported
m ssing in the SCHC Conpound ACK.

3.3.3. Recei ver Behavi or

When the reassenbl er receives a SCHC fragnment with a RulelD that is
not currently being processed, then:

* The receiver MJST start a process to assenbl e a new encoded SCHC
Packet with that Rulel D, and

* the receiver MIST start an Inactivity Tiner and an Attenpts
counter to O for that RulelD, and

* if the receiver is under-resourced to do this, it MJST respond to
the sender with a SCHC Recei ver - Abort.

Whenever a SCHC F/ R message arrives for the current RulelD, the
recei ver MJST reset the corresponding Inactivity Tiner.

On receiving a SCHC Fragnent nessage, the receiver determ nes what
tiles were received, based on the payload | ength and on the FCN field
of the SCHC Fragment. |If the N bits of the FCN field are not all set
to one, then the tiles MJST be assenbl ed based on the a priori known
tile size.
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On receiving a SCHC ACK REQ or an All-1 SCHC Fragment, if the

recei ver knows of any missing tiles for the packet being reassenbl ed,
it MUST return a SCHC Conmpound ACK for w ndow nunbered O indicating
which tiles are missing only if the decoder does not have enough
tiles to reconstruct the SCHC packet.

Upon sendi ng a SCHC Conpound ACK, the receiver MJST increase the
Attenpts counter.

After receiving a SCHC All -1 fragnent, the receiver MJST check the
integrity of the reensanbl ed encoded SCHC packet each tinme it sends a
SCHC Conpound ACK

Upon receiving a SCHC Sender-Abort, the receiver MAY exit with an
error condition.

Upon expiration of the Inactivity Tiner, the receiver MIST send a
SCHC Receiver-Abort, and it MAY exit with an error condition

On the Attenpts counter exceedi ng MAX ACK_REQUESTS, the receiver MJST
send a SCHC Recei ver-Abort, and it MAY exit with an error condition

Reassenbly of the encoded SCHC Packet concl udes when:

* a Sender-Abort has been received, or

* the Inactivity Timer has expired, or

* the Attenpts counter has exceeded MAX ACK REQUESTS, or

* at least an All-1 SCHC Fragnment has been received the decoder has
enough tiles to reconstruct the SCHC packet .

At the end of each session, the reassenbl er MIJST sends a SCHC
Conpound ACK to the fragnenter indicating which tiles are mi ssing
only if the decoder does not have enough tiles to reconstruct the
SCHC packet. The fragnenter retransnits the tiles that are reported
m ssing. |f the decoder has enough tiles to reconstruct the SCHC
packet, the reassenbl er MIUST send a SCHC Conmpound ACK to the
fragnmenter indicating that the reconstruction was successful (c
paraneter equal to 1).
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4.

Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Security Considerations

Thi s docunent does not add any security considerations and foll ows
the [ RFC8724].

I ANA Consi derations
Thi s document has no | ANA acti ons.

Appendi x A.  Exanpl e of an Encode/ Decode process w th Reed- Sol onon
Thi s exanpl e represents the encode of a SCHC packet generated by the
compressi on subl ayer. The encodi ng uses the Reed- Sol onobn al gorithm
over LoRaWAN t echnol ogy.

*  SCHC packet size: 8950 bits

Encode process paraneters:

* Tile size (S): 10 bytes

* Dataword size (F): 111 bytes

* Remaining bits: 70 bits

* Redundance bytes (rb): 44 bytes

Di vi de the SCHC packet into 10 datawords of 111 bytes. Arrange the
datawords in a grid pattern or matrix. Each row of the matrix will
be a dataword. The D-matrix has 10 rows and 111 colums. Each

el ement of the matrix is a byte. The remaining bits MJIST NOT be

placed in the D-matrix. Figure 7 shows an exanple of the
arrangenent .
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<---- Fcolums ------------ >
N oB(1,1) B(1,2)... B(1,111) Dat aword 1
| B(2,1) B(2,2)... B(2,111) Dat aword 2
10 rows | : : :
| : : :
v B(10,1) B(10,2)... B(10,111) Dataword 10
<---- dataword ------------- >
Figure 7: Datawords arranged in a D-matri x.
The Reed- Sol onon al gorithm generates synbols froma polynomal. The

pol ynom al coefficients are the bytes of each Dmatrix row. The
polynom al is degree F-1, where F is the dataword size. For exanple,
the polynomial built fromthe first row of the Dmatrix is:

y = B(1,1) + B(1,2) * x + B(1,3) * x"2 + B(1,4) * x"3 ... B(1,F)
X~ (F-1),

Mor eover, the polynom al of the second row is:

y = B(2,1) + B(2,2) * x + B(2,3) * x2 + B(2,4) * x"3 ... B(2,F)
XM(F-1),

And so on. Wiere B(i,j) is:

* the byte of rowi and colum j of the D-matrix, or

* the j-th byte of dataword i.

The al gorithm needs to generate 155 synbols to recover the 111
coefficients of the polynomal. The size of each synbol is 1 byte.
To determ ne the synbols, you can use any of the follow ng methods:
* Message polynomial + field evaluation: direct synbol generation.

* Message polynonial + generator division: parity synbols.

* Cenerator matrix (Vandernonde): code synbols as a |linear al gebra
pr oduct .

The synbols generated forma row of the C-rmatrix. Therefore,
C-matrix has 10 rows and 155 columms and contains all the synbols by
the S polynomials. Figure 8 shows an exanpl e of the arrangenent.
The CG-matrix has S rows and cw col ums.
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<---- cw colums ------- >
A C(1,1) C(1,2)... C(1,155) Codeword 1
| C(2,1) C(2,2)... C(2,155) Codeword 2
10 rows| : : :

| : : :
v C(10,1) C(10,2)... C(10,155) Codeword 10
<---- codeword ---------- >

Figure 8 Codewords arranged in a Cmatri x.

To generate the encoded SCHC packet, the encoder selects the S-bytes
of the first columm of the G-matrix. This S-bytes will be the first
S-bytes of the encoded SCHC packet. Then, it selects the S-bytes of
the second colum of the CGmatrix. This S-bytes will be the

followi ng S-bytes of the encoded SCHC packet and so on. Finally the
encoded SCHC packet will have a size of (S x cw) bytes. Figure 9
shows the bytes that conform an encoded SCHC packet respect to the
bytes fromCmatrix. At this point, the encoded SCHC packet nust be
delivered to the fragnmentation process.

The encoded SCHC packet does not transport the remaining bits.
These bits will be sent in a All-1 SCHC fragnent.

S LR encoded SCHC packet ------------------------ >
c(1,1) C(2,1)...C(10,1) C(1,2) C(2,2)...0C(10,2)..C(1,155)...C(10, 155)

Figure 9: Bytes of a encoded SCHC packet.
8. Appendi x B. Exanple of an ARQ FEC fragnentati on node
This exanple represents the transmi ssion of a SCHC packet generated
by the conpression sublayer. The transmn ssion uses the ARQ FEC
fragmentati on subl ayer over LoRaWAN t echnol ogy:

*  SCHC packet size: 8950 bhits

*  Maximum Transmittion Unit (MIU) in AU915-928 LoRaWAN frequency
band with DR5 (222 bytes) and DR3 (115 bytes)

ARQ FEC fragnentation node paraneters: * Tile size (S): 10 bytes *
Dat aword size (F): 111 bytes * Remaining bits: 70 bits * Redundance
bytes (rb): 44 bytes * encoded SCHC packet size (S*(F+rb)): 1550
bytes * W 2 bits * N0 6 bits * WNDOW SIZE: (2"N)-1 = 63
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Each regul ar SCHC fragnment carries a SCHC packet with a 1-byte SCHC

header and a SCHC payl oad of 22 tiles (DR5) or
Figure 10 shows the first

regul ar SCHC fragnent.

+

| --- SCHC header ----|
|-M]-- N--
R ek SR SRR c
| RulelD| W] FCN | Fragnent Payl oad |
ek T ..
| 30 | O] 62 | 22 tiles

Figure 10: First

regul ar SCHC fragnent.

vari bl e MrIU.

11 tiles (DR3).

Case 1: wi thout |oss and

The All-1 SCHC fragnent carries the 70 remaining bits plus padding

bits. Figure 11 shows the All-1 SCHC fragment of this exanple.
[------- SCHC Header -------- |
| 1 byte |-M|-- N--|-- U--
e i L SR S R
| RulelD| W| FCN | RCS | FragPayl oad pad. (as needed)
e R S e
| 30 | 2 63 | | 70 bits
Figure 11: All-1 SCHC fragnent. Case 1: without |oss and varible
MTU.
Figure 12 illustrates the transmi ssion of a SCHC Packet using the

ARQ FEC fragment ati on proccess

encoded SCHC packet,

data rate.

MTU:
MTU:
MTU:
MTU:
MTU:
MTU.
MTU:
MTU:
MTU:

Munoz- Lara & Cespedes

220
220
220
115
115
220
220
220
220

Sender

bytes |---- WO,
bytes |---- WO,
bytes |---- WO,
bytes |---- W1,
bytes |---- Wi,
bytes |---- W,
bytes |---- W1,
bytes |---- W2,
bytes |---- W2

|

I

FCN=62
FCN=40
FCN=18
FCN=59
FCN=48
FCN=37
FCN=15
FCN=56
FCN=34

_-WE2, FCNE63 +

During the transm ssion of the

<--- Conpound ACK ----|

Recei ver

---->| (22 tiles)
---->| (22 tiles)
---->] (22 tiles)
---->| (11 tiles)
---->| (11 tiles)
---->] (22 tiles)
---->| (22 tiles)
---->| (22 tiles)
---->] (1 tile)
RCS- - >|

the MU is nodified according to the LoRaWAN

Integrity check: success

W2,

1

Figure 12: Message flow for ARQ FEC node (Case 1).
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8.2. Case 2: Wth loss of fragments. Sufficient fragnents in the
decodi ng process.

In this case, there is a |loss of fragnments, but the decodi ng process
indicate to ARQ FEC fragnentati on node that there are enougth tiles
to decode the encode SCHC packet. Figure 13 illustrates the

transm ssion of a encode SCHC Packet using the ARQ FEC fragmentation
mode. During transm ssion of the encoded SCHC packet, fragnents 2
and 4 are |ost.

Sender Recei ver
MIU 220 bytes |---- W0, FCN=62 ---->| (22 tiles)
MIU 220 bytes |---- WO, FCN=40 --X | (22 tiles)
MIU 220 bytes |---- W0, FCN=18 ---->| (22 tiles)
MIU 115 bytes |---- W1, FCN=59 --X | (11 tiles)
MIU 115 bytes |---- W1, FCN=48 ---->| (11 tiles)
MIU 220 bytes |---- W1, FCN=37 ---->| (22 tiles)
MIU 220 bytes |---- W1, FCN=15 ---->| (22 tiles)
MIU 220 bytes |---- W2, FCN=56 ---->| (22 tiles)
MIU 220 bytes |---- W2, FCN=34 ---->| (1 tile)
| --We2, FCN=63 + RCS-->| Integrity check: fail ed,
W2, C=1 |<--- Conpound ACK ----| but there are enough fragnments

Figure 13: Message flow for ARQ FEC node (Case 2).

8.3. Case 3: Wth loss of fragments. Insufficient fragnents in the
decodi ng process.

In this case, fragnent |oss occurs and the decodi ng process signals
to the ARQ FEC fragnentati on node that there are not enough tiles to
decode the encoded SCHC packet. Figure 13 illustrates the
transm ssi on of an encoded SCHC packet using the ARQ FEC
fragmentation node. During the transm ssion of the encoded SCHC
packet, fragnents 2, 4, and 6 are lost. Since only 11 tiles are
sufficient to decode the encoded SCHC packet, the receiver sends only
one ACK for fragnment 4. Figure 14 illustrates the transmission of a
SCHC Packet using the ARQ FEC fragmentation proccess. During the
transm ssi on of the encoded SCHC packet, there are fragnents | oss.
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Sender Recei ver
MIU. 220 bytes |-- W0, FCN=62 ---->| (22 tiles)
MIU: 220 bytes |-- WO, FCN=40 --X | (22 tiles)
MIU: 220 bytes |-- WO, FCN=18 ---->| (22 tiles)
MIU:. 115 bytes |-- W1, FCN=59 --X | (11 tiles)
MIU. 115 bytes |-- W1, FCN=48 ---->| (11 tiles)
MIU: 220 bytes |-- W1, FCN=37 --X | (22 tiles)
MIU:. 220 bytes |-- W1, FCN=15 ---->| (22 tiles)
MIU: 220 bytes |-- W2, FCN=56 ---->| (22 tiles)
MIU: 220 bytes |-- W2, FCN=34 ---->| (1 tile)
| -- W2, FCN=63+RCS->| There are not enough fragnents
| <- Compound ACK ----| W0, W1, C=0
MIU: 115 bytes |-- W1, FCN=59 ---->| (11 tiles)
| -- W1, ACK REQ --->| Integrity check: failed,
W2, C=1 |<- Compound ACK ----| but there are enough fragnents

Figure 14: Message flow for ARQ FEC npbdee (Case 3).
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