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Abst ract

Thi s docunment specifies an extension to QU Cto allow a server to
request a migration to a new preferred address.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

htt ps:// mar copol o. gi t hub. i o/ new pr ef err ed- addr ess/ dr af t - muni zaga-
qui c- new preferred-address. htm . Status information for this
docunent nay be found at https://datatracker.ietf.org/doc/draft-
muni zaga- qui c- new pref err ed- address/ .

Di scussion of this docunent takes place on the QUI C Wrking G oup
mailing list (mailto:quic@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/quic/. Subscribe at
https://ww.ietf.org/mailman/listinfo/quic/.

Source for this draft and an issue tracker can be found at
https://github. com MarcoPol o/ new pr ef err ed- addr ess.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 18 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

OO0 UITOITOR,BRA,WWWN

The QUIC transport protocol allows a client to mgrate connections at

any tine to any new address (Section 9 of [QUI C TRANSPORT]). This
all ows the connection to survive changes to the client’s address.

QU C also allows a server to migrate to a different address, but only

a single tine, and only to an address specified at the start of a
connection via the Server’'s Preferred Address (Section 9.6 of

[ QU G TRANSPORT] ). For sone applications, including those where the

server and client are peers, limting the server to only a single

mgration at the beginning is too limting. This docunent specifies

an extension to QUC to allow a server to request a mgration to a
new preferred address.
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Thi s docunent defines a new transport paraneter that indicates
support of this extension and specifies a new frame type to inform
the client of the server’s new preferred address.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Motivation

In peer to peer networks, the role of server and client is arbitrary.
An endpoint nmay serve as a client in one connection and a server in
another. Limting connection migrationto clients limts the
flexibility of endpoints in this network. A peer in this network
would like to migrate all of its connections, not just the ones it
happens to be a client in.

Wiile it is not the primary goal, this extension nmay al so assist in
NAT traversal by migrating to a dynam cally chosen server address. A
server could have a client connect over a relay, and later migrate to
a direct connection after applying NAT traversal techniques. The
speci fic NAT traversal techniques are out of scope of this docunent.

4. Negotiating Extension Use
new preferred _address (O0xff0969d85c):
Clients advertise their support of this extension by sending the
new preferred_address (Oxff0969d85c) transport paraneter (Section 7.4
of [QUI C-TRANSPORT]) with an enpty value. Sending this transport
paraneter signals to the server that the client understands the
NEW PREFERRED ADDRESS fr ane.
Servers MJST NOT send this transport paraneter. A client that
supports this extension and receives this transport paraneter MJST
abort the connection with a TRANSPORT PARAMETER ERROR

Endpoi nts MUST NOT renenber the value of this extension for 0-RTT.
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New Pref erred Address Frane

A server can use an NEW PREFERRED ADDRESS franme to request the client
to mgrate the connection to the provided server address. Upon

recei ving an NEW PREFERRED ADDRESS, the client MAY initiate
mgration. |If the client does mgrate it MJST adhere to the client
behavi or defined in Section 9.6 of [ QU C TRANSPORT] .

The NEW PREFERRED ADDRESS i s defined as foll ows:

NEW PREFERRED_ADDRESS Fr ane {
Type (i) = 0x1d5845e2,
Sequence Nunber (i),
| Pv4 Address (32),
| Pv4 Port (16),
| Pv6 Address (128),
| Pv6 Port (16),

}

Fol Il owi ng the common frame format described in Section 12.4 of
[ QUI G TRANSPORT], NEW PREFERRED ADDRESS frames have a type of
0x1d5845e2, and contain the follow ng fields:

Sequence Nunber: A variable-length integer representing the sequence
nunmber assigned to the NEW PREFERRED ADDRESS frame by the sender
SO receivers can ignore obsolete frames. A sending endpoi nt MJST
send nonotonically increasing values in the Sequence Nunber field
to all ow obsol ete NEW PREFERRED ADDRESS frames to be ignored when
packets are processed out of order.

I Pv4 and | Pv6 Address and Port: Anal ogous to the preferred_address
transport paraneter, this frane contains an address and port for
both 1 Pv4 and I Pv6. The four-byte IPv4 Address field is foll owed
by the associated two-byte IPv4 Port field. This is followed by a
16-byte 1 Pv6 Address field and two-byte I Pv6 Port field.

NEW PREFERRED ADDRESS frames are ack-eliciting, and MJST only be sent
in the application data packet nunber space.

The server SHOULD ensure that its peer has a sufficient nunber of
avai |l abl e and unused connection IDs, as the client will be unable to
m grate without an unused connection ID. The server MAY bundle a
NEW CONNECTI ON I D frame with the NEW PREFERRED ADDRESS. Likew se,
the client should ensure the same to allow the server to probe new
pat hs.

Security Considerations
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6.1. Request Forgery Attacks

The sane considerations from Section 21.5 of [ QU C TRANSPORT] apply
here as well.

6.2. DDoS - Thundering herd
A malicious server could wait until it has received a | arge number of
clients, and request a mgration fromall of themat the same tinme to
a victimendpoint. |If the clients all migrate at the sane tine, they
may overl oad or otherw se negatively inpact the victimendpoint.
Clients may nmitigate this by randomy del aying the migration

7. | ANA Consi derations

7.1. QU C Transport Paraneter
Thi s docunent registers the new preferred_address transport paraneter
in the "QU C Transport Paraneters" registry established in
Section 22.3 of [QUI G TRANSPORT]. The following fields are
regi stered:
Val ue:  Oxff0969d85c
Par amet er Name: new preferred_address
Status: Provisiona
Speci fication: This docunent
Change Controller: |ETF (iesg@etf.org)
Contact: Marco Miuni zaga (narco@rar copol 0.1 0)

7.2. QU C Frane Types
Thi s docunent registers one new value in the "QU C Frame Types"
registry established in Section 22.4 of [QUI C TRANSPORT]. The
following fields are registered:
Val ue: 0x1d5845e2
Frame Type Nane: NEW PREFERRED ADDRESS

Status: Provisiona

Speci fication: This docunent
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Change Controller: |ETF (iesg@etf.org)
Contact: Marco Mini zaga (marco@rar copol 0.1 0)
8. Normative References

[ QUI C- TRANSPORT]
lyengar, J., Ed. and M Thomson, Ed., "QUI C. A UDP-Based
Mul ti pl exed and Secure Transport", RFC 9000,
DO 10. 17487/ RFCO000, May 2021,
<https://www. rfc-editor.org/rfc/rfc9000>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.
[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.
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* Any new security conserations fromallowi ng a dynam cally chosen
preferred address?

* Any new security conserations fromallow ng a deferred chosen
preferred address?
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