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Abst r act

This neno docunents EDNS Ext ended DNS Errors | NFO- CODE val ues for
rate-limted and over-quota conditions.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 29 August 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Si var aman Expi res 29 August 2026 [ Page 1]



I nternet-Draft DNS EDE option for rate-limted queries February 2026

Tabl e of Contents

1 Introduction . . . . . . . .
2 "Rate Limted" EDE | NFO- CODE
3. "Over Quota" EDE | NFO CODE
4. Requirements notation .
5 Security considerations
6 | ANA consi der ations
7 Ref er ences A,
7.1. Normative references
7.2. Informative references
Aut hor’ s Addr ess

WWWWWWNNNDN

1. I nt roducti on

DNS naneservers return EDNS Extended DNS Errors options [RFC8914] in
query responses to provide extra details about the result of DNS
query processing. This neno docunments EDNS Ext ended DNS Errors | NFO
CODE values to be returned when rate-linmting is perforned, or an
over-quota condition is reached.

2. "Rate Limted" EDE | NFO- CODE

When DNS queries or transactions are rate-limted, e.g., due to the
ef fect of DNS Response Rate Liniting [RRL] or client |P-address based
rate limting, naneservers may return RCODE=REFUSED or return
truncated responses possibly with an enpty answer section dependi ng
on the inplementation. In such responses, naneservers MAY include an
EDNS Extended DNS Error option with the | NFO-CODE set to "Rate
Limted" as provided in Section 6.

3. "Over Quota" EDE | NFO CODE

When DNS queries or transactions cause an over-quota condition such
as when the count of DNS UPDATEs all owed for a customer have breached
alinmt, naneservers may return failures. In such responses,
nameservers MAY include an EDNS Extended DNS Error option with the

I NFO- CODE set to "Over Quota" as provided in Section 6.

4. Requirenents notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] [ RFC8174] when, and only when, they appear in all capitals,
as shown here.
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5. Security considerations
There are no security considerations.
6. | ANA consi derations
| ANA has all ocated the followi ng code points in the "Extended DNS

Error Codes" registry in the "Domain Nane System (DNS) Paraneters”
registry group.

[ gttty Sl ety g p—p—j—p—————————
| INFO CODE | Purpose | Reference |
[ oo oo ey oo e
| 31 | Rate Limted | See Section 2. |
F--- - - - I i T i T +
| 32 | Over Quota | See Section 3. |
I I I I T +

Table 1
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