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Abst ract

The standards-track [I-D.ietf-hpke-hpke] supersedes the infornmationa
[ RFC9180], omitting its authenticated nodes node_auth and

mode_aut h_psk. This docunent restores node_auth_psk node as a strict
extension and illustrates how the restored nbde can be used with a
post - quantum "shared secret” as the PSK in order to achieve hybrid
PQ T confidentiality while transitioning to quantumresistant
encryption, w thout deprecating the classical inplicit authentication
on which many applications still rely.

This extension requires only the addition of AuthEncap()/AuthDecap()
to the DHKEM the definition of four setup functions, and a change in
Veri fyPSKl nputs(). The extension does not alter the externally
observabl e behavi or of the existing HPKE nodes standardi zed in
[1-D.ietf-hpke-hpke]. Al though Aut hEncap()/Aut hDecap() reintroduce
the functionality of node_auth, the node itself is not restored,
since it cannot provide quantumresistance.

Thi s docunment di scusses the transitional nature of the Aut hPSK
construction and its security properties as a transitional step
towards quantumresistance. In particular, this docunent illustrates
how t he restored node_auth_psk can be used to provide ready- made KEM
conbi ner-like functionality ([I-D.ounsworth-cfrg-kenm conbi ners])

wi t hout requiring downstream APl users to nanage their own encryption
cont ext .

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment rmay be found at
https://datatracker.ietf.org/doc/draft-ns-hpke-auth-nodes/.

Source for this draft and an issue tracker can be found at
https://github. com cf nidraft-ns-hpke-aut h- nodes.
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1. I nt roducti on

[1-D.ietf-hpke-hpke] is the standards-track successor to the

i nformati onal [RFC9180] and onmits the authenticated nodes node_auth
and node_auth _psk to sinplify the standard. However, sone
applications make use of the type of inplicit sender authentication
provi ded by these nodes.

The normative portion of this docunment is snmall. It restores
nmode_auth_psk as a strict extension to [I-D.ietf-hpke-hpke]. This
requi res Aut hEncap()/Aut hDecap() fromthe DHKEM construction in

[ RFC9180], and a nodified VerifyPSKlnputs(). The externally
observabl e behavi or of existing HPKE nodes is unchanged. AuthEncap()
computes a static-static DH val ue DH(skS, pkR) al ongside the
epheneral -static value and m xes both into the key derivation,

bi nding the output to the sender’s key pair.

Al t hough the functionality of nmode_auth is re-introduced, the node
identifer itself, which relies solely on DHKEM is not restored,
since it cannot provide quantumresistant encryption. node_auth is
instead treated as a building block to node auth _psk, as seen in
Section 3.7.

Section 3.3 describes how the restored node_aut h_psk can be used to
achieve hybrid PQ T confidentiality as defined in Section 5 of

[ RFC9794] during the transition to quantumresistant encryption
Section 3.8 discusses the transitional nature of this construction
and revi ews the gui dance available to application devel opers | ooking
to begin the transition to quantumresistant encryption with existing
libraries and APIs.

To notivate the extension, Section 3.7.2 discusses how t he extension
can be used as a type of black-box KEM conbi ner
([1-D.ounsworth-cfrg-kem conbiners]), simlar to the construction
proposed in [ Alwen2023], to allow application devel opers to begin the
transition to quantumresi stant encryption via usable libraries and
APl s.
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2.

3.

3.

3.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Terms from[I-D.ietf-hpke-hpke] are used w thout redefinition;
particular reference is made to the *DHKEM- construction Section 4.1
of [RFC9180]. The followi ng additional termis used herein:

* *AKEM * a KEM whose encapsul ation additionally takes the sender’s
static private key and inplicitly binds the shared secret to it.

Aut henti cated Pre-Shared Key Mbde Extension to [I-D.ietf-hpke-hpke]

This section specifies the additions to [I-D.ietf-hpke-hpke] required
to restore node_auth_psk. These extensions are defined so that the
external |y observabl e behavi or of the existing HPKE nodes is
unchanged, although this docunment nodifies the VerifyPSKInputs()
procedure in [I-D.ietf-hpke-hpke].

1. Mbde ldentifiers

The reserved entry for value 0x03 in Table 1 of [I-D.ietf-hpke-hpke]
is replaced with the follow ng node identifier, as originally
specified in Table 1 of [RFC9180]:

nmode_aut h_psk = 0x03
The val ue 0x02 remmai ns reserved.
2. Exclusion of 0x02 node_auth from Mode ldentifiers

Al t hough restoring the AuthEncap() and AuthDecap() functions woul d
al so allow for restoring node_auth, this node cannot offer quantum
resistant encryption, and its identifier is therefore not

rei ntroduced.

3. DHKEM Ext ensi on: Aut hEncap() and Aut hDecap()

The following two functions are added to the DHKEM extending it to
an AKEM (DHAKEM). They are reproduced verbatimfrom Section 4.1 of
[ RFC9180]. Al hel per functions (GenerateKeyPair, DH,

Serial i zePubl i cKey, DeserializePublicKey, ExtractAndExpand) are as
defined in [I-D.ietf-hpke-hpke].
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def Aut hEncap(pkR, skS)
SkE, pkE = GenerateKeyPair ()
dh = concat (DH(skE, pkR), DH(skS, pkR))
enc = SerializePublicKey(pkE)

pkRm
pkSm

Seri al i zePubl i cKey( pkR)
Seri al i zePubl i cKey( pk(skS))

kem cont ext = concat (enc, pkRm pkSm
shared_secret = Extract AndExpand(dh, kem context)

return shared secret, enc

def Aut hDecap(enc, skR, pkS)
pkE = Deseri al i zePubl i cKey(enc)
dh = concat (DH(skR, pkE), DH(skR, pkS))

pkRm = Seri al i zePubl i cKey( pk(skR))
pkSm = Seri al i zePubl i cKey( pkS)
kem cont ext = concat (enc, pkRm pkSm

shared_secret = Extract AndExpand(dh, kem context)
return shared_secret

Note that the Aut hEncap() and AuthDecap() functions are vulnerable to
key- conproni se i mpersonation (KCl): the assurance that the shared
secret was generated by the holder of the private key skS does not
hold if the recipient private key skRis conpronised. See Section 4
for further discussion; see Section 3.5 for integration of a pre-
shared key.

3.4. VerifyPSKlnputs

The Veri fyPSKl nputs() function defined in Section 5.1 of [RFC9180]
and [I-D.ietf-hpke-hpke] is extended to handle the reintroduced
nmode_aut h_psk. The updated function replaces the original

def Veri fyPSKlI nput s(node, psk, psk_id):
got _psk = (psk != default_psk)
got _psk id = (psk_id !'= default_psk_id)
if got psk != got psk_id:
rai se Exception("Inconsistent PSK i nputs")

if got_psk and node in [node_base]:
rai se Exception("PSK i nput provided when not needed")
if (not got psk) and node in [node_psk, node_auth_psk]:
rai se Exception("M ssing required PSK input")
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The only change fromthe original is that node_psk is replaced by
[ rode_psk, mode_auth_psk] in the final guard.

3.5. Setup Functions

The followi ng four setup functions are reproduced verbatim from
Sections 5.1.3 and 5.1.4 of [RFC9180]. KeySchedul eS()/KeySchedul eR()
and Aut hEncap()/ Aut hDecap() are as defined in [I-D.ietf-hpke-hpke]
and Section 3.3 respectively.

def SetupAut hPSKS(pkR, info, psk, psk_id, skS):
shared_secret, enc = AuthEncap(pkR, skS)
return enc, KeySchedul eS(node_auth_psk, shared_secret, info,
psk, psk_id)

def SetupAut hPSKR(enc, skR, info, psk, psk_id, pkS):
shared_secret = AuthDecap(enc, skR, pkS)
return KeySchedul eR(nbde_aut h_psk, shared_secret, info,
psk, psk_id)

3.6. Input Validation and Error Handling

In addition to the validation requirenents in Section 7.1.4 of
[1-D.ietf-hpke-hpke], the recipient MIST validate the sender’s static
public key pkS before use in AuthDecap(), applying the sane
validation rules as for other public key inputs. Validation failure
MJST yield a ValidationError.

3.7. DHAKEM wi th PSK

This section illustrates how the authenticated node defined in
Section 3 can be used. Any AEAD identifier from[Il-D.ietf-hpke-hpke]
may be used; the resulting context supports Seal (), Open(), and
Export (). Key generation foll ows GenerateKeyPair() from
[1-D.ietf-hpke-hpke].

nmode_aut h_psk may be used via its setup function: the sender calls
Set upAut hPSKS() and the receiver calls SetupAut hPSKR(), with a pre-
shared key psk and a PSK identifier psk_id, as defined in

Section 3.5. As in [ RFC9180], both parties are assunped to have been
provi sioned with the PSK val ue psk and another byte string psk_id.

Thi s node SHOULD be used with a quantumresistant PSK val ue as
described below in order to offer hybrid PQ T confidentiality
properties.

3.7.1. PQT Hybrid Construction

Berra, et al. Expi res 16 Novenber 2026 [ Page 6]



I nternet-Draft HPKE Aut henti cat ed Modes May 2026

def HybridSet upS(pkR, skS, info, psk, psk_id):
enc_dh, ctx = SetupAut hPSKS(pkR, info, psk, psk_id, skS)
return enc_dh, ctx

def HybridSetupR(enc, skR, pkS, info, psk, psk):
return SetupAut hPSKR(enc_dh, skR, info, psk, psk_id, pkS)

The suite_id in the HPKE key schedul e reflects only the ciphersuite
(KEM_I D, KDF_ID, AEAD ID), where KEMID is a DHAKEM Generation and
distribution of a quantumsafe PSK value is left to the application.

*Hybrid confidentiality.* KeySchedul eS()/KeySchedul eR() del egate to
Conbi neSecrets, for which [I-D.ietf-hpke-hpke] defines two variants.
I n Conbi neSecrets_TwoSt age(), the conbination is secret =

Label edExt ract (dhkem shared_secret, "secret"”, psk), equivalent to
HKDF- Extract (salt = dhkem shared secret, IKM = psk) [RFC5869]. In
Conbi neSecrets_OneStage(), dhkem shared _secret and psk are | ength-
prefixed and concatenated before a single Label edDerive() call. In
bot h cases, dhkem shared_secret and psk enter the comnbination as

i ndependent inputs. The intended design property is that secret
remai ns pseudorandom as long as at |east one of the two inputs is---
meani ng an adversary would need to attack both the classical DH based
conponent and the PQ KEMto recover secret, as seen in

[1-D. ounswort h-cfrg-kem conbi ners] and subsequently,
[1-D.draft-connolly-cfrg-xw ng-kem 10] .

VWhet her this property holds formally for a specific Combi neSecrets
vari ant depends on that variant’s security analysis, which is outside
the scope of this docunent.

*Aut hentication.* This node retains the inplicit sender

aut henti cation properties of DHAKEM described in [RFC9180]. A

quant um adversary with access to the PSK can al so forge authenticated
nessages.

*PSK freshness.* The PSK psk MJUST satisfy the entropy requirenent in
Section 9.5 of [I-D.ietf-hpke-hpke] (32 bytes of uniformrandonmess).

3.7.2. AKEM PQ KEM " Combi ner" (Informative)

Usi ng node_auth_psk with the shared secret froma PQ KEM as the
provi ded "psk" value allows application devel opers to provide hybrid
PQ T security properties using ready-nmade |libraries and APIs.

Al t hough this psk value is not a true pre-shared key, this docunent
adopts the pskAPKE term nol ogy from[A wen2023].
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The result is a KEM conbi ner-style construction

[1-D. ounswort h-cfrg-kem conbi ners] that provides hybrid PQT
confidentiality and cl assical authentication, w thout requiring

devel opers to nmanage their own encryption context---a frequent source
of devel oper error and a notivating factor for the APl design choices
of [RFC9180].

In addition to the keypair specified in Section 3.5, the receiver

hol ds an additi onal post-quantum keypair, (skR_pg, pkR pg). Prior to
setting up an HPKE encryption context (either via Setup or via a
singl e-shot APlI), the sender uses receiver’'s PQ public key pkR pq to
generate a shared secret and its encapsul ation (ss_pqgq, enc_pq), and
uses ss_pq as the psk and a static identifier as the PSK identifier
The ci phertext encapsul ation of ss_pqg, enc_pq, is included in info to
bind it to the key schedul e.

An exanpl e construction is provided below, with reference to the
foll owi ng terns:

* PQKEM a post-quantum KEM e.g., M-KEM [FIPS203] or an algorithm
from[Il-D.ietf-hpke-pq].

*  PQKEM Encap(pkR _pq): PQ KEM encapsul ati on; returns (enc_pq,
ss_pq).

*  PQKEM Decap(enc_pqg, skR pqg): PQ KEM decapsul ation; returns ss_pq.

* Nenc_pqg: the fixed ciphertext I ength of the chosen PQ KEM in
byt es.

def HybridSetupS(pkR, pkR_pqg, skS, info):
enc_pg, Sss_pgq = PQKEM Encap(pkR_pQq)
enc_dh, ctx = SetupAut hPSKS(pkR, concat(info, enc_pq), ss_pg, enc_pq,
return concat (enc_dh, enc_pq), ctx

def HybridSetupR(enc, skR, skR_pqg, pkR_pg, pkS, info):
enc_dh, enc_pqg = enc[: Nenc], enc[Nenc:]
ss_pg = PQKEM Decap(enc_pq, skR pq)
return SetupAut hPSKR(enc_dh, skR, concat(info, enc_pq), ss_pg, enc_pdqg,

*Classical (inplicit) sender authentication:* This construction
provides only classical sender authentication is provided. In
contrast to Section 3.7.1, this "psk" val ue provides no sender

aut hentication, as it is constructed rather than pre-shared. This
limtation is assessed in Section 3.8.
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The info paranmeter will exceed 64 bytes. |Inplenmentors nmust ensure
their choice of algorithns and underlying inplenentati on can support
paraneters of this |ength.

The shared secret ss_pq nust satisfy the entropy requirenent in
Section 9.5 of [I-D.ietf-hpke-hpke].

I mpl enent ati ons should verify len(enc) == Nenc + Nenc_pq and reject
encapsul ati ons of any other length. A fresh (ss_pq, enc_pq) pair
shoul d be generated for each encapsul ation; reuse of a prior enc_pq
is prohibited. The suite_ id in the HPKE key schedul e reflects only
the ciphersuite (AKEM ID, KDF_ID, AEAD |ID); the PQ KEM al gorithm
identity shoul d be conveyed via application-layer fram ng when

mul tiple PQ KEM al gorithnms are supported

Note that [ Al wen2023] describes a related hybrid construction in
which a PQ AKEM (rather than an unauthenticated KEM is used to
generate the PSK, which woul d additionally provide post-quantum
sender authentication; that stronger construction is outside the
scope of this docunent.

3.8. Mtivation (Informative)

Application devel opers are in a bind: though they nay be aware of
advice to inplement quantumresistant encryption on an accel erated
timeline, they may encounter rapidly-evolving gui dance on best
practices, a lack of direct parity with classical constructions, and
a relative paucity of stable libraries and APls [ PQCodePkgs].

Devel opers | ooking to offer hybrid PQ T encryption in their own
applications, for reasons described for exanple in Section 2.1 of

[ RFC9370], can look to early-stage inplementations of
[1-D.draft-connolly-cfrg-xw ng-kem 10], or may refer to the now
expired [I-D.ounsworth-cfrg-kem conbiners], but will need to manage
their own conbi ner inplenentation

On the other hand, production-ready quantumresi stant authentication
is still maturing. Standardized schenmes offer non-repudi abl e,

si gnat ur e- based aut hentication, which is not a direct replacenent for
the type of DH-based inplicit authentication described in the

aut henti cated nodes of [RFC9180] or this docunent.

Al 't hough the strategy of hybrid encryption with classica

aut hentication is not as straightforward to conmuni cate as

unaut henti cated hybrid encryption that forgoes inplict authentication
entirely, protocols such as Noise |K, as used in [Wreguard2020],
indicate that this strategy has real -world uses until quantum
resistant authentication nmethods become nore avail abl e.
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Al'l owi ng application devel opers to depl oy quantumresi stant
encryption as a transitional measure without deprecating the

cl assical authentication properties of their application provides a
pat h towards quantum readi ness, simlar in concept to Section 3 of
[ RFC8773] and Section 5.1 of [RFC9257], which also discuss the

i ntroduction of quantumresistent PSK as a transitional measure.

4. Security Considerations

The sender-aut hentication and key-conprom se i npersonation (KCl)
properties of node_auth_psk are as described in Sections 9.1 and
9.1.1 of [RFC9180], which apply wi thout change to the functions
defined in Section 3. Security properties specific to the hybrid PQ
T construction are discussed informatively in Section 3.7.1.

The formal security of the DHKEM aut henti cated nodes under the Gap-DH
assunption is established in [ Alwen2021]. The security of

nmode_aut h_psk---termed AuthPSK in [ Al wen2023]---is anal yzed there as
t he pskAPKE schene.

5. | ANA Consi der ations

Thi s docunent requests no | ANA actions; all identifiers are drawn
fromregistries defined in [I-D.ietf-hpke-hpke].
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