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Abst r act

The standards-track [I-D.ietf-hpke-hpke] supersedes the infornmationa
[ RFC9180], omitting its authenticated nodes node_auth and

mode_aut h_psk. This docunent restores those two nodes as a strict
extension, requiring only the addition of AuthEncap()/AuthDecap() to
the DHKEM the definition of four setup functions, and a change in
Veri fyPSKl nputs(). The extension does not alter the externally
observabl e behavi or of the existing HPKE nodes standardi zed in
[1-D.ietf-hpke-hpke].

Thi s docunent also illustrates, informatively, how the restored nodes
can be used. One such application uses node_auth psk with a post-
quant um KEM (PQ KEM shared secret as the PSK, providing hybrid PQT
confidentiality. This material is provided to notivate the extension
and may be devel oped as separate work.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ns-hpke-auth-nodes/.

Source for this draft and an issue tracker can be found at
https://github. com cfnidraft-ns-hpke-aut h- nodes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

[1-D.ietf-hpke-hpke] is the standards-track successor to the

i nformati onal [RFC9180] and omits the authenticated nodes node_auth
and node_auth _psk to sinplify the standard. However, sone protocols
require an authenticated key-encapsul ati on nmechani sm (AKEM ---a KEM
whose shared secret is inplicitly bound to the sender’s static
private key---without requiring a full authenticated encryption
context. The DHKEM construction in [I-D.ietf-hpke-hpke] already
contains all the primtives needed: AuthEncap() conputes a static-
static DH val ue DH(skS, pkR) al ongside the epheneral -static val ue and
m xes both into the key derivation, binding the output to the
sender’s key pair.

The normative portion of this docunment is small. It restores
node_aut h and node_auth_psk as a strict extension to
[1-D.ietf-hpke-hpke], requiring only AuthEncap()/Aut hDecap() on the
DHKEM four setup functions, and a nodified VerifyPSKlnputs(). The
external |y observabl e behavi or of existing HPKE nodes i s unchanged.

Section 4 and Section 5 describe, informatively, how the restored
nodes can be used, including a construction that |ayers a post-
quant um KEM shared secret as the PSK to achieve hybrid PQ T
confidentiality as defined in Section 5 of [RFC9794]. That material
is provided to notivate the extension and may be devel oped as
separ at e worKk.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Terms from[I1-D.ietf-hpke-hpke] are used without redefinition. The
followi ng additional termis used herein:

* *AKEM * a KEM whose encapsul ation additionally takes the sender’s
static private key and inplicitly binds the shared secret to it.

Aut henti cated Mode Extensions to [I-D.ietf-hpke-hpke]

This section specifies the additions to [I-D.ietf-hpke-hpke] required
to restore node_auth and node_aut h_psk. These extensions are defined
so that the externally observabl e behavi or of the existing HPKE nobdes
i s unchanged, although this docunment nodifies the VerifyPSKInputs()
procedure in [I-D.ietf-hpke-hpke].
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3.1. Mode ldentifiers

The reserved entries for values 0x02 and 0x03 in Table 1 of
[1-D.ietf-hpke-hpke] are replaced with the foll ow ng node
identifiers, as originally specified in Table 1 of [RFC9180]:

nmode_aut h

0x02
nmode_aut h_psk 0

x03

3.2. DHKEM Ext ensi on: Aut hEncap() and Aut hDecap()

The following two functions are added to the DHKEM extending it to
an AKEM They are reproduced verbatimfrom Section 4.1 of [RFC9180].
Al'l hel per functions (GenerateKeyPair, DH, SerializePublicKey,

Deseri al i zePubl i cKey, Extract AndExpand) are as defined in
[1-D.ietf-hpke-hpke].

def Aut hEncap(pkR, skS):
SkE, pkE = GenerateKeyPair ()
dh = concat (DH(skE, pkR), DH(skS, pkR))
enc = SerializePublicKey(pkE)

pkRm = Seri al i zePubl i cKey( pkR)
pkSm = Seri al i zePubl i cKey(pk(skS))

kem cont ext = concat (enc, pkRm pkSm
shared_secret = Extract AndExpand(dh, kem context)

return shared secret, enc

def Aut hDecap(enc, skR, pkS):
pkE = Deseri al i zePubl i cKey(enc)
dh = concat (DH(skR, pkE), DH(skR, pkS))

pkRm = Seri al i zePubl i cKey(pk(skR))
pkSm = Seri al i zePubl i cKey( pkS)
kem cont ext = concat (enc, pkRm pkSm

shared_secret = Extract AndExpand(dh, kem context)
return shared _secret

Not e that the Aut hEncap() and AuthDecap() functions are vulnerable to
key- conproni se i nmpersonation (KCl): the assurance that the shared
secret was generated by the holder of the private key skS does not
hold if the recipient private key skRis conpronm sed. See Section 6
for further discussion.
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3.3.  VerifyPSKlnputs

The Veri fyPSKl nputs() function defined in Section 5.1 of [RFC9180]
and [I-D.ietf-hpke-hpke] is extended to handl e the two new nodes.
The updated function replaces the original

def Veri fyPSKI nput s(node, psk, psk_id):
got _psk = (psk != default_psk)
got _psk_id = (psk_id !'= default_psk_id)
if got psk != got psk_id:
rai se Exception("Inconsistent PSK i nputs")

if got_psk and node in [node_base, node_auth]:
rai se Exception("PSK i nput provi ded when not needed")
if (not got_psk) and node in [node_psk, node_auth_psk]:
rai se Exception("M ssing required PSK input")

The only change fromthe original is that node_base is replaced by
[ rode_base, node_auth] and node_psk is replaced by [nopde_psk,
mode_aut h_psk] in the final two guards.

3.4. Setup Functions

The followi ng four setup functions are reproduced verbatim from
Sections 5.1.3 and 5.1.4 of [RFC9180]. KeySchedul eS()/KeySchedul eR()
and Aut hEncap()/ Aut hDecap() are as defined in [I-D.ietf-hpke-hpke]
and Section 3.2 respectively.

def SetupAut hS(pkR, info, skS):
shared_secret, enc = AuthEncap(pkR, skS)
return enc, KeySchedul eS(node_auth, shared_secret, info,
defaul t _psk, default_psk_id)

def SetupAut hR(enc, skR, info, pkS):
shared_secret = AuthDecap(enc, skR, pkS)
return KeySchedul eR(nbde_auth, shared_secret, info,
def aul t _psk, default_psk_id)

def SetupAut hPSKS(pkR, info, psk, psk_id, skS):
shared_secret, enc = Aut hEncap(pkR, skS)
return enc, KeySchedul eS(nbde_auth _psk, shared_secret, info,
psk, psk_id)

def SetupAut hPSKR(enc, skR, info, psk, psk_id, pkS):
shared_secret = AuthDecap(enc, skR, pkS)
return KeySchedul eR(nbde_aut h_psk, shared_secret, info,
psk, psk_id)
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3.5. Input Validation and Error Handling

In addition to the validation requirenents in Section 7.1.4 of
[1-D.ietf-hpke-hpke], the recipient MIST validate the sender’s static
public key pkS before use in AuthDecap(), applying the sane
validation rules as for other public key inputs. Validation failure
MUST yield a ValidationError.

4. Example Applications (Informative)

This section is informative. It illustrates how the authenticated
nmodes defined in Section 3 can be used. Any AEAD identifier from
[1-D.ietf-hpke-hpke] may be used; the resulting context supports
Seal (), Open(), and Export(). Key generation follows
GenerateKeyPair() from[Il-D.ietf-hpke-hpke].

The nodes nmay be used directly via their setup functions. For
nmode_aut h, the sender calls SetupAut hS(pkR, info, skS) and the
receiver calls SetupAuthR(enc, skR, info, pkS). For node_aut h_psk,
the sender calls SetupAut hPSKS() and the receiver calls

Set upAut hPSKR(), with a shared PSK and PSK identifier, as defined in
Section 3. 4.

4.1. Hybrid PQT Profile (mode_auth_psk with PQ KEM PSK)
The following terns are used in this section:

* *PQ KEM * a post-quantum KEM e.g., M-KEM [ FI PS203] or an
algorithmfrom|[I-D.ietf-hpke-pq].

*  PQKEM Encap( pkR_pq): PQ KEM encapsul ation; returns (ss_pq,
enc_pq) .

*  PQKEM Decap(enc_pg, skR pqg): PQ KEM decapsul ation; returns ss_pqg.

* Nenc_pqg: the fixed ciphertext I ength of the chosen PQ KEM in
byt es.

The sender encapsulates a PQ KEMto the receiver’s PQ public key

pkR pg, using the resulting shared secret ss_pq as the HPKE PSK and
the PQ ciphertext enc_pq as the PSK identifier. The receiver’'s PQ
public key pkR pg is included in info to bind it to the key schedul e.
The conbi ned encapsul ati on i s concat (enc_dh, enc_pq); Nenc bytes are
parsed as enc_dh and the remai ni ng Nenc_pq bytes as enc_pqg.
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def HybridSetupS(pkR, pkR_pqg, skS, info):
Ss_pqg, enc_pq = PQKEM Encap(pkR_pQq)
enc_dh, ctx = SetupAut hPSKS(pkR, concat (info, pkR pq), ss_pqg, enc_pq, skS)
return concat (enc_dh, enc_pq), ctx

def HybridSetupR(enc, skR, skR_pqg, pkR_pg, pkS, info):
enc_dh, enc_pqg = enc[: Nenc], enc[Nenc:]
ss_pg = PQKEM Decap(enc_pq, skR pQq)
return SetupAut hPSKR(enc_dh, skR, concat(info, pkR pq), ss_pqg, enc_pqg, pkS)

I mpl enent ati ons should verify len(enc) == Nenc + Nenc_pq and reject
encapsul ati ons of any other length. A fresh (ss_pqg, enc_pq) pair
shoul d be generated for each encapsul ation; reuse of a prior enc_pq
is prohibited. The suite_id in the HPKE key schedule reflects only
the cl assical ciphersuite (KEMID, KDF ID, AEAD ID); the PQ KEM
algorithmidentity should be conveyed via application-layer fram ng
or the info paraneter when nultiple PQ KEM al gorithns are supported

*Hybrid confidentiality.* KeySchedul eS()/KeySchedul eR() del egate to
Conbi neSecrets, for which [I-D.ietf-hpke-hpke] defines two variants.
I n Conbi neSecrets_TwoSt age(), the conbination is secret =

Label edExtract (dhkem shared_secret, "secret", psk), equivalent to
HKDF- Extract (salt = dhkem shared secret, KM = ss _pq) [RFC5869]. In
Conbi neSecrets_OneStage(), dhkem shared _secret and psk are | ength-
prefixed and concatenated before a single Label edDerive() call. In
bot h cases, dhkem shared_secret and ss_pq enter the conbination as

i ndependent inputs. The intended design property is that secret
remai ns pseudorandom as long as at |east one of the two inputs is---
meani ng an adversary would need to attack both the classical DH based
conmponent and the PQ KEMto recover secret. \Whether this property
holds formally for a specific ConbineSecrets variant depends on that
variant’s security analysis, which is outside the scope of this
docunent. Authentication remains entirely classical; a quantum
adversary that breaks the DH assunption can al so forge sender

aut henti cation, so post-quantum sender authentication would require
an additional PQ signature. Note that [A wen2023] describes a
related hybrid construction in which a PQ _AKEM_ (rather than a plain
KEM is used to generate the PSK, which would additionally provide
post - quant um sender aut hentication; that stronger construction is
out side the scope of this docunent.

*PSK freshness.* The M.- KEM shared secret ss_pq satisfies the entropy
requi renent in Section 9.5 of [I-D.ietf-hpke-hpke] (32 bytes of

uni f orm randommess). The prohibition on enc_pq reuse above ensures a
fresh PSK per session.
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5.

HPKE- Auth Profiles (Informative)

This section is informative. The profiles bel ow are suggested KEM
and KDF paraneter sets for the exanple applications in Section 4;
they are not registered by this docunent. Because AEAD ID is

sel ected by the application, these are paraneter sets, not fully
determ ned ci phersuites. KEM.ID and KDF_ID are drawn fromthe
registries in [I1-D.ietf-hpke-hpke].

B Sl el el et ety Ll ey o
| Profile | KEMID | KDF_ ID | PQKEM | Nenc| Nenc_pq |
[ et e e g T fu s pejp Tl pu e p gt Chejefenp S peje s poe e pep
| HPKE- Aut h- X25519- SHA256 | 0x0020 | 0x0001 | --- |32 | --- |
I T +-------- +-------- +------- I R I +
| HPKE- Aut h- P256- SHA256 | 0x0010 | 0x0001 |--- |65 | --- |
T i I S +-------- +-------- +------- +--- -t - - - - - +
| HPKE- Aut h- X448- SHA512 | 0x0021 | 0x0003 |--- |56 | --- |
I i T F----- - - F----- - - +------- R I +
| HPKE- Aut h- Hybri d- | 0x0020 | 0x0001 | M.- |32 | 1088 |
| X25519- SHA256- MLKEM768 | | | KEM 768| | |
B T I I +---- - - - +---- - - - +------- F--- - - - - - +
| HPKE- Aut h- Hybri d- | 0x0020 | 0x0001 | M.- |32 | 1568 |
| X25519- SHA256- MLKEML024 | | | KEM 1024 | |
I i T F----- - - F----- - - +------- R I +
| HPKE- Aut h- Hybri d- | 0x0010 | 0x0001 | M.- |65 | 1088 |
| P256- SHA256- M_LKEM768 | | | KEM 768| | |
B T I I +---- - - - +---- - - - +------- F--- - - - - - +
Table 1

M.- KEM paraneters are from [ FI PS203]. HPKE- Aut h- Hybri d-
X25519- SHA256- MLKEMr68 i s the suggested default hybrid profile,
yi el di ng a conbi ned encapsul ati on of 1120 bytes.

Security Considerations

The sender-aut hentication and key-conproni se inpersonation (KCl)
properties of nmode_auth and node_auth_psk are as described in
Sections 9.1 and 9.1.1 of [RFC9180], which apply w thout change to
the functions defined in Section 3. Security properties specific to
the hybrid PQ T construction are discussed informatively in

Section 4.1.

The formal security of the DHKEM aut henti cated nodes under the Gap-DH
assunption is established in [ Alwen2021]. The security of

nmode_aut h_psk---termed AuthPSK in [ Al wen2023]---is anal yzed there as
t he pskAPKE schene.
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7. | ANA Consi derati ons

Thi s docunent requests no | ANA actions; all identifiers are drawn
fromregistries defined in [I-D.ietf-hpke-hpke].
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