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publ i sh-subscri be capabilities to enable efficient many-to-nany
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2.1. Summary

The Secure Low Latency Interactive Messaging (SLIM protoco

addresses the uni que conmuni cation requirenments of nodern Al agentic
applications by providing a secure, scalable, and efficient nessaging
infrastructure. SLIM conbines the reliability and performance of
gRPC wi th publish-subscri be nmessaging capabilities, creating a

compr ehensi ve solution for interactive Al application conmunication

At its core, SLIMconsists of three primary conponents: nessagi ng
nodes that serve as intelligent nmessage queues, nessage producers
that publish encrypted content, and nessage consuners that subscribe
to and receive nmessages. The protocol |everages Message Layer
Security (M.S) for end-to-end encryption, ensuring that nessages
remai n confidential even when passing through internedi ate nodes or
experiencing TLS term nation along the comruni cati on path.

The architecture is built around a distributed network of nessagi ng
nodes, each naintaining connection and subscription tables to enable
efficient message routing. A centralized control plane orchestrates
the entire system handling node discovery, configuration nanagenent,
security policies, and systemnonitoring. This separation of contro
and data planes allows for scal abl e depl oynment whil e naintaining
centralized adm nistrative control

SLI M enpl oys a hi erarchical nam ng system based on Decentralized
Ildentifiers (DIDs) to ensure globally unique, secure, and routable
channel nanmes. This nam ng schene supports both decentralized and
federated authentication nodels, enabling flexible depl oynent across
di fferent organi zati onal boundaries while naintaining security and
interoperability.

The protocol includes a session |ayer that abstracts the complexity
of M.S operations and nessaging infrastructure from applications,
provi ding sinple publish-subscribe APIs and native Renote Procedure
Call (RPC) semantics via SRPC (SLIM RPC). SRPC enabl es request/
response and streanming RPC directly over SLIMs secure messagi ng
fabric (see [SRPC]), while handling authentication, encryption,
connecti on managenent, and fault recovery automatically. This design
enabl es devel opers to focus on application logic rather than the
under | yi ng nessagi ng conpl exities.

Security is fundanental to SLIMs design, with authentication and

aut hori zati on handl ed t hrough M.S groups, cryptographic client
identities, and configurabl e access policies. The protocol supports
depl oynent in various environments, fromdata center workl oads and
nmobi | e applications, while maintaining consistent security guarantees
and | ow | atency perfornmance characteristics.
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3.

Pr ot ocol Overvi ew

SLIMis designed to work as a nessaging |ayer for applications
running as workloads in a data center, but also running in a browser
or nobil e device while guaranteeing end-to-end security and | ow

| at ency conmmuni cation. SLIMIeverages HITP/2 end to end as a thin
wai st of the communication stack and avoi ds the need to create
message transcodi ng al ong the path. By |everagi ng nessage encryption
via M.S [ RFC9420] [RFC9750], TLS connection term nation along the
pat h does not negatively affect confidentiality. Authentication and
aut hori zation are handled at the application | evel and can be nmanaged
in a decentralized or federated way or a nix of both.

In SLIMthere are three main comruni cation el ements: internediate
nodes equi pped wi th nessage queues, nessage producers and nessage
consuners

A producer (also called a "publisher") is an endpoint that

encapsul ates content in SLI M nmessages for transport within the SLIM
message network of nodes. A producer MJST belong to an M.S group to
encrypt nmessages that can be decrypted by nmessage consuners who are

menbers of the sane group, as specified by the M.S protocol. Once a
SLI M nmessage is encrypted, it can be published under a routable naneg,
whi ch i s hunan-readabl e and hierarchical. This routable channel nane

is used by internmediate nodes to store and forward nessages within
the sane channel, allow ng consuners to retrieve messages using this
nane.

A routable nane is a nane prefix that is stored in a forwardi ng table
(FIB). This enables requests to reach the producer and fetch a
response, if one exists.
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Legend:

3.

Producers publish to topics at the Messagi ng Node.

Consumers subscribe to topics at the Messagi ng Node.
M.S Aut henti cation Service handl es group authentication and key nmanagenent.
Encryption group coincides with the topic identifier

Figure 1: Main components of the SLIM architecture.

Secure group menbers are clients as described in [ RFC9750] which can
wite nessages as producers or read nessages as consuners. Mbst of
the tinme, clients are able to read and wite nessages in the sane
secure group. Cients join secure groups as described in the M.S
standard [ RFC9750] via an authentication service and by exchangi ng
messages via the delivery service. In the SLIMarchitecture, the
SLI M nodes constitute the infrastructure that is responsible for
delivering nessages in a secure group via a |ogical SLIM channel

M.S conmit nessages are exchanged directly using the SLI M nessagi ng
nodes.

1. Messagi ng Nodes

Messagi ng nodes are fundanmental conponents of the SLIMarchitecture
that serve as specialized nessage queues. They fulfill severa
critical functions in the nessaging infrastructure. At their core,
nodes efficiently route nessages between connected clients using
intelligent routing algorithns while handling the distribution and
delivery of messages across the network infrastructure.
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Pr oducer A Producer B Producer C
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| Node 4 |<---------- > Node 5 |[<---------- > Node 6 |
S + S + S +

N N N

I I I

Consumer X Consurmer Y Consumer Z
Legend:

- Each Node nmintains connection and subscription tables

- Bidirectional arrows represent inter-node conmunication paths

- Producers and Consumers connect to their |ocal nodes

- Messages are routed through the node network based on subscriptions

Figure 2: SLIM nessagi ng node network topol ogy.

The node architecture relies on two essential data structures that
work in concert. The connection table forns the foundation for
tracking all active client connections and their states, maintaining
cruci al nmetadata about each connected client. Alongside it, the
subscription table nanages topic subscriptions and inpl enents nessage
filtering rules, determ ning which nmessages should be delivered to
whi ch clients.

Through this dual -table architecture, nmessagi ng nodes can effectively
coordi nate nessage delivery while naintaining optiml system
performance. The connection and subscripti on nechani sns work
together seam essly to ensure reliable nessage routing, proper client
tracking, and efficient subscription nanagenment across the
distributed system Each node operates autononmously while
participating in the broader network, creating a resilient and

scal abl e nessagi ng infrastructure.
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3.1.1. Connection Table

The connection table serves as a fundanental data structure within
the SLI M nmessagi ng node architecture, nmintaining a conprehensive
registry of both client-to-node and node-to-node connections. Each
entry in the table contains essential netadata about connected

endpoi nts, including their unique identifiers, connection tinmestanps,
aut hentication status, and current state information.

For client connections, the table tracks end-user applications that
connect to receive or send nessages through the system For node
connections, it maintains the network fabric topol ogy by recording

i nter-node rel ationships and routing paths. This dual - purpose nature
enables SLIMto manage both the edge connectivity with clients and
the internal comunication infrastructure between nodes.

Connection states are dynamcally tracked and updated to reflect the
real -tine status of each endpoint. This includes nonitoring whether
clients or nodes are actively connected, tenporarily disconnected, or
in various internmedi ate states. The table maintains crucial session
i nformati on such as endpoint capabilities, protocol versions, and
quality of service paraneters that influence nessage handling.

By maintaining this detail ed connection state, the table enables
efficient routing decisions across the entire network fabric. It
provi des each messagi ng node with i medi ate access to both client and
node status information, allow ng for rapid determ nation of nessage
delivery paths and handling of connection-related events. The
connection table also plays a vital role in systemreliability by
tracki ng connection health and enabling qui ck detection of

di sconnections or network issues at both the client and node | evels.

A connection table maps | ocation-i ndependent channel nanes to
connections to renote nodes. The mapping is used to forward nessages
towar ds nodes that can either route nessages or consune themin case
consuners are directly connected to the node.

Channel nanes are encoded as hunman-readabl e hi erarchi cal nanmes for
efficient table | ookup operations.

3.1.1.1. Subscription Table and Mat chi ng

The subscription table is used to map channel subscriptions to

nei ghbori ng nodes. It manages the distribution of nessages based on
subscriptions and ensures efficient delivery of nessages. A nessage
carries the data to be delivered as well as the channel nane and the
address | ocator of the nessage producer
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The control plane manages the configuration and updates of the
connecti on and subscription tables.

o ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e m— oo +
| SLI M Message Structure |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e emee— oo +
| Channel Nane | Address Locator | Dat a Payl oad |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mem oo +
| "/foolbar" | 192.0.2.10: 12345 | { ... application ... |
| | | data ... } |
e m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeee oo +
Legend:

- Channel Nane: ldentifies the |ogical channel/topic for routing.
- Address Locator: Specifies the producer’s network address.
- Data Payl oad: Contains the actual nessage content.

Figure 3. SLIM nessage structure carrying channel nane, address
| ocator, and dat a.

3.1.2. Control Pl ane

The control plane is responsible for the managenent and orchestration
of SLI M nmessagi ng nodes and their interconnections. It handles the
configuration, provisioning, and nonitoring of nodes, ensuring that
the messaging infrastructure operates snoothly and efficiently.

Key functions of the control plane include:

*  *Node Discovery and Registration*: New nmessagi ng nodes di scover
each other and register their presence with the control plane.
Thi s enables the control plane to maintain an up-to-date view of
the messagi ng infrastructure.

* *Configuration Managenent*: The control plane distributes
configuration updates to nessagi ng nodes, including connection and
subscription table updates. This ensures consistent and correct
routing behavi or across the node network.

* *Monitoring and Anal ytics*: The control plane collects and
anal yzes telenetry data from nessagi ng nodes, providing insights
into system performance, nessage flow, and potential issues.

* *Security and Access Control *: The control plane manages security

policies, authentication, and authorization of nodes and clients,
ensuring a secure nessagi ng environnent.
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By centralizing these managenent functions, the control plane
enhances the overall reliability, security, and performance of the
SLI M messaging infrastructure. It enables efficient scaling, dynamc
reconfiguration, and proactive maintenance of the node network.

3.1.3. Session Layer

The session layer serves as a critical abstraction conponent that
bridges application franmeworks with the underlying SLI M nessagi ng
infrastructure. It provides a unified interface that sinplifies the
conpl exity of secure nessaging while handling the details of M.S
client operations and nessage distribution

3.1.3.1. Core Responsibilities
The session | ayer encapsul ates several key functionalities:

*M.S Cient Operations*: The |layer inplenents conprehensive M.S
client functionality including authentication procedures, nessage
encrypti on and decryption, key managenent, and group nenbership
operations. It handles the conpl ex cryptographi c operations
transparently fromthe application perspective.

*Channel Managenent*: |t provi des seam ess channel subscription and
unsubscription capabilities, managing the lifecycle of channe
menber shi ps and mai ntai ni ng subscription state across connection
interruptions or node failures.

*Message Abstraction*: The session | ayer abstracts nessage passing
bet ween applications and the SLI M nessage di stribution network,
handl i ng message formatting, routing, and delivery confirmation while
providing sinple send and receive primtives to applications.

*Configuration Abstraction*: It elimnates the need for applications

to manage conpl ex configuration details required to connect to SLIM

nodes, automatically handling node discovery, connection

establ i shment, and subscription nmanagenent.

3.1.3.2. APl Design Principles

The session layer APl is designed with the follow ng principles:

* Sinplicity: Applications interact with the nmessagi ng system
through intuitive publish/subscribe operations w thout needing to
under stand the underlying M.S or routing conplexities.

* Asynchronous Qperations: Al nessaging operations are designed to
be non- bl ocki ng, supporting hi gh-perfornmance applications.
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*  Framewor k Agnostic: The APl provides | anguage bindi ngs and
framewor k adapters for various application devel opnent
envi ronments, ensuring broad compatibility across different
t echnol ogy st acks.

* Error Handling: Conprehensive error reporting and recovery
mechani sms hel p applicati ons handl e comuni cati on i ssues and
aut henti cation failures.

3.1.3.3. Session Managenent

The session | ayer nmintains persistent session state at the client
across network di sconnections and node failures. It inplenents
automati c reconnection |ogic, subscription recovery, and nessage
queuing to ensure reliable nessage delivery even in unstabl e network
conditions. Session persistence includes maintaining M.S group
menber ship state, channel subscriptions, and pendi ng nmessage queues.

3.2. Naning Considerations

SLIMrequires several types of identifiers: node nanes, channe
names, and client |ocators.

Node nanes are used for secure onboardi ng and authentication. Node
nanes do not have aggregation requirements and therefore use
decentralized identifiers:

node nane A: did: key(node_A)

A channel nane identifies a nmessaging group and must be routabl e;
that is, it must include a globally unique network prefix that can be
aggregated for scal able | ookups and message forwardi ng.

A group in SLIMis an MLS group with a noderator client responsible
for adding and renmpvi ng group nmenbers. The noderator is identified
by a cryptographic public key as defined in M.S [ RFC9750], and in
SLIM also by a decentralized identifier derived as the hash of the
public key [ D D-Ws(C].

By naming entities with hashes [ RFC6920], SLIM achi eves secure and
gl obal | y uni que naming, enabling the creation of pernissionless
systens where channel nanes and client names can be distributed
across administrative boundaries. WBC DIDs are optional but can be
used when hash |inks are enpl oyed and conformto the Named

I nformation [ RFC6920] standard, referencing the 1 ANA registry

[Nl - Regi stry].
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SLI M rout abl e nanme prefixes and client nanes can use different DI D
met hods whi ch have different resolution systenms such as did: web

[ DI D-Web], did:key [DI D Key] or did:plc [D D-ATProto]. See

[ DI D- Met hods] for well-known DI D et hods.

The nam ng structure follows these patterns:

client | ocator: did:key(org)/namespace(org)/service/did: key(client)
channel name: did: key(org)/namespace(org)/service/did: key(noderat or)

Where the noderator is the special client that has the role to create
a channel, add actual application clients and renove them fromthe
group. As nentioned above the noderator is a data plane client which
is a decentralized instance of the M.S delivery service as described
in [ RFC9420] .

The hierarchical structure is required to maxi nize aggregation in
subscription tables, which can aggregate multiple nanmes under nane
prefixes such as organi zation identifiers, organizati on namespaces,
and services.

3.3. Deploynent Considerations

SLI M hel ps the depl oynent of agentic Al applications where a
conbi nati on of data streans, tools and LLMs are conbined to create a
distributed nmulti-agent systems that can solve problens via Al.

These applications work as SLIMclients and MAY expose a service to
the secure group. The channel and client nam ng structure conbi ned
all ows for service discovery capabilities by binding the application
a specific application nanespace and servi ce nane.

4. RPC in Agentic Protocols and Rel ationship to Messagi ng

Most agent-facing interfaces in use today—such as A2A and the Mode
Cont ext Protocol (MCP)—are Renpte Procedure Call (RPC) oriented.
They expose synchronous request/response senantics for too

i nvocation, resource listing, and capability execution. This section
clarifies how RPC rel ates to asynchronous nessagi ng and how the two
paradi gns i nteroperate in agentic systens.

4.1. RPC vs. Messaging: Synchronous vs. Asynchronous
* *RPC (A2A, MCP)*: The caller issues a request and bl ocks or awaits
a tinely response. Senantics enphasize tightly scoped operations

(for exanple, “call tool X with parameters Y’ ) with bounded
| atency and explicit error contracts.
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*  *Messagi ng (AMQP, MJIT, NATS, Kafka, SLIM*: Decoupl ed producers
and consuners comuni cate via topics, subjects, or queues.
Del i very can be one-to-one, one-to-many, or nmany-to-many, wth
| oose coupling, buffering, and retries. Producers are not
i nherently bl ocked by consuners.

In practice, agentic applications need both: synchronous too
i nvocations for interactivity and asynchronous channels for streamn ng
out put, progress, coordination, and fan-out/fan-in patterns.

4.2. Challenges of RPC over Messaging

Bri dgi ng synchronous RPC semantics with asynchronous messagi ng
infrastructure introduces several chall enges:

*  *Request/ Response Correl ation*: Messaging systens are inherently
decoupl ed and do not guarantee a direct response path.
I mpl enenting RPC requires correl ating requests and responses,
of ten using unique identifiers and tenporary reply channels.

* *Latency and Ordering*: Messaging layers may introduce variabl e
delivery latency and do not guarantee strict ordering, which can
conplicate synchronous RPC expectati ons.

* *Error Handling*: Messaging systems may buffer, retry, or drop
messages, making it difficult to propagate errors and timeouts in
a way that matches RPC contracts.

* *Streaming and Mil tipl exi ng*: Supporting streanming RPC (e.qg.,
bidirectional or server/client streani ng) over nmessagi ng requires
careful managenent of streamlifecycles, backpressure, and
mul tiplexing multiple |ogical RPCs over shared channels.

* *Security and Authorization*: Ensuring that only authorized
parties can invoke or respond to RPCs, and that all messages are
aut henticated and encrypted, is nore conplex in a distributed,
group- based nmessagi hg envi ronnent .

The SRPC capability in SLIM addresses these chall enges by providing a

native, secure, and stream ng RPC abstraction directly over the SLIM
messagi ng | ayer, as described in the follow ng section
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4.3. Renote Procedure Calls over SLIM (SRPC)

SLI M natively supports Renote Procedure Calls (RPC) through its SRPC
(SLIM RPC) capability, enabling efficient, secure, and flexible
conmuni cation patterns for distributed and agentic applications.
SRPC is designed to provide gRPC-like stream ng RPC senantics
directly over the SLIMtransport, |everaging SLIMs secure,

mul ti pl exed, and group-oriented nmessagi ng i nfrastructure.

4.3.1. Overview

SRPC al | ows applications to define and invoke renote procedures using
fam liar gRPC patterns, including unary calls, client streaning,
server stream ng, and bidirectional stream ng. This enables

devel opers to build conplex, stateful, and interactive workfl ows

bet ween di stributed agents, services, and tools, all while benefiting
fromSLIMs end-to-end security and group nenbership features.

4.3.2. Key Features

* *Stream ng RPC Support*: SRPC supports all gRPC stream ng nodes,
allowing for flexible data exchange patterns such as real-tine
data feeds, interactive sessions, and coll aborative workfl ows.

* *Multiplexed Transport*: Miltiple concurrent RPC streams can be
est abl i shed over a single SLIM connection, reducing overhead and
i mproving resource efficiency.

*  *Secure Group Conmuni cation*: SRPC | everages SLIM s M.S-based
security nodel, ensuring that all RPC calls and responses are
encrypted and authenticated within the context of secure groups.

* *Protocol Buffers Integration*: Service definitions and nmessage
schemas are specified using Protocol Buffers, enabling strong
typing and interoperability across | anguages and pl atforns.

4.3.3. Architecture

SRPC is inplemented as a protocol extension and a set of client/
server libraries that integrate with the SLI M session | ayer

Devel opers define service interfaces using Protocol Buffers, and code
generation tools produce client and server stubs that handl e nessage
serialization, stream nanagenent, and invocation |ogic over SLIM
channel s.
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The SRPC protocol manages the lifecycle of RPC streans, including
initiation, nessage exchange, error handling, and streamterm nation
It ensures that all comunication adheres to SLIMs security and
routing policies, and that group nenbership and authorization are
enforced for each RPC interaction.

4.3.4. Benefits for Agentic Applications

By providing native, stream ng RPC capabilities, SRPC enabl es agentic
Al applications and distributed systens to:

* O chestrate conplex, nulti-step workflows across nultiple agents
and servi ces.

* Exchange large or continuous data streans efficiently and
securely.

* Inplement interactive, real-time collaboration between distributed
conponent s.

* Sinplify integration with existing gRPC based tools and
ecosyst ens.

SRPC nmakes it possible to build robust, scalable, and secure agentic
applications that fully |l everage the power of SLIMs nessaging and
group comuni cati on nodel

4.3.5. SLIM Nanming in SRPC

SRPC derives per-service and per-handl er routing nanes directly from
the structured SLI M naming schenme to enable efficient subscription
and nessage di spatch without requiring application devel opers to
manual | y manage channel nanes

Each application participating in a secure SLIMgroup al ready has a
hi erarchi cal SLIM nanme conposed of mnultiple conmponents (organization
i dentifier, namespace, service, and client/nmoderator key). SRPC
appends a handl er-qualified suffix to the service component to form
uni que, routable identifiers for RPC nethods.

Service interface definitions (e.g., Protocol Buffers) describe one
or more RPC handl ers supporting the four comon gRPC comuni cation
patterns:

* Unary — Unary

* Unary — Stream
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* Stream — Unary
* Stream — Stream (bidirectional)

For every handl er declared inside a service, SRPC generates a nethod
routing token using the pattern:

{package}.{service}-{handl er}

Exanpl e: G ven a protobuf package exanpl e _service and service Test

wi t h handl ers Exanpl eUnaryUnary, Exanpl eUnaryStream
Exanpl eSt reamUnary, Exanpl eStreanttream the generated handl er tokens
are:

* exanpl e_servi ce. Test - Exanpl eUnar yUnary

* exanpl e_servi ce. Test - Exanpl eUnar ySt r eam

* exanpl e_servi ce. Test - Exanpl eSt r eamnary

* exanpl e_service. Test - Exanpl eSt r eantst r eam

SRPC t hen enbeds the handl er token into the second conmponent (service
segnment) of the full SLIMname for routing. |If the original SLIM
appl i cati on nane conponents c[i] are:

c[0]/c[1]/c[2]/c[3]

The subscri bed nane for a specific handl er becones:

c[0]/c[1]/c[ 2] -exanpl e_servi ce. Test - Exanpl eUnar yUnar y/ c[ 3]

This transformation yields a distinct, hierarchical, and aggregatable
nane per RPC nmet hod while preserving the organi zati onal and nanespace
prefix structure needed for subscription table aggregation.
Applications exposi ng SRPC services automatically subscribe to all
derived handl er nanmes; the SRPC |ibrary nanages these subscriptions
and maps incom ng nessages to the correspondi ng generated server stub

functions. Developers inplenment only the handl er |ogic exactly as
wi th conventional gRPC, without manual SLIM channel nmanagenent.

Benefits of this nam ng approach: - Determnistic and colli sion-

resi stant per-method nanming. - Preserves hierarchical aggregation for
routing efficiency. - Avoids separate discovery round-trips for

met hod endpoints. - Enables capability advertisenment to reference

met hod nanes directly. - Sinplifies nulti-service depl oynents—addi ng

a new handl er produces a single new routable token.
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This integration of SRPC handl er nanming with SLIM s hierarchical
nam ng nodel ensures consistent, secure, and scal able routing
semantics for RPC traffic within agentic groups.
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