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Abst ract

Agentic Al systens require nessaging infrastructure that supports
real -tinme coll aboration, high-volume stream ng, and dynam c group
coordi nation across distributed networks. Traditional protocols like
AMQP, MJIT, and NATS address sone requirenents but fall short on
security, particularly regarding [ AMP] [MJITT] [ NATS] post-conprom se
protection and quantum safe encryption essential for autononous
agents handling sensitive data.

Thi s docunent anal yzes si x nessagi ng protocol s—AMQP, MJIT, NATS, AMP
over WebSockets, Kafka, and AGNTCY SLI M—across di nensions critica

for GenAl agent systens: stream ng performance, delivery guarantees,
security nodels, and operational conplexity. W exani ne how each
protocol s design decisions inmpact agentic Al deploynments, from

|'i ghtwei ght edge conputing scenarios to |large-scale nulti-

organi zati onal collaborati ons.

AGNTCY SLI M energes as a purpose-built solution, integrating Message
Layer Security (MS) [RFC9420] with gRPC [gRPC] over HITP/ 2 [ RFC7540]
to provide quantum safe end-to-end encryption, efficient streamng,
and QAut h-based aut hentication [RFC6749]. Unlike transport-|ayer
security approaches, SLIMs MS inplenentati on ensures secure

conmuni cati on even through untrusted internediaries while supporting
dynani ¢ group nenbership changes essential for collaborative Al
agents.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github. com agntcy/slimspec.
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1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Introduction

When designing a multi-agent systemfor generative Al, the messaging

| ayer becones a critical piece of infrastructure. GenAl agents—built
with frameworks |i ke LangGraph, AutoGen, or Ll anmalndex—often need to
collaborate in real tine, exchange high volunmes of streaning data
(e.g., token-by-token outputs), and coordinate conplex tasks such as
voting or consensus. NMoreover, security requirenents extend well
beyond basic TLS; in scenarios where agents share sensitive nodels or
partial conputations, post-conprom se security and robust end-to-end
encryption are essenti al

In practice, you" |l want a protocol that efficiently handl es one-to-
many or many-to-many conmuni cation, supports dynanic menbership (with
agents joining or leaving on the fly), and scales to accommodate a
“forest” of agents spread across gl obal networks. Some protocols
excel at ultra-lowlatency, high-throughput stream ng—critical for
conti nuous token streans or aggregated enbeddi ngs—while others
enphasi ze strong consistency and durability. Additionally, advanced
crypt ographi c features such as automatic key rotation and forward
secrecy are vital when conprom sed credentials nust not enable an
attacker to decrypt future comunications

Bel ow, we conpare six popul ar nessagi ng protocol s—AMP, MJIIT, NATS,
AMP over WebSockets, Kafka, and the emergi ng AGNTCY SLI M (Secure
Low Latency Interactive Messagi hg) —across di mensions that matter for
GenAl agent systens: stream ng performance, delivery guarantees,

fl exi bl e pub/sub patterns, agent coordination, security (including
end-to-end encryption and zero-trust support), and real -world
adopt i on.
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3. Protocol Analysis for Agentic Al Systens

The foll owi ng sections provide detail ed anal ysis of each messagi ng
protocol in the context of agentic Al requirenents.

3.1. Traditional Enterprise Messagi ng: AMQP

The Advanced Message Queui ng Protocol (AMQP), nost commonly

i mpl ement ed t hrough Rabbit M) represents the gold standard for
enterprise nessaging systens. AMJP' s strength lies inits
sophi sti cated nessage routing capabilities through exchanges, queues,
and routing keys, enabling conplex nessage flow patterns essenti al
for enterprise applications.

For agentic Al systems, AMXP offers several advantages. |Its support
for both at-1least-once and exactly-once delivery semantics
(particularly in AMQP 1.0) ensures reliable nmessage delivery between
Al agents, which is crucial when agents are coordinating critica
tasks or sharing expensive conputational results. The protocol’s
dur abl e queue support neans that agent nmessages can persi st across
systemrestarts, preventing | oss of inportant coordination data.

However, AMQJ s enterprise focus cones with trade-offs. The protoco
carries higher overhead due to its rich feature set, which may inpact
performance in high-frequency agent commruni cation scenari o0s.
Stream ng capabilities require extensions |ike RabbitM) Streans,
addi ng conplexity to depl oynents focused on real -tine agent

col | abor ati on.

Aut hentication in AMP relies on traditional enterprise nmechani sns

I'i ke SASL, LDAP, and Kerberos, which integrate well wth existing
corporate identity systens but may not align with nodern cloud-native
aut hentication patterns preferred in Al infrastructure.

3.2. 1oT-Optimzed Messaging: MJTT

Message Queuing Tel emetry Transport (MJIT) energed fromthe |oT world
with a focus on |ightweight, efficient comunication over constrained
networks. Its topic-based publish-subscribe nodel maps naturally to
many agent communi cati on patterns, where agents subscribe to topics
representing different types of events or data streans.

MJIIT's three Quality of Service levels (Q@S 0, 1, and 2) provide
flexibility in bal ancing performance versus reliability. For agentic
Al systens, QS O (at-npst-once) works well for frequent status
updates or non-critical notifications, while QS 2 (exactly-once)
ensures critical agent coordination nessages are delivered reliably.
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The protocol’s very | ow overhead nmakes it attractive for scenarios

i nvol ving | arge nunbers of |ightweight Al agents or edge conputing
depl oynents where bandwi dth is constrained. However, MJIT s |oT
heritage shows in its limtations for agentic Al use cases. Native
stream ng support requires broker extensions, and nessage-|eve
security typically relies entirely on transport-layer TLS rather than
end-to-end encryption.

MJTT' s authentication mechani sns, while sufficient for |0oT devices,
may not provide the sophisticated identity and access nmanagenent
features required for conplex nmulti-agent Al systens involving
different trust domains.

3.3. doud-Native Messaging: NATS

NATS represents a nodern approach to nmessagi ng desi gned for cloud-
native architectures. |Its |ightweight design and support for

mul ti pl e comuni cation patterns—publish-subscribe, request-reply, and
queue groups—nake it particularly well-suited for nicroservices-based
Al agent depl oynments.

The protocol’s core at-nost-once delivery semantics align well with
scenari os where Al agents can tol erate occasi onal nessage loss in
favor of high performance. For use cases requiring stronger
guar ant ees, NATS Jet Stream provi des at-1|east-once delivery and
stream ng capabilities, though this requires additiona
infrastructure conplexity.

NATS s optional broker architecture offers interesting depl oynent
flexibility for agentic Al systens. Wile nost depl oynents use a
broker for efficiency, the protocol can support peer-to-peer
communi cation, potentially enabling direct agent-to-agent

communi cation in specialized scenari os.

Aut hentication in NATS includes nodern options |ike JW tokens and
NKey cryptographic authentication, aligning better with cloud-native
security practices. However, like MJIT, NATS relies primarily on
transport-layer security rather than providing built-in end-to-end
nmessage encryption

3.4. Browser Integration: AMQP over WebSockets

AMP over WebSockets addresses a specific deploynment chall enge:
enabl i ng browser-based Al agents or user interfaces to participate in
AMQP- based agent coordination systenms. This approach tunnels
standard AMQP protocols through WbSocket connections, allow ng web
applications to overcone firewall restrictions and network topol ogy
limtations.
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For agentic Al systenms that include web-based conponents—such as
user-facing Al assistants that need to coordinate with backend Al
agents—this protocol variant provides a bridge between browser
environnments and enterprise nmessaging infrastructure. The WbSocket
Secure (WBS) transport ensures encrypted comuni cation from browser
to broker.

However, the additional protocol |layers (AMQP within WebSockets)

i ntroduce hi gher overhead conpared to native AMJP or other

I i ghtwei ght protocols. This nmakes AMQP over WebSockets primarily
suitabl e for scenarios where browser integration is essential rather
than for high-performance agent-to-agent comruni cation

3.5. Hi gh-Throughput Stream ng: Apache Kafka

Apache Kafka represents a fundanentally different approach to
messagi ng, based on distributed commit |ogs rather than traditiona
message queues. This architecture provides exceptional throughput
and built-in streanming capabilities that align well with certain
agentic Al use cases.

Kafka’s partition-based topic nodel enabl es nassive horizontal
scaling, naking it suitable for Al systens that need to process |arge
vol umes of training data, model updates, or inference results across
distributed agent networks. The platform s native stream ng
capabilities through Kafka Streans and KSQ. provide powerful tools
for real-tinme processing of agent-generated data.

The protocol’s built-in persistence across distributed clusters
ensures that agent comunication history is preserved and can be
repl ayed, which is valuable for Al systems that need to audit agent
deci sions or retrain nodels based on historical interactions.
Consumer groups enable nmultiple agents to process different
partitions of the sane topic concurrently, supporting parallel Al
wor kl oads

However, Kafka's strengths come with conplexity costs. The
requirenent for a distributed cluster infrastructure may be overkil
for sinpler agent coordination tasks. While Kafka provi des exactly-
once semantics through transactions, the default at-I|east-once
delivery nay require additional deduplication |logic in agent

i mpl ement ati ons.

Kaf ka’s security nodel, while conprehensive, relies primarily on
transport-layer encryption and broker-based access controls rather
than end-to-end nessage encryption, which may not neet the security
requirenents of Al systens handling sensitive nodel data or
proprietary al gorithns.
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3.6. Next-Generation Agent Messaging: SLIM

AGNTCY SLIM (Secure Low Latency Interactive Messaging) represents a
pur pose-built protocol for nodern agentic Al systens, designed to
address the specific security, performance, and coordi nation
requirenents that existing protocols cannot fully satisfy.

SLIMis intended as a transport |ayer for agent protocols |ike A2A
and MCP. It handl es secure routing, group nessaging, and end-to-end
encryption so protocol inplenentations can focus on agent semanti cs.
A registration-based nodel |ets agents becone reachabl e through the
SLI M networ k wi t hout exposing server ports, while only routing nodes
need to be publicly reachable. This sinplifies deploynent for agents
behi nd NATs and firewalls.

SLIM s foundation on gRPC over HTTP/2 and HTTP/ 3 provi des severa

i medi at e advantages for Al agent conmunication. The binary protoco
buffer wire format m nim zes serialization overhead while supporting
both binary and text data types essential for Al workloads. HITP/2's
mul ti pl exi ng capabilities allow a single connection to carry multiple
concurrent agent conversations, reducing connection overhead in
systens with many interacting agents.

SLIMis architected as a distributed systemwith a clear separation
of concerns:

* *Data plane*: Routes nessages across SLI M nodes using only
nmet adata for efficient forwardi ng and topol ogy managenent.

* *Session layer*: Provides reliable delivery, MS-based end-to-end
encryption, and secure group managenent (create, invite, join,
renove) .

* *Control plane*: Ochestrates routing nodes, configuration, and
adm ni strative operations.

Routing nodes run only the data pl ane, keeping infrastructure
i ghtwei ght, while |anguage bi ndi ngs include the data-plane client
plus the session layer for full security and reliability.

The protocol’'s quality of service nodel explicitly addresses the

di verse communi cation patterns found in agentic Al systens. Fire-
and- f orget nessagi ng supports high-frequency status updates and non-
critical notifications, while reliable exactly-once delivery ensures
critical coordination nessages and expensive conputational results
are never lost. This extends consistently across request-reply
patterns and streani ng comuni cati ons.
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Per haps nost significantly, SLIMs integration of Message Layer
Security (MS) provides quantum safe, end-to-end encryption
specifically designed for group comunications. Unlike transport-
| ayer security approaches used by other protocols, MS ensures that
nmessages renmi n secure even when transmtted through potentially
conprom sed internediaries—a critical requirenent for Al systens
operating across nultiple trust domains.

The protocol’s authentication nodel denobnstrates particul ar

i nnovation in addressing agentic Al security requirenments. By
transporting M.S credentials and cryptographic proofs wthin OAuth
bearer tokens over HTTP/ 2, SLIM achi eves several inportant
properties:

* *|Interoperability*: Leverages standard HTTP/2 and QAuth libraries,
reduci ng i npl ementation conplexity and inproving conpatibility
with existing infrastructure

* *Scalability*: Single persistent HTTP/ 2 connections efficiently
carry many M.S-secured nmessages between agents

*  *]mmedi ate revocation*: Mlicious or conpronm sed agents can be
i medi ately ejected by revoking their QAuth tokens wi thout
requiring conplex ratchet tree rebal anci ng operations

SLIM s nam ng systemis hierarchical and D D-inspired, for exanple:
organi zat i on/ namespace/ servi ce/ i nstance. This supports anycast
routing (to any avail able instance), unicast routing (to a specific
i nstance), and service discovery w thout hardcoded endpoints or
external registries. The structure maps cleanly to organizationa
boundaries and nulti-tenant depl oynments.

The protocol’s support for both broker-based and peer-to-peer
operation offers deploynment flexibility. While broker-based
operation provides efficiency for multi-party group conmunicati ons
typical in agent coordination scenarios, peer-to-peer capabilities
enabl e direct agent-to-agent conmuni cati on when appropriate. SLIM
exposes two session types that map to commopn agent patterns: point-
to-poi nt sessions for tool calls and group sessions for coordination
and broadcast.

SLI M provides mul ti-Ianguage bindings. Python and Go bindings are
avai l abl e today, with JavaScript/TypeScript, C#, and Kotlin in
progress, enabling heterogeneous agent systens to interoperate on the
same transport.
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3.7. Security Considerations for Agentic Al

Security requirenments for agentic Al systens extend well beyond the
capabilities provided by traditional nessaging protocols. The

aut ononous nature of Al agents, conbined with their access to
sensitive data and conputational resources, creates unique threat
nmodel s that nessaging infrastructure nust address.

*Post - Conprom se Security*: In traditional systems, credentia
conprom se typically requires i medi ate revocation and re-

aut hentication. However, Al agents nmamy operate for extended periods
with limted human oversight. SLIMs MS inplenentation provides
forward secrecy, ensuring that conprom se of current credentials
cannot decrypt past conmunications, and post-conproni se security,
guar anteei ng that future conmmunications remain secure even after
credential conprom se

*Quant um Saf e Cryptography*: As quantum conputi ng advances threaten
current cryptographic standards, Al systenms—which nay operate for
years with the same cryptographi c keys—need protection agai nst future
quantum attacks. SLIMs quantum safe M.S inpl enmentation provides

this protection, while traditional protocols rely on classica

crypt ographi ¢ assunptions that may becone vul nerabl e.

*Mul ti-Domain Operations*: Agentic Al systenms often span multiple
organi zational and security domains, with agents fromdifferent
organi zations col | aborating on shared tasks. Traditional protocols
typically assunme trust in nessaging infrastructure, but SLIMs end-
to-end encryption ensures secure comruni cati on even when nessages
transit through potentially untrusted intermediaries.

*Dynam ¢ Group Membership*: Al agent groups frequently change as
agents join collaborations, conplete tasks, or becone unavail abl e.
M.S' s efficient group key nanagenent handl es these nenbershi p changes
whi |l e maintaining security properties, unlike approaches that require
conpl ete cryptographi c context regeneration

3.8. Performance I nplications
The performance characteristics of nessaging protocols significantly
i npact the behavior and capabilities of agentic Al systens,

particularly as the nunber of agents and frequency of interactions
scal e.
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*Latency Sensitivity*: Many Al agent interactions are |atency-
sensitive, particularly in real-time decision-making scenarios or
when agents are coordinating tinme-critical tasks. SLIMs HITP/2
foundati on provi des header conpression and multiplexing that reduce
per - nessage overhead, while the binary protocol buffer encoding

m nim zes serialization costs.

*Thr oughput Requi renents*: Large-scale agentic Al systens nmay involve
thousands of agents generating substantial message volunes. Wile
protocols |ike Kafka excel at raw throughput, they may introduce

| atency through their |og-based architecture. SLIM bal ances

t hroughput and | atency through efficient connection reuse and
optional reliability |evels.

*Connection Efficiency*: Traditional protocols often require separate
connections for each communication pattern or security context.

SLIM s connection multiplexing allows a single HITP/2 connection to
handl e di verse communi cati on patterns between agents, reducing
resource consunption and connection establishment overhead.

*Stream ng Performance*: Al agents frequently exchange stream ng
dat a—such as token-by-token | anguage nodel outputs or real-tine
sensor data. SLIMs native gRPC stream ng support over HITP/2
provi des efficient bidirectional stream ng without the overhead of
connecti on- per-stream appr oaches.

3.9. Deploynment and Operational Considerations

The operational characteristics of nessaging protocols significantly
i mpact the total cost of ownership and operational conplexity of
agentic Al systens.

*Infrastructure Requirenments*: Traditional enterprise protocols |ike
AMP require dedi cated nessage broker infrastructure with high
availability and clustering capabilities. Kafka requires even nore
conplex distributed infrastructure. SLIMs optional broker
architecture all ows depl oynents to scale infrastructure conplexity
with system requirenents

*Monitoring and Cbservability*: Debugging distributed agentic Al
systens requires conprehensive visibility into agent comuni cati ons.
SLIM s foundation on standard HTTP/2 infrastructure enabl es use of
exi sting observability tools and practices, while proprietary
protocols may require specialized nmonitoring solutions.

*Integration with Coud Services*: Mdern Al deploynents increasingly

rely on cloud services for scalability and nanaged operati ons.
SLIMs HITP/ 2 foundation integrates naturally with cloud | oad
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bal ancers, APl gateways, and observability services, while
speci al i zed nessagi ng protocols may require additional integration
| ayers.

*Conpl i ance and Auditing*: Al systens in regulated industries require
conprehensive audit trails and conpliance capabilities. SLIMs
structured topic hierarchy and optional nessage persistence support
regul atory requirements, while the end-to-end encryption provides
compliance with data protection regul ations.

4. RPC in Agentic Protocols and Rel ationship to Messagi ng

Most agent-facing interfaces in use today — notably A2A and the Mde
Context Protocol (MCP) — are Renote Procedure Call (RPC) oriented.
They expose synchronous request/response semantics for too

i nvocation, resource listing, and capability execution. This section
clarifies how RPC rel ates to asynchronous nessagi ng and how the two
paradi gns i nteroperate in agentic systens.

4.1. RPC vs. Messagi ng: Synchronous vs. Asynchronous

* *RPC (A2A, MCP)*: Caller issues a request and bl ocks/awaits a
tinmely response. Senantics enphasize tightly scoped operations
(for exanple, “call tool X with paraneters Y’ ) wth bounded
| atency and explicit error contracts.

*  *Messagi ng (AMQP, MJIT, NATS, Kafka, SLIM*: Decoupl ed producers/
consuners conmuni cate via topics/subjects/queues. Delivery can be
one-to0-one, one-to-nmany, or many-to-many with | oose coupling,
buffering, and retries. Producers are not inherently bl ocked by
consuners

In practice, agentic applications need both: synchronous too
i nvocations for interactivity and asynchronous channels for stream ng
out put, progress, coordination, and fan-out/fan-in patterns.

4.2. \Wen Asynchronous Feel s Synchronous (Interactive Real - Ti ne)

Asynchronous transports can provide an interactive, “RPC-like”
experience when: - A request nessage includes a correlation ID and
reply-to destination. - The call ee publishes a response on the
indicated reply destination within a short SLA. - dient libraries

surface responses as futures/prom ses and rmanage tineouts/retries.
Thi s underpins instant messagi ng UX and maps well to agent Us where

a user triggers an action and expects pronpt, possibly stream ng,
results.
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4. 3.

*

4. 4.

Bri dging Patterns: RPC over Messaging and Stream ng RPC

*Request/ Reply over Pub/Sub*: Inplenment RPC by publishing a
command event and awaiting a correlated reply event (applies to
AMQP, NATS, MJTT, and SLIM topics).

*Streani ng RPC*: Use bidirectional streans (for exanple, gRPC over
SLIM HTTP/ 2/ 3) to deliver token streams, partial results, or
progress updates while retaining an RPC cal |l er experience.

*Sagas and CQRS*: For nulti-step workfl ows across agents,
coordi nate via asynchronous orchestration with idenpotency keys,
correl ation/causation |IDs, and conpensati ons.

*Backpressure and Flow Control *: Prefer stream ng transports
(HTTP/ 2/ 3, gRPC) or nessaging systens with flow control when
returning |arge/continuous results.

A2A and MCP i n Cont ext

*A2A Agent Cards*: Describe capabilities/endpoints conmonly

i nvoked via RPC-style calls (tool execution, configuration). They
benefit from messaging for discovery, eventing, and | ong-running
wor kf | ows.

*MCP*: Standardi zes RPC-like interactions (resources, tools,
pronpts). For nulti-party sessions, conmbine MCP RPC with a
messagi ng | ayer for broadcast, presence, and coordi nation

SLI M RPC ( SRPC)

SLI M al so supports a native RPC style via SRPC (Slim RPC), which

| ayers request/response semantics on top of SLIMSs interactive, real-
ti me nessaging. SRPC addresses practical RPC concerns in distributed
agent systens:

*

Correlation and reply routing for synchronous calls over an async
transport

| denpot ency keys and deduplication to make retries safe

Li ght wei ght synchroni zati on/ orderi ng guarantees for request/
response and strearm ng

Seam ess fit for A2A/ MCP-style tool calls while retaining SLIMSs
M.S security and mul tipl exi ng

Muscariello, et al. Expi res 28 August 2026 [ Page 12]



I nternet-Draft agnct y- messagi ng- eco February 2026

4.

4.

6

7

* Supports all four gRPC interaction patterns (unary, server
stream ng, client stream ng, bidirectional streaning)

See SRPC reference and exanples: SLIM RPC (SRPC) READVE
(https://github.conf agntcy/slim bl ob/ mai n/ dat a-
pl ane/ pyt hon/i nt egrati ons/ sl i nrpc/ READVE. nd) .

Advant ages of SLIM for A2A APIs

SLI M augnents existing A2A-style RPC with capabilities that are
difficult to achieve over plain request/response transports:

*  *Simul taneous fan-out RPC (scatter-gather)*: Invoke a single RPC
across many agents (by topic/group/labels) concurrently and
aggregate responses (first-success, quorum all-success) with
correlation |Ds.

*  *Goup addressing and dynam c nenbershi p*: Target M.S-secured
groups; add/renove agents wi thout reconfiguring endpoints.

* *Stream ng responses*: Return partial results or token streans
fromeach agent over a single multiplexed connection (gRPC over
HTTP/ 2/ 3) .

* *|denpotency and safe retries*: SRPC supports idenpotency keys and
deduplication, enabling robust retry wi thout duplicating effects.

*  *QoS, deadlines, and backpressure*: Apply delivery guarantees,
per-call timeouts, and flow control to avoid overload while
mai ntai ning interactivity.

* *End-to-end security and multi-tenant isolation*: M.S E2E
encrypti on and QAut h-based policy across both RPC and messagi ng
channel s.

* *Chservability and tracing*: Correl ation/causation |IDs and
standardi zed transport enable distributed tracing and per-agent
metrics.

These capabilities |l et A2A-style tool calls scale beyond one-to-one
i nteractions, enabling broadcast queries, coordinated nulti-agent
actions, and efficient collection of results in real tine.

Security Inplications
* *]dentity and Authorization*: Reuse QAuth tokens across RPC (gRPC)

and nessagi ng (SLI M channels as topics) for consistent policy
enf orcenent.
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* *End-to-End Security*: M.S-backed secure channels (SLIM so both
RPC and nessaging inherit end to end nessage encryption. ##
Gui dance: Wen to Choose What

* Use *RPC (A2A/MCP)* for |owlatency, point operations with
i medi at e feedback and wel | -defined error contracts.

* Use *Messagi ng* for broadcast/fan-out, decoupling, retries,
buffering, and nulti-party coordi nation

* Use *Stream ng RPC or RPC over Messaging* for interactive UX with
partial /continuous results or uncertain duration operations.

5. Conpari son

Table 1 provides a detail ed conparison of three popul ar nessagi ng
protocol s commonly considered for agent conmunication systens:

| Feature | AMP (e.g | MITT | NATS |
| | Rabbi t MQ | | |
[ bbb ey e ey e bbbl C e b
| *Protocol Type* | Message | Lightweight pub/ |Lightweight |
| | queuei ng | sub for IoT | messagi ng |
| | (queues/ | | (pub/sub, req/|
| | exchanges) | | reply, queue

| | | | groups) |
S S o e e e e oo oo R +
| *Transport* | TCP | TCP (optionally |TCP |
| | (optionally | TLS) | (optionally |
I | TLS) I | TLS) I
oo o - oo o - Fom e e e oo S +
| *Message Mbdel * | Queues, | Topic-based | Subj ects (pub/|
| | exchanges, | | sub), queue

| | routing keys | | gr oups,

| | | | request/reply |
o e oo o e oo o e e oo e e e oo - +
| *QS / Delivery*| At-least-once, | QS 0 (at-nost- |At-nost-once |
| | exactly-once | once), 1, 2 | (core), at- |
| | (AMQP 1.0) | (exactly-once) | | east - once |
| | | | with Jet Streani
oo e oo oo e oo o e e oo o e e - +
| *Stream ng* | Via | Not native | Native with |
| | extensions/ | (requires broker |JetStream |
| | plugins (e.g. | extensions) | |
I | RabbitMQ I I I
I | Streams) I I I
oo e oo o e o e e oo o e e - +
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| *Persi st ence*

| *Protocol
| Over head*

| *Br oker
| Requi r ed*

| *Tr anspor
| Security*

| *Message
| Security*
I

| *Real - Wor
| Usage*
|
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Yes (durable | Broker-dependent | Optional via |
queues) | | Jet St ream |
---------------- L T T Sy
Hi gher (rich | Very | ow | Very | ow |
feature set) | | |
---------------- T T T
Yes | Yes | Optional (but |

| | conmon)
---------------- L T T Sy
User/password, | Usernane/ | NKey, JWI, |
SASL (e.g., | password or | t oken, user/ |
LDAP, | custom tokens | password |
Ker ber os) | | |
---------------- T
TLS | TLS | TLS |
I I I
---------------- T Ty
Typi cal |y | Usually none at |None in core |
br oker - | evel | message |evel; | (TLS in |
or plugin- | rely on TLS |transit), |
based | | Jet Stream can |
encryption | | encrypt at |
| | rest |
---------------- T T T
Binary framing | Binary framng | Text - based |
| | prot ocol |
| | (core), binary|
| |clients |
| | avai | abl e |
---------------- T T T
Enterprise | 10T, nobile, | A oud-native |
messagi ng, | sensor networks |mcroservices,|
fi nanci al | | real -tine |
transactions, | | comuni cati ons|
RPC | | |
---------------- T T T
Very widely | Dominant in IoT | Gaining |
used via | ecosystens; |[traction in |
Rabbi t MQ (top | supported by | cl oud-native |
open- source | many device/ | (CNCF |
broker) in | broker vendors | project), used|
enterprises of | | by major tech |
all sizes | | conpani es |
---------------- T

Table 1
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Tabl e 2 extends the conparison to include additional protocols
rel evant to nodern agentic Al systens:

[} gl ety sy e e
| Feat ure | AMQP over | Kafka

| | WebSocket s|

| *Protocol Type* | AMQP | Di stributed
| |tunneled |commit | og,

| | t hrough | hi gh-

| | WVebSocket s| t hr oughput

| | | pub/ sub
S S N
| *Transport* | WebSocket s| TCP

| | over TLS |(optionally
I I | TLS)

Fom e S S
| *Message Mbdel * | Sane as | Topics with
| | AMQP | partitions,

| | (depends | consumer

| | on the | gr oups,

| | broker’s | offset-based
| | AMQP | consunption
I | model ) I
S S S
| *QS / Delivery*| Same as | At - | east -

| | AMQP | once

| | | def aul t;

| | | exact|y-once
| | | possi bl e vi a|
| | | transactions
I I I

o e TS R
| *Stream ng* | Sare as | Native | og-

| | AMQP i f | based

| | br oker | stream ng

| | supports | (Kafka

| | stream ng | Strearns,

| | | KSQL, etc.)

I I I

I I I
S S S
| *Persi st ence* | Sane as | Bui lt-in:

| | AMQP | messages

| | | persist on

| | | di sk across
| | | clusters
S S S

Muscariell o, et al.
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Secure | ow | at ency
i nteractive nessagi ng

gRPC (over
HTTP/ 2- HTTP/ 3)

Hi erarchi cal nanes
(org/ nanespace/ servi ce/
i nstance), point-to-
poi nt and group

sessi ons

Fi re&Forget unreliable
(at - nost - once),
unreliable and reliable
(exactly-once). This
extends to request/
reply and stream ng as
wel | .

Nati ve gRPC support via
HTTP/ 2/ 3 client
stream ng, server
streamng. Notice that
Server Sent Events
(SSE) with HTTP/ 1.1
cannot carry binary nor
conpressed dat a.

February 2026
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| *Protocol | Hi gher | Moder at e | Low. Wre format uses |
| Over head* | (AMP + | (custom | protocol buffer. |
| | WebSocket s| bi nary | Supports also binary |
| | handshake) | pr ot ocol , | (byte type in protobuf) |
I I | but I I
| | | optim zed | |
| | | for high | |
| | | t hr oughput) | |
o e TS R S +
| *Broker | Yes | Yes | Yes for efficient |
| Requi r ed* | | (distributed|] nmulti-party. P2P is |
| | | cl uster) | al so possi bl e. |
o a o S T o m e e e e e e e oo - +
| *Aut henti cati on*| Same as | SASL/ PLAIN, | Transports M.S |
| | AMQP | SASL/ SCRAM | credentials and proofs |
| | (broker- | Kerberos, | inside QAuth bearer |
| | based) | QAut h | tokens over HTTP/ 2. |
| | | | This gives you: |
| | | | I'nteroperability: |
| | | | Leverage standard |
| | | | HTTP/ 2 and QAuth |
| | | | libraries. |
| | | | Scalability: One |
| | | | persistent HTTP/2 |
| | | | connection carries nany |
| | | | M.S messages. |
| | | | I'nmredi ate revocati on: |
| | | | Ej ect bad actors by |
| | | | revoking their QAuth |
| | | | tokens—no need to
| | | | rebal ance the ratchet |
| | | | tree first. |
o e TS R S +
| *Transport | WBS | TLS | TLS |
| Security* | (WebSocket | | |
I | Secure) | I I
o a o S T o m e e e e e e e oo - +
| *Message | Sane as | TLS in- M.S (Quant um saf e,
| Security* | AMQP | flight Secure end-to-end, even
| | (depends | encryption, across insecure hops,

| on the | optional at-| post-conprom se

I I
| |
I I
I I I
| | broker’s |rest | security) |
| | encryption|encryption | [
| | at rest/ | (broker | |
| | in- | confi g) | |
| |[transit) | | |

| *Bi nary or Text*|Binary | Bi nary | Binary or Text |
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| RabbitMQ | event
| or simlar]|streamn ng

| | AMQP | prot ocol | |
| | frames | (comon | |
| | over | payl oads: | |
| | WebSocket s| Avro, JSON, | |
| | | Prot obuf) | |
o a o S Fom e e o - o e e e e e e e e oo s +
| *Use Cases* | Browser- | Hi gh- | Group nessaging, one- |
| | based apps|throughput | to-many, many-to-many, |
| | needi ng | dat a | d oud-native |
| | AMQP | pi pelines, | mcroservices, real- |
| | behi nd | stream ng | time communications, |
| |firewalls |analytics, | streamng |
I I | event I I
| | | sourci ng | |
o e TS R S +
| *Real -World | Less | Extremnely | New Entrant, |ow |
| Usage* | comon, | wi despread | |
| | mainly for|across | |
| | browser/ |industries; | |
| |[firewall |de facto | |
| | scenarios | standard for| |
| | usi ng | I arge-scal e | |
I I I
I I I

Table 2
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