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Abst r act

The Agent Directory Service (ADS) is a distributed directory service
designed to store netadata for Al agent applications. This metadata,
stored as directory records, enables the discovery of agent
applications with specific skills for solving various problenms. The
i npl ementation features distributed directories that interconnect
through a content-routing protocol
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1. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Introduction

Mul ti-Agent Systems (MAS) represent a new paradigmin distributed
comput i ng where software conponents |everage Large Language Mbdel s
(LLMs) to perform specialized tasks and sol ve conpl ex probl ens
through col | aborative intelligence. These systens conbine LLMs with
contextual know edge and tool-calling capabilities, often abstracted
t hrough Mbdel Context Protocol (MCP) servers, enabling dynanic

wor kfl ows that adapt based on stored state and environmental

condi tions.

The diversity and conplexity of MAS architectures present unique
chal | enges for discovery and conposition. As the ecosystem of Al
agent s expands, devel opers need efficient mechanisns to:

* *Djiscover conpatible agents* with specific skills and capabilities

* *Eval uate performance characteristics* including cost, |atency,
and resource requirenments
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*  *Compose mul ti-agent workflows* by |inking agents with
compl enentary capabilities

* *Verify clains* about agent performance and reliability
*  *Track versioning and dependenci es* between agent conponents

The Agent Directory Service (ADS) [ AGNTCY- ADS] addresses these

chal  enges by providing a distributed directory infrastructure
specifically designed for the agentic Al ecosystem Rather than
attenpting to fornally define MAS architectures, which would

constrain the creative conposition patterns energing in this rapidly
evolving fiel d—ADS focuses on providing flexible nmetadata storage and
di scovery mechani snms. A conpari son anong regi stries which can be
centralized or distributed is reported here [Al-Registry-Evol ution].

2.1. Core Capabilities
ADS enabl es several key capabilities for the agentic Al ecosystem

*Capabi lity-Based Di scovery*: Agents publish structured netadata
describing their functional abilities, costs, and perfornmance
characteristics. The systemorganizes this information using

hi erarchical skill taxonom es, enabling efficient matching of
capabilities to requirements.

*Verifiable Cains*: Wiile agent capabilities are often subjectively
eval uat ed, ADS provi des cryptographic mechanisns for data integrity
and provenance tracking. This allows users to nmake infornmed
deci si ons about agent selection while enabling reputation systens to
energe organically.

*Semanti ¢ Li nkage*: Conponents can be securely linked to create
various relationships |ike version histories for evolutionary
devel opnment, col |l aborative partnershi ps where conplenentary skills
sol ve conpl ex probl ens, and dependency chains for conposite agent
wor kf | ows.

*Distributed Architecture*: Built on proven distributed systens
principles, ADS uses content-addressing for global uniqueness and
i mpl ements distributed hash tables [DHT] for scal abl e content

di scovery across decentralized networks.
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2.2. Architectural Foundation

The system | everages the Open Agentic Schema Franmework (OASF) to
nodel agent information in a structured, extensible format. QOASF
enabl es rich queries such as "Wat agents can sol ve problem A?" or
"What conbi nation of skills and costs optim zes for task B?" This
schema-driven approach supports both objective nmetrics (token
consunption, GPU requirenents) and subjective eval uations (user
ratings, task conpletion quality)

Agent records are organi zed usi ng nodul ar extensions—reusabl e
conmponents |ike MCP server definitions, pronpt-based agents, and
eval uation netrics. This nodul ar approach facilitates composition
and reuse across different MAS architectures while maintaining
flexibility for innovative use cases.

The underlying storage |layer integrates with OCl (Open Contai ner
Initiative) [OCl.|nmage] standards, enabling interoperability with
exi sting container ecosystens and | everagi ng mature tooling for
content distribution and verification

Thi s docunent details the technical architecture of ADS, covering the
record storage |ayer, security nodel, distributed data discovery
mechani snms, and data distribution protocols between storage nodes.

3. Storage Architecture

ADS i npl ements a decentralized storage architecture built on OC
(Open Container Initiative) registries as the foundational object
storage layer. This design choice enables the systemto |everage
mat ure, standardi zed container registry infrastructure while

achi eving the speed, scalability, and security requirenents of a
di stributed agent directory.

3.1. Content-Addressed Storage

The storage architecture centers on globally unique Content
Identifiers (CID) that provide several critical properties for a
di stributed agent directory:

*Immutability*: Content identifiers are cryptographically derived
fromthe data they represent, ensuring that any nodification results
inadifferent identifier. This property is essential for

mai ntaining data integrity in agent records and enabling verifiable
cl ai ms about agent capabilities.
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*Deduplication*: ldentical content automatically receives the same
identifier across all nodes in the network, elimnating storage
redundancy and reduci ng bandw dth requirenents when the sanme agent
conponents are referenced by multiple systens.

*Verifiability*: Any node can independently verify that received
content matches its identifier, providing built-in protection against
data corruption or tanpering during transm ssion

*Location | ndependence*: Content can be retrieved fromany node that
possesses it, as the identifier serves as a universal pointer that
abstracts away physical storage |ocations.

OCl Integration

ADS | everages OCI (Open Container Initiative) specifications for
storing and distributing agent records as OCl artifacts, offering
several advantages:

1. Standards Conpli ance

By building on OCl specifications, ADS inherits conpatibility with
the extensive ecosystem of container registry tools, security
scanners, and nmanagenent platforns. This includes:

* *Aut hentication and authorizati on* mechani sms al ready depl oyed in
enterprise environments

* *Content signing and verification* through tools |ike Notary and
cosi gn

* *\Vulnerability scanning* capabilities that can be extended to
agent security assessnents

* *Content delivery networks* optimzed for OCl artifact
di stribution

Record Artifact Specification

ADS stores agent records as Record Artifacts followi ng the OCl | nmage
Mani f est Specification [OCl. Manifest] and adhering to the OCI
artifacts guidance [OCl.Artifact]. A Record Artifact is an AGNTCY
OASF Record packaged as an OCl artifact.

1. Manifest Structure

The nmani fest structure MJST include the followi ng properties:
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medi aType string

Thi s REQUI RED property MJST be application/
vnd. oci . i mage. mani f est. v1+j son

artifact Type string

Thi s REQUI RED property MJST be application/

vnd. agntcy. dir.record. vli+json. Future versions of the Record
Artifact Specification MAY define additional artifact types.
config descriptor

Thi s REQUI RED property MJST reference an enpty configuration with
medi a type application/vnd. oci.enpty.vl+json, indicating that no
addi tional configuration data is needed for Record Artifacts.

| ayers array of objects

Thi s REQUI RED property MJST contain one or nore | ayer descriptors
representi ng OASF Record conponents.

subj ect descri ptor

This OPTI ONAL property MAY reference another Record Artifact to
create |inkage between records for version histories.

Layer Structure

Each | ayer descriptor MJST include the followi ng properties:

*

medi aType string

Thi s REQUI RED property specifies the |ayer content type.
| mpl enent ati ons MUST support the follow ng nedia types:

- application/vnd. agntcy. oasf.types.{versi on}. Record+j son: The
first layer (index 0) MJST use this nmedia type and contains
base record data. This |layer MJST use the data field for
inline storage (base64-encoded) since the content is small,
frequently accessed, and unique to each record. Object
annot ati ons, schena_version and created_at are stored as part
of layer annotations.

- application/vnd. agntcy. oasf.types.{version}. Skill +json
Contains skill definition data. Object annotations, id and
nane are stored as part of |ayer annotations.
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- application/vnd. agntcy. oasf.types.{version}. Domai n+j son
Cont ai ns dormain definition data. bject annotations, id and
nane are stored as part of |ayer annotations.

- application/vnd. agntcy. oasf.types.{version}.Locator+json
Contains locator definition data referencing the |ocation where
the agent can be accessed or deployed. Object annotations,
type and url are stored as part of |ayer annotations and URL
fields.

- application/vnd. agntcy. oasf.types.{version}. Mdul e+j son
Contai ns nodul e definition data. bject annotations, id and
nane are stored as part of |ayer annotations.

Medi a types MUST map to application/
vnd. {schema_uri}.{version}.{type}+{encoding} format, where -
{schema_uri} corresponds to the OASF protobuf schena nanespace -
{version} corresponds to a specific OASF type version (e.qg.
vlal pha2) - {type} is the OASF type nanme (e.g. Record) -
{encodi ng} MJST be json

* urls array of strings
This OPTI ONAL property MAY contain URLsS pointing to externa
resources, particularly useful for Locator layers to specify
depl oynent targets.

* annotations string-string map

This OPTIONAL property contains arbitrary attributes.
I mpl enent ati ons SHOULD use the predefined annotation keys:

- agntcy.oasf.record/ schema_version: Schema version (for Record
| ayers)

- agntcy.oasf.record/created at: Creation tinestanp (for Record
| ayers)

- agntcy.oasf.locator/type: Locator type (for Locator |ayers)
- agntcy.oasf.skill/{id,nane}: Skill id/nane (for Skill |ayers)

- agntcy.oasf.domain/{id, nanme}: Donain id/ name (for Domain
| ayers)

- agntcy.oasf.nodul e/ {id, nanme}: Modul e id/ nane (for Mdule
| ayers)
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3.3.3. Example Record Artifacts

{
"schemaVersi on": 2,
"medi aType": "application/vnd. oci.inage. manifest.vl+json",
"artifact Type": "application/vnd.agntcy.dir.record.vl+json",
"config": {
"medi aType": "application/vnd. oci.enpty.vl+json",
"digest": "sha256:44136f a355b3678all46adl16f 7e8649e94f b4af c21f e77e8310c060f 61caaf f 8a
"size": 2
},
"l ayers": [
{
"medi aType": "application/vnd. agnt cy. oasf.types. vlal pha2. Record+json”,

"data": " <BASE64_ENCODED RECORD_DATA>",
"digest": "sha256: d5815835051dd97d800a03f 641ed8162877920e734d3d705b698912602b8c7

63",
"size": 216
"annotations": {
"agnt cy. oasf.record/ schema_version": "0.7.0",
"agntcy. oasf.record/created_at": "2026-01-06T00: 00: 00Z"
H
{
"medi aType": "application/vnd. agnt cy. oasf.types. vlal pha2. Skill +j son",
"digest": "sha256:44136f a355b3678al1146ad16f 7e8649e94f b4f c21f e77e8310c060f 61caaf f
8a",
"size": 2,
"annotations": {
"agntcy.oasf.skill/id": "10201",
"agntcy. oasf.skill/name": "Natural Language Processing/ Sentinment Analysis"
H
{
"medi aType": "application/vnd. agntcy. oasf.types. vlal pha2. Locat or +j son",
"digest": "sha256: 44136f a355b3678all46ad16f 7e8649e94f b4f c21f e77e8310c060f 61caaf f
8a",
"size": 2,
"urls": |
"https://ghcr.iolagntcy/agent:|atest",
"i pfs://bafybei bwzi f 37xyzabcdef g"
1,
"annotations": {
"agntcy. oasf.locator/type": "docker-image"
}
1
"subject": {
"medi aType": "application/vnd. oci.inage. manifest.vl+json",
"artifact Type": "application/vnd.agntcy.dir.record.vl+json",

"digest": "sha256: 7e346bc58473bc1d8a98776f a2a89a3e2a446b27f 0e8a33ad49c3d4f 28b6471d
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}

3.3. 4.

"size": 702

Record Reconstruction

Appli cations consum ng Record Artifacts MJST inplenent the follow ng
reconstruction al gorithm

1.

3. 4.

3. 4.

*Pull Manifest*: Retrieve the OCl inage nmanifest fromthe
registry using standard OCl Distribution APl operations

*Extract Base Record*: Parse the first layer (index 0) with nedia
type application/vnd. agntcy. oasf.types.{version}. Record+j son and
base64- decode the data field to obtain the base record JSON data

*Retrieve Conponent Layers*: For each subsequent |ayer (Skill,
Donei n, Locator, Module):

* Fetch the blob content fromthe registry using the layer’s
di gest

* Verify the bl ob’s SHA-256 di gest nmatches the descriptor’s
digest field

* Parse the JSON content according to the |ayer’s medi aType

* Merge the conponent data into the appropriate field of the
base record

* Merge descriptor annotations into the correspondi ng conmponent
met adat a

*Val i date Schema*: Validate the reconstructed record agai nst the
OASF schema version specified in the agntcy. oasf.record/
schena_versi on annot ati on

Application Integration

Open Agent Schenma Franmewor k ( QASF)

The Open Agent Schema Franework (OASF) [ AGNTCY- QASF] conpl enents
Record Artifact Specification by defining the actual data nodels for
agent-related information referenced in the OCl artifacts.

Muscariello & Polic Expi res 28 August 2026 [ Page 10]



I nternet-Draft agent-dir February 2026

3.4.2. Third-Party Applications

Third-party applications can build on top of the Record Artifact
Specification to create tools and services for managi ng,
distributing, and utilizing agent records. This can be acconplished
by | everagi ng existing OCl ecosystem conponents such as registries,
clients, and tooling, or by devel oping custom solutions that link to
Record Artifacts.

3.4.3. Runtinme Environnents

Runtine environnents that deploy and nmanage agents can | everage
Record Artifacts to obtain the necessary information for |aunching
and managi ng agent instances based on the definitions contained
within the artifacts. [Inplenmentations can provi de managenent of
process lifecycles, nonitoring, and other capabilities based on the
nmet adata defined in the records, or by linking records with runtine-
specific artifacts.

3.5. Artifact Oganization

Agent records are stored as OCl artifacts with a structured

organi zati on. Records MJST be addressed by digest for inmnutable
retrieval. Tags are nutable aliases and can be used as human-
readabl e pointers, but inplenentations MIJST NOT assune a tag resol ves
to nore than one manifest at a time. The exanpl es bel ow show di gest -
pi nned ref erences:

nul | _repo/records/

F—— skills/

——— natural _| anguage_processi ng/

~—— sentinent-anal ysis: bert-vli@ha256: abc123. .
~—— sentinent-anal ysis: roberta-vli@ha256: def 456. .
-—— sentinent-anal ysis:distilbert-vli@ha256: ghi 789..
—— text-classification:bert-v2@ha256: abc123..
——— enotion-detection: bert-vi@ha256: abcl123..
-—— images_conput er_vi sion/

~—— obj ect-detection:yol o-v2. 1@ha256: | kl 012. .
~—— object-detection:rcnn-v2. 1@ha256: mo345. .
——— scene-under st andi ng: yol o-vli@ha256: | kl 012. .
——— anal ytical _skills/

- —— mat hemati cal : vl. 5. 0@ha256: pqr 678. .
~—— eval uations/
F—— performance-netrics: | at est @ha256: st u901. .
L—— benchmark-resul ts: vl. 0. 0@ha256: viwx234. .
——— conpositions/
F—— security-anal yst:v3.0. 0@ha256: yza567. .
L—— research-assistant:v2. 2. 0@ha256: bcd890. .
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Thi s nami ng schene denonstrates that the same content identifier can
belong to nmultiple skills, reflecting the reality that many Al agents
are nmulti-capable. For exanple, the BERT-based agent

(sha256: abc123...) appears under nultiple skill categories:

nat ural _| anguage_pr ocessi ng/ senti nent - anal ysi s,

nat ural _| anguage_processi ng/text-classification, and

nat ural _| anguage_processi ng/ enoti on-detection, representing different
capabilities of the sane underlying agent inplementation. Sinmlarly,
the YOLO vision nodel (sha256:jkl012...) provides both object-
detection and scene-understandi ng capabilities under

i mages_conput er _vi si on.

Thi s cross-referencing approach allows agents to be discovered
through any of their supported capabilities while naintaining unique
addressability through content identifiers. Each skill category can
have its own versioning and netadata, enabling fine-grained

capabil ity managenent even when nultiple skills share the sane
under | ying inpl enentation.

Each artifact contains structured netadata foll ow ng OASF schenas,
enabling rich queries and capability matching across all variants
within a given category.

3.5.1. Milti-Registry Federation

The architecture supports federation across multiple registry
i nstances, enabling:

* *(Organi zational boundaries*: Different organizations can maintain
their own registries while participating in the global directory

* *Geographic distribution*: Content can be replicated to registries
cl oser to consumers, reducing |atency

* *Specialization*: Registries can focus on specific domains (e.g.,
medi cal Al agents, financial analysis tools)

* *Redundancy*: Critical agent records can be replicated across
multiple registries for availability

4. MAS Data Discovery

ADS i npl ements a two-|evel mapping systemthat enables efficient

di scovery of Milti-Agent System conmponents through a distributed hash
table [DHT] architecture. This approach separates capability-based
di scovery fromcontent |ocation, providing both scalability and
flexibility in agent retrieval
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4.1. Skill Taxonony

Ef fective agent discovery in nmulti-agent systens requires
sophi sticated organi zati on of capabilities and skills. ADS enploys a

hi erarchical skill taxonony that serves as the foundation for
efficient search and discovery operations across the distributed
net wor k.

4.1.1. The Challenge of Capability Search

Tradi ti onal keyword-based search approaches face significant
limtations when applied to agent discovery:

*Vocabul ary Fragnentation*: Different publishers may describe simlar
capabilities using varying term nology. For exanple, "sentinent

anal ysis," "opinion mning," and "enotional classification" my al
refer to simlar agent capabilities, leading to search results that
m ss rel evant agents due to terninol ogy m smatches.

*Scal e Conmplexity*: As the nunber of agents in the ecosystem grows,
exhaustive search across all records becones conputationally
prohibitive. Wthout structured organi zati on, every query
potentially requires examning every agent record, |eading to poor
performance characteristics

*Semantic Rel ati onshi ps*: Many agent capabilities have natura

hi erarchical relationships that flat keyword systens cannot capture.
An agent capabl e of "nanmed entity recognition" is inherently rel evant
to searches for broader "text analysis" capabilities, but keyword

mat chi ng al one cannot establish these connections.

4.1.2. Taxonony-Driven Search Optim zation

ADS addresses these chall enges through a structured hierarchica
taxonony that provides several critical optimzation benefits:

*Search Space Partitioning*: The taxonony enabl es efficient
partitioning of the search space. When processing a query for
"conmputer vision" capabilities, the systemcan i nmedi ately focus on
the rel evant taxonony branch, elimnating the need to exam ne agents
in unrelated categories |like natural |anguage processing or

mat hemat i cal reasoni ng.

*I ndex Structure Optim zation*: The hierarchical organization allows
the distributed hash table to create specialized indices for

di fferent taxonony branches. Rather than maintaining a single
massi ve i ndex, the DHT can distribute indexing responsibility across
nodes, with each node specializing in specific capability domains.
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*Query Semantic Expansion*: The taxonomy enables intelligent query
expansi on where searches automatically include semantically rel ated
subcategories. A search for "text analysis" can transparently
include results from"sentinment analysis," "entity extraction," and
"text classification" without requiring users to explicitly enunerate
all rel evant subcategori es.

*St andar di zed Vocabul ary*: By providi ng a canoni cal taxonony, ADS
reduces termnol ogy fragnentation. Publishers are encouraged to tag
their agents using standardized skill categories, inproving search
precision and recall across the ecosystem

4.2. Two-Level Mapping Architecture
The di scovery system operates through two distinct mapping | ayers:
4.3. Skill Taxonony for Search Optim zation

ADS enpl oys a hierarchical skill taxonomy to optin ze search
performance and enabl e efficient capability-based discovery.
Taxonom es provi de several critical advantages for agent discovery
systens:

*Sear ch Space Reduction*: Rather than performing exhaustive searches
across all agent records, taxononies allow the systemto quickly
narrow t he search space to rel evant categories. Wen a user queries
for "natural |anguage processing" capabilities, the system can
imediately identify the subset of agents tagged with NLP skills

wi t hout exami ni ng agents focused on conputer vision or nathenatical
reasoni ng.

*Hi erarchi cal Organization*: Skills are organized in a tree-like
structure *that reflects natural relationships between capabilities.
For exanpl e:

Nat ural Language Processing
-—— Text Analysis

F—— Sentiment Analysis
tff Named Entity Recognition

Text C assification
—— Language Generation
F—— Text Sunmarization
F—— Content Creation
L—— Transl ati on
——— Conversational Al
—— Di al ogue Managenent
F—— Intent Recognition
L —— Response Generation

Muscariello & Polic Expi res 28 August 2026 [ Page 14]



I nternet-Draft agent-dir February 2026

Thi s hierarchy enables both specific queries ("sentinment analysis
agents") and broader capability searches ("all natural |anguage
processi ng agents”) while maintaining efficient indexing structures.

*Query Expansion and Refinenent*: Taxonom es support autonmatic query
expansi on *where searches for parent categories can include rel evant
child categories. A *query for "text analysis" can autonmatically

i nclude agents tagged with *"sentiment analysis,”" "named entity
recognition,” and "text classification” *without requiring users to
know al | specific subcategori es.

*Semanti ¢ Consi stency*: Standardi zed taxonom es reduce anbiguity and
i mprove *search precision by providing consistent term nology across
the ecosystem This *prevents fragmentation where simlar
capabilities are described using different *ternms by different
publ i shers.

*Scal abl e | ndexi ng*: The hierarchical structure enables efficient

di stributed *indexi ng where different DHT nodes can specialize in
speci fic taxonomy *branches, distributing both storage |oad and query
processi ng across the *network.

4.4. Additional Taxonom es
Wiile skills formthe primary taxonony for capability-based
di scovery, ADS supports multiple parallel taxonom es to enable rich,
mul ti - di mensi onal agent classification and search
4.4.1. Donmi n Taxonony
The donmai n taxonony organi zes agents by their application domains,

representing the broader problem spaces or industries where agents
are designed to operate:
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Appl i cation Domai ns

~—— Net wor ki ng

——— Network Configuration
F—— Traffic Analysis

——— Protocol |nplenentation
-—— Security

——— Threat Detection

——— Vulnerability Assessnent
——— Access Control

-—— Sof tware Devel opnent

—— Code Generation

——— Testing Automation
——— Docunent ati on

——— Finance and Busi ness

~—— Risk Analysis

-—— Market Research

——— Process Autonation
——— Heal thcare

F—— Medical |maging
F—— dinical Decision Support
L—— Drug Discovery

Domai n classification enables users to discover agents that are
specifically tuned for their operational context, even if those
agents share simlar underlying skills with agents from other
domai ns.

4.4.2. Modul e Taxonony

The nodul e taxonony categorizes agents by the OASF nodul es they
implement, facilitating the discovery of agents conpatible with
specific systemarchitectures. Mdules are organized into the QASF
modul e categories (Core and Integration), and each nodul e captures a
structured integration surface or capability extension:

The Agent Spec nodul e aligns with the Open Agent Spec specification
[ O acl e- Agent Spec] .

Modul es
F—— Core
—— Language Mdel (‘I anguage_nodel ‘)
\ —— Eval uation (‘eval uation')
\ L—— Qbservability (‘observability*)
L—— lIntegration
F—— MCP (Model Context Protocol, ‘ntp')
F—— A2A (Agent-to-Agent Communication, ‘a2a')
—— Agent Spec (' agentspec')
L—— ACP (‘acp', deprecated)
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Modul e identifiers use the OASF nodul e name values. The acp nodul e
is deprecated in OASF; use a2a when possible.

4.4.3. Milti-D nmensional Search

The paral |l el taxonony system enabl es sophi sticated nul ti-di mensi ona
queries that combine criteria across different classification axes.
*Al'l searches must include at |least one skill criterion as the
mandat ory foundati on*, with domain and nodul e t axonom es provi di ng
additional filtering dinmensions:

* *Skill + Domain*: "Find natural |anguage processing agents
speci ali zed for healthcare applications"

* *Skill + Modul e*: "Discover computer vision agents that support
MCP integration”

* *Skill + Moddule + Domai n*: "Locate natural |anguage processing
agents with observability nodul es for manufacturing applications”
*Skills as Search Foundation*: The skills taxonomy serves as the
primary index structure in the DHT, naking skill-based criteria
mandatory for efficient query resolution. This design ensures that:

* *Query Performance*: All searches |everage the optimized skills-
to-Cl D mapping as the starting point, providing consistent
performance characteristics

* *Result Relevance*: Domain and nodule filters are applied to
skill-based result sets, ensuring functional capability remains
the core selection criterion

* *|Index Efficiency*: The DHT can optim ze storage and | ookup
patterns around the skills taxonony while supporting suppl enentary
filtering through donmai ns and nodul es

Domai n-only or nodul e-only queries are not supported, as they would
bypass the primary indexing structure and provide results that may
not have the functional capabilities required by the requesting
system

This multi-taxononi ¢ approach provides the flexibility to support

di verse use cases while maintaining efficient indexing and search
performance across all dinensions.
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The first | evel maps agent capabilities and skills to their
correspondi ng Content ldentifiers (CID):

Skills | ndex:

"natural _| anguage_processi ng" — ["sha256: abc123.

o ]
i

"anal ytical skills"

"mul ti _nodal "

Thi s mappi ng enabl es queries such as "find all
nat ural | anguage processing” to quickly resolve to a set of content

mages_conput er _vi si on"” — ["sha256: j kl 012.
— ["sha256: pgr678. .
— ["sha256: st u901.

.", "sha256: def 456. . .

.", "sha256: nmo345. .
", "sha256: abc123. ..
.", "sha256: vwx234. ..

agent s capabl e of

identifiers without needing to search through individual agent

records.

4.4.5. ClD-to-Peerl D

The second | evel maps Cont ent

Mappi ng

that store the correspondi ng agent records:

Content Location | ndex:
[ " 12D3KooVBhvxmvKvTYGIVXj nGBp7Ybr 9WoXkZvFnRt C4aBcDeFg",
" 12D3KooWKy Zr UwHz PgKv TYGIVX] nGBp7Ybr 9WoXkZvFnRt CogHi "]
"sha256:j kl 012..." — ["12D3KooWaBcDeFgXyZr WHzPgKvTYGIvXj nGBp7Ybr 9WoXkZvF",
" 12D3KooWGH JkLmNoPgRs TuVwiXy 2123456789AbCdEf Chl j KI MhO']

"sha256: abc123..." —

Thi s separation all

* *Enabl e dynam c

* *Support nultiple storage strategi es* for the sane content across

di fferent peers

Identifiers to the Peer | Ds of nodes

ows the systemto: - *Optinmize for capability
queries* without requiring know edge of data | ocations

content replication* as peer availability changes

4.5. DHT-Based Di scovery Process

The Distributed Hash Tabl e stores and mai ntai ns both mapping | ayers

across the network
ADS uses [ Kad- DHT]

[1i bp2p- kad- dht].

Muscariello & Polic

[DHT] for server and content discovery by using
the libp2p inplementation that constitutes the | PFS core DHT
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o a o +
| DHT Node |
| Content Index |
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N
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| Server Node A | | Server Node Bl | Server Node C
| Content X | | Content Y | | Content Z |
Fomm o - Fomm o - + o H------ Fomm o - + o H------ Fomm o - +

Content Replication
Fl ow:
1. Servers register content with DHT
2. DHT maintains content-to-server mappings
3. Servers query DHT to | ocate content
4. DHT returns |list of servers hosting content
5. Servers downl oad content from peers
4.5.1. Skill Registration
When agents are published to the network:

1. *Capability Extraction*: The system parses QOASF records to
extract skills, domains, and nodul es

2. *DHT Updates*: Skills-to-CID mappings are distributed across DHT
nodes usi ng consi stent hashing

3. *Location Registration*: Peer nodes register thenselves as
providers for specific Cl Ds

4.5.2. Discovery Query Resolution
Agent discovery follows a three-phase process:

1. *Capability Resolution*: Query "agents with skill X' resolves to
a list of relevant ClDs via DHT | ookup

2. *Location Resolution*: For each discovered CID, query DHT to find
peer nodes storing the content
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3. *Result Aggregation*: Conbine capability matches with | ocation
i nformati on to produce actionabl e discovery results

Di scovery Fl ow
Query: "natural | anguage_processi ng" AND "finance_and_banki ng"

Phase 1: Skills — ClDs

DHT[ "nat ur al _| anguage_processi ng"] — ["sha256:abc123...", "sha256: def456..."]
DHT[ "fi nance_and_banki ng"] — ["sha256:abc123...", "sha256:yza567..."]
Intersection — ["sha256:abc123..."]
d

Phase 2: CIDs — Peer |Ds
DHT[ "sha256: abc123..."] — ["12D3KooW..", "12D3KooX..."]
d

Resul t: Agent sha256:abcl123... available from peers 12D3KooW .. and 12D3KooX. .

4.5.3. Additional Tanonoxies

4.6. Content Distribution via OCl Protoco
Once discovery identifies the relevant CIDs and their hosting peers,
the actual agent records are retrieved using the OCl distribution
pr ot ocol

4.6.1. Peer-to-Peer Synchronization

The di scovered list of ClDs enables efficient content synchronization
[CCl.Distribution] between peers:

1. *Content Negotiation*: Requesting peer queries hosting peers for
avai | abl e agent records

2. *OCl Pull Operations*: Standard OCI registry pull commands
retrieve agent artifacts and netadata

3. *lncrenmental Sync*: Only mssing or updated content is
transferred, reduci ng bandw dth requirenents

4. *Verification*: Content integrity is verified through
crypt ographi ¢ hash validation during transfer

4.6.2. Distribution Strategies

The system supports multiple distribution patterns, each with
di stinct trade-offs and operational considerations:

*On- Demand Retrieval *: Records are pulled fromrenote peers only when
specifically requested, mnimzing | ocal storage requirenents.
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_Trade-offs_: Wiile this approach ninimzes storage costs and ensures
fresh content, it introduces several chall enges:

* *Query Latency*: Each request requires network round-trips to
| ocate and retrieve content, increasing response tines

*  *Network Cost*: Spurious or exploratory requests generate
unnecessary network traffic and computational overhead

*  *DoS Vul nerability*: The system becones susceptible to denial -of -
service attacks where nalicious actors can trigger expensive
content retrieval operations by flooding the network with requests
for non-existent or rarely-accessed agents

* *Scalability Limts*: Performance degrades as the network grows
due to increased query coordination overhead

*Proactive Caching*: Popular or frequently accessed agents are
automatically replicated to i nprove query response tines.

_Trade-offs_: This strategy offers significant scalability benefits
but requires sophisticated nmanagenent:

* *pPerformance Gains*: Dranmatic reduction in query latency for
popul ar content, enabling sub-second response tines

* *Scalability*: Can handl e high query volunes efficiently once
popul ar content is cached locally

* *Popul arity Measurenent*: Requires inplenenting netrics collection
and analysis to identify which agents warrant caching. This
i ncludes tracking query frequenci es, downl oad patterns, and usage
statistics across the network

* *Storage Requirenents*: Needs sufficient |ocal storage capacity to
mai ntai n cached copi es of popul ar records

* *Cache Managenent*: Mist inplement cache eviction policies,
freshness validation, and synchroni zati on nechani sns

*  *Adm nistrator Oversight*: Proactive caching policies nust be
configured and nmonitored by agent directory node adninistrators to
bal ance storage costs with perfornmance benefits

*Strategic Replication*: Critical agents can be replicated across

multiple peers to ensure high availability and reduce single points
of failure.
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_Trade-offs_: This approach addresses availability concerns but
i ntroduces subjective conplexity:

* *High Availability*: Ensures critical agents remain accessible
even during peer failures or network partitions

*  *Reduced Single Points of Failure*: Distributes risk across
mul tiple storage |ocations

* *Subjective Criticality*: The definition of "critical" or "useful"
agents varies significantly between users, organizations, and use
cases. \What constitutes strategic value for financial services
may be irrelevant for manufacturing applications

* *Administrative Burden*: Requires agent directory node
adm nistrators to nake strategic decisions about which agents
warrant replication, considering factors like:

- Organizational priorities and business requirenments
- Conpliance and regul atory consi derations

- Cost-benefit anal ysis of storage versus availability
- Comunity consensus on agent inportance

* *Resource Allocation*: Strategic replication consunes storage
resources that could otherw se be used for proactive caching of
popul ar cont ent

*Adm ni strative Managenent*: Both Proactive Caching and Strategic

Replication require active managenent by agent directory node

adm nistrators. Adm nistrators nust:

* Configure caching policies based on |ocal network characteristics
and storage capacity

* Mnitor popularity metrics and adjust caching strategies
accordingly

* Define strategic replication criteria aligned with organi zati ona
obj ectives

* Bal ance resource all ocation between different distribution
strategies

* | npl ement governance policies for content |ifecycle managenent
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This architecture provides a scal abl e foundation for MAS data
di scovery that can efficiently handle | arge networks of distributed
agents while maintaining low | atency for capability-based queries.

4.7. Agent Directory Record Exanples

The followi ng exanples illustrate the structure of OASF-conpli ant
agent records stored in the directory:

{
"content _id": "sha256:abcl23...",
"record": {
"name": "BERT Sentinent Analyzer",
"version": "1.0.0",
"schema_version": "0.2.0",
"description": "Miulti-capability NLP agent providing sentinment analysis, text classif

i cation, and enotion detection",
"skills": ["natural | anguage processing"],
"domai ns": ["finance_and_banki ng", "l egal and_conpliance"],
"modul es”: ["ncp", "observability"],
"capabilities": {
"threads": true,
"interrupt _support": fal se,
"cal | backs": true,

"stream ng": ["text", "json"]
}
}
"performance_netrics": {
"t okens_per_second": 1000,
"gpu_nenory_nb": 4096,
"l atency_p99_ns": 150,
"accuracy_score": 0.94
}
"eval uation_data": {
"overall _rating": 4.2,
"cost _per_million_tokens": 2.50
}

"1egistries": [
"registry. exanpl e. cont',
"hub. agents. org"

] i)

"l ast _updated": "2025-08-07T10: 30: 002"
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{
"content _id": "sha256:jkl012...",
"record": {
"nanme": "YOLO Vision Agent",
"version": "2.1.0",
"schenma_version": "0.2.0",
"description": "Conmputer vision agent for object detection and scene understandi ng",

"skills": ["images_conmputer_vision"],
"domains": ["transportation_logistics_nobility", "manufacturing_and_industrial operat
ions"],
"nmodul es": ["agentspec", "observability"],
"capabilities": {
"threads": false,
"interrupt_support": true,
"cal | backs": fal se,
"stream ng": ["imge", "json"]

}

erformance_metrics": {
"inference_fps": 30,
"gpu_menory_nb": 8192

"det ection_accuracy_map": 0.89,
"processing |atency ns": 33

}

}

val uation_data": {
"overall _rating": 4.7,
"cost _per_imge": 0.05

}

"registries": [

"vi sion. agents. coni',
"registry. exanpl e. cont
] i)
"l ast _updat ed": "2025-08-07T14:20: 002"
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{
"content _id": "sha256:pqr678...",

"record": {
"nane": "Mathematical Reasoning Agent",
"version": "1.5.0",
"schenma_version": "0.2.0",
"description": "Agent specialized in mathematical problem solving and anal ytical reas
oni ng",
"skills": ["analytical _skills", "natural _| anguage_processing"],
"domai ns": ["education", "finance_and_banking"],
"nmodul es": ["a2a", "evaluation"],
"capabilities": {
"threads": true,
"interrupt_support": true,
"cal | backs": true,
"stream ng": ["text", "latex"]

}

erformance_metrics": {
"probl enms_per_mnute": 12,
"cpu_cores": 4,
"menory_nb": 2048,
"accuracy_on_gsnBk": 0.87

}

}

val uation_data": {
"overal |l _rating": 4.5,
"cost _per_problent: 0.10

}

",egistries": [

"mat h. agent s. edu”,
"registry. exanpl e. cont
] i)

"l ast _updated": "2025-08-07T16: 45: 002"

These exanpl es denonstrate how the DHT i ndexi ng system extracts
skills and domai ns from agent records to populate the Skills-to-CID
mappi ngs, enabling efficient capability-based di scovery across the
di stributed network.

4.8. Security Model

The OCl-based architecture provides nmultiple |layers of security that
address the uni que chall enges of distributed agent directories:

4.8.1. Cryptographic Integrity

ADS | everages the OCl layer’'s built-in cryptographic nmechanisns to
ensure data integrity:
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*Aut omati ¢ Hash Conputation*: The OCl registry |layer automatically
comput es SHA- 256 hash digests for all stored artifacts. These
content identifiers are generated transparently during the push
operation, ensuring that every agent record has a cryptographically
verifiable fingerprint without additional overhead.

*Tanper Detection*: Content addressing ensures inmedi ate tanper
detection through cryptographi c hash verification. Any nodification
to an agent record—whether malicious or accidental —results in a

di fferent hash digest, nmmking unauthorized changes i medi ately
detectabl e during retrieval operations.

*End-to-End Verification*: Clients can independently verify that
recei ved content matches its advertised identifier, providing built-
in protection against data corruption during transm ssion or storage
wi thout trusting intermedi ate network conponents.

4.8.2. Content Provenance and Digital Signatures

ADS integrates with Sigstore, a security framework for OCl storage,
to provide conprehensive content provenance and authenticity
guar ant ees:

*Sigstore Integration*: The system | everages Sigstore’'s security
framework to provide verifiable proof of when and by whom agent
records were signed. This creates an imutable audit trail that
cannot be retroactively nodified, enabling forensic anal ysis of agent
depl oynent history.

*Keyl ess Signing*: Sigstore's keyl ess signing approach elimnates the
complexity and security risks associated with long-Ilived
crypt ographi ¢ keys:

* *]dentity-Based Authentication*: Uses Qpenl D Connect (O DO
[ Openl D. Auth] tokens fromtrusted identity providers (G tHub
CGoogl e, Mcrosoft) to authenticate publishers at signing tine

* *Short-Lived Certificates*: |ssues epheneral signing certificates
valid only for mnutes, reducing the wi ndow of potential key
conprom se

* *Automatic Key Rotation*: Elininates the need for nanual key
managenment, distribution, and rotation procedures

* *Scal able Trust*: Publishers don't need to maintain or distribute

public keys, making the system accessible to individual devel opers
and | arge organi zations alike
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*Transparency and Verification*: Al signatures are stored directly
in OCl storage al ongside the agent artifacts and public keys,
provi di ng:

* *PpPublic Auditability*: Anyone can verify the signing history of
agent records stored in accessible registries

* *Non- Repudi ati on*: Publishers cannot deny havi ng signed records
that are cryptographically linked to their identity

*  *Supply Chain Security*: Enables detection of conprom sed or
unaut hori zed agent publications

4.8.3. Trust Boundaries and |sol ation

*Organi zational |solation*: Separate registries maintain security
boundari es between different organi zations, allow ng each entity to
control their own agent ecosystemwhile still participating in the
br oader federated network.

*Content Verification*: Nodes can validate artifact integrity and
signature authenticity without trusting transport |ayers or

i ntermedi ate storage systens. This zero-trust approach ensures
security even when using untrusted storage infrastructure.

*Reput ati on Systems*: The cryptographic foundation enabl es the

devel opment of reputation systenms based on verifiable evidence rather
than subjective clains. Publishers with consistent signing practices
and high-quality agents can build nmeasurable trust over tine.

4.8.4. Threat Mtigation

The security nodel addresses several key threats to distributed agent
directories:

*Supply Chain Attacks*: Sigstore integration and transparency | ogs
make it difficult for attackers to inject malicious agents w thout
detection, as all publications are cryptographically signed and
publicly auditable.

*Data Integrity Attacks*: Autonatic hash verification prevents
tanmpering with agent records during storage or transm ssion, ensuring
users receive authentic content.

*ldentity Spoofing*: O DC- based keyl ess signing prevents attackers

frominpersonating legitinmte publishers w thout conprom sing their
identity provider credentials.
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*Availability Attacks*: The distributed nature of the system
combi ned with content replication across nultiple registries,
provi des resilience against denial-of-service attacks targeting
i ndi vi dual nodes.

4.8.5. Access Contro

* *Registry-level perm ssions* control who can publish and retrieve
agent records

* *Fine-grained policies* can restrict access to specific agent
categories or capability types

* *Audit trails* |leverage existing registry logging capabilities to
track access patterns

4.8.6. Trust Boundaries

* *(rgani zational isolation* through separate registries maintains
security boundari es

* *Content verification* allows nodes to validate artifact integrity
wi thout trusting transport |ayers

* *Reputation systens* can build on cryptographic proofs of past
agent performance

4.9. Performance Optim zations

The architecture incorporates several optimzations for the specific
requi renents of agent discovery:

4.9.1. Bandwidth Optim zation

* *|ncrenental updates* use OCl |ayer semantics to transmt only
changed portions of agent records

* *Content conpression* reduces storage and transm ssion costs for
| arge agent definitions

* *Selective replication* based on query patterns mnimzes
unnecessary data transfer

4.9.2. Scalability Architecture

The system scal es horizontally through several nechani sns:
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* *Registry sharding* distributes storage | oad across nultiple OCl
registry instances

* *]ndex partitioning* in the DHT allows query load to scale with
the nunber of participating nodes

* *Lazy | oading* defers retrieval of detailed agent specifications
until actually needed

This architecture provides a robust foundation for a decentralized
agent directory that can scale to support the grow ng ecosystem of Al
agents while nmaintaining the security and reliability requirenents of
production systens.

5. |1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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