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Abst r act

The docunent standardi zes an approach for publishing Al agents in the
Domai n Narme System (DNS) so that other agents can di scover them

Di scovery is then initiated based on one of three generic use cases,
in increasing computational and |latency cost: (1) the requestor knows
both the organi zati on and agent (2) the requestor knows the

organi zation that provides a capability, but not the specific agent
(3) the requestor knows the required capability, but not the

organi zation or agent. O these use cases only (1) and (2) are in
scope for this docunent, although (3) can be derived fromthis

speci fication.

DNS for Al Discovery (DNS-AID) is designed so that, once a client has
| earned an organi zation's agents, subsequent transactions can utilize
the first use case with the benefit of cacheabl e connectivity
information that is |earnable as an agentic skill. The nechanism
uses Service Binding (SVCB) records for connectivity information and
key neta data, a well known entry point using DNS-Based Service

Di scovery (DNS-SD) | abels into an organi zation’s agent index, and
optionally DNS Security Extensions (DNSSEC) and DNS-Based

Aut hentication of Named Entities (DANE) TLSA records for trust and
security. DNS-AID provides consuners of agent services with a direct
connection nethod for agentic workloads not mediated by a third
party. O gani zations can use the sane approach across public and
private networks networks, providing consistency and comon
operational nodels, including publishing agents that are hosted in
service provider domains.

Thi s docunent introduces no new resource record types, opcodes, or
response codes.

About Thi s Docunent

Mozl ey, et al. Expi res 28 Novenber 2026 [ Page 1]



I nternet-Draft DNS- Al D May 2026

This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://exanpl e. coml LATEST. Status information for this docunment may
be found at https://datatracker.ietf.org/doc/draft-nozleywllians-
dnsop- dnsai d/ .

Di scussion of this docunent takes place on the W5 Wrki ng G oup
mailing list (mailto: Ws@xanpl e.com), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 28 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. The requestor knows both the agent and its origin domain, and a
singl e DNS query provides connectivity information and key
met adata (see Section 3.1)

2. The requestor knows the domain but not which agent provides a
required capability, and an organization-|level index returns a
list of agents from which one is selected (see Section 3.2)

3. The requestor knows the required capability, but not the agent or
dommi n, or knows neither, in which case it nust rely on an
external directory or search service (see Section 3.3)

O the above di scovery use cases, (1) and (2) are addressed by this
docunent. The third use case can be derived from(2) based on a

wel | -known entry point to an organi zation's index of agents, such
that any organi zation could build a search service based on this
information. |In the event the capability is unknown, external search
is likely used anyway, which is treated like (3).

1.1. Design

DNS-AI D i s designed so that, once a client has | earned an

organi zation's agent capabilities, subsequent queries can use the
first use case. The intention is to provide a m ni mum DNS record
set, that is cacheable or even | earnable as an agentic skill, with
each organi zation able to control the advertisenment of its own
agents. This also provides consuners of agent services with a direct
connection nethod for agentic workloads not nediated by a third
party. Ogani zations can use the sane approach within interna

net wor ks, providi ng consistency across public and private networKks.
The nechani sm uses SVCB and DNS-SD to include connectivity and
metadata within a single DNS record, and optionally utilizes DANE
TLSA records to support efficiently establishing encrypted
communi cati on.

A depl oynent using the DNS-Al D approach uses the follow ng:

* Service Binding (SVCB) records [ RFC9460] for the agent endpoint
and pr ot ocol

* TLSA records [ RFC6698] MAY be used for the agent’s TLS identity

* The records SHOULD be DNSSEC-si gned [ RFC9364] for data origin
aut hentication and data integrity, if TLSA records are used they
MJST be signed

* DNS-Based Service Discovery (DNS-SD) [ RFC6763] MAY be used for
conmpatibility with existing service-discovery tooling
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* Several extensions - agent-to-zone control proofs, query-tine
policy signaling, and cross-domain search - are being explored in
parall el and are summarized under Section 5

We note in section Section 4 that there could be an option to fal
back to TXT records, but this is not optinmal given the utility and
efficiency of the SVCB record type for service discovery.

1.2. Det erm ni sm

DNS di scovery is determnistic and cacheabl e: a given query against a
gi ven zone returns the same SVCB and TLSA RRsets, signed and time-
bounded, until the publisher rotates them The downstream agent’s
deci sions over the discovered netadata are not determnistic.

I mpl enent ati ons and reviewers SHOULD treat DNS-AID as providing a
verifiable transport for agent netadata, not as a guarantee that an
agent will behave predictably given that netadata.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

agent A programthat exchanges structured nessages wth other
progranms (other agents, services, or human-facing applications),
typically over an HTTP transport.

agent record The SVCB record set published at an agent’s prinmary
owner name, together with any AliasMbde records that redirect to
it.

agent protocol The application-layer protocol an agent speaks once a
TLS connection has been established (for exanple, the Mde
Cont ext Protocol or Agent-to-Agent). Carried in the bap
SvcPar anKey, or in al pn when only one protocol is supported.

capability descriptor A machi ne-readabl e docunent describing the
operations, inputs, and outputs an agent exposes. The descriptor
itself is fetched out of band; DNS-AID carries its URI and a
SHA- 256 di gest of its canonical form

organi zation index The list of agents an organization chooses to
advertise as discoverable, published at _index. _agents. <domai n>.

primary owner The fully-qualified domain name at which an agent’s
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normati ve SVCB Servi ceMbde record is published.
3. Discovery Use Cases

This section of the docunent provides details of the three generic
use cases, including DNS record usage.

3.1. Known Agent

This section covers the use case where a requestor knows both the
agent and its origin donain.

A single SVCB record type query for agent-nane. exanple.comreturns |IP
addresses, transport, agent protocol, and capability netadata. A
TLSA record type query authenticates the TLS endpoi nt, although

i npl ementations may use other nmechanisns. This is the form
publ i shers SHOULD support and the formrequestors MJST try first.

The SVCB record of an agent can provide some or all of the foll ow ng:

* TargetNane -- The target of the SVCB record, which can be the same
as the agent dommin nane or different in the cases such as where a
service provider hosts an agent.

* ipv4dhint and ipv6hint -- TargetName | P addressing.

* alpn -- A unique protocol suite used by the target (e.g.
al pn=ntp, h2, h3) consisting of transport (e.g. h2, h3) and/or an
application-layer (agent) protocol (e.g. ncp or a2a) see
Section 3.1.1.

* bap -- An optional SvcParanKey for agent protocol (e.g. ntp, az2a).
Carrying the agent protocol as a separate paraneter |ets consuners
and policy engines match on agent protocol w thout parsing
transport protocols in alpn. Publishers MAY pl ace the agent
protocol directly in alpn. This is considered experinmental, see
Section 5.1.

* well-known -- The well-known URI path as as described in [ RFC3615]
e.g. /.well-known/agent-card.json

* cap -- Capability descriptor locator or inline identifier (e.g., a
URN or compact JSON Ref).

* cap-sha256 -- Capability base64url-encoded SHA-256 di gest of the
canoni cal capability descriptor
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* (Optional policy and real mparanmeters for nmulti-tenant or
compl i ance- scoped depl oynents, or operator and/or service-specific
met adata. The exact syntax and registry policy for these keys are
deferred to a future revision (see Section 5).

Qperators MAY publish the sane agent under an _agents. exanpl e. com
inventory leaf (for organizations that prefer a single containing
prefix for their agents) or under a canonical DNS-SD | abel (so off-
the-shelf DNS-SD clients can enunerate). In these cases SVCB

Al i asMbde MUST be used to point at the primary owner.

Exanpl es of these records are shown below in Figure 1 and their usage
in Figure 2:

# An agent naned agent-name with connectivity and capability information
agent - nane. exanpl e.com 3600 IN SVCB 1 . (

al pn="a2a"

port =443

i pv4hint=192.0.2.1

i pv6hi nt =2001: db8: : 1

wel | - known=agent - card. j son

cap=<capability descriptor |ocator>

)

# Agent agent-nane where the TargetNane is a hosted service
agent - nane. exanpl e. com 3600 IN SVCB 1 resource. service-provider.exanple (

)
Fi gure 1: SVCB Record Exampl es
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Fi gure 2: Discovery Exanple 1. Known Agent Discovery
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3.1.1. Agents Supporting Miltiple Protocols

This section details cases where the sanme agent m ght support

mul tiple agent and transport protocols. [RFC9460], Section 7.1
descri bes the use of al pn SvcParanKeys in this regard for agent
application-layer and transport protocols. Agents would process the
RRset, and coul d choose frommultiple SVCB records, selecting the
preferred protocol suite.

Each application-layer (agent) protocol MJST be a separate record in
an RRset e.g.

agent - nane. exanpl e.com I N SVCB . al pn=ntp, h2, h3
agent - nane. exanpl e. com I N SVCB . al pn=a2a, h2, h3

Mul tiple protocols MIUST NOT be used in the al pn value as the
SvcPar anKey MUST uniquely identify a protocol suite:

agent - nare. exanpl e. com I N SVCB . al pn=ntp, a2a, h2, h3 # MJST NOT be used

See [ RFC9460], Section 7.1 for further details. Exanples of records
to support nultiple protocols are shown below in Figure 3.

# An agent supporting multiple protocols

# Each record in an RRset is used a single application-layer (agent) protoco
agent - nane. exanpl e. com I N SVCB . al pn=ntp, h2, h3

agent - nane. exanpl e. com I N SVCB . al pn=a2a, h2

# Target Name can be different to support to support service providers
# or different endpoints
agent - nane. exanpl e.com 3600 IN SVCB 1 resource. servi ce-provider. exanple (
al pn=ntp, h2, h3
wel | - known=/. wel | - known/ agent - card. j son
)
agent - nane. exanpl e. com 3600 I N SVCB 1 agent - nane- a2a. exanpl e. com (
al pn=a2a, h2
wel | - known=/ not - wel | - known/ ot her - card. j son

)

# It would be possible to use DNS-SD | abel s, although this is redundant
# as the protocol is in the alpn, but organizations mght use this for
# conpatibility with existing service-discovery tooling, or for
# filtering and security purposes
agent - nane. exanpl e. com 3600 IN SVCB 1 _a2a. agent - name. exanpl e. com (

al pn=a2a, h2
)

Figure 3: SVCB Records for Multi-Protocol Support
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3.2. Known Organization

This section covers the use case where a the requestor knows the
organi zati onal domain, but not which agent provides a required
capability.

An SVCB record type query for _index._agents.exanple.comreturns a
pointer to an organi zation-specific registry of all agents. The
requestor uses the data returned to sel ect an agent and cache the
sel ection so that the process in Section 3.1 can be used for
subsequent interaction. The data provided at
_index._agents.{domain}, protocols and schemas are out of scope for
DNS- Al D

The Tar get Name MJST be used and MUST not contain underscores as used
in DNS-SD | abel s, as public x.509 certificates will be used in
conmuni cations with the index. Follow ng the

_index. _agents. exanpl e.com SVCB record query, agents will use the
Target Name for any TLSA record query.

The | abel s _index._agents have been chosen as DNS-SD | abels with the
intent of registering themwith ANA as it is not possible to
regi ster a generic name such as agent-i ndex.

Exanpl es of these records are shown below in Figure 4:

# Organi zational agent index at a well-known nane
_index. _agents. exanple.com 3600 IN SVCB 1 agent-i ndex. exanpl e.com (

)

# Organi zational agent index at a well-known nane using a hosted service
_index._agents. exanpl e.com 3600 IN SVCB 1 resource. service-provider.exanple (

)

Fi gure 4: Organizational |ndex Record Exanpl es

Al Agent Client:
- trusts the exanpl e.com organization
- wants to discover avail able agents and services for a capability
- queries _index._agents.exanple.com (well-known entry point)

Agent Resol ver Aut horitative Agent or
Cache DNS Gat eway

| | | |
| 1. SVCB Query | | |
| _index. _agents | | |
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agent details e.g.
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10. Query for target
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I

I

| 10. Iterative queries
| retrieve SVCB RRset
I
I
I
I

11. Response to agent
as in step 3.

12. Cert. validation
as in steps 3. to 7.

13. Agent communi cation
begi ns using service
bi ndi ng paraneters

Figure 5: Discovery Status 2: |ndex-Based Discovery with Service
Sel ecti on

3.3. Known Capability

This section covers the use case where the requestor knows the
required capability, but not the organization or agent.

This is a _search_ based process and is out of the scope for DNS-AID.
Directory services that aggregate records across organi zati ons coul d
be derived from Section 3.2 by querying _index._agents. {domai n} and
using that data for a search service

4, Use of TXT Records as a Fall back From SVCB Records

TXT records could be used as a fallback for a | ack of SVCB record
support, likely by authoritative DNS nanagenent portals and services,
as DNS server software has w despread support for this record type

I nstead of using SVCB SvcParanKeys and val ues these coul d added to
TXT record RDATA. This is not considered desirable as SVCB records
are specifically design for service discovery, see [ RFC9460]. One
notabl e difference in using TXT records would be the lack of a
Target Name that could be different fromthe domain name, allow ng
organi zations to host services within a different domain, such as a
service provider.
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5

5.

5.

Future Wrk and Experinmental Mechani sns

This section collects nechani sns that have been prototyped agai nst
the DNS-AID record set but that are not yet ready for normative
specification in this docunent. |nplenentations MAY experinment with
them future revisions or separate docunents are expected to
standardi ze the ones that prove out. The headings bel ow replace the
briefer "Future Wrk & Unaddressed Portions" section in earlier

revi sions and consolidate the open questions raised there.

1. Bulk Agent Protoco

The bap paraneter may be used experinmentally to signal which version
of agentic protocol to use, e.g. ncp=1.0, a2a=1.1. Pending hackat hon
attenpts if it is a useful signal to include for efficient

communi cations or additional noise / RDATA bl oat.

2. Domain Control Validation

DNS- Al D anti ci pates that agents and directories will sonetimes need
to prove that the publisher of an agent record controls the DNS zone
in which it is published. The procedure in
[I-D.draft-ietf-dnsop-domain-verification-techniques] is one

candi date nmechani sm the challenger issues a short-lived token that
the clai mant publishes at _agents-chall enge.{domai n} as TXT, and the
chal  enger reads it back over a DNSSEC-validated path. A binding
paraneter such as bnd-reg=svc: <agent >@i ssuer> can scope a token to a
specific agent | eaf and issuer to prevent cross-challenger reuse.

A representative TXT record body and ABNF:

chal | enge = token-attr 1*(SP attr)

token-attr = "token=" 1*VCHAR

attr = domain-attr / bnd-attr / expiry-attr
domai n-attr = "domai n=" 1*VCHAR

bnd-attr = "bnd-reqg=svc:" 1*VCHAR "@ 1*VCHAR

expiry-attr "expiry=" date-tine ; RFC 3339
_agents-chal | enge. acne. exanple. 60 I N TXT (
"t oken=gj dgocf k4vhi q2bn" "domai n=acne. exanpl e"

"bnd-reg=svc: api @cne. exanpl e" "expiry=2026-05-13T23: 00: 002" )

Open questions that should be answered before this is nade nornative:
how a verifier scopes the nunber of records consulted for one
verification, how expiry semantics interact with DNSSEC validity

wi ndows, and whether DCV results should be cached past their expiry.
Consideration will also need to be given to the risk of this being
used as an attack vector.
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5.3. SVCB I ndicating TLSA Support

An SvcParanKey in the agent SVCB record could be used to indicate
TLSA support for the agent. As the SVCB query is the first one
queried this mght inprove efficiency. Al though the discovering
agent may sinply send both an SVCB and TLSA query si mul taneously and
i nfer support fromthe query responses, indicating the presence of a
TLSA record woul d be nore determnistic.

5.4. EDNS(0) Discovery Hints

A separate experinental mechanismallows a requestor to attach
selector and netering hints to a DNS-AI D query as an EDNS(0) option

[ RFC6891]. Substrate selectors (realm transport, jurisdiction,
mninmumtrust level) can influence the returned RRset and participate
in cache keys; netering hints (intent class, freshness budget,

parall elisn) are advisory and do not fragnent caches. A reference

i npl ementation and wire format are tracked in dns-aid-core (see

docs/ experi ment al / edns-signaling. nd and the acconpanyi ng ABNF). No

I ANA option-code reservation is requested in this revision; the
option uses the private-use code range.

5.5. Consolidated Registry and Cross-Donmain Search

DNSAI D- 01 | eft open how a consolidated registry would operate --
whet her it woul d scrape DNS-AID records published by individua
organi zations, or require attestation and verification from each
publisher. The same question covers cross-donmain _search_, i.e.

| ocating agents whose origin domain the requestor does not know.
Thi s docunent treats both as upper-|layer work; see

[1-D. draft-narajal a-courtney-ansv2] for one conpl enentary proposal

5.6. Operator and Service Metadata SvcParanKeys

The policy and real m SvcParanKeys are reserved for operator-
controll ed and service-controll ed netadata that does not affect basic
di scovery: nulti-tenant scoping, jurisdictional and conpliance hints,
and commrerci al signaling such as cost-per-unit-of-input, unit-of-
input definitions, billing tiers, or rate-limt hints. The exact
syntax of these payloads, the registry policy for any sub-keys that
energe, and the interaction between these paraneters and the trust
profile described in the Security Considerations section are open
questions. |Inplenentations are encouraged to experinment with
concrete payloads in the private-use space and to report back so that
a future revision can specify a common subset.
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5.7. Connection Extensions as SvcParanKeys

Usi ng connect-cl ass and connect-mneta provides a mechanismto signa
whi ch transport nodels to use, and with which pieces of netadata.
Class may indicate fields |like _direct_[RFC9460] for hostnanme+port
semantics and lattice_ for integration with a vendor tools and
services. Test inplenmentations can use the Private Use paraneter
range and be moved to registered SvcParanKeys if they have wi de
spread applicability.

5.8. Zero Trust Extension SvcParanKeys

Adding a capability like enroll-uri may be relevant for nediated
zero-trust overlay connections where a caller/service nmust first
compl ete enrol |l ment/authentication prior to invocation of any skills.
This can be added via an SvcPar anKey.

5.9. JSON Encoded Organi zation | ndex

The TXT record-based formof _index._agents.{donmai n} may be suitable
for small organizations and coul d be machi ne-parseable. A JSO\-

bodi ed variant, anong ot hers, has been di scussed for |arger

i nventories where TXT record chunking and nmulti-record assenbly
becomes conpl ex and nore subject to error. The encoding, signing,
and validity-w ndow rules for such a variant are open questions
deferred to a future revision. It is anticipated that other
standards wi || address organi zati onal agent registries and the
protocols to access them.

6. Security Considerations

Thi s section discusses the security properties of DNS-AID itself; the
security of the agent protocols in agent-to-agent comunication is
out of scope. The threat nodels in [ RFC4033] (DNSSEC), [ RFC9460],
Section 10 (SVCB), and [ RFC6698] (DANE) apply unchanged.

6.1. Authenticity, Integrity, and Trust

DNS- AID i nherits authenticity from DNSSEC. a consuner that follows a
val idated chain of trust to a signed SVCB and TLSA record set has
crypt ographi ¢ evidence that those records were placed by an entity
controlling the zone in which they were signed. DNS-AID does not,
and cannot, assert that the agent reached through those records
behaves benevol ently. Authentic records may point at a nalicious or
comprom sed agent, and the capability descriptor referenced by the
wel | -known paraneter may itself contain instructions hostile to a
consuner that interprets it (e.g. pronpt-injection attacks agai nst

| anguage- nodel agents). Consuners MJST treat the records published
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in DNS-AID as a verifiable transport for netadata, not as a trust
signal in their own right; trust judgnents MJST be made out of band
by conmbining DNS-AID records with reputation, attestation, or

organi zational policy systens.

The cap-sha256 SvcParanKey provides integrity for the capability
descriptor: a consuner that fetches the descriptor fromthe URI
carried in well-known and finds that its SHA-256 di gest does not

mat ch the value in cap-sha256 MJST refuse to use it. cap-sha256 is an
integrity check, not a trust signal

6.2. TLS Endpoint Authentication

DNS- Al D consuners SHOULD aut henticate the TLS endpoi nt adverti sed by
an SVCB record using DANE TLSA records [RFC6698] [RFC7671] at the
conventional _443. tcp.<owner> nane. Three operational postures are
conmon:

perm ssive (default for general-internet consuners) TLSA is queri ed;
if a matching record is present and matches the presented
certificate, the connection is pinned to it. |If no TLSA record is
present, the consumer falls back to WebPKI validation

preferred As perm ssive, but the absence of a TLSA record is noted
in the consuner’s audit |og.

strict A connection is refused unless a TLSA record is present and
mat ches.

Thi s docunent does not mandate any one posture. Strict-by-default is
not appropriate for the general Internet today given current DANE
adoption; perm ssive-with-fallback matches the inplenmentation
experience of [ DNS-Al D- CORE]

6.3. Downgrade Resistance

A publisher that requires a consumer to honor a particul ar
SvcParankKey SHOULD list that key in the SVCB mandat ory= parameter per
[ RFC9460], Section 8. A consuner that does not inplement a key
listed in mandatory= MJST skip the record. This prevents an attacker
on the path from substituting an ol der subset of paraneters without
breaki ng discovery for old consuners.
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6.4. DNSSEC Dependency and Operational Pitfalls

DNS- Al D i s depl oyabl e wi thout DNSSEC, but the authenticity guarantees
it offers depend on a validated path fromthe root to the zone of
interest. Consumers SHOULD val i date DNSSEC and SHOULD refuse to act
on bogus or unverifiable records. Zone operators SHOULD foll ow the
operational guidance in [RFC6781] and SHOULD avoi d signing algorithns
or key sizes that resolvers in the target ecosystemare likely to

i gnor e.

The nmandat ory= nmechani sm and DNSSEC val i dation interact: an unsigned
record substituted in transit may cause a consuner to fall back to a
| ess safe code path. Consumers MJST NOT rel ax DNSSEC val i dation
requi renents based on the apparent absence of nandatory= keys.

6.5. Threat-Mdel Cross-References

The threat catal ogs nmaintai ned by the OMSP Milti-Agentic System
Threat Model i ng work [ OMSP- MAESTRO] cover nany agent-I|ayer concerns
that DNS- Al D does not address directly. The substrate-level threats
that DNS- Al D does address (transport-identity spoofing, capability
poi soni ng, downgrade) map roughly onto MAESTRO threats T47 / T7.1 /
T9 (rogue server, agent inpersonation), BV-2 (tool-description

poi soning), and T7.6 (transport fallback downgrade). DNS-AID does
not address workl oad-1evel MAESTRO threats; consumers SHOULD treat
DNS- Al D as one | ayer in defense in depth.

6.6. Privacy Considerations

The nanes queried during DNS-AID discovery are visible to recursive
resolvers and to any on-path observer of unencrypted DNS traffic.
Consuners SHOULD use DNS over TLS [RFC7858] or DNS over HTTPS

[ RFC8484] where available. EDNS dient Subnet [RFC7/871] SHOULD NOT
be sent on DNS-AID queries that woul d discl ose user-identifying agent
nanes; operators SHOULD set ECS scope to zero where DNS-AID is the
only consuner of a zone.

7. | ANA Consi der ati ons

Thi s docunent requests several | ANA registrations to support DNS-AID.
Fi nal selection of code points, nanes, and regi stration policies
depends on the outcome of working-group di scussion and | ESG revi ew.
The tenpl ates bel ow foll ow the conventions used by [ RFC9460] (SVCB),
[ RFC8552] (underscored DNS node nanes), and [ RFC7301] (ALPN).
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7.1. DNS Service Paraneter Keys

IANA is requested to register the following entries in the "Service
Par anet er Keys (SvcParanKeys)" registry established by [ RFC9460],
Section 14.3.2. The nuneric SvcParanKey val ues are deferred to | ANA
assi gnnent; the nanes below are the strings carried in zonefile
presentation form per [RFC9460], Section 2.1

[} g ——— e —_—(————————————————————————(————————— Ll —p—p—(———r
| SvcParanKey | Meaning | Reference

[ el sl Ll
| cap | capability descriptor |ocator or | this |
| | inline identifier (e.g., a URN or | docunent |
| | compact JSON Ref) | |
S oo e m e e e e e e e e e e e e e e e e e ma o - R +
| cap-sha256 | capability base64url-encoded SHA-256 | this |
| | digest of the canonical capability | document |
| | descriptor | |
R o m m e e e e e e e e e e e me— oo - R +
| policy | URI of an associated policy bundle | this |
| | | document |
S oo mm e e e e e e e e e e e e e e m e e m i m— oo oo S +
| realm | opaque token for multi-tenant scoping | this |
| | or authz real mselection during | docurnent

| | protocol bootstrapping | |
o m e e e oo - o e e e e e e e e e e e e e e e e e e e e e e o N +
| well-known | Well-Known Uniform Resource | this |
| | ldentifiers [ RFC8615] where the .well- | docunent

| | known can be assuned, so the val ue of | |
| | this key could be agent-card.json | |
R o m m e e e e e e e e e e e me— oo - R +
| bap | Bul k agent protocols supported at this | this |
| | endpoi nt | document
S oo mm e e e e e e e e e e e e e e m e e m i m— oo oo S +

Table 1

For each entry, the change controller is "IETF" and the status is
"permanent”. The intended registration policy is Standards Action
per [ RFC9460], Section 14.3.2. The syntactic format for each val ue
is described inline with the paraneter in the Introduction; a
separate Custom zation section nmay be added in a future revision once
val ues stabili ze.
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7

7

8.

2. Underscored DNS Node Names

IANA is requested to register the following entries in the
"Underscored and d obally Scoped DNS Node Nanes" registry established
by [ RFC8552], Section 4.

| RR Type | _NODE NAME | Reference |
[ ety Cppp—p—p————————————(—_— e p—p—_— L
| SVCB | _agents | this docunent |
S TRy S B . +
| SVCB | _index | this docunent |
T T Fom e meemeeieeeeeceieemeaacaaas +
| TXT | _agents-challenge | this docunent (experinmental; |
| | | see Section 5.2) |
R o e e e e oo o e e e e e e e e e +
Tabl e 2

The _agents-challenge registration is requested but tied to an
experinental mechani sm (see Section 5.2); a future revision is
expected to confirmor relinquish it.

3. Application-Layer Protocol Negotiation (ALPN) Protocol IDs

I f publishers choose to advertise agent protocols directly in the
al pn SvcParanKey (an option permtted when only one protocol suite is
supported), IANA is requested to register the following entries in
the "TLS Application-Layer Protocol Negotiation (ALPN) Protocol |Ds"
registry per [RFC7301]:

| Protocol | I'dentification Sequence | Reference |
[ ey sy s U
| Mbdel Context Protocol | ntp | this Docunent

e e e e e oo o m e e e e i oo o +
| Agent-to- Agent | a2a | this Document |
o m e e e e e e e aao o o e e e e e e e e aao- Fom e e e oo - +

Table 3

The exact spelling of each identifier is to be confirned with the

mai ntai ners of the respective protocols; the entries above are

pl acehol ders. ALPN registration policy is Specification Required per
[ RFC7301] .
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