dnsop J. Mozl ey

I nternet-Draft N. WIIlians
I nt ended status: Standards Track I nf obl ox, Inc.
Expires: 19 April 2026 B. Sarikaya
Unaffiliated

R Schot t

Deut sche Tel ecom
16 Cctober 2025

Br okered Agent Network for DNS Al Di scovery
draft-nozl eyw | | i ans- dnsop- bandai d- 00

Abstract

The energing field of agent-to-agent protocol standards introduces
new requirenents in order to facilitate discovery, trust signaling,
session negotiation and comuni cation. This docunent specifies a

met hod for utilizing the Domain Name System (DNS) to facilitate

scal abl e and interoperabl e di scovery between Al agents. The proposed
mechanism referred to as _Brokered Agent Network for DNS Al

Di scovery (BANDAI D), defines a structured DNS nanespace and record
usage nodel to support netadata exchange and capability

adverti sement.

BANDAI D i ntroduces a | eaf zone convention (e.g., _agents.exanple.com
cont ai ni ng Service Binding (SVCB) records (e.g.,

chat. agents. exanpl e.com that encode application-specific netadata.
These records enabl e agents to retrieve operational paraneters prior
toinitiating a session, supporting both targeted | ookups and
capability-based di scovery. The approach | everages existing DNS
infrastructure, including DNS Service Discovery (DNS-SD), DNSSEC, and
DANE, to provide integrity, authenticity, and automati on w thout
requiring human intervention. Lastly, the draft for Domain Contro
Val idation (DCV) proposes a best current practice to prove an agent
is authorized to act on behalf of a domain.

_Thi s docunent proposes no change to the structure of DNS messages,
and no new operation codes, response codes, resource record types, or
any other new DNS protocol val ues.

About Thi s Docunent

This note is to be renoved before publishing as an RFC
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The latest revision of this draft can be found at

https://exanpl e. coml LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-nozleywlliamns-
dnsop- bandai d/ .

Di scussion of this docunent takes place on the W5 Wrki ng G oup
mailing list (nmailto: Wa@xanpl e.con), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. coml USER/ REPO.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 April 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

2. I nt roduction

Agent -t 0- agent conmmuni cati on introduces novel requirenents for
service discovery, authorization signaling, and netadata exchange.
Wi | e several proposal s have expl ored new di scovery protocols, the
DNS remai ns the nost widely depl oyed and i nteroperabl e nmechani sm for
service discovery, with decades of operational maturity. EXxisting
DNS record types (including SRV, NAPTR, SVCB, TXT, and A/ AAAA) are
routinely used to | ocate services and convey configurati on netadata.
It is therefore reasonable to assune that Al agents will interact
with this network protocol during discovery, session initiation, and
their application exchange.

If a user at $conpany asks their agent "clean up nmy Sal esforce data

based on this email," how does $conpany agent then know where to find
Sal esforce’s agents? How would the Sal esforce agent validate the
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$conpany agent and nmke the correct requested changes to Sal esforce
data? The forner question is a DNS-solvable problem the latter is
not in the scope of this draft.

DNS can convey authorization and intent: DNS provi des an organi zati on
a way to indicate that an agent is authorized to act on behalf of a
domai n (DCV draft), publish allowed endpoints or capabilities (SVCB),
advertise service netadata in a way that’ s cacheable, verifiable, and
| anguage- agnostic (tree domain etc), all while creating tanper-proof
records and binding identities to certificates (DNSSEC + DANE)
Additionally, DNS contributes to agent security by enabling
connections to trusted nameservers, nitigating risks from
typosquatted or nualicious domai ns, and enforcing geographic or
jurisdictional boundaries through country-code top-Ievel domains
(ccTLDs) and regionally scoped authoritative servers. These features
coll ectively support secure, policy-conpliant agent interactions at
scal e.

Unli ke proposals that rely on centralized registries or ungoverned
di scovery networks, BANDAID builds upon existing infrastructure and
governance nodels. |t preserves operator sovereignty, supports
decentralized publication, and benefits from support in the form of
| egal dispute processes and vul nerability disclosure prograns.

Thi s docunent aims to address key concerns in governance, commerce,
security, and performance, allow ng agent protocol designers to focus
on data exchange standards while relying on the DNS for discovery.
Agent -t 0- agent conmuni cati on woul d take place after initia

di scovery, but sone key data can be put into the DNS as a shortcut to
make it nmore efficient.

The probl em statenent addressed by this draft is

[1-D.draft-nozl ey-aidiscovery] and also relevant is
[1-D.draft-rosenberg-ai-protocols] although this draft is related to
the di scovery of agents rather than protocols used directly in agent-
t o-agent conmuni cati on.

2.1. Challenges with Existing Proposed Mechani sms and Benefits of DNS

Several alternative approaches to agent discovery have been proposed,
including centralized registries, blockchain-based nanming systens,
and proprietary service directories. Wile these nodels nmay offer
novel features, they introduce significant architectural

operational, and governance challenges. Centralized registries
concentrate control and introduce single points of failure, limting
resilience and scalability.
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Bl ockchai n- based systens often |ack integration with existing
internet infrastructure, suffer fromlatency and cost constraints,
and present jurisdictional ambiguity due to decentralized governance.
Proprietary directories fragnent the di scovery ecosystem and i nhibit
interoperability across agent franmeworks and admi nistrative donains.
Furthernore, securely delegating authority to Al solution providers
on behal f of your organization requires interfacing between this
central authority as opposed to business-to-business.

2.1.1. Devel opnent

The DNS benefits from decades of gl obal devel opment and operati ona
depl oynent. It is supported by mature ecosystems for vulnerability
di scl osure, patch managenent, and protocol evolution, with active
participation fromsecurity researchers, vendors, and operators
wor | dwi de. This distributed devel opnment nodel ensures that no single
entity maintains disproportionate control over the protocol’ s
trajectory or security posture.

DNS infrastructure is also tightly integrated with existing
cybersecurity practices. Connections to trusted naneservers,

prot ections agai nst typosquatted or nmalicious domains, and support
for jurisdictional scoping via country-code top-|evel donains
(ccTLDs) contribute to a robust security baseline. These features
are particularly relevant in agent-to-agent contexts, where autonated
systens make trust decisions wthout human oversight... and
inmportantly, may be maliciously nodified wi thout human awareness.

In contrast, the introduction of a novel discovery protocol would
require the establishment of new governance structures, security
nodel s, and operational tooling. Early inplenentations would likely
be centralized anong a limted set of stakeholders, introducing
bottl enecks in protocol evolution and risk mtigation. Building a
conpar abl e ecosystem woul d require sustained investnent, cross-
organi zati onal coordination, and | ong-termtrust-buildi ng—resources
that DNS al ready possesses.

2.1.2. Opportunity Cost

I ntroduci ng a new protocol for agent-to-agent discovery inposes
nontrivial infrastructure and operational requirenments. In
particul ar, organizations may be required to depl oy and maintain
addi ti onal components such as specialized cache servers or registry

i nterfaces, which increases conplexity and operational overhead.

Sone proposal s suggest a generic top |level domain (gTLD) |ike
.aiagent, which is nore cost to advertise as donai ns are purchased by
early opportunists. These requirenments nay present barriers to
adoption, especially for small or resource-constrained entities, and
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risk reinforcing disparities in access to Al technol ogi es.

DNS, by contrast, is already deeply integrated into gl oba
infrastructure and supported by mature tooling, operationa
expertise, and deploynment nodels. |Its use for agent discovery
enabl es rapid adoption w thout introducing new |layers of technica
debt. Leveraging DNS all ows organi zations to participate in agent-
t o-agent ecosystemns using existing infrastructure, reducing
onboarding friction and accel erating innovation. This approach
supports increnental deploynent and mnimzes opportunity cost by
avoi ding the need for parallel protocol devel oprent and
infrastructure investnent.

2.1. 3. Gover nance

The DNS operates within a well-established and internationally
recogni zed governance franmework. Oversight is provided by entities
such as the Internet Assigned Nunmbers Authority (I ANA), top-Ileve
domai n (TLD) operators, and national network information centers
(NICs). These organizations maintain accountability mechani snms and
support dispute resolution processes, including domain takedowns,
mtigation of inpersonation, and renedi ation of malicious behavior.
The governance structures surroundi ng DNS have evol ved over decades
and are supported by legal, technical, and operational norms that
facilitate cross-jurisdictional trust and stability.

DNS al so enabl es policy enforcenent at the infrastructure |evel. For
exanpl e, country-code top-level domains (ccTLDs) and regionally
scoped authoritative servers allow for jurisdictional boundaries to
be respected, which nay be relevant in agent deploynents subject to
regul atory constraints. Additionally, DNSSEC and DANE provide

crypt ographi ¢ assurances that bind domain identities to certificates,
supporting automated trust decisions without requiring centralized
registries or manual validation

In contrast, alternative discovery proposal s—such as bl ockchai n-based
registries or neutral third-party systems—I|ack fornmal integration

wi th existing governance bodi es and may be susceptible to
fragmentation, influence, or jurisdictional anbiguity. These nodels
do not currently offer the sane | evel of operational recourse or
reliability. Leveraging DNS for agent discovery allows organizations
to build on trusted infrastructure while nmaintaining conpatibility
with existing governance frameworks, providing a stable foundation

for innovation as nore experinental nodels mature.

Est abl i shing a new governance structure based on new agent discovery

protocols would be tinme consuming, involve all stakehol ders agreeing
on the structure, establishing the structure in a specific
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jurisdiction (which may not be suitable for all parties), and involve
creating the technical infrastructure to support it. The DNS al ready
has all of these components in place.

2.1.4. Sovereignty

The DNS supports decentralized control while maintaining gl oba
interoperability. Organizations nay operate their own authoritative
DNS i nfrastructure, publish service records independently, and retain
full control over how their services are discovered. This nodel
enables entities to maintain autonony over their service exposure and
operational boundaries without reliance on centralized internediaries
whi ch may not share their same interests.

Proposed alternati ves—such as bl ockchai n-based registries, single-
pur pose generic top-level domains (gTLDs), or third-party discovery
net wor ks—often introduce opaque governance nodel s, unclear trust
boundari es, and dependencies on external infrastructure. Al though
these systens may be described as “decentralized,” they frequently
concentrate control wthin protocol maintainers, validator networks,
or registry operators, which may not be accountable to the

organi zati ons they serve.

DNS provi des a proven and extensible registry nodel that supports
secure, independent publication of agent netadata. It aligns with
principles of digital sovereignty and operational self-determ nation,
al | owi ng organi zations to participate in agent ecosystens w thout

rel i nqui shing control over discovery infrastructure.

2.1.5. Comrerce

A critical consideration in the design of agent discovery
infrastructure is the potential for conmercialization to conprom se
integrity. In the absence of established norns or constraints, new
regi stry-based di scovery nechani sns nay evolve into visibility-driven
pl atforns, where agent discoverability is influenced by paid

pl acenent rather than technical merit, trust, or reputation. This

i ntroduces incentives that prioritize comercial interests over
operational reliability and security, undermning the predictability
and neutrality of agent interactions and the free and open Internet
as a whol e.

DNS, by contrast, is built on open standards and governed by
transparent, non-conmercial processes. It provides nechanisns for
val i dation and authentication, such as DNSSEC, and certificate

bi ndi ngs via DANE that are not subject to nonetization. The
resolution process is determnistic and not influenced by financial
incentives, preserving the integrity of service discovery.

Mozl ey, et al. Expires 19 April 2026 [ Page 8]



Internet-Draft BANDAI D Cct ober 2025

Leveragi ng DNS ensures that agent discovery remains a technica
function grounded in verifiable identity and operational netadata,
rather than a commercial battleground. This supports fair access and
trustworthy interactions across heterogeneous agent ecosystens.

2.1.6. Application

Regardl ess of how agent discovery is initiated, agent-to-agent

communi cation ultimately intersects with existing network
infrastructure. Agents nmay require access to internal services,
external APls, or shared data repositories, all of which are
typically addressed through conventional networking and resol ution
mechani sms. I ntroduci ng a separate di scovery protocol that fragnments
the | ocation and representation of service metadata introduces
architectural conplexity and increases the risk of cascading failures
across systens.

Qperators woul d be required to manage nultiple |ayers of resol ution
| ogi ¢, synchronization nechani sns, and failure domains, which
compl i cates depl oyment and underm nes operational reliability. DNS,
by contrast, is already enbedded in the fabric of networked
applications and provides a natural point of integration for

di scovery. It enables netadata publication to remain proxinmate to
the services it describes, reducing | atency, sinplifying
architecture, and aligning with existing operational nodels. This
approach supports innovation in agent systens while avoiding brittle
dependenci es and ninimzing architectural drift.

DNS is predictable for agents to use for the purposes of discovery,
requiring no advanced configurations to consune the service, rather
it is enbedded in all pieces of the application stack elimninating the
need to retrofit | egacy devices to operate in an agent-to-agent

envi ronnent .

2.1.7. Ganularity

DNS supports fine-grained control over service discovery through its
hi erarchi cal zone structure and flexible record types. Organizations
may define zones and records at varying levels of specificity,

i ncludi ng per-host, per-service, per-environnment (e.g., staging vs.
production), or per geographic region. This granularity enables
preci se targeting and segnentation of agent capabilities,
facilitating operational clarity and policy enforcenent.

Servi ce Binding (SVCB) records further enhance granularity by
all owing netadata to be associated with individual service endpoints.
Thi s includes transport preferences, supported protocols, and
application-specific paraneters. Conbined with DNS Service Di scovery
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(DNS-SD), these features allow agents to di scover services with high
specificity, reducing ambiguity and inproving interoperability. The
DNS nodel supports modul ar depl oynment and increnental adoption,
making it well-suited for diverse agent architectures and operationa
cont exts.

2.1.8. Per f or mance

DNS is well-suited to nmeet the scal e and responsi veness requirenents
of agent discovery, where billions of agents may generate trillions
of queries. |Its architecture supports high-throughput, |owlatency
resol ution through nechani sns such as caching, retry |logic, and
automatic zone distribution to secondary servers. Recursive

resol vers may be further optimzed by locally hosting the root zone
[ RFC8806], reducing | ookup |latency and inproving fault tol erance.

Addi tional features such as pre-fetching and negative caching all ow
resolvers to anticipate agent behavi or and reduce query over head.
Country code (ccTLD) and Generic Top Level Dormain (gTLD) operators
have gl obal infrastructure to support |ocalized resolution and

i mprove performance for Al-specific applications. These capabilities
enabl e scal abl e depl oynent wi thout requiring protocol redesign or new
infrastructure | ayers

Furt hernmore, DNS-based di scovery enabl es i nmedi ate connecti on
establishnent. Once an agent endpoint is resolved, transport
protocols such as QU C may be used to initiate conmunication
directly, benefiting fromfeatures such as 0O-RTT and nul ti pl exed
streans. This elimnates the need for a separate handshake or
negoti ati on phase for discovery, reducing |atency and inproving

t hroughput in high-volunme environnents. DNS thus provides a
performant and extensible foundation for agent discovery at gl oba
scal e.

2.1.9. Lifecycle / Managenent

DNS provi des robust provisioning and |ifecycl e nmanagenent
capabilities that align with the dynam ¢ nature of agent-based
systens. Mechani snms such as Increnental Zone Transfer (IXFR) and
Ful | Zone Transfer (AXFR) allow for rapid propagati on of zone updates
across authoritative servers. Wen backed by database-centric DNS

i npl ementations, zone data may be treated as replicable state,
enabling near-real -ti me onboardi ng or deconmi ssi oning of agents.

Operational observability is supported through query |ogging, zone

nmoni toring, and resolver telenetry, which can be used to track agent
utilization patterns and identify stale or inactive records.
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These |ifecycl e managenent capabilities are mature, w dely supported,
and conpatible with existing operational tooling. They enable high-
churn agent ecosystens to be managed efficiently w thout requiring

t he devel opnent of new provisioning, nonitoring, or cleanup

pr ot ocol s.

2.1.10. Trust

In agent discovery, trust enconpasses nore than identity verification
— it includes confidence in the provenance, behavior, and reliability
of the agents being discovered. The DNS provides a recogni zabl e and
audi t abl e nanmespace rooted in organi zati onal domains (e.g.

m crosoft.com openai.com, enabling systens to make informed
deci si ons about agent interactions based on domai n ownership and
established reputational context. This is particularly critical in

Al environments, where agents may initiate autononous actions or
access sensitive data.

DNS enabl es organi zati ons to publish agent endpoi nts under domai ns
they control, establishing a clear chain of accountability. This
trust nodel supports cryptographic validation through DNSSEC and
DANE, allowi ng agents to verify donmain ownership and certificate

bi ndi ngs wi thout nmanual intervention. By contrast, discovery

mechani sms | acking verifiable |ineage introduce significant risk and
complexity, particularly when agents are di scovered through opaque or
ungoverned registries.

The BANDAI D nodel builds on the DNS s trust infrastructure to support
safe and scal abl e agent discovery. It allows agents to assess the
authenticity and authority of renote endpoints prior to interaction,
reduci ng the likelihood of msrouting, inmpersonation, or unauthorized
access. This trust-validation-first approach is foundational to

enabl ing secure automation in agent ecosystens.

2.1.11. Agent Properties
As agent-to-agent protocols evolve, it is likely nore nmetadata will
need to be signaled in the discovery phase to allow agents to nake

nmore i nformed deci sions. An exanple of how DNS provides a platform
to facilitate this is bel ow.
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Service Binding (SVCB) records, as defined in [ RFC9460], support

ext ensi bl e key-val ue paraneters that may be registered through the

| ANA SVCB Parameter Registry. These paraneters can provi de agent
systens with operational context prior to session initiation,
enabl i ng i nforned deci si ons about whether and how to engage with a
renote agent. It is possible to publish netadata such as input (e.g.
expected token counts) or cost (e.g. cost per token bundle) directly
wi thin DNS records.

Thi s nodel supports a trust-validation-first approach to agent

i nteraction, where expectations around resource usage and pricing are
transparently advertised. It reduces the need for handshake-based
negoti ati on or out-of-band signaling, and allows for determnistic,
cacheabl e di scovery workflows. For instance, by enbeddi ng cost-

rel ated metadata in DNS, discovery beconmes not only scal able and
performant, but also semantically rich, supporting econom cally-aware
agent ecosystens wi thout introducing new protocols or registries.

2.1.12. Contro

Agent di scovery nechani sns nust operate within the constraints of
enterprise security policies, regulatory conpliance requirenments, and
operational boundaries. DNS enables the presentation of distinct DNS
vi ews based on the source of the query. This allows organizations to
expose different sets of agent records to internal versus externa
resol vers. For exanple, internal agents nmay resolve
_a2a._agents.internal.exanple.comto discover services not intended
for public exposure, while external agents receive responses only for
_a2a. _agents. exanpl e.com contai ning externally authorized endpoints.

Enterpri se-grade network controls such as firewalls, Response Policy
Zones (RPZs), and access control lists (ACLs) provide additiona

enf orcement nmechani sms. These controls may restrict outbound DNS
queries to designated resolvers, filter inbound queries to approved
zones, and bl ock unauthorized resolution attenpts. This ensures that
agent di scovery adheres to organi zati onal boundaries and conplies
with internal security policies. For exanple, an enterprise may
configure its network security to allow internal agents to query only
*.internal . exanpl e. com zones, while bl ocking access to external agent
zones unless explicitly permtted. Simlarly, DNS servers may
enforce query logging and rate limting to detect anonal ous behavi or
or potential abuse.

Segnment ed di scovery via DNS aligns with conmpliance requirements
related to data residency, privacy, and access control. By scoping
agent visibility to specific zones and enforcing resol ution
boundari es, organi zations can ensure that di scovery nechani sns
respect jurisdictional constraints, internal governance nodels, and
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support auditability. Query |logs, zone access telenetry, and

resol ver behavior can be nonitored to verify that agent interactions
conformto policy. This provides a foundation for regul atory
reporting, incident response, and continuous conpliance validation
wi thout the need for extensive additional operations that require
nmore technical staffing or specialized solutions.

2.2. Mechani sms for Successful Agent Comunication

The explicit goal of the DNS [ RFC1035] is to provide a nmechanismfor
nane resol ution, enabling agent discovery w thout requiring new
protocols, trust anchors, or infrastructure layers. Leveraging DNS
for agent discovery ensures conpatibility with existing operationa
nmodel s, supports increnmental deployment, and avoids the risks

associ ated with experinental or ungoverned di scovery nechani sns.

2.2.1. Service Binding Records, aka SVCB

The SVCB resource record as defined in [ RFC9460], enables DNS to
convey structured service nmetadata that facilitates optinized
connection establishment. SVCB records support the advertisenent of
protocol identifiers (via ALPN), transport paraneters (e.g., port
nunbers), endpoint hints (e.g., |IP addresses), and extensible key-

val ue attributes. These capabilities are particularly relevant for
agent -t o- agent conmuni cati on, where protocol negotiation and netadata
exchange nust occur w thout human intervention

In the context of BANDAID, SVCB records are used to publish agent-
specific service endpoints under structured | eaf zones (e.g.,

_chat. _agents. exanple.conm. These records all ow querying agents to
retrieve operational paraneters prior to initiating a session,

i ncludi ng supported protocols, privacy features (e.g., Encrypted
Client Hello via ECH), and failover configurations. This elimnates
the need for heuristic-based connection attenpts and reduces round-
trip latency.

SVCB records al so support protocol agility and privacy-preserving
features. For exanple, agents may advertise support for QU C
HTTP/ 3, or custom agent-to-agent protocols via ALPN decl arati ons.
Qperators may specify alternate endpoints or mgrate services across
domai ns without relying on CNAME indirection, inproving performance
and reducing DNS resol ution conplexity.
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When paired with attribute | eaf zones and custom SVCB paraneters,
thi s mechani sm enabl es fine-grai ned di scovery of agent capabilities.
For instance, an agent querying _a2a._agents. exanpl e.commay receive
an SVCB record indicating supported nodalities (e.g., chat, inage-to-
text), expected input formats, and cost-related netadata (e.g., token
pricing). This structured discovery nodel supports determnistic,
cacheabl e, and semantically rich interactions between agents.

2.2.2. DNS Security Extensions, aka DNSSEC

DNSSEC as defined in [ RFC4033], [RFC4034], and [ RFC4035], enables
resolvers and clients to verify that a response originates from an
authoritative source (authenticity) and DNS data has not been

modified in transit (data integrity). 1In the context of BANDAID,
DNSSEC serves as a foundational trust mechani smfor agent discovery.
By signing agent-rel ated resource records—such as SVCB, TXT, or

cust om nmet adat a—or gani zati ons can ensure that querying agents receive
aut hentic and tanper-proof information. This is particularly

critical for agent-to-agent conmunication, where autononous systens
must make trust decisions w thout human oversight.

DNSSEC supports the establishnent of cryptographic trust anchors via
Del egation Signer (DS) records and facilitates secure del egation of
authority across zone boundaries. This allows organizations to
publi sh agent metadata under subdorains (e.g.,

_a2a. _agents. exanpl e.con) while maintaining verifiable control over
the zone hierarchy.

Furt hernmore, DNSSEC el iminates the need for hardcoded trust lists or
centralized validation services. Agents can validate responses using
the DNSSEC chain of trust, enabling decentralized and scal abl e trust
verification. This nodel supports zero-trust architectures and
aligns with nodern security principles by mnimzing inmplicit trust
and enforcing explicit validation.

When conbined with DANE (DNS- Based Aut hentication of Nanmed Entities),
DNSSEC enabl es bi nding of TLS certificates to DNS nanes, further
enhancing the authenticity of agent endpoints. This integration
supports secure session initiation and mitigates risks associ ated
with certificate m s-issuance or man-in-the-mddle attacks. The use
of DANE may i nprove performance and enabl e autonmation in the
dynani ci sm of agent |ifecycle.
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2.2.3. DNS Service Discovery, aka DNS-SD

DNS- SD as defined in [ RFC6763], extends the capabilities of the
Domai n Nane Systemto support service-type-based di scovery. Unlike
traditional DNS resolution, which requires prior know edge of a
speci fic hostnanme, DNS-SD enables clients to di scover services based
on their functional type (e.g., _http. _tcp, _printer._udp) within a
gi ven domai n.

In the context of BANDAID, DNS-SD provides a nmechanismfor Al agents
to di scover other agents or services based on declared capabilities
rather than explicit nanes. For exanple, an agent nmay issue a query
for _data-cleaner._a2a._agents.exanple.comto | ocate services capable
of perform ng data sanitization tasks. This type-based di scovery
nmodel supports dynam c ecosystens where agent roles and capabilities
may evol ve over tine.

DNS- SD operates over both nulticast DNS (nDNS) and uni cast DNS
allowing for flexible deployment in |Iocal networks and globally
scoped domains. In enterprise or cloud environments, unicast DNS-SD
enabl es structured and policy-conpliant discovery across

organi zati onal boundaries. Wen conbined with SVCB records, DNS-SD
all ows agents to retrieve detail ed service netadata, including
transport preferences, protocol support, and operational paraneters.

Thi s nodel supports federated agent architectures, where multiple
agents may advertise simlar capabilities under different domains.

By | everagi ng DNS-SD, agents can perform capability-based queries and
receive a list of candi date services, each acconpani ed by structured
met adata for eval uati on and sel ection

DNS- SD al so supports extensibility through TXT records and custom
servi ce nam ng conventions, enabling organizations to encode
additional attributes relevant to agent interaction (e.g., supported
data formats, authentication requirenments, or cost nodels). These
features nake DNS-SD a suitable foundation for scal abl e,

i nteroperable, and semantically rich agent discovery workfl ows.

2.2.4. DNS- Based Aut hentication of Naned Entities, aka DANE

DANE as specified in [ RFC6698] and [RFC7671], enabl es donai n owners
to associate Transport Layer Security (TLS) certificates with DNS
nanes using TLSA resource records. Wen protected by DNSSEC, these
records provide cryptographically verifiable bindings between domain
nanes and public keys, allowing clients to authenticate services

wi thout relying solely on external certificate authorities (CAs).
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In the context of BANDAI D, DANE enhances the trust nodel for agent-
to-agent conmuni cati on by enabling agents to validate the
authenticity of renote endpoints based on domain-controll ed
assertions. This is particularly relevant in automated environnents
where agents nust establish secure sessions wthout manual
certificate validation or user interaction

By publishing TLSA records under agent-specific service names (e.g.,
_a2a. _tcp. agent. exanpl e.con), organi zations can decl are the expected
certificate fingerprint or public key for a given agent endpoint.
Querying agents can then validate the TLS connection agai nst the DANE
record, ensuring that the certificate presented during session
initiation matches the domain’ s published intent.

This mechanismmtigates risks associated with certificate m s-

i ssuance, man-in-the-mddle attacks, and reliance on third-party
trust anchors. It also supports determnistic validation workfl ows,
which are critical for agents operating in headless or GUl-1ess
environments where interactive certificate warni ngs cannot be

resol ved.

When conbi ned wi th DNSSEC, DANE provi des a robust, decentralized, and
verifiable trust infrastructure for agent discovery and

communi cation. It aligns with zero-trust principles by enabling
domain owners to assert and control trust relationships directly
through DNS, without introducing additional registries or validation
services

2.2.5. Dommin Control Validation, aka DCV

DCV refers to the process by which an entity denonstrates
authoritative control over a DNS donmain. As described in draft-ietf-
dnsop- domai n-verification-techni ques, DNS-based DCV typically

i nvol ves the placenment of a DNS record—npst commonly a TXT
record—contai ning a challenge token or assertion at a desi gnated

| ocation within the domain. This record is then queried by an
Application Service Provider (ASP) to confirmcontrol

In the context of BANDAID, DCV provides a nechanismfor agents to
assert del egated authority on behalf of a dommin. For exanple, an
organi zation may publish a TXT record under a structured | eaf zone
(e.g., _agent-roles._a2a._agents. exanpl e.con) containing netadata
such as:

ai -rol e=dat a- cl eaner; crnrsal esforce; access=readonly

Mozl ey, et al. Expires 19 April 2026 [ Page 16]



Internet-Draft BANDAI D Cct ober 2025

This record signals that a specific agent is authorized to perform
scoped operations under the domain’s authority. Wen protected by
DNSSEC, such assertions becone cryptographically verifiable,
mtigating risks of spoofing or unauthorized del egati on.

DCV wi t hi n BANDAI D supports both ephenmeral and persistent validation
nmodel s.  Epheneral validation may be used for short-lived agent
credential s or session-based del egati on, while persistent records
enabl e | ong-term authorization signaling. TTL and expiration
considerations, as discussed in the draft, are critical to ensuring
that validation records do not persist beyond their intended scope.

Furt her nore, BANDAI D encour ages the use of application-specific

nam ng conventions and token formats to avoid service confusion and
collision. Validation records should be scoped to the intended
service and include unguessabl e tokens or structured netadata to
prevent unauthorized reuse across federated agent ecosystens.

2.2.6. Service Resilience

The DNS architecture is inherently resilient due to its distributed,
hi erarchical design. Authoritative zones are replicated across

mul tiple servers, and recursive resolvers inplenment caching, retry

| ogic, and failover mechanisms to ensure continuity of resolution
Fai | over, anycast, and replication continue to add resiliency and
redundancy provi ded through the DNS

This fault-tolerant nodel supports agent di scovery even in the
presence of partial network outages, denial-of-service conditions, or
upstreamfailures. Unlike centralized registries or proprietary
APls, DNS does not rely on a single point of availability, making it
suitable for high-availability agent ecosystenms operating across

di verse network environments.

2.2.7. (oservability, Auditability

DNS provides built-in observability through query |ogging, resolver
telemetry, and zone nonitoring. These features enable operators to
track agent discovery patterns, detect anonal ous behavior, and
performforensic analysis of agent interactions. This auditability
is critical in regulated environnments where agent actions nust be
attributable and verifiable, and where discovery mechani snms nust
align with enterprise governance nodel s.

Logs may be used to validate conpliance with access policies,
identify stale or msconfigured records, support incident response
wor kfl ows, and/or be used in |ifecycle managenent of unused or
oversubscri bed agents.
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2.2.8. Interoperability

BANDAI D i s designed to be agnostic to agent inplenentation

framewor ks. \Whether agents are built using open-source libraries,
proprietary orchestration platforns, or customruntinmes, DNS-based

di scovery provides a common substrate for netadata publication and
retrieval. This interoperability ensures that agents operating under
different protocols, vendors, or adm nistrative domai ns can
participate in shared di scovery workflows w thout requiring protoco
translation or framework-specific integration. DNS s ubiquity across
operating systens and network stacks further reinforces its
suitability as a universal discovery |ayer

2.2.9. Miltitenancy, Federation

DNS' s hierarchical namespace supports nulti-tenant and federated

di scovery nodels. Organizations nmay del egate subdomains to tenants
(e.g., customerl._agents.vendor.con) or publish agent netadata under
federated zones (e.g., regionl. a2a.exanple.org). This enables
scoped di scovery, policy enforcenent, and operational isolation
across tenants, departnents, or geographic regions. Conbined with
DNSSEC and access controls, this nodel supports secure del egation and
trust signaling in conplex agent ecosystens, including SaaS pl atforns
and cross-organi zati onal collaborations.

2.3. Architecture
2.3.1. Exanpl e Communication

Agent (orgl) wants to find other agents provided by another entity
(org2) and discover/verify capabilities

DNS SVCB Query mr———————— - _a2a._agents.exanple.com r—m——————— =

e -4 | A

Adent p——————-——H—H—H—H—H—H—H—(—(—(—————— — — — — | Resol ver F—————
—————— | Auth DNS |

(R | Y ————— 4 (oRral) | ———
—

(m) ‘ e _ e _ ‘ e _ ‘

—————

i pv6hi nt =2001:db8::1 | |) |
L

2.3.2. Exanple Record

_a2a._aiagent.org2.com 3600 IN SVCB 1 ai-index-svc.org2.com (
al pn="a2a" port=443 i pv4hi nt =192.0.2.1 i pv6hi nt =2001: db8::1 )
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_a2a. _ai agent.exanmpl e.com: The service nane, follow ng the SVCB
nam ng convention (_service._agents. exanmple.con). 3600: TTL (Time to
Live) in seconds. |IN SVCB: The record type. 1: SVCB priority. 0 is
for alias node; 1+ is for service node. ai-index-svc.org2.com: The
target name of the service. al pn="a2a": Specifies the ALPN protoco
identifier. This is where your custom protocol is declared.
port=443: The port on which the service is available. ipv4hint and

i pv6hint: Optional hints for clients to connect directly.

2.3.3. Exanple Use Cases

A user instructs their internal agent to “clean up Sal esforce
contacts based on this email.” The agent nust discover

Sal esforce’ s authorized agents, validate its own del egation to act
on behalf of the enterprise, and initiate a secure session

BANDAI D enabl es this by publishing agent endpoints and rol es under
DNS zones controll ed by each organization.

A research consortium depl oys agents across multiple institutions.
Each institution publishes its agents under its own domain (e.g.,
_a2a. _agents.universityA edu), allow ng collaborators to discover
servi ces based on capability (e.g., _data-

annot ator. _a2a. universityB.edu) while respecting institutiona
boundari es and trust nodels.

A SaaS provider hosts agents for nmultiple custoners. Each
customer’ s agents are published under tenant-specific zones (e.g.,
custonerl. agents.saas.con), enabling scoped discovery and policy
enforcenment. BANDAID supports this nodel through hierarchica

zone del egation and netadata-rich SVCB records.

Li ght wei ght agents depl oyed on nobile or edge devices require | ow
| at ency, cacheabl e di scovery mechanisnms. DNS s distributed
architecture and support for SVCB hints (e.g., |P addresses,
preferred protocols) enable efficient resolution and connection
boot strappi ng i n constrai ned environnents.

In regul ated industries, agents must operate within jurisdictiona
boundaries and maintain audit trails of interactions. DNS
supports geographic scoping via ccTLDs and split-horizon
configurations, while query | oggi ng and DNSSEC provi de
observability and integrity guarantees.
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3.

3.

3.

BANDAI D Over vi ew

The BANDAI D nodel is designed for increnmental and non-disruptive

depl oynent within existing DNS infrastructure. It introduces no new
DNS nessage formats, opcodes, response codes, or resource record
types. Instead, it defines a structured namespace convention and

usage profile for existing record types... primarily SVCB, TXT, and
TLSA all within designated | eaf zones (e.g.,
_a2a. _agents. exanpl e. conm

Organi zati ons may adopt BANDAI D by publishi ng agent netadata under

del egat ed subdomai ns, | everagi ng DNSSEC for integrity and
authenticity, and optionally inplenmenting Domain Control Validation
(DCV) to signal delegated authority. These zones may be exposed

sel ectively via split-horizon DNS, enabling differentiated di scovery
views for internal and external agents. No changes are required to
recursive or authoritative DNS server inplenentations beyond standard
support for DNSSEC and SVCB

Thi s nodel supports opt-in adoption, allow ng agent operators to
publi sh di scovery nmetadata wi thout coordination with externa
registries or protocol maintainers. It is conpatible with existing
DNS tooling, including zone provisioning systems, nonitoring

pl atforns, and resolver configurations. BANDAID is therefore

sui tabl e for deploynent across enterprise, cloud, and federated
environments, and may coexi st with other discovery nechani snms w t hout
conflict.

1. Zone and Ot her Requirenents
1.1. Delegation and Chain of Trust

An external authoritative zone used for the purposes of BANDAI D MJST
use DNSSEC [ RFC4033]. The BANDAI D external zone MJST establish a
conplete chain of trust to a publicly recogni zed trust anchor. For
zones del egated froma public parent, DS records MJST be present and
mai ntai ned at the parent zone. DS digests MJST use SHA-256 (Digest
Type 2) as specified in [ RFC4509]; SHA-1 (Digest Type 1) MJST NOT be
used. \Were feasible, automation of DS mai nt enance SHOULD be
performed using CDS and CDNSKEY as specified in [ RFC7344] and
operationalized per [ RFC8078].
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3.1.2. A gorithnms and Paraneters

Authoritative signers for the BANDAI D External Zone MJST use DNSSEC
al gorithms and key sizes consistent with current inplenentation and
usage gui dance in [RFC8624]. |Inplenentations SHOULD prefer
elliptic-curve or EADSA algorithns for efficiency and security,
specifically ECDSA P-256 (Al gorithm 13; [RFC6605]) or Ed25519
(Algorithm 15; [RFC8080]). Zones MJST NOT rely on RSA/ SHA-1

signatures. |If RSA is used for transitional reasons, key sizes
SHOULD be 2048 bits and mgration to ECDSA or EdDSA SHOULD be
pl anned.

Separation of roles between a Key-Si gning Key (KSK) and a
Zone- Si gni ng Key (ZSK) is RECOVWENDED for operational agility,
consistent with practices in [RFC6781]. Private keys SHOULD be
protected by appropriate controls (e.g., HSMs or equival ent)
commensurate with organi zational risk

3.1.3. Authenticated Denial of Existence

The BANDAI D Ext ernal Zone MJST provi de authenticated denial of

exi stence. NSEC3 [RFC5155] is RECOVMENDED to nmitigate trivial zone
enuneration for zones where record nanes or |abels night revea
sensitive information. |f NSEC3 is used, the nunber of iterations
SHOULD be kept nopdest to bal ance CPU cost for signers and validators,
per guidance in [RFC6781]. Use of NSEC with White Lies is OPTI ONAL
where operationally justified.

3.1.4. Signature Validity

Signature validity wi ndows MJST be chosen to bal ance cache efficiency
and replay risk. 1In general, a signhature lifetine on the order of
days to a small nunber of weeks is RECOMVENDED, wi th staggered
resigning to avoid mass expiration events [RFC6781]. Resource Record
TTLs MJST be set to values that support tinely updates to BANDAID
capability data while allow ng effective caching; operationa

defaul ts SHOULD be val i dated agai nst change frequency. Negative
cachi ng behavi or MJUST fol | ow [ RFC2308] .

3.1.5. Key Rollover

Zones MUST support planned key rollovers and energency key

repl acenent consistent with the procedures in [ RFC6781].
Pre-publication and doubl e-si gnature techni qgues SHOULD be used to
mnimze validation failures during ZSK and KSK rollovers. Parent DS
changes SHOULD be orchestrated usi ng CDS/ CDNSKEY si gnal i ng

[ RFC7344] [ RFC8078] . Post-conprom se recovery procedures MJST be
docunent ed, including revocation, re-signing, and DS repl acenent
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timelines.
3.1.6. Transport and Message Size

Because DNSSEC i ncreases response sizes, authoritative servers for
t he BANDAI D Ext ernal Zone MJST inpl erent EDNS(0) per [RFC6891] and
MUST support TCP fall back for queries per [RFC7766]. Authoritative
operators SHOULD configure UDP response sizing to mninize |IP
fragmentation risk and SHOULD ensure that |arge responses (e.qg.,
DNSKEY, NSEC3 chains) remain retrievable via TCP

3.1.7. Transfer and Integrity

When secondary authoritative servers are used, zone transfers MJST be
aut henticated and protected with TSI G [ RFC2845]. Use of DNS NOTI FY

[ RFC1996] and increnmental transfer (IXFR, [RFC5936]) is RECOVMENDED
to reduce propagation | atency and bandwi dth. To provide at-rest
integrity verification between primaries and secondaries, publishing
a ZONEMD record is RECOMVENDED where supported [ RFC8976] .

3.1.8. DMonitoring

Qperators MJST nonitor DNSSEC validity frommnultiple vantage points
to detect stale signatures, DS/ DNSKEY ni srmat ches, and ot her
validation failures. Al arms SHOULD be configured for inpending
signature expiration, key conprom se indicators, and DS

i nconsistencies. Signing infrastructure SHOULD be tested under | oad
and failure scenarios consistent with the scalability requirenents of
this specification.

3.1.9. Abuse Resistance

Authoritative servers for the BANDAI D External Zone SHOULD i npl enment
DNS Cooki es [ RFC7873] [ RFC9018] to reduce off-path spoofing and
anplification risks. Operators SHOULD foll ow best practices to limt
anplification and to shape responses under attack, consistent with
mai nt ai ni ng DNSSEC validity.

3.1.10. BANDAI D Recor ds

Al'l BANDAI D-speci fic discovery records (e.g., SRV [ RFC2782], SVCB/
HTTPS [ RFC9460], TXT/URI [RFC7553] used for capability descriptors,
and any BANDAI D-defi ned RRTypes) MJST be signed and published in the
BANDAI D External Zone. Where BANDAI D endpoints rely on TLS,
publicati on of DANE TLSA records SHOULD be used to bind endpoint
certificates to DNSSEC-val i dated nanes [ RFC6698] [ RFC7671]. Resol ver
behavi or consumi ng BANDAI D data MJST treat DNSSEC-bogus responses as
failures and MJUST NOT act on unsigned or invalidly signed discovery
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dat a.
3.1.11. Performance Optinization(s)

The di scovery nanespace for BANDAI D SHOULD be structured to minimze
query depth, RRset size, and update blast radius. To that end,

i mpl ementers SHOULD al | ocate per-service, per-agent |eaf nanes and
avoi d aggregating high-cardinality data under a single owner name. A
determnistic mapping (e.g., a stable hash of an Agent Identifier) to
| eaf | abels SHOULD be used to support sharding and parall el

adm nistration. Were cardinality requires, sub-zones MAY be

del egated (zone cuts) to distribute authority and update | oad.

Each agent service endpoint SHOULD be published using SVCB in

Servi ceMbde (or HTTPS RR for HITPS endpoints) to convey connection
paraneters and capability | ocators with a single | ookup [ RFC9460].

SVCB “address hints” (ipv4hint, ipv6hint) SHOULD be used to reduce A
AAAA followup queries; resolvers MAY still validate final addresses
vi a canoni cal resolution. Were human-friendly nanes are required,
SVCB Al i asMbde (priority 0) MAY be used to map froma stable alias to
a hashed | eaf, avoiding record duplication while preserving cache

| ocality.

Aut horitative servers MJST support EDNS(0) [RFC6891] and TCP fall back
[ RFC7766]. Operators SHOULD target response sizes that avoid IP
fragmentati on on conmon paths (e.g., 1232 bytes on |IPv6), preferring
conmpression and |l ayered indirection over oversized RRsets. TTLs MJST
be chosen to reflect the volatility of capability data; index/
indirection records may use |onger TTLs than frequently changi ng
endpoi nt or capability descriptors. Negative caching MJST conformto
[ RFC2308]. \When high update rates are expected, |XFR and NOTI FY
SHOULD be used to reduce propagation |atency.

Resol vers and authoritative operators SHOULD take advantage of SVCB s
ALPN, port, and (for HTTPS) ECH paraneters to enabl e connection
pre-establishment and reduce round-trips, subject to client policy

and security posture [RFC9460]. Where privacy policies prohibit
client geol ocation, EDNS Cient Subnet SHOULD NOT be relied upon for
per f or mance.

A representative naning pattern is shown bel ow, the exact |abel order
i s depl oynent-specific, but the |leaf per service, per agent rule
appl i es:

‘*‘ ; Hashed, per-agent, per-service |eaf

a4k2f 9. ntp. bandai d. exanple.org. 600 IN SVCB 1 svc-

adk2f 9. exanpl e.org. al pn="h2, h3" port=443 i pv6hi nt =2001: db8: : 5
i pv4hint =192.0.2.5
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; Optional alias for a friendlier owner nane
billing. _ntp._bandai d. exanpl e. org. 300 IN SVCB 0
a4k2f 9. ntp. _bandai d. exanple.org. ‘'

3.1.12. Custom zation(s)

BANDAI D depl oynents MAY defi ne additional SVCB paraneters
(SvcParamKeys) to convey agent-specific capability netadata, provided
that interoperability safeguards in [ RFC9460] are observed. During
experinmentation, unregistered keys MUST use the nuneric keyNNNNN
presentation form and any client behavior that depends on them MJST
be gated via the mandatory SvcParamto ensure downgrade safety. This
specification defines the follow ng provisional SvcParanKeys for
BANDAI D (names are illustrative; production deploynments MJST register
through | ANA per [RFC9460] or use keyNNNNN until standardi zed):

cap — a capability descriptor locator or inline identifier (e.g.,
a URN or conpact JSON-Ref) that identifies the agent’ s advertised
capability schema/version. cap-sha256 — a base64url - encoded

SHA- 256 di gest of the canonical capability descriptor to support
integrity checks and cache revalidation. bap — a conma-separ at ed
|ist of BANDAID Application Protocols and versions understood by
the endpoint (e.g., bap="a2a/l,ntp/1l,acp/2"). This is distinct

fromtransport-level alpn. policy — a URl or URN identifying a
policy bundle applicable to this agent (e.g., jurisdiction, data
handling class) for client-side selection. realm— an opaque token

for multi-tenant scoping or authz real msel ection during protocol
boot st rappi ng.

Clients that require any of these paraneters MJST verify their
presence via the mandatory key; otherw se, the SVCB record MJST be
i gnored. Exanpl e:

Si ngl e- RRTYPE publication with custom parans (experinental keys
shown) a4k2f9. ntp. bandai d. exanpl e.org. 600 IN SVCB 1 svc-

adk2f 9. exanpl e.org. al pn="h2" port=443 ipv4hint=192.0.2.5

mandat or y=al pn, port, key65001, key65002, key65010
key65001="cap=ur n: cap: exanpl e: ntp: i nvoi ce.v1l" key65002="cap-
sha256=yvZ0n7q8bE2gYkz8mlj 1s0y QaOnTC2F6qj 3b9pVb6 k0"
key65010="bap=a2a/ 1, ntp/ 1" Where endpoints are HITPS, the HTTPS RR
variant SHOULD be used to co-locate transport paraneters such as ech
with capability nmetadata; otherw se, generic SVCB MAY be used.

Future standardi zati on SHOULD define the exact syntax (e.g., ABNF)
and registry policy for these keys, including error handling for

mal formed or conflicting parameters. Until registration is conplete,
depl oynents MUST treat unknown keyNNNNN paraneters as opaque and MJST
NOT infer semantics without out-of-band agreenent.
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I mpl ement ati on Cui dance
Al Operators
1. Separation of Roles

Operators MJST separate authoritative servers for BANDAI D zones from
recursive resolvers to prevent cache poi soning and reduce operationa
coupling. Authoritative servers MJUST NOT performrecursion
Recursive resol vers SHOULD be depl oyed cl ose to query sources (e.qg.
wi t hi n organi zati onal networks or edge PoPs) to ninimze |atency and
reduce upstream | oad.

2. Local Root Zone Copy

Recursive resolvers serving BANDAID traffic SHOULD nmai ntain a | oca
copy of the root zone as specified in [ RFC8806]. This elimnates
dependency on external root servers for primng queries, reduces
resolution latency, and inproves resilience during partial Internet
out ages or denial -of -service events targeting root infrastructure.

3. Aggressive Caching and Prefetch

Resol vers MUST i npl ement RFC-conpliant caching and SHOULD enabl e the
aggressi ve use of DNSSEC-validated cache to synthesize negative
answers from NSEC/ NSEC3 and reduce upstream | ookups, consistent with
[ RFC8198]. This behavior inproves |latency, |owers authoritative

| oad, and can mitigate certain attack patterns by answering within
val i dat ed non- exi stence ranges.

Resol vers SHOULD i npl enment serve-stale as specified in [ RFC8767].
When authoritative servers are unreachable or fail to refresh data, a
resol ver MAY return expired records fromits cache to preserve
availability, subject to policy caps on stal eness. [RFC8767] updates
the TTL semantics to allow use beyond expiration under these
exceptional conditions and RECOMVENDS cappi hg stal eness on the order
of days, with a typical cap of 7 days. When serving stale data, the
TTL in the response MJST be set to a value greater than zero (with 30
seconds RECOMMVENDED) so clients and intermediaries do not cache a
zero-TTL response indefinitely.
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Resol vers inpl ementing serve-stale SHOULD foll ow the timer gui dance

in [ RFC8767]: continue background refresh ( “stale-while-revalidate” ),
bound total resolution work with a query-resolution tiner, avoid
excessive re-tries with a failure-recheck tinmer (no nore frequently
than ~30 seconds is RECOWENDED), and ensure client responsiveness
with a client-response tiner (on the order of ~1.8 seconds is
RECOMMENDED) . These controls bal ance resiliency with freshness and
protect upstream authorities during outages or attack conditions.

Qperators MJST consider DNSSEC i nteractions when serving stal e data.
Stal e answers can increase the |likelihood that signatures are outside
their validity wi ndows; inplenentations MJUST NOT ni srepresent
validation status (e.g., AD bit handling MJST fol |l ow DNSSEC semanti cs
where the bit is only set if all relevant RRsets are
cryptographically verified according to |ocal policy).

Prefetch of popul ar BANDAI D nanmes SHOULD be used to keep caches warm
and negative caching MJST foll ow [ RFC2308] to avoi d unnecessary
upstreamtraffic during flaps. Were serve-stale is enabl ed,
operators SHOULD nonitor stal e-answer rates and stal eness
distribution to ensure that policy caps and refresh behavi or neet
availability and freshness objectives.

4.1.4. EDNS(0) Transport Resilience

Al'l servers MJST support EDNS(0) [RFC6891] and TCP fall back [ RFC7766]
to accommodat e DNSSEC and SVCB responses that exceed traditional UDP
size limts. Operators SHOULD configure UDP response sizing to avoid
I P fragnentation (e.g., 1232 bytes for | Pv6 paths) and SHOULD

nmonitor truncation rates to detect m sconfigurations or path MU

i ssues.\

4.1.5. Load Di stribution

Authoritative servers for BANDAID zones SHOULD be depl oyed using IP
anycast to provide gl obal reachability, |oad bal anci ng, and DDoS
resilience. Recursive resolvers SHOULD be deployed in a
geographically distributed nmanner to mnimze |atency for agent
queries and to provide failover during regional outages.

4.1.6. Monitoring and Tel enetry

Operators MJST i npl enent continuous nonitoring of query |atency,
cache hit ratios, DNSSEC validation success rates, and transport
fall back events. Al arms SHOULD be configured for anomalies such as
sudden TTL exhaustion, signature expiration, or upstream
unreachability. Logging MJST respect privacy and regul atory
constraints while providing sufficient detail for operationa
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troubl eshooti ng and conpliance audits.
4.1.7. Encrypted Resolver Steering (Informative)

Al clients and operators MAY inplenent Encrypted DNS Server
Redirection (EDSR) to permit an encrypted resolver to redirect a
client to another encrypted resolver for performance, locality, or
policy reasons Any acceptance of redirection MJST follow the
verified-di scovery nodel of DDR [ RFC9462], including validation of
the designated rel ationship and TLS aut hentication of the target
resolver. |If redirection validation fails or exceeds a single hop,
clients MJUST continue to use the original resolver configuration
When avail abl e, network-desi gnated resol vers provisioned via DNR

[ RFC9463] take precedence over unsolicited redirection unless |oca
policy dictates otherwise. EDSR is currently an Internet-Draft and
is referenced as an OPTI ONAL extension

4.2. Al Consuners
4.2.1. DNS-Based Service Discovery

DNS- Based Service Discovery Al clients that consune BANDAI D di scovery
data MJST i npl ement DNS-based service discovery consistent with

[ RFC6763] and [ RFC9460]. dients SHOULD query for SVCB or HTTPS
records at well-defined service |abels (e.g.

_nmcp. _bandai d. exanpl e.org.) and interpret alpn, port, and custom
SvcParans as specified in this document. Were multiple priorities
are returned, clients MJUST honor the SVCB priority and wei ght
semantics for selection and failover. Cients MJST vali date DNSSEC
signatures for all discovery responses and MJUST NOT act on unsigned
or bogus dat a.

Clients SHOULD i mpl enent caching consistent with TTLs and negati ve
caching rules in [RFC2308]. Prefetching of high-traffic names MAY be
used to reduce | atency, provided that it does not violate policy or
privacy constraints. dients MJST support EDNS(0) and TCP fall back
to handl e | arge responses.

4.2.2. Comunication Failure / Retry

When a di scovered agent endpoint is unreachable, clients MJST

i mplement retry logic that respects exponential backoff and avoids
synchroni zed retry storms. Clients SHOULD attenpt alternate SVCB
targets in priority order before declaring failure. Were
serve-stal e responses are received, clients MIJST treat them as

advi sory and MJUST NOT assune freshness beyond the TTL indicated in
the response. Cdients SHOULD | og stal e usage for observability and
conpl i ance.
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4.2.3. Donmmin Control Validation

To prevent inpersonation and unauthorized data access, BANDAID

depl oynments MUST support Domain Control Validation (DCV) using DNS
Thi s mechani small ows application owners to verify that a requesting
service is authorized to act on behalf of a domain (e.g., “Al, sync
all custoner contacts fromny approved CRMfor acne.org” ). DCV MJST
foll ow a chal | enge-response nodel where the domai n owner publishes a
cryptographically strong token in a DNS TXT record under a

wel | -defined | abel (e.g., _bandaid-challenge.acne.org.). The token
MUST be bound to the requesting service identity and have a bounded
validity period. Cients performng DCV MIST validate the token
agai nst the expected value and expiration before granting del egated
access. Tokens SHOULD be singl e-use and MJUST be renpved from DNS
after successful validation. Al DCV interactions MJST occur over
DNSSEC- val i dat ed channel s to prevent spoofing or downgrade attacks.

4.3. Al Devel opers
4.3.1. Publishing Schema

Publ i shers SHOULD expose per-service discovery records using SVCB (or
HTTPS for HTTP origins) at stable, well-scoped owner nanes (e.g.,
agent-id. _nctp. bandai d. exanpl e.org.). SVCB Servi ceMbde conveys
connection parameters and capability locators in a single round trip;
Al i asMbde MAY be used to map a friendly nane to a hashed | eaf for
sharding wi thout duplicating RRSets. Initial connection paraneter
keys (al pn, port, address hints) and the nandatory key MJST be
honored by clients. [RFC9460]

M ni mal exanpl e:

; ServiceMdde SVCB for an MCP-capabl e agent

a4k2f 9. ntp. bandai d. exanple.org. 600 IN SVCB 1 svc-

adk2f 9. exanpl e.net. al pn="h2, h3" port=443 i pv6hi nt =2001: db8: : 5
i pv4hi nt =192. 0. 2. 5 nandat or y=al pn, port

SVCB/ HTTPS semanti cs and SvcParam processi ng MIST fol |l ow [ RFC9460] to
ensure interop and correct fallback

4.3.2. TTLs, Update Agility

Publ i shers SHOULD assign longer TTLs to relatively static indirection
records (aliases, stable service |abels) and shorter TTLs to volatile
endpoi nt/capability records to bal ance cache efficiency with roll out
safety. Consuners will apply negative caching per [RFC2308], so
publ i shers SHOULD avoi d unnecessary NXDOVAI N fl aps during depl oynents
(e.g., prefer blue/green | eaves over in-place deletions).

Mozl ey, et al. Expires 19 April 2026 [ Page 28]



Internet-Draft BANDAI D Cct ober 2025

4.3.3. Capability Retrieval

When capability netadata is referenced via URI from SVCB/ HTTPS
retrieval MJST occur over authenticated, confidential channels.
Publ i shers SHOULD offer TLS 1.3 and MAY bi nd endpoint identity via
DANE TLSA where resol vers validate DNSSEC, ot herw se, WebPKI

val idation applies. Operational guidance for DANE usage (certificate
usage sel ections, rollover) SHOULD fol |l ow [ RFC7671] [ RFC8446]

[ RFC6698]

Where using HTTPS RRs, publishers MAY advertise the ech SvcParamto
enabl e Encrypted Cient Hello for privacy; client/server behavior and
key distribution MIST foll ow the semantics described in [ RFC9460] for
the ech paraneter.

4.3.4. Exanple DCV Fl ow
Exanpl e DCV Fl ow (Nornative Sketch)

* The relying service issues a DCV challenge with a nonce bound to
its identity and an expiration tine.

* The donai n owner publishes the nonce at _bandai d-chal | enge. donai n.
as a TXT RR until validation conpletes.

* The verifier perfornms a DNSSEC-validated TXT query and conpares
the presented nonce and bi nding; on success, access is granted and
the TXT is renoved

need a sketch for how this | ooks
4.3.5. Exanple Zonefile

“““ $ORIG N exanple.org. $TTL 3600

------------------ @I N SQA nsl. exanpl e. org. host nmaster. exanpl e. org.
( 2025091901 ; serial (YYYYMVDDNn) 7200 ; refresh 1800 ; retry
1209600 ; expire 3600 ) ; minimumIN NS nsl.exanple.org. IN NS
ns2. exanpl e. org.

nsl IN A 192.0.2.53 nsl I N AAAA 2001: db8::53 ns2 IN A 192.0.2.54 ns2
I N AAAA 2001: db8::54

--- ; BANDAID discovery (MCP exanple): per-service, per-agent |eaf
- Leaf is a stable mapping fromAgentID -> | abel (e.g. hashed). ; -
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Use SVCB ServiceMde (priority > 0) to bind connection paraneters.

; AliasMbde to keep a friendly nanme stable even if the | eaf changes
billing._nctp._bandaid 300 IN SVCB 0 ad4k2f9. _ntp. _bandai d. exanpl e. org.

; Leaf per agent/service (ServiceMde). Shorter TTL for agility.
a4k2f9. ntp. _bandaid 600 IN SVCB 1 svc-adk2f9. exanple.net. \

al pn="h2, h3" \ port=443 \ ipv4hint=192.0.2.5 \ ipv6hi nt =2001: db8::5 \
mandat or y=al pn, port

; (Optional) Another service face for the sane agent (A2A)
a4k2f9. a?a. _bandaid 600 IN SVCB 1 svc-adk2f9. exanple.net. \
al pn="h2" port=8443 \ nmandat ory=al pn, port

; (Optional) HTTPS RR at apex for web-style consuners of BANDAID
met adata @900 I N HTTPS 1 web-gw. exanpl e. net. \ al pn="h2, h3" port=443

--- ; Capability / policy signaling via SVCB custom keys
(experinental) ; Use nuneric keyNNNNN until you register | ANA
SvcParanKeys. ; Gate client requirenents with "mandatory". ; --------
Exanpl e: reference a capability descriptor and advertise supported
app protocols. ; NOTE: Val ues and key nunbers are illustrative

a4k2f9. ntp. bandaid 600 IN SVCB 1 svc-adk2f9. exanple.net. \

al pn="h2, h3" port=443 \ nmandat ory=al pn, port, key65001, key65010 \
key65001="cap=ur n: cap: exanpl e: ntp:i nvoi ce.v1l" \
key65010="bap=a2a/ 1, ntp/ 1"

--- ; Domain Control Validation (DCV) for BANDAID authorization
Publish a short-lived token to prove control over exanple.org. ;
Renove after successful validation. Resolver MJST DNSSEC-validate. ;
- _bandai d-chal | enge 300 I N TXT "bnd-reqg=svc:crm

sync@endor . exanpl e; nonce=3Qz6l 8pA; exp=2025-09- 19T06: 00: 00Z"

--- , Optional DANE TLSA for the service endpoint used above. ;
Omner: _<port>. tcp. <endpoi nt-FQN> ; Usage 3 (DANE-EE), Selector 1
(SPKI'), Match 1 (SHA-256) ; Replace the hash with the actual SPK
hash of the leaf certificate. ; -------------“-““--me e
————————————————————————————————— _443. tcp.svc-adk2f 9. exanpl e. net.
1800 IN TLSA 3 1 1 (
0123456789ABCDEF0123456789ABCDEF0123456789ABCDEF0123456789AB )
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--- ; (Optional) Address records for the service endpoint, if hosted
in-zone ; If hosted out-of-zone (exanple.net), these will live there
instead. | ------m oo
------------ svc-adk2f9 900 IN A 192.0.2.5 svc-a4k2f9 900 I N AAAA
2001: db8::5 web-gw 900 IN A 192.0.2.80 web-gw 900 I N AAAA

2001: db8::80 “*

4. 3.5.1. How to use this zonefile

* Adjust TTLs for agility vs. cache efficiency. Use |onger TTLs on
indirection (aliases), shorter TTLs on volatile |eaves and DCV
This aligns with DNS cachi ng behavi or and negative caching rules
[ RFC2308] .

*  Fol |l ow SVCB/ HTTPS senmantics. Cients nmust honor SvcPriority,
Al iasMbde (priority 0), and Servi ceMdde paraneters, including
mandat ory, al pn, port, and address hints per [RFC9460].

*  DCV token flow. Issue a tinme-bounded token at _bandai d-
chal | enge. domai n and require DNSSEC-validated retrieval (pattern
anal ogous to ACME® s DNS-01 in [RFC8555]). Renbve on success.

* Bind transport to DNS with DANE (optional). If your relying
parties validate DNSSEC, publish TLSA to bind the endpoint’ s cert/
key, using the operational guidance in [RFC7671] (TLSA record
format in [ RFC6698]).

* Sign the zone. This file is pre-signing. Sign wth DNSSEC
(DNSKEY/ DS/ RRSI G, etc.) before depl oynent; validators nust treat
unsi gned/ bogus di scovery data as a failure (per your earlier
spec). See DNSSEC core specs [ RFC4033], [RFC4034], [RFC4035] and
oper ati onal gui dance.

4.3.5.2. Wy these records

*  SVCB/ HTTPS concentrate connecti on netadata and all ow aliasing at
apex and service |abels, reducing round trips and enabling
policy-gated parans via nmandatory.

* Per-service, per-agent |eaves avoid oversized RRsets and all ow
paral | el adm nistration/shardi ng while keeping alias nanes stabl e.
This foll ows performance gui dance in SVCB and your BANDAI D perf
secti on.

* DCV via TXT mrrors a well-understood, autonmated control -proof
pattern [ RFC8555] that fits BANDAI D authorization workfl ows.
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5.

5.

*  DANE TLSA optionally renmoves reliance on external PKI anchors for
endpoi nt auth where DNSSEC i s depl oyed [ RFC6698], with depl oynent
rules in [ RFC7671] .

Concl usi on

The di scovery of Al agents at Internet scale introduces requirenents
for autonony, security, resilience, and interoperability that cannot
be met by ad-hoc or centralized nmechani snms. Organi zati ons nust
advertise capabilities in a manner that is globally unique,
cryptographically verifiable, and operationally scalable, while
preserving conpliance with regul atory and soverei gnty constraints.
The sol ution space nust account for dynam c |lifecycles, selective

di sclosure, and the ability to integrate with existing infrastructure
wi t hout introducing new trust anchors or governance choke points.

Thi s docunent defines BANDAI D as a DNS-based di scovery franework that
| everages the gl obal DNS nanmespace, DNSSEC for integrity and
authenticity, and SVCB/ HTTPS records for structured capability
advertisenent. By building on wi dely depl oyed protocols and
operational practices, BANDAID provides a predictable entry point for
agent di scovery, supports hierarchical del egation for organi zati ona
aut onony, and enabl es secure, lowlatency resolution at scale.

Ext ensi ons such as custom SvcParans, DNS-based domain contro

val idation, and optional DANE bi ndi ngs further strengthen trust and
interoperability.

Future work includes standardi zing capability schemas, formalizing
SvcParam regi stries for BANDAI D net adata, and defi ning
privacy-preserving query mechanisns (like authoritative DOT/H Q. By
aligning with existing Internet standards and operational best
practices, BANDAID offers a path to interoperable, secure, and
resilient Al agent discovery w thout reinventing the foundationa

| ayers of the Internet.

1. Future Wrk & Unaddressed Portions

I ndex versus agents publishing their updates, etc. Unresolved in the
use case of it being better to have an index which is a list of all
agents an org owns, or allow records within the zone to be the record
of truth.

For exanple, a conpany nmay only have a few external agents avail abl e
for use, and if the | ETF standardi zes 'types’ of Al agents, then
perhaps _chat._ai.domain.comor _ing2txt._ai.domin.cometc are all
di fferent SVCB records.
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6.

8.

8.

8.

Security Considerations

To add: Lookal i kes, takedowns, m sbehaving agents, conpliance,
privacy

| ANA Consi der ati ons

I ANA are to consider registering an underscored attribute | eaf as
part of [RFC8552] for BANDAI D.

| ANA are to consider designating custom key-value pairs for SVCB
paraneters to facilitate agent-to-agent application discovery,
potentially for cost optimzation (token input counts, costs per
token bundle, etc.)
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