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Abstract

Wth the proliferation of Al agents cones a need for nmechanisns to
support agent-to-agent discovery. This docunent discusses the scope,
requi renents and consi derations to support discovery processes SO
that these are not reliant on manually defined configurations and

rel ati onshi ps.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 18 Cctober 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. Introduction

Al Agents have an increasing role in enabling intelligent automation,
deci si on- naki ng, and adaptive network nmanagement. These agents are
software-driven entities that |everage artificial intelligence,

i ncludi ng machi ne | earning and natural |anguage processing, to
interact with other agents, users, applications, and network
conmponents. Organi zations require robust autonatabl e nmechanisns for
the secure advertisenment and di scovery of Al agents on public and
private networks.

Two drafts related to the Discovery of Agents, Wrkloads, and Named
Entities (DAWN) di scuss the probl em statenent

[1-D. draft-akhavai n- noussa- dawn- probl em st atenment] and requirenents
[1-D. draft-king-dawn-requirenents] in a wider context than just Al
agents. These should be read along with this draft as agents may
communi cate with a wider variety of entities than just other agents.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
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3. Scope of Discovery Processes
The scope of the agent-to-agent discovery could include:

* Dynam c registration, deregistration, and advertisenent of agent
capability

* Context-aware di scovery by other agents (domain, geography,
operational constraints |like batch versus real-tine)

* Standardi sati on of the discovery process with privacy preservation

- Having a known entry point such as an index of an
organi sation’s agents

* Standard schemas to describe agent capabilities
- Versioning and lifecycl e managenent
* Resiliency in advertising agents

* Ensuring trust and verification nmechanisns built into the
di scovery process

* Using the same mechani sns on both public and private networks

* Interoperability and integration with existing technol ogi es and
dat asets (backward conpatability)

Consi derations and constraints on these processes nay incl ude:

* (Organi sations needing control over the process of advertising
their agents

* Scalability owing to the | arge nunber of agents
* Energy and resource efficiency

* Adversarial use of agents (i.e. using inputs froman index to
nmodi fy agent reasoni ng)

* Agent decision variance based on tenperature, context, or nodel
state

* Requirenments for organisations and agents to operate independently
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4.

* Legislation and regul atory frameworks that could include
constraints such as sovereignty of data and operationa
consi derations (human in the | oop governance)

* Legal issues with ownership of nanmes and brands, or having
mechani snms to deal with disputes

* Ethical concerns with respect to agent capabilities, access, and/
or advertised netadata

Aut onony and Gover nance

Due to the wi de range of services agents could be used for,

organi sations will need autonony when advertising agents and nay need
to work within regulatory franmeworks that stipulate such things as
operational requirenents and sovereignty of data, or such regul ations
may not be acceptable to sonme organi sations. Discovery nechanisns
will need to allow each organisation to publish its own agents’
capabilities independently of others. A centralised directory of all
possi bl e public agents does not facilitate this. An adversarial
centralized directory is also able to stifle conpetitor advertisenent
capabilities. The needed autonony ensures that discovery renmins
resilient to governance disputes, conpetitive interference, and
jurisdictional constraints.

G ven that organisations will need to be autonomous but stil
facilitate agents discovering other agents and being able to

conmmuni cate securely with them a well known entry point is needed.
This further all ows organizations to del egate authority to others for
specific jobs or capabilities.

Agent Regi stration Advertisement and Di scovery

Organi sations will need to advertise agents and their capabilities to
other entities via a predictable entry point. This will facilitate
any entity’'s agents discovering the organisation s agent

capabilities, and subsequently performng any verification, tests
prior to initiating service provided by the agent. To achieve this,
the entry point MJST be based on a mechanismthat is both ubiquitous
and i nteroperabl e across public and private networks.

It is likely this will nean a directory service at or referenced by
the entry point that an organi sation uses to describe agent
capabilities based on a standard schema

Once an agent discovers another agent e.g. via a directory service,
it will communicate with it using protocols such as (A2A, MCP, ACP,
etc.) via properties it has discovered fromthe index service.
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Al'l conmunication will need to be secured through public key

i nfrastructure nechani sns. VWhile in-process agent comunication

avoi ds network concerns (co-located agents), any external, cross-host
agent interaction still routes through existing network
infrastructure requiring the entry point.

6. Regul ation and Conpliance Features

Servi ces provided by agents may be subject to |egislation and
regul ati on because they are tine critical, relate to health care,
financial in nature, etc. The agent discovery process, protocols and
comuni cation will need to take this into account as otherw se

organi zations will not be able to deploy them

Conpl i ance consi derations include, but are not linmted to,
availability, auditability, and security. Discovery protocols MJST
provi de nmechani sns to ensure high availability, as service outages in
regul ated environments can have severe | egal and operationa
consequences. Similarly, auditability MJST be supported through
verifiable | ogging of discovery and registration events, enabling
organi zations to denonstrate conpliance during regulatory reviews or

i ncident investigations. These should be considered during the

choi ces of using existing protocols or devel opi ng new ones for agent
di scovery to avoid barriers to inplementation

7. Scalability

G ven the | arge nunber of agents, volune of transactions, |egal and
regul atory considerations, the discovery nechani sns need to be both
hi ghly scal abl e and devol ved to the organi zati ons advertisi ng agent
capabilities. Any solution that introduces centralized bottl enecks
or single points of failure is inherently unsuitable for this

pur pose, which should al so be weighed for how a solution is

devel oped.

8. Schema Evol ution

Agents will advertise machi ne-readabl e capabilities that evol ve over
time. The discovery system MJST support explicit versioning, content
negoti ati on, and backward conpati bl e evol ution of capability schemas.
It MJST place constraints on payl oad size and conplexity to ensure
efficient transport and caching while allowi ng extensibility for

domai n-speci fic metadata. Mechani sns for deprecation, sunset

notices, and conpatibility matrices are needed to prevent negotiation
failures at runtime.
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10.

11.

12.

Abuse

Open di scovery surfaces are targets for abuse including anplification
attacks, scraping, and denial of service. The system MJST support
rate limting, request authentication when appropriate, abuse
detection, and response shaping to mnimize anplification potenti al
Econom ¢ consi derations, such as preventing cost shifting to
responders and preserving fairness across tenants, SHOULD be

i ncorporated into protocol and operational guidance.

Connectivity

Di scovery alone is insufficient w thout practical reachability. The
probl em st at ement SHOULD acknowl edge chal | enges i ntroduced by NATs,
carrier-grade NAT, firewalls, split-horizon networks, and dual -stack

I Pv4/ 1 Pv6 environments. Agents may exi st behind egress-only
boundaries or at the edge with internmittent connectivity. The system
MJUST not assune stable, synmetric, or publicly routable paths and
SHOULD define expectations for relay, proxy, or rendezvous patterns
where direct connectivity is infeasible.

Attestation and Provenance

Agents may be required to prove properties about their software and
runtime environnent. The discovery |ayer SHOULD carry or reference
attestations such as software bill of materials, npdel/version
identifiers, supply-chain provenance, or trusted-execution

envi ronnment evidence. Safety classifications, permssible-use
statenents, and risk tiers can be part of discovery netadata to
enabl e policy-aware client behavior

Chal | enges with Existing Proposed Mechani sms

Several alternative approaches to agent discovery have been proposed,
including centralized registries, blockchain-based naning systens,
and proprietary service directories. Wile these nodels may offer
novel features, they introduce significant architectural

operational, and governance challenges. Centralized registries
concentrate control and introduce single points of failure, limting
resilience and scalability.
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13.

14.

15.

15.

Bl ockchai n- based systens often |ack integration with existing
internet infrastructure, suffer fromlatency and cost constraints,
and present jurisdictional ambiguity due to decentralized governance.
Proprietary directories fragnent the di scovery ecosystem and i nhibit
interoperability across agent franmeworks and admi nistrative donains.
Furt hernore, organizations securely delegating authority to Al
solution providers requires interfacing between this centra
authority as opposed to business-to-busi ness which can be used to
suppress innovation

The introduction of a novel discovery protocol would require the
est abl i shnent of new governance structures, security nodels, and
operational tooling. Early inplenentations would likely be
centralized anong a limted set of stakehol ders, introducing
bottl enecks in protocol evolution and risk mtigation, and could
result in centralization

Security Considerations

Al'l agent discovery mechani sms need to be secured through public key
infrastructure

Al'l agent discovery nechani sns need to have thread detection

Al'l agent discovery nechani sns and security nechani sns need to work
in real-tine.

Al'l agent discovery nechani sns need to use standardi zed interfaces or
APl's in case external security instances are used.

Protecti on needed agai nst: * DoS attacks * Unauthorized access and
control * Secure conmmuni cation framework e.g., TLS 1.3 etc. *
Conti nuous nonitoring of the agent discovery mechani sm

I ANA Consi derations
Thi s document has no | ANA acti ons.
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