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Abst r act

Thi s docunent defines Resolvable Universally Unique ldentifiers
(RUUIDs): a UUD format encoding a 64-bit |Pv6 network prefix, a
48-bit identifier, and a 10-bit type. A resolver uses reverse DNS on
the network prefix to discover the associated domain and, via that
domain’s "UU D document", constructs a URI of the referent. Defaults
for both the docunent | ocation and the referent URl tenplate nean
that when URLs follow the canonical convention, nothing beyond a
reverse-DNS PTR record needs to be published; resolution degrades
gracefully when configuration is mssing.

The 64-bit network field carries an IPv6 /64 prefix directly. An
IPv4 /32 is encoded as the correspondi ng 6to4 prefix (RFC 3056).

RUUI Ds are 128 bits in the standard UU D textual form Pending a
dedi cated UU D version, they use the RFC 9562 experinmental version 8
with variant 10, so existing UU D parsers recogni se themas well -
formed UUI Ds.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Novenmber 2026.
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1. Introduction

UUI Ds as defined in [ RFC9562] are opaque: a UU D nanmes a thing but
says not hing about where to |l earn nore about it. This docunent
defines a Resolvable UU D (RUUID) that binds the UUI D at generation
time to an IP network prefix. Reverse DNS resolves that prefix to a
domain, and a "UU D docunent"” resolves the domain and the fields of
the WIDto a URI of its referent, allowing the UU D to be

der ef erenced.

The bytes of an RUUID fully specify the algorithma resol ver MJST
follow, there is no fallback or probing. Resolution uses only DNS,
whi ch may include DNS-over-HTTPS, with no new infrastructure
required.

An RUUID parses as a nornal UU D with a well-defined version and the
RFC 9562 variant; code that does not understand RUU Ds SHOULD treat
t hem as opaque.

1.1. Relation to other identifier systens

RUUI D buil ds on preexisting UU D versions and variants, and rel ates
to several other identifier systens. The relevant prior art
i ncl udes:

*  Preexisting UU D versions and variants ([ RFC9562]), which provide
coordi nation-free generation and enduring universal uni queness,
but whose identifiers are opaque: a UU D nanes a referent without
indicating where to find it. An RUWUD is itself a UUD (currently
version 8 with variant 10) that adds resolvability to these
properties, through a public and reproducible resol ution nethod.

* URNs ([ RFC8141]) are URIs urn:NID:NSS, requiring an | ANA-
regi stered Namespace ldentifier per nanespace; resolution is not
standardi zed at the URN | ayer and varies per nanespace. |[RFC4122]
defined a URN nanmespace, urn:uuid:, for UU Ds.
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1.

2.

*  WBC Decentralized Identifiers (DIDs, [WBC-DID]) are UR's
di d: METHOD: I D wi t h per-met hod regi stration and per-nethod
resolution rules; an RUU D can be expressed as a DID via the
di d: uuid nethod, which is specified separately.

* Numer ous nunbering schenes, such as | EEE Ext ended Uni que
Identifiers (EU), Universal Product Codes (UPC), International
Article Numbers (EAN), International Standard Book Nunbers
(I'SBNs), Vehicle Identification Numbers (VINs), Cbject ldentifiers
(A Ds), Archival Resource Keys (ARKs), Handl e-based identifiers
([ RFC3650]), and Digital Object lIdentifiers (DOs) depend on
registration with an assignnment authority. Many of these are
resol vabl e but depend on dedicated resolution infrastructure.

RUUI Ds differ fromthe prior art in the foll ow ng ways.

* Unlike many of the existing nunbering schenes, assignnent of UUl Ds
in general, and RUUI Ds in particular, does not depend on a central
registration authority. By follow ng the specification, anybody
may generate a UUID and assign it to a referent with high
confidence of enduring universal uniqueness, w thout dependence on
authority or coordination with other parties generating UU Ds.
Accordingly, UU Ds fromindependent sources may be pooled in
dat abases and datastreamns, w thout coordination.

* They are 128-bit UUDs in the conventional textual form (Section 4
of [RFC9562]), not URIs. Code that does not know this
specification can still parse, store, and conpare them as UU Ds.

* Resolution of RUU Ds runs over the existing RRR/ LIR/ ISP
al l ocation chain and the DNS reverse-zone del egation chain, with
no dedicated registry or central resolver. The accountability
gradient is the one that already governs |P address space.

Applicability

As an _identifier_, an RUU D unanbi guously nanes its referent
indefinitely, like any UUD. As a _resolvable_identifier, it can be
wal ked through DNS to the referent’s URI which can de-referenced,
this role is bounded by continued control of the network prefix and
its reverse-DNS del egation (see Section 9.2).

Wor kf Il ows requiring coordination-free generation of structured
(sortable, time-ordered) identifiers SHOULD prefer UU D version 7
([ RFC9562]); see Section 7.4.
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2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The following terns are used in this docunent:
RUU D A 128-bit identifier confornming to this specification.

Network prefix The 64-bit field of an RUU D that carries an | Pv6 /64
network prefix. An IPv4 /32 is encoded as the correspondi ng 6to4
prefix ([RFC3056]); see Section 3.2.

Identifier The 48-bit field of the RUUI D that nanes the referent
within the network prefix. See Section 3.

UUI D docunment A JSON docunent, identified by a URI published in DNS
at _uui d. <domai n>, that describes how RUU Ds under a network
prefix are generated, and optionally publishes cryptographic
material for verifying them The format is defined in Section 6.

3. RUU D For mat
3.1. Bit layout

Treating the RUUID as a 128-bit bi g-endian unsigned integer with bit
127 being the nost significant bit:

0 1 2 3
01234567890123456789012345678901
I i e S S i i S Sk
I I
| identifier (48) s T e s i e
| | ver | net wor k_hi |
S A S S i St S SEp S DU S S R S o e s
| var| type I I
R i i i s (oI (RIS HE S S network | o |
I I
+

T
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3.

2

[ oo oo oo
| field | width | neaning |
2 gl ooy oo oo e
| identifier | 48 | identifier of the referent |
| | | within (network, type) |
S S Fom oo +
| version | 4 | UWIDversion, set to 8 |
S B S, o m e e e e e e e e m e ao- +
| network_hi | 12 | high 12 bits of the 64-bit |
| | | network prefix |
S oo - o m oo +
| variant | 2| UWIDvariant, set to |
| | | binary 10 |
S B S, o m e e e e e e e e m e ao- +
| type | 10 | identifier of a type entry |
| | | in the UU D docunent |
S oo - o oo +
| network |o | 52 | low 52 bits of the network |
| | | prefix |
S B S, o m e e e e e e e e m e ao- +

Table 1
The network prefix

The 64-bit _network prefix_ is the concatenation of network_hi and
network_| o, treated as a single 64-bit big-endian unsigned integer

It is an IPv6 /64 network prefix. An IPv4 /32 is encoded as the
corresponding | Pv6 6to4 prefix ([ RFC3056]), zero-padded on the right;
so a single 64-bit field carries either address fanily; the encoding
di stingui shes them

Note that while [RFC3056] [RFC7526] deprecated the compani on anycast -
relay prefix, the 6to4 IPv6 prefix is still allocated, and no native

| Pv6 addresses are assigned fromit. Each /64 within 2002::/16
corresponds to a specific I Pv4 /32 under the 6to4 derivation, and
only that |1 Pv4 owner controls the corresponding in-addr.arpa zone. A
network field beginning with 0x2002 MJST be interpreted as

| Pv4d-encoded; an RUUID with a network field in 2002::/16 MJST encode
an | Pv4 /32 whose in-addr.arpa reverse zone is controlled by the
RUUI D s resol ver

The network prefix is an adm nistrative identifier, not the IP
address of any specific service; any nunber of servers MAY share a
single network prefix (see Section 7.1).
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3.3. Version and vari ant

The version field MIST be 8 (RFC 9562 "experinental"); the UU D
variant field MJUST be binary 10.

3.4. Type

The 10-bit type field identifies a type entry in the UU D docunent
(Section 6). The 1024 type val ues each describe one kind of referent
and can carry their own referent-URl tenplate. Type entries appear
in the UU D docunent as CID service entries with id = #<type> (see
Section 6.2). Type 0 is reserved for "unspecified"

4, Resol uti on
4.1. Overview

RUUI D resolution is two-phase. *Phase 1* resolves the network field
to a UU D docunent (Section 6). *Phase 2* applies the docunent’s per-
type service tenplate to the 48-bit identifier to produce the
referent URI. The spec’s normative output is the referent URI.

A resol ver executes:
A. *Phase 1%

1. Determine address famly. |If the top 16 bits of the network
field equal 0x2002, the next 32 bits are the IPv4 /32 (reverse
zone in-addr.arpa); otherwise the full 64 bits are an |IPv6 /64
network prefix (reverse zone ip6. arpa).

2. Consult a _registry endpoint_ (Section 4.2) for the domain and
UUl D- docunment URI associated with the network prefix. This is
the only step that MJST succeed; |ater steps have docunented
defaul ts.

3. Fetch the UU D docunment (Section 6). On fetch failure or non-
JSON body, proceed with no docunent.

B. *Phase 2*

1. Construct the referent URI: pick the service entry fromthe UU D
Docurent whi ch corresponds to the RUUID s type (or fall back per
Section 4.5) and apply placehol der substitution.

Per-identifier netadata lives in the UU D docurment, not the registry,

so registry state per domain is constant regardl ess of how many
RUUI Ds are generated under that donain.
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4.2. Registry endpoints

A registry endpoint returns the domain and UU D-docunment URI for a
given network prefix, reached over DNS. The resolver does a PTR
query agai nst the reverse-DNS nane (Section 4.3) for the domain, then
a URI query at _uuid.<domain> (falling back to TXT; Section 4.4) for
the docunent URI. The system DNS resolver is the default; any DNS-
prot ocol - speaki ng service with these semantics is conformant. The
DNS resolver may be either traditional DNS over UDP/ TCP port 53 or a
DNS- over - HTTPS (DoH) service ([ RFC8484])

Every public I P prefix has a reverse-DNS chain, so resolution needs
no dedicated registry or new infrastructure.

4.2.1. Endpoint configuration

A registry endpoint is configured by URL; the schene deternines how
it is reached. A DNS-protocol endpoint uses dns://<host>[:<port>]
([ RFC4501]; port defaults to 53). A DoH reachabl e endpoi nt uses an
https:// URL ([RFC8484]), carrying wire-format DNS nessages
(application/dns-nessage).

4. 3. Rever se- DNS name construction

For | Pv4-encoded RUUI Ds (top 16 bits = 0x2002), recover the |1Pv4 /32
as (network >> 16) & OxFFFFFFFF and construct the reverse-DNS nane
per Section 3.5 of [RFCL035]: the four address bytes in reverse order
as decimal |abels, followed by in-addr. arpa.

For | Pv6-encoded RUUI Ds, the reverse-DNS nane is the standard
i p6. arpa nane (Section 2.5 of [RFC1035]) truncated to the first 16
ni bbl es (the /64 boundary).

4.4. UU D docunent resolution

At _uui d. <domai n> the resol ver issues a URI query first ([RFC7553]),
then a TXT query (Section 5) if no usable URI record is returned.
Wth multiple URI records, pick the lowest priority, breaking ties by
hi ghest weight. TXT records w thout the RUUI D prefix MJST be

i gnor ed.

Type-specific queries are used rather than ANY because [ RFC38482]

permits recursive resolvers to return mnimal answers to ANY net a-
queries, silently losing published records.
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4.4.1. Default docunment UR
If no usable record is present at _uuid.<domai n>, the UU D docunent
URI defaults to https://<domai n>/.well-known/ uui d-docurent.json
(wel | -known suffix per [RFC8615], registered in Section 8. On a
fetch failure of the default URI, the resolver applies the default
referent tenplate (Section 4.5.2). A UU D docunent hosted el sewhere
is located by publishing a URl or TXT record at _uuid. <domai n>

4.5. Referent URI construction

The referent URI is constructed by selecting a tenplate and appl ying
pl acehol der substitution

4.5.1. Tenmplate sel ection
The resol ver picks a tenplate by checking, in order

1. A service entry with id = #<type> and a string servi ceEndpoi nt
(the type-specific tenmplate).

2. A service entry with id = #0 and a string servi ceEndpoi nt (the
domai n-wi de default).

3. The spec-w de default tenplate defined bel ow.

4.5.2. Default tenplate
When no docunent tenplate applies, the default is:
htt ps:// <domai n>/ <type>/<i dentifier>
The default applies when the service array is absent, has neither a
#i<type> nor #0 entry, or has only entries wi thout serviceEndpoint; it
al so applies when the docunent cannot be fetched at all (so reverse-
DNS success al one always yields a resolvable URL). Wen URLs al ready
follow this convention, no UU D docurment need be published.

4.5, 3. Pl acehol der substitution

The resol ver replaces every occurrence of the follow ng substrings:
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when <day> is absent fromthe tenplate, the |
full 48-bit identifier as 12 | owercase hex |
digits, zero-padded; when <day> is present, |
the low 28 bits (the sequence of Section 7.3) |
as 7 lowercase hex digits, zero-padded |

| <day> | the high 20 bits of the identifier (the |
| | day_count of Section 7.3), rendered as the |
| | correspondi ng cal endar date YYYY- MV DD |
| | (2025-01-01 + day_count days, UTC) |
S o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| <type> | the RUUD s type as a decimal integer, no |
I | padding I
oo s o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon +
| <network> | the network field as 16 | owercase hex digits,

| | zero-padded |
S o m e e e e e e e e e e e e e e e e e e e e e e emamao o +
| <uuid> | the full RUUD in canonical 8-4-4-4-12 |
| | lowercase form

oo s o m m e e e e e e e e e e e e e e e e e e e e e eeee—oon +
| <domai n> | the domain returned by the PTR | ookup |
o e e o - o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - +

Table 2

Substituted values are not URI-encoded; all are URL-safe by
construction.

A tenpl ate containing <day> is an assertion by the docunent publisher
that identifiers under this entry are constructed per Section 7.3.
The resol ver does not check this and perforns the substitution as
defined regardl ess of the underlying bits; a <day> val ue i npl ausibl e
for Section 7.3 (e.g., a date far in the future) is the publisher’s
m sconfiguration, not the resolver’s concern

The result MIUST be a valid URI reference per Section 4 of [RFC3986].
Arelative reference is resolved against the UU D docunent’s fetch
URI per Section 5 of [RFC3986]. UU D docunents SHOULD use *absol ute-
path references* (a path beginning with /, no schene, no authority)
so the docunent can be nmoved between hosts without editing service
entries: /-rooted references transplant the docunent’s schene and

aut hority unchanged.
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5. TXT Record For mat

When the _uui d. <domai n> query returns no URI records but does return
TXT, the resolver picks a TXT record whose concatenated strings
(Section 3.3.14 of [RFCL035]) nmatch:

v=ruui d1 <URI >
<URI > MJUST be a valid URI per Section 3 of [RFC3986].
6. UU D Docunent

The UUI D docunent is the JSON docunent fetched at step 3 of

Section 4. It is a WBC Controlled Identifiers (Cl D) docunent
([WBC-CI D)) whose service array carries per-type referent-UR

tenpl ates. Resolvers MJST ignore fields they do not recognise, and
SHOULD treat the docunent as authoritative only for the domai n whose
DNS pointed themat it.

6. 1. Document fetch

The UUI D docunent is identified by the URI established at step 3 of
Section 4: either an explicitly-published URI from _uuid. <donai n> or
the default (Section 4.4.1). The URI MAY use any schene the resol ver
can dereference to a fetchabl e JSON docunent: https: (the expected
baseline), http:, data: (inline JSON), file:, or did: (where the DID
resolves to a docunent that _is_ the UU D document; did:web:,
did:plc:, and did:uuid: are all usable). UU D docunents SHOULD use
https: for TLS transport integrity.

The docurment MJST be UTF-8 JSON ([ RFC8259]) with an object at top
| evel

6.2. Docunent structure and evol ution

A conform ng UU D docunment is a JSON object structured as a WBC
Controlled lIdentifiers (CID) docunent [WBC-CID]. It is the CID
docunent for the network prefix’s controller: one document, keyed by
the network prefix, covers every full RUU D under that network
prefix.

The UUI D docunment’s id is the URI used to dereference it (CID
canoni cal -URL): the URI published at _uuid.<domain>, or the default-
docunent URI (Section 4.4.1) when no record is published. The UR
MAY use any URL- St andard schene.

The fields used by the resolution pipeline are:

Mot t er shead Expi res 30 Novenber 2026 [ Page 11]



I nternet-Draft RUUI D May 2026

|field | type | required by | meani ng |
| | | this spec | |
[ gt st e fums e peusfuety s U
| @ont ext | string | optional | JSON-LD context. SHOULD |
| | or | (recomended) | include |
| |array | | "https://ww. w3.org/ns/cid/

I I I | vi". I
R R, T o e e e e e e e e e o +
|id | string | optional | The URI at which the |
| | | (recomended) | docunent was dereferenced. |
Fom e oo Fomm o - o o e e e e e e e i e +
| controller |string | optional | URI(s) of the entity |
| | or | | authorised to update this |
| |array | | document. \Wen omitted, CID |
| | | | treats it as equal to id. |
Fom e Fomm o - oo o e e e e e e eee e +
| al soknownAs| array | optional | Additional URIs identifying

| | of | | the sane subject.

I | strings| I I
R R, T o e e e e e e e e e o +
| service |array | required for | Per-type referent tenplates;

| | of | type entries | see Section 6.4. |
I | obj ect s| I I
R S oo o m e e e e e i e +

Table 3

No top-level field is REQU RED: the enpty object {} is processable
(it just nmakes no RUU Ds resol vabl e, other than those resol vabl e
using the default tenplate). The schena evol ves by addition;

resol vers MJST ignore unknown fields. A resolver that needs a field
which is absent or unparseable MJIST fail that operation rather than
substitute defaults.

6.3. Verification fields

A UUI D docunent MAY include prefixes (array of CIDR strings) and
domai ns (array of domain strings) covered by the docunent. Consumners
SHOULD verify the RUU D s network prefix against prefixes and the
resol ved donmi n agai nst dommi ns when present, treating a nismatch as
m sconfiguration (log; MAY refuse the referent URI). These fields
are advi sory, not security-critical: an adversary who controls the
DNS path or the docunent can set themto any value. Their purpose is
detecting honest mi stakes (staging docs at prod URLs, shared
infrastructure pointing at the wong tenant, a prefix nove without
re-hosting the docunent).
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6.4. Service entries (per-type referent tenplates)

The docunent’s service array carries one entry per RUU D type covered
by the docunent. Entries followthe CID service-entry schena with
one convention: the entry’'s id is the fragnment URl #<type> (the

deci nal type value, "0" through "1023"), and servi ceEndpoint is the
referent-URl tenplate the resolver substitutes (Section 4.5).

{
"@ontext": "https://ww.w3.org/ns/cid/vl",

"id": "https://exanple.conl.well-known/ uuid-docunent.json",
"al soKnownAs": ["did: uui d: 00000000- 0000- 8200- 8002- c000022a0000"],
"service": |

{

idh "#1,

"type": "User",

"servi ceEndpoint": "https://exanple.conlu/<identifier>"
H
{

"id' "#42,

"type": "CowTag",

"servi ceEndpoint": "https://exanple.conlt/<identifier>"
}

]
}

The array is sparse; missing entries fall back to the default
tenplate (Section 4.5.2). Different types MAY use entirely different
URI structures.

6.4.1. Type entry fields

[ oo oo oo ey o}
| field | meani ng |
[ e s e e s s s s s s s s s s s s s e s s s e s s s s s s s e
| id | the fragment URI #<type> (e.g. #1, #42); the |
| | type value is the nunmeric string after # |
o e e e e oo - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| type | arbitrary string or set of strings. |
o e e e e oo ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
| serviceEndpoint | URI tenplate per Section 4.5; the default |
| | tenplate applies if absent |
o o +

Table 4
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The id field is OPTIONAL in the Controlled Identifier specification,
and may be any valid URI that is unique within the Iist of services.
However, a RUU D resol ver SHOULD ignore service entries with no id,
and service entries whose id does not have a nuneric fragnent between
#0 and #1023.

The Controlled lIdentifier specification requires the type field, but
the RUU D resol ver makes no use of it. A resolver MIJST NOT treat a
m ssing type field as an error, even though a service entry | acking
type does not conformto the Controlled Identifier specification. |If
present, a resolver MAY return the type value as additiona

i nformation.

The serviceEndpoint field is REQURED in the Controlled Identifier
specification. Wen the RUU D resol ver selects a service entry
because its id fragnment matches the RUUID s type val ue, the

servi ceEndpoint is the tenplate used to construct the URI of the
referent.

7. GCeneration Considerations
7.1. Network prefix senmantics

The network field is an IPv6 /64 network prefix, or an |Pv4 /32

6t 04-encoded into the same field. It is not the |IP address of any
specific service. The resolution algorithmrequires only that the
prefix’s reverse-DNS zone resol ve PTR queries to the domain that
publ i shes the UU D docunent; the operator of that DNS zone need not
coincide with the entity that generated the RUU D nor with the
operator of the service providing the referent. Any nunber of
servers, on unrel ated addresses, MAY share a single network prefix.

7.2. Uni queness

Identifiers MJUST be unique within (network, type). d obal uniqueness
of RUUIDs follows fromthis property and the gl obal uniqueness of IP
al | ocations, provided the generating entity has control of the
network prefix at generation-tinme and maintains that indefinitely.
Once an identifier is assigned, the binding MAY be retired but the
identifier value MUST NOT be reused for a different referent.

7.3. ldentifier construction

For an RUUI D used only within the generator’s |ocal scope, the 48-bit
identifier MAY be any val ue satisfying Section 7.2.
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For an RUUI D used outside the generator’s |ocal scope, where

persi stent universal uniqueness is required w thout ongoing tenancy
by the generator of the network prefix, and w thout ongoing

coordi nati on anong i ndependent generators, the identifier SHOULD be
constructed as foll ows:

identifier = (day_count << 28) | sequence

* day_count is a 20-bit unsigned count of days since 2025-01-01
00: 00: 00 UTC. The value MJST be a day on which the generator held
reverse-DNS authority over the network prefix, and MUST NOT be a
future day. Any day satisfying these two conditions is valid;
day_count need not be the day on which the RUUID is generated, and
an i npl ementati on MAY reuse the same day_count for many RUU Ds
(e.g., the earliest day of its tenure of the network id, advancing
only when the 2728 sequence space is exhausted). The count w aps
after 2720 days (approxi mately year 4896).

* sequence is a 28-bit value unique within (network, type,
day_count).

Successive controllers of a network prefix hold disjoint sets of
tenure days, so the two MJUST conditions above guarantee that their
day_count val ues do not overlap, and identifiers fromdifferent
controll ers cannot collide even wi thout coordinati on between them

This yields 2728 = 268, 435,456 RUU Ds per (network, type, day) and,
across the 1024 type val ues, approximately 275 billion RUU Ds per
network prefix per day of tenancy.

The sequence uni queness requirenment is scoped to a single day within
a single (network, type); coordination across days, across types, and
across network prefixes is not required. |Inplenentations MAY satisfy
it with a counter, a tine-of-day conponent with within-period
randommess, deliberate partitioning across cooperating generators, or
any ot her schene. Random selection fromthe 28-bit space achieves a
27"-14 collision probability at approximately 16,000 RUU Ds per
(network, type, day) and degrades sharply at higher vol unes;

coordi nation between multiple generator "workers" of some formis
required to approach the per-day naximm

Resol vers MUST NOT interpret this structure. RUU Ds constructed this
way are byte-indistinguishable fromRUUI Ds with opaque identifiers;
the convention is a generator-side discipline that hel ps cooperating
generators avoid collisions, not a resolution input.
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7.4. Collisions

The 48-bit identifier yields a ~2"24 birthday bound for random
identifiers within a single (network, type) tuple, which provide
uncoordi nated col |l ision avoi dance via randomess. The "uni queness
durability" of RUU Ds nay be less in sonme cases than with other UUI D
versi ons, such as those based on hashes, tinestanps, or pseudo-random
nunber generators. For exanple, RUUI Ds generated after control of
network id has passed to a different entity may be nore prone to
collision than other UU D versions, if they are pooled in the sane
dat abases or datastreans with RUUI Ds froma previous controller of
the network id.

8. | ANA Consi derations
Thi s docunent requests:

1. Assignnment of a dedicated UUI D version to this specification,
provisionally requested as version 9 (or, if 9 is unavail able,
the next unassigned UU D version). See [RFC9562]. Pending such
al | ocation, inplenentations use the RFC 9562 experinental version
8.

2. Establishment of an "RUUI D TXT Prefix Registry" adm nistered
under | ETF Review [ RFC8126], with the initial entry v=ruuidl
referencing this docunent.

3. Registration of uuid-docunent.json in the "Wll-Known URIs"
registry per [RFC8615], referencing this docunment. The well-
known URI provides the default UU D docunent |ocation defined in
Section 4.4.1.

9. Security Considerations
9.1. Registry endpoint trust

RUUI D resolution inherits its registry endpoint’s trust substrate: a
DNS- prot ocol endpoint inherits the DNS hi erarchy (DNSSEC, where

depl oyed, authenticates the _current_ operator rather than continuity
across transfers; see Section 9.2). A DoHreachabl e endpoi nt
additionally relies on the TLS connection to the configured URL

([ RFC9525]). Strengthening trust beyond that substrate (signed
records, externally rooted continuity evidence) is out of scope.
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9.2. Prefix transfer and long-termdurability

An RUWID s identifier role is unconditional, but its resolution role
depends on continued control of the network prefix and its reverse-
DNS del egation. | P prefixes can be transferred between operators;
DNS provides no notion of _continuity of identity across a transfer
(a new operator configuring reverse DNS conpetently is

i ndi stinguishable fromthe original, even with DNSSEC).

Three observabl e states at Phase 1:

_Still valid. _ PTR returns the intended domain; the binding is
i ntact.

_Detectably rotted. _ The prefix is no |l onger maintained for RUU D

pur poses (NXDOVAIN, or a PTRto a domain serving no UU D docunent).
The resolver gets a clear failure signal, better than plain UU Ds (no
resolution at all) or a lapsed HTTPS URL (indistinguishable 404).

_Commandeered. _ The prefix has been reassi gned and the new operat or
serves a PTR of their choosing. The resolver sees an authentic
(DNSSEC- val i dat abl e) PTR | eading to an uni ntended domain. This is
the genuine new failure nbde RUUI D introduces; mitigating it
generally is an open problemfor the | ETF and address-registry
conmuni ty.

Net wor k prefixes used in RUUI Ds SHOULD be ones expected to be held
for the identifiers' operational lifetine; native IPv6 froma durably
held PA/PI allocation is the strongest choice. The 6to4-encoded | Pv4
forminherits IPv4-transfer risk. Consuners SHOULD record the PTR
target at first resolution and conpare on |ater resolutions; this is
trust-on-first-use, with the usual caveat that it offers nothing to a
consumer whose first encounter is after the change.

Phase 2 is plain URl resolution. This spec places no constraint on
the URI schene; RUUID inherits whatever durability properties the
schene provides. The commopn case is HITPS, with the same partia
trust nodel that governs every HTTPS |ink on the web.

Even when resolution rots or is commandeered, the RUU D renmai ns a
valid identifier for its referent in the consuner’s own records.
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9.3. Privacy

An RUUI D di scl oses a network prefix associated with its referent.
This is generally simlar in sensitivity to the domain itself, but in
sonme configurations may be nore revealing (e.g., a custoner prefix

i nside a hosting provider). Consider this when choosing the network
prefix for an RUUI D.

VWhen the recomended construction (Section 7.3) is used, the RUUD s
day_count di scloses a day on which the generator held the network
prefix, information of simlar character to public WHO S and reverse-
DNS del egation records. To suppress even this signal, use an opaque
48-bit identifier instead, subject to Section 7.4.

9. 4. Identifier collision

RUUI Ds do not provide cryptographi c uni queness guar ant ees beyond what
the chosen identifier schene provides. RUU Ds generated with snall
counter-style identifiers are vulnerable to identifier guessing; when
this is a concern, use randomidentifiers filling the avail abl e

wi dt h.

9.5. DoS surface

Adversarial RUU Ds could direct registry queries at arbitrary network
prefixes and HTTPS fetches at arbitrary URLs. Resolvers SHOULD apply
standard DNS rate-limting and HTTP client limts, and SHOULD cache
UUI D docunents per donain so nmass ingestion fromone donain does not
mul tiply fetches.
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