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Abst ract

*NOTE: Thi s docunent describes a signature schenme based on an

al gorithmcurrently under evaluation in the 3rd round

[ NI ST-3rd-round-candi dat es] N ST Post - Quant um Crypt ogr aphy

standardi zati on process. Be aware that the underlying primtive may
change as a result of that process.*

Thi s docunent specifies the algorithm encodings and representations
for the SQsign digital signature scheme within the CBOR Object

Si gning and Encryption (COSE) and JSON Obj ect Signing and Encryption
(JCSE) franeworKks.

SQ sign is an isogeny-based post-quantum si gnature schene that

provi des the nmpbst conpact signature and public key sizes of any
candidate in the N ST Post-Quantum Crypt ography (PQC) standardi zation
and on-ranp-to-standardi zati on processes.

The standardi zation of SQsign will be hel pful to address current
infrastructure bottl enecks, specifically the FIDO2 CTAP2
specification used by billions of in-service devices and browser
installations.

Dependi ng on authenticator inplenmentation, transport (USB/ NFC/ BLE)
and nessage fragnmentation support, sonme depl oynents of CTAP2-based
aut henticators enforce limts near 1024 bytes for external key
communi cati on, and some standardi zed post-quantum si gnhature schenes
i ncrease nessage sizes and may stress constrai ned aut henticators or
transports. As a result CBOR-encoded nessages may hit 7609-byte
limt in some authenticators. SQsign-L1, L3 and L5 signatures are
smal | enough to enabl e delivery over constrai ned networks |ike
802.15.4 and may be nore suitable for constrai ned networks due to
smal | er signature sizes.

Thi s docunent clarifies that SQ sign does not expose the auxiliary
torsion-point infornmation exploited in the SIDH Sl KE attacks.
Consequent |y, the specific attack techniques of CastryckZjEecru do not
directly apply. However, the schene renmi ns subject to ongoing
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cryptanal ysis of isogeny-based constructions. By establishing stable
COSE and JOSE identifiers, this docunent ensures the interoperability
required for the seanl ess integration of post-quantum security into
hi gh-density, bandwi dt h-constrai ned, and | egacy-conpati bl e hardware
envi ronments.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-nott-cose-sqisign/.

Di scussion of this docunent takes place on the COSE Wirki ng G oup
mailing list (mailto:cose@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/cose/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/cosel.

Source for this draft and an issue tracker can be found at
https://github. com https://github. com ant onynott/quantumresi stant -
rustykey.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 Decemnber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent.
extracted fromthis docunent nust
described in Section 4.e of the Trust Legal
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Code Conponents
i ncl ude Revi sed BSD Li cense text as
Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent registers algorithmidentifiers and key type paraneters
for SQsign in COSE and JOSE.

1.1. Background and Motivation

Post - quant um crypt ography readiness is critical for constrained
devices. As of 2026, while FI D2/ WbAut hn supports various COSE

al gorithms, sone hardware authenticators and platform authenticators
(l'i ke TPMs) have strict nmenory/storage constraints, effectively
limting public keys to 1024 bytes or |ess, hindering the adoption of
| ar ge- key post-quantum al gorithmns.

1.1.1. Pressing Need for Smaller PQC Signatures

FN- DSA (Fal con) and M.-DSA (Dilithiun) have larger signatures that
may not fit in constrained environments.

The fundanental differences between M.-DSA, FN-DSA, and SQsign lie
in their underlying hard mat hemati cal problens, inplenentation
compl exity, and perfornmance trade-offs.

Fal con (NI ST secondary) uses NTRU lattices to achieve very snall
signatures and fast verification, but requires conplex floating-point
math. Dilithium (NI ST primary) is a bal anced, high-efficiency
|attice schene using Mddul e-LWE/ SIS, easy to inplenent.

SQ sign [SQ sign-Standard] [SQ sign-Analysis] is a non-lattice,

i sogeny-based scheme that offers the snallest signature sizes but
suffers fromsignificantly sl ower signature generation where even vl
may take seconds to minutes, or longer with WASM i npl enent ati ons for
browsers of particular relevance to signatures required for WebAut hn
PassKeys [ WebAut hn- PQC- Si gnat ure-si ze-constraints]. SQsign is an

Mot t Expires 6 Decenber 2026 [ Page 5]



I nternet-Draft cose-sqi sign June 2026

i sogeny-based digital signhature schene participating in NI ST's Round
3 [ NI ST-3rd-round-candi dates] Additional Digital Signature Schenes,
not yet a N ST standard.

Speed: SQsign is significantly slower at signing (roughly 100x to
1000x) conpared to M.-DSA, though the math is changing fast and
variants inprove this.

Table 1 conpares representative parameter sets; note that these
schenes are at different stages of standardi zation and eval uati on.

[ ool s s, st e oo
| Algorithm | Public Key Size | Signature Size | PK + Sig |
| | | | Fits < 10247 |
[ S el e ey s sl sty
| M.-DSA-44 | 1,312 bytes | 2,420 bytes ¢S |
L i I I I T I +
| M.- DSA- 65 | 1,952 bytes | 3,293 bytes | |
I i I i IR S I A ] i I +
| M.- DSA- 87 | 2,592 bytes | 4,595 bytes | |
F-- - - - - - I e I T i T I i T +
| FN-DSA-512 | 897 bytes | 666 bytes | (1,563 |
I I I | total) I
I I I I I I +
| FN-DSA-1024 | 1,793 bytes | 1,280 bytes | |
I I I I R I i I +
| SQsign-L1 | 65 bytes | 148 bytes | (213 |
| | | total) |
L i I I I T I +
| SQsign-L3 | 97 bytes | 224 bytes | (321 |
| | | total) |
I I I I R I i I +
| SQsign-L5 | 129 bytes | 292 bytes | (421 |
I I | total) I
L i I I I T I +
Table 1

1.1.2. Estimted Constrai ned Device Footprint

The total addressable narket for SQ sign in constrained devices is
estimated at ~6.25 billion units.

1.1.2.1. Device Category Breakdown
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1.1.2.1.1. Legacy Hardware Security Keys: ~120 - 150 nillion

* Security keys in Service: ~120 - 150 mllion | egacy keys in active
circulation (Series 5 and older). Sone firmwvare introduced PQC
readi ness. Sone ol der keys cannot be updated to increase buffer
si zes.

1.1.2.1.2. Constrained TPMs and Pl atform Mbdul es: ~1.1 billion

Trusted Pl atform Modules (TPMs) are integrated into PCs and servers,
but their WebAut hn inplenentation often inherits protocol-Ieve

constraints. Estimated ~2.5 billion active chips worl dw de.
Constrai ned Subset: W estimate ~1.1 billion of these are in ol der

W ndows 10/ 11 or Linux nachi nes where the OS "virtual authenticator"
or TPMdriver still enforces the 1024-byte nessage default to

mai ntai n backward conpatibility with external CTAP1/2 tools.
1.1.2.1.3. Browser and Software |nplenentations: ~5 billion

This category refers to the "User-Agent" |ayer that medi ates between
the web and the hardware. @ obal Browser Agents: There are over 5
billion active browser instances across nohbil e and desktop (Chrone,
Safari, Edge, Firefox). Legacy Protocols: Even on nobdern hardware,
browsers often use the FIDO2 CTAP2 specification which, unless
explicitly negotiated for |arger nmessages, maintains a 1024-byte
default for external key conmmuni cation

1.1.2.1.4. Critical Infrastructure: ~300 MIIlion includes Energy
(electric, nuclear, oil, gas), Water & Wastewater,
Transportation Systens, Comunications, Governnent,
Emer gency Services, Healthcare and Financial Services

I ndustrial/Government: Agencies like the U S. Department of Defense
rely on high-security FIPS-certified keys that are notoriously sl ow
to upgrade. W estimate ~50 mllion "frozen" government keys. 10T
Security: O the ~21 billion connected |0T devices in 2026, only a
fracti on use WebAut hn. However, for those that do (smart | ocks,
secure gateways), approximately 250 million are estimated to use

ol der, non-upgradabl e secure elenents Iimted to 1024-byte payl oads.
Recent governnent-level initiatives highlight the necessity to
"...effectively deprecate the use of RSA, Diffie-Hellmn (DH), and
elliptic curve cryptography (ECDH and ECDSA) when nandat ed. "

[ CNSA- 2], Page 4.
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1.1.3. Pressing need: Limt or Stop 'Harvest now, decrypt later’
Att acks

Adversaries are collecting encrypted data today to decrypt when
quant um conput ers becone available. The transition to post-quantum
cryptography (PQC) is critical for ensuring |ong-termsecurity of
digital communications agai nst adversaries equi pped with | arge-scale
quantum computers. The National Institute of Standards and
Technol ogy (NI ST) has been | eadi ng standardi zation efforts, having
selected initial PQC algorithms and continuing to eval uate additiona
candi dat es.

CBOR nj ect Signing and Encryption (COSE) [RFCO052] is specifically
desi gned for constrai ned node networks and | oT environments where
bandwi dt h, storage, and conmputational resources are limted. The
conpact nature of SQsign nakes it an ideal candidate for CCSE

depl oynent s.

1.2. Scope and Status

Thi s docunent is published on the *Standards* track rather than
I nformational Track for the follow ng reasons:

1. *AlgorithmMturity*: SQsign is currently undergoi ng eval uati on
in NIST's on-ranp process

2. *Continued Cryptanal ysis*: The algorithm has active ongoi ng
revi ew by the cryptographic research community, including the
| RTF CFRG

3. *High anticipated demand*: This specification enables
experinentation and early depl oynent to gather inplenmentation
experience

*Thi s docunent does not represent Wrking Group consensus on

al gorithminnovation.* The COSE and JOSE wor ki ng groups focus on

al gorithm _integration_ and _encoding_, not cryptographic algorithm
design. The cryptographic properties of SQ sign are bei ng eval uated
through NI ST's process and acadeni c peer review.

1.3. Relationship to Oher Wrk

Thi s docunent follows the precedent established by
[I-D.ietf-cose-falcon] and [I-D.ietf-cose-dilithiun] for integrating
NI ST PQC candi date algorithms into COSE and JOSE. The structure and
approach are intentionally aligned to provide consistency across
post - quant um si gnature schene integrations.

Mot t Expires 6 Decenber 2026 [ Page 8]



I nternet-Draft cose-sqi sign June 2026

1.4. Constrained Device Applicability
SQsign is particularly attractive for:
* *]0oT sensors* with limted flash nenory
*  *Firmnvare updates* over | ow bandwi dth networks (LoRaWAN, NB-10T)
* *Enbedded certificates* in constrained devices
* *Bl ockchain and DLT* where transaction size affects fees
* *Satellite comunications* with bandw dth constraints
2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOTI' RECOVMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
Thi s docunent uses the follow ng terns:
*  *pPQC*: Post-Quant um Crypt ography
*  *COSE*: CBOR (bject Signing and Encryption
* *JOSE*: JSON (bj ect Signing and Encryption
*  *JWS*: JSON Web Signature
* *JWK*: JSON Wb Key
*  *CBOR*: Concise Binary Object Representation [ RFC7049]
* *ECDH*: Elliptic Curve Diffie-Hellman
* *] ANA*: Internet Assigned Numbers Authority

3. Cryptanalytic Resistance: SIDH SIKE Attacks Do Not Apply
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3.

3.

4.

4.

1.

2

1.

SIKE Vul nerability (The "Torsion Point" Attack) of 2022

SI KE (Supersingul ar | sogeny Key Encapsul ati on) was a key exchange,
nmore specifically, a Key Encapsul ation Mechanism (KEM. In the SIKE
protocol, users had to share nore than just the target elliptic
curve. To nake the math work for key exchange, they shared the

i mges of specific points (called torsion points) under the secret

i sogeny.

* The Info: If the secret isogeny is , SIKE gave away () and ()
for specific basis points and

* The Break: In 2022, Castryck and Decru showed that this auxiliary
information all owed an attacker to allowed an attacker to
construct a higher-dinmensional abelian variety linking the public
data. In this setting, the secret isogeny can be recovered
efficiently using techniques based on Kani’ s results on isogenies
bet ween products of elliptic curves.

* The Oversight: For years, cryptanal ysts thought this extra info
was harm ess. Related techniques existed in the al gebraic
geonetry literature but had not previously been applied in this
crypt ographi ¢ cont ext.

Why SQ Sign appears unaffected by the SIKE Vul nerability

SQ sign is a signature schenme in which the prover denonstrates

know edge of an isogeny through a zero-know edge protocol. Unlike
SIDH SIKE, it does not publish inmages of torsion basis points under
secret isogenies. The CastryckDecru attack relies critically on
this auxiliary torsion-point information to construct additiona
structure (e.g., via abelian surfaces) that enables efficient
recovery of the secret isogeny. Because SQ sign does not provide
such auxiliary data, these techniques do not directly apply. Attacks
woul d i nstead need to solve instances of the isogeny path problem or
rel ated problenms in the endonorphismring, for which no conparable
shortcut is currently known.

SQ sign Al gorithm Overview

Crypt ogr aphi ¢ Foundati on
SQ sign is based on the hardness of finding isogenies between
supersingular elliptic curves over finite fields. The security
assunption relies primarily on the difficulty of the *Isogeny Path
Pr obl ent

Unli ke lattice-based schenes, isogeny-based cryptography offers:
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4. 2.

4. 3.

*Smal | er key and signature sizes*
*Al gebraic structure* based on elliptic curve isogenies

*Different security assunptions* (diversification fromlattice-
based schenes)

Security Levels

SQ sign is defined with three paraneter sets corresponding to NI ST
security |evels:

[ oo sy oo oo s s
| Parameter Set | NIST | Public | Signature | Quantum Security |
| | Level | Key | | (estimated) |
B Sl el ety e e sty
| SQsign-L1 | | | 65 | 148 bytes | ~128 hits |
I I | bytes | I I
I I T +----- - I I I I I +
| SQ sign-L3 | 111 | 97 | 224 bytes | ~192 bits |
I I | bytes | I I
i I +------- +-------- F-- - - - R i +
| SQ sign-L5 | V | 129 | 292 bytes | ~256 hits |
I I | bytes | I I
I I T +----- - I I I I I +
Tabl e 2

Per f or mance Characteristics

*Si gning*: Conputationally intensive (slower than lattice schenes)
*Verification*: Mderate conputational cost

*Key CGeneration*: |Intensive conputation required

*Size*: Exceptional efficiency: substantially snaller than many
| attice-based alternatives at conparable security |levels

*Recommended Use Cases:* - Sign-once, verify-many scenarios
(firmvare, certificates) - Bandw dth-constrai ned environnents -
Storage-linited devices - Applications where signature/key size
dom nat es performance consi derations
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4.

4.

SQ sign Variants and the Post-SIKE Landscape

VWhile the SQsign teaminitially focused on inproving the core

al gorithm the 2022 SIKE vulnerability catal yzed broader research

i nto higher-di mensi onal al gebraic geonetry, particularly

i nvestigating i nprovements to key and signature generation

speed—wi dely viewed as inplenmentation bottlenecks. This interest has
sparked an evolution of SQ@sign variants, all still based on the
baseline algorithmcurrently conpeting in NIST's Round 3.

Remar kabl y, two independent groups published di nension-2 variants on
the sane day (May 13, 2024), with a third appearing the follow ng
day—denonstrating the rapid, sinultaneous evolution of the field

foll owi ng the 2022 SI KE breakt hrough. G ven this dynanic

environment, readers interested in SQsign's future will benefit from
this summary, which we intend to update with each revision of this

st andards-track subm ssion.

The key takeaway is that researchers have repurposed the higher-

di nensi onal techniques fromthe SIKE cryptanal ysis to optim ze

SQ sign variants with faster signing and potentially smaller sizes,
whi |l e each group attenpts to maintain equival ent post-quantum
security |evels.

Variants can be classified primarily by the geonetric dinmensions they
enpl oy:

4.4.1. Core SQsign (D nension 1)

4.

4.

The baseline algorithmcurrently conpeting in NIST's Round 3. The
SQ sign team in cooperation with IBMresearchers, actively maintains
and tunes this version. Recent updates focus on reduci ng nenory
footprints and accel erating core al gebraic operations for practical

i mpl ementation. However, NI ST's current process pernits only m nor
"tweaks" rather than substantial algorithm c changes.

2. Milti-dinmensional variants

*  SQsignHD [ SQ signHD] dramatically shrunk signature sizes,
simplified verification.

*  SQ sign2D-West [SQ si gn2D-West] prioritized a rigorous security
proof over raw speed.

*  SQ sign2D East [SQ sign2D- East] fast 2D verification using a
general i zed random i sogeny al gorithm

* SQPrine [SQPrine]: Ofers two sub-variants with different
di mensi on trade-of fs:
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- SQ Prime2D: Uses only dinension 2 non-snooth chal |l enge
i sogeni es, avoiding the dinmension 4 conputations required by
SQ signHD. Mre efficient while remaining highly conpact
conpared to non-i sogeny PQC schenes.

- SQ Prined4D:. Uses dinension 4 isogenies for response
representation, prioritizing maxi mum conpactness at the cost of
exponentially higher runtime. Despite the paper’'s title, this
sub-variant represents the authors’ exploration before settling
on the 2D approach.

5. COSE Integration
This section defines the identifiers for SQsign in COSE [ RFC8152] .
5.1. SQsign Algorithns
The al gorithnms defined in this document are:
* SQ@sign-L1: SQsign NI ST Level | (suggested val ue -61)
* SQ@sign-L3: SQsign NIST Level |11l (suggested val ue -62)
* SQ@sign-L5: SQsign NI ST Level V (suggested value -63)
5.2. SQsign Key Types
A new key type is defined for SQsign with the nane "SQ sign".
5.3. SQ@sign Key Paraneters

SQ sign keys use the foll owi ng COSE Key common paraneters:
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| Key Paraneter | COSE Label | CBOR Type | Description

[ e —————— Ll ——————— Ll p—p—p————— Ll —_——————————(————r L

| kty | 1 | int | Key type: |ETF

I I I | (SQ sign)

. - - e

| kid | 2 | bstr | Key ID (optional)

o m e e e oo - Fomm e oo - N o e e e e e e oo o

| alg | 3 | int | Algorithmidentifier

| | | | (-61, -62, or -63)

S I S TR S e

| key_ops | 4 | array | Key operations

| | | | (sign, verify)

o m e e e oo - Fomm e oo - N o e e e e e e oo o
Table 3

5.4. SQ sign-Specific Key Paraneters

B el ool e el s el ]
| Key Paraneter | Label | CBOR Type | Description |
f Sl el el el
| pub | -1 | bstr | SQ sign public key |
I I T +------- I Feom e e e e m - - - +
| priv | -2 | bstr | SQsign private |
| | | | key (sensitive) |
S I +------- F--- - - - I I R +

Tabl e 4
5.5. COSE Key Format Exanpl es
5.5.1. Public Key (COSE_Key)

cbor { 1: IETF, / kty: SQsign/ 3: -61, / alg: SQsign-L1 / -1:
h' [ PUBLI C_ KEY]' [/ pub: SQ sign public key bytes / }

5.5.2. Private Key (COSE_Key)
cbor { 1: IETF, / kty: SQsign/ 3: -61, / alg: SQsign-L1 / -1:
h' [ PUBLI C KEY]', / pub: SQ sign public key bytes / -2:
h' [ PRIVATE KEY]' / priv: SQsign private key bytes / }

5.6. COSE Signature Format

SQ sign signatures in COSE follow the standard COSE_Si gnl structure

[ RFC9052]
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COSE _Signl = [ protected: bstr .cbor header_map, unprotected:
header _map, payload: bstr / nil, signature: bstr ]

The signature field contains the raw SQ si gn signature bytes.
5.6.1. Protected Headers

The protected header MJIST i ncl ude:

cbor { 1. -61/ alg: SQsign-L1, -62 for L3, -63 for L5/ }
5.6.2. Exanple COSE _Signl Structure

cbor 18( / COSE _Signl tag / [ h’ A10139003C, / protected: {"alg":

-61} / {}, / unprotected /

h' 546869732069732074686520636F6E74656E742E , | payl oad /

h' [ SQ SI GN_SI GNATURE_BYTES]' / signature / ] )
6. JOSE Integration

6.1. JSON Wb Signature (JW5) Al gorithm Registration

The following algorithmidentifiers are registered for use in the JWs

"al g" header paraneter for JSON Web Signatures [RFC7515]:

| Algorithm Name | Description | Inplenentation Requirements |
[ gttt ———— pp———————————— e p—p—————
| SQsign-L1 | SQsign NIST | Optional
| | Level | |
o a o o e e o - Fom e e e e i
| SQ sign-L3 | SQsign NIST | Optional
| | Level 111 |
oo - - o e oo - o e e e e e e e oo - -
| SQ sign-L5 | SQsign NIST | Optional

| Level V |
o a o o e e o - Fom e e e e i

Table 5

6.2. JSON Wb Key (JWK) Representation

SQ sign keys are represented in JWK [ RFC7517] format as foll ows:
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6.2.1. Public Key Paraneters

[ bbb ey oo oo oo s e sy o}
| Paraneter | Type | Description |
B gl Sty sty o
| kty | string | Key type: "SQ sign" |
S T I p—— ' +
| alg | string | Algorithm "SQ sign-L1", |
| | | "SQ sign-L3", or "SA sign-L5" |
S S SRR o mm e e e e e e a— oo oo +
| pub | string | Base64url -encoded public key |
- e TS +
| kid | string | Key ID (optional) |
N Fomm e - o - o e e e e e e e meme oo +
| use | string | Public key use: "sig" |
| | | (optional) |
S I S ey . +
| key_ops | array | Key operations: [verify] |
| | | (optional)

N Fomm e - o - o e e e e e e e meme oo +

Table 6
6.2.2. Private Key Paraneters
Private keys include all public key paraneters plus:
[ gt *ems sty oo ey o}
| Parameter | Type | Description |
[ bbb e s oo ey =
| priv | string | Base64url -encoded private key |
N Fomm e - o - o e e e e e e e meme oo +
Table 7

6.3. JWK Exanpl es
6.3.1. Public Key (JWK) Exanple
json { "kty": "SQ@sign", "alg": "SQ@sign-L1", "pub":
"Kxt x8s8RcBEU6 7w 57K37f dPEzt NAMBNUC \ 5xZuqgMikaeJhMB4YH -

2UsQ | bnmm WAXFSLn2hUn Myl r AhO", "kid": "2027-01-devi ce-key", "use":
"sig", "key_ops": ["verify"] }
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6.3.2. Private Key (JVWK) Exanple

json { "kty": "SQ@sign", "alg": "SQ@sign-L1", "pub":
" Kxt Qx8s8RcBEUG 7wr 57K37f dPEzt NAMBNUC_\ 5xZuqgMikaeJhMB4YH _-
2UsQ | bnmm WAXFSLn2hUn Myl r AhO", "priv":
"Kxt x8s8RcBEU6 7w 57K37f dPEzt NAMBNUC 5xZuqgMikaeJhMB4YH \ -
2UsQ | bnmm WAXFSL2hUwi Myl r Ah1VwP9vNKBZHOB] j 2we- \
p7s Ug QAAAAAAAAAAAAAAAAAANG 8t vi Jbc Cp(BAT h- 41 IB4-\
P38nBf KOhf hMspQUOGTA4CD5_ \
\
___________ WAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAL  AAAAAAASCcP9aha40v-
8nFd_bdAgpRI93Ug2i Phud_Nx@7C7\ 8wBvVMEOr QTC i 7Nxr R2KI PZR1IACSVAdG 4p-
Zj Czr W AJv\ XxhEh4uOKXgq1lMmuSOTwZGuz 1Yl YM guulwgj dnf aQAf Onk2g\
WADBvcl d5s7GR2Acr Tv650cK_pVUWYB8eJDcQA", "kid": "2027-01-devi ce- key",
"use": "sig", "key_ops": ["sign"] }

6.4. JWS Conpact Serialization
A JW5 using SQsign follows the standard compact serialization:

BASE64URL( UTF8( JW5 Protected Header)) || .’ || BASE64URL(JWS
Payload) || '.' || BASE64URL(JWS Si gnature)

6.4.1. Exanple JW5 Protected Header

json { "alg": "SQsign-L1", "typ": "JW" }

Base64url - encoded: eyJhbGci O JTUU zaWjuLUwx! i wi dH W j oi SI dUI nO
6.4.2. Conplete JW Exanpl e

eyJhbCci O JTUUl zaWduLUwx! i wi dH Wi j oi SI dUI nO . [ BASE64URL_PAYLQAD
[ BASE64URL_SQ SI GN_SI GNATURE]

7. I nplenentation Considerations
7.1. Signature and Key Generation

I mpl enent ati ons MUST foll ow the SQ sign specification
[ SQ si gn-Standard] for:

* Key pair generation
* Signature generation

* Signature verification
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7

2. Randomess Requirenents

SQ sign signature generation requires high-quality randomess.
| npl enent ati ons MUST use a cryptographically secure random nunber
generator (CSRNG conpliant with [ RFC4086] or equival ent.

7.3. Side-Channel Protections

7

7

7

I mpl enent ati ons SHOULD i npl enent protections agai nst:
* Timng attacks

*  Power analysis

* Fault injection attacks

Particularly for constrai ned devi ces depl oyed in physically
accessi bl e environnents.

4, Per f or mance Trade-offs

I npl enenters shoul d be awar e:

* *Signing is conputationally expensive*: Consider pre-signing or
bat ch operati ons

* *Verification is noderate*: Suitable for resource-constrained
verifiers

* *Sjize is exceptional*: Mninizes bandwi dt h and storage
5. Interoperability Testing

Early inplementati ons SHOULD participate in interoperability testing
to ensure:

* Consistent signature generation and verification
* Proper encoding in COSE and JOSE formats
* Coss-platformconpatibility
6. Performance testing under real -world scenarios
* public metrics, interoperability and performance testing of the

proposed WASM versi ons can be evaluated on a live testbed
[ PQC- Test bed] .
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8. Security Considerations
8.1. Algorithm Security

The security of SQsign relies primarily on the hardness of finding
i sogeni es between supersingular elliptic curves.

These assunptions are *different fromlattice-based schenes*,
provi di ng cryptographic diversity in the post-quantum | andscape.

8.2. Quantum Security
SQ sign is designed to resist attacks by |arge-scal e quantum
computers. The three paraneter sets provide security equivalent to

AES- 128, AES-192, and AES-256 agai nst both cl assical and quantum
adversari es.

8.3. Cryptanalysis and Al gorithm Maturity

As of this witing, SQsign is undergoing active cryptanal ytic
review

* *NI ST Round 3 eval uation*: [N ST-3rd-round-candi dat es]

* *Academ c research*: Ongoi ng anal ysis of isogeny-based
crypt ogr aphy

*  *Known attacks*: No attacks are currently known that recover
private keys for the standardi zed paraneter sets within their
claimed security levels. However, the scheme and its underlying
assunptions remai n under active study.

*]1 npl ementers are advi sed*: - Monitor N ST announcements and updates
- Follow academc literature on isogeny cryptanalysis - Be prepared
to deprecate or update as cryptanal ysis evol ves

8.4. Inplenmentation Security

8.4.1. Random Nunber Generation
Poor randommess can conpl etely conprom se SQ sign security.
I mpl enent ati ons MJST use robust CSRNGs, especially on constrained
devices with limted entropy sources.

8.4.2. Side-Channel Resistance

Constrai ned devices nmay be physically accessible to attackers.
| mpl enent ati ons SHOULD:
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Use constant-time al gorithnms where possible
* | npl enent count er measur es agai nst DPA/ SPA
* Consider fault attack nitigations
8.4.3. Key Managenent
Private keys MJST be protected with appropriate access controls

* Consider hardware security nodul es (HSMs) or secure el enents for
key storage

I mpl enent key rotation policies appropriate to the depl oynent
8.5. Cryptographic Agility
Organi zati ons depl oyi ng SQ si gn SHOULD:

* Maintain hybrid deployments with classical algorithms during

transition
Plan for algorithmmgration if cryptanalysis reveal s weaknesses
* Monitor N ST and | RTF gui dance on PQC depl oynent
8.6. Constrained Device Specific Risks
| oT devices face uni que chal |l enges:
* *Physical access*: Devices may be deployed in hostile environments

* *limted update capability*: Firmvare updates may be infrequent or
i mpossi bl e

* *Long deployment lifetinmes*: Devices may operate for 10+ years
Desi gn systems with: - Defense in depth (multiple security layers) -
Renot e update capability when possible - G aceful degradation if
algorithmis conprom sed

9. | ANA Consi derations

9.1. Additions to Existing Registries
I ANA is requested to add the following entries to the COSE and JOSE

registries. The followi ng conpleted registration actions are
provi ded as described in [ RFC9053] and [ RFC9054].
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9.1.1. New COSE Al gorithns

I ANA is requested to register the following entries in the "COSE
Al gorithns" registry:

[ el ety e p————— s sty ey Ly ey o
| Narre | Val ue| Description| Capabilities | Change| Ref | Rec’ d]
I I I I | Cont | I I
B S el oo e el e e el e peme ey Ll
| SQsign-L1/-61 |SQsign | kty |[IETF |THS-RFC/No |
I I INFST L1 | I I I I
R +----- I I +------ F----- - - +----- +
| SQ sign-L3|-62 |SQsign | kty |[IETF |THS-RFC/No |
| | [NEST L 111 | | | | |
F--- - - +----- F--- - - - I i T +------ +---- - - - +----- +
| SQ sign-L5/-63 |SQsign | kty |[IETF |THS-RFC/No |
I I INFST L V| I I I I
R +----- I I +------ F----- - - +----- +

Table 8
9.1.2. New COSE Key Types

I ANA is requested to register the following entry in the "COSE Key
Types" registry:

[ Sty el ety s e e
| Nane | Value | Description | Capabilities | Change | Ref |
I I I I | Cont | I
[ ety et sy s ety oty sl o
| SQsign | IETF | SQsign pub | sign, verify | |IETF | TH S-RFC |
I I | key I I I I
F---- - - - +------- F-- - - - - - I i T +---- - - - F--- - - +
Table 9

9.1.3. New COSE Key Type Paraneters

I ANA is requested to register the following entries in the "COSE Key
Type Paraneters" registry:
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[ ool e gl e pu e pegenp S pees gy = fujes g fenl e pus e pupet Cbajes e pu e e
| Key Type | Nane | Label | CBOR | Desc | Change | Reference |
I I I | Type | | Cont | I
[ S ettty ey gl ettty e ety sl e ety o
| SQsign | pub | -1 | bstr | Public | IETF | THI S-RFC |
I I I I | key I I I
R +------ +----- - +------ Fo-m e - - I I +
| SQsign | priv | -2 | bstr | Private | |ETF | THI S-RFC |

I I I | key I I I
F--- - - +------ +------- +------ +---- - - - +-------- F-- - - - +

Tabl e 10

9.1.4. New JWS Al gorithns

I ANA is requested to register the following entries in the "JSON Wb
Si gnature and Encryption Al gorithns" registry:

[ oo sy oo e el e ooy e
| Algorithm | Desc | I'nmpl Req | Change| Ref | Recommrended |
| Name I I | Cont | I I
[ R el el el ety e ety Lol
| SQsign-L1 | SQsign | Optional |IETF | THIS-RFC | No |
NIST LI | | | | |

I R R +------ R I i +
| SQsign-L3 | SQsign | Optional |IETF | THIS-RFC | No |
| NLST L | I I I I

I (N I I I I I
I I I +------ I L i +
| SQsign-L5 | SQsign | Optional |IETF | THIS-RFC | No |
I | NIST L V| I I I I
R R i R i +------ R i I +

Table 11

9.1.5. New JSON Wb Key Types

I ANA is requested to register the following entry in the "JSON Wb
Key Types" registry:

[ ey s, e st
| "kty" Param Value | Key Type Desc | Change Cont | Reference |
| SQ sign | SQsign public key | I ETF | THI S-RFC |
o e e e o o e e e S R +

Tabl e 12
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9.1.6. New JSON Wb Key Paraneters

I ANA is requested to register the following entries in the "JSON Wb
Key Paraneters" registry:

[ ety sy e sy Ly ey o
| Param Nane | Desc | Used with "kty" Val | Change | Reference

I I I | Cont | I
B S b e s e s e e e s
| pub | Public | SQsign | 1ETF | THIS-RFC |
I | key I I I I
I R Feom e e e e e e e - - F----- - - I +
| priv | Private | SQ sign | 1ETF | TH S-RFC |
I | key I I I I
R I F---- - - - B +---- - - - F--- - - - +
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Appendi x A.  Test Vectors
Vectors use NI ST KAT count = 0 from upstream SQ sign response files
(PQCsi gnKAT_* _SQ sign_lvl*.rsp). The same 32-byte nessage appears at
each security level so inplementers can conpare keys and signatures.
Algorithmidentifiers -61, -62, and -63 map to SQ@ sign-L1, SQ sign-
L3, and SQ sign-L5 respectively.

A 1. SQsign-L1 Test Vectors

A.1.1. Exanple 1: Sinple Message Signing

The followi ng test vector exhibits a SQsign Level | signature over a
short nessage.

Message (hex): d81c4d8d734f cbf beade3d3f 8a039f aa2a2¢c9957e835ad55b2 \
2e75bf 57bb556ac8 Message (ASCII1): MsGO=?*, WbU. uWJj
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Public Key (hex): 07CCD21425136F6E865E497D2D4D208F0054AD81372066E \
817480787AAF7B2029550C89E892D618CE3230F23510BFBE68FCCDDAEAS1DB1436 \
B462ADFAF008A010B Public Key (Base64url):

B8z SFCUTh26GXk| 9LUOgj wBUr YE3I GooFOgHh6r 3s \

gKVUM ei S1hj OV DyNRC vnj 8zdr gUdsUNr Ri r f r wCKAQs

Si gnature (hex): 84228651f 271b0f 39f 2f 19f 2e8718f 31ed3365ac9e5chb303 \
af e663d0cf c11f 0455d891b0cabc7e653f 9ba2667730bb77bef e1b1a3182840428 \
4af 8f d7baacc010001d974b5ca671f f 65708d8b462a5a84a1443ee9b5f ed721876 \
7c¢9d85ceed04db0a69a2f 6ec3be835b3b2624b9a0df 68837ad00bcacc27d1lec806 \
a44840267471d86ef f 3447018adb0a6551ee8322abh30010202 Si gnat ure
(Baseb4url): hCKGUf IxsPOF Lxny6HGPMe0zZayeXLMDx - Zj OM BHw \  RV2J Gy k-
ZT- bonzZ3M.t 3vv4bG GChAQoSvj 9e6r MAQAB2XS1yntf 9l cl 2LRi pahK \

FEPumlL_t chh2f J2FzuOE2wppovbsO gls7Ji S50N9og3r QC8r MI9HsgGrEhAINRX2G \
7_NEcBIi t sKZVHugy Kr MAECAg

A.1.2. COSE_Signl Conplete Exanple

cbor 18( [ h'al0139003c’, / protected: {"alg": -61} / {}, /
unprotected /

h’ d81c4d8d734f cbf beade3d3f 8a039f aa2a2¢c9957e835ad55b22e75bf 57bb \
556ac8’, / payload /

h’ 84228651f 271b0f 39f 2f 19f 2e8718f 31ed3365ac9e5cb303af e663d0cfcl \
1f 0455d891b0ca6c7e653f 9ba2667730bb77bef e1b1a31828404284af 8f d7b \
aacc010001d974b5ca671f f 65708d8b462a5a84a1443ee9b5f ed7218767¢c9d \
85ceed04db0a69a2f 6ec3be835b3b2624b9a0df 68837ad00bcacc27d1ec806 \
a44840267471d86ef f 3447018adb0a6551ee8322ab30010202" ] )

A 1.3. JWS Conpl ete Exanple
eyJhbCGeci O JTUU zaWduLUwx! i wi dH wi j oi SI dUI nO .
2BxN XNPy_vq3j 0_i gOf gi osmf oNalVsi 51vie7VWI .
hCKGUf IxsPOF Lxny 6HGPMe0z Zaye XLMDx - Zj OM_BHWRV2J Gy nx- ZT- bonZ3M.t 3vv \
4bG GChAQoSvj 9e6r MAQAB2XS1ynef 91 ¢l 2LRi pahKFEPuni_t chh2f J2FzuOE2wpp \
ovbsO gls7Ji S50N90g3r QC8r MI9HsgGPEhAINRx2G7 _NECBI t sKZVHugy Kr MAECAg
A 2. SQsign-L3 Test Vectors
A.2.1. Exanple 1: Sinple Message Signing

The followi ng test vector exhibits a SQsign Level |1l signature over
a short message (N ST KAT count = 0; COSE/ JOSE al gorithm -62).

Message (hex):

D81C4D8D734FCBFBEADE3D3F8A039FAA2A2C9957E835AD55B22E75BF \ 57BB556ACS
Message (ASCI1): MO=?*, WbU. u\j
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Public Key (hex):

C32377D6F6D70729884A7F6877EF4791E35D21F751A3E96DE23F9 \
A7A3C01BCD8A5F146DCL9E4E2AC63007457F97D8A40EE84AEE7564CA9A7 FBE6200FD3ES
\
E55901BFC60EB25C50D39F5C91C96510556BAA22028DF76360841721A601D65E8D0F06
Public Key (Base64url): wyN31vbXByml Sn9od- 9HkeNdl f dRo- 1t 4 -

aej wBvNi | 8Ub \

cGeTi r GVAdFf 5f YpA7oSu51ZMyaf 75i APO- XI WG xg6y XFDTn1ly Ry WJQVWIql gkKN92NghB
\ chpgHWXo0PBg

Si gnature (hex):

0868CFBF275B8E7B19BF597D658D62CC913B9B2933E30A297288FB \
E687F6F6BSACBAF7AA007F191386BB1A203CDDBC2BDB42792D05DA69A4507073D12B0BD
\
CA7E2B36BCABA45C68791918281E578F2DC14294504726DCD4CA4CA565FBB89A1280004
\
8C7B84746A2CBD8247248E248B70B51AE91994957857692A028D8F5CABABFCO1E4BF1C5
\
D350219A0189C57DE4A7710D29E0364C79B2188449EC0397359430D594C7B5980CC6755
\
1933A902D3C11FOFBD6DC39711D3E1F501159EE7FB85CE81B4CE24E1016006567DF4693
\ 15D513E73F69F6301664E6449AF9DCEB4000D15 Si gnature (Base64url):

CG Pvydbj nszv1l 9ZY1i zJE7nykz4wopcoj 750f 29ri siveq \

AHB8ZE4a7G A83bwr 20J5LQXaaaRQc HPRKw c R-
Kza8S6RcaHkZGCge V48t WUKUUECBNTKT \ EVI -

71 aE0OAASMe4R0ai y9gkckj i SLcLUa6RmJ XhXaSoC Y9cq6v8keS HFO1AhngGIx X3k \
p3ENKe A2THTY G RI7AOXNZQWLZTHE ZgMknVRkzqQL TWRBPvWBDI x HT4f UBFZ7n-
4XOgbhTQJ \ OEBYAZW f RoMV1RPNP2n2MBZk5k Sa- dzr QADRU

2. COSE_Signl Conpl ete Exanpl e

cbor 18( [ h’al0139003d’, / protected: {"alg": -62} / {}, /
unprotected / h’d81c4d8d734f cbf beade3d3f 8a039f aa2a2c995 \
7e835ad55b22e75bf 57bb556ac8’, / payl oad /

h’ 0868cf bf 275b8e7b19bf 597d658d62cc913b9b2 \

933e30a297288f be687f 6f 6b8ac8af 7aa007f 191386bb1a203cddbc2bdb42792
d05da69a4507073d12b0bdc47e2b36bc4bad5c68791918281e578f 2dc1429450
4726dcd4cadc4565f bb89a12800048c7b84746a2chd8247248e248b70b51ae9l
994957857692a028d8f 5cababf c91e4bf 1¢5d350219a0189c57de4a7710d29e0
364c79b2188449ec0397359430d594c7h5980cc67551933a902d3c11f Of bd6dc
39711d3e1f 501159ee7f b85ce81b4ce24e1016006567df 469315d513e73f 69f 6
301664e6449af 9dceb4000d15’, / signature / ] )
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A 2.3. JWS Conpl ete Exanple

eyJhbCGeci O JTUU zaWduLUwz! i wi dH wi j oi SI dUI nO .

2BxNj XNPy_vq3j 0_i gOf gi osmf oNalVsi 51vie7VW I .

CG Pvydbj nszv1l 9ZY1i zJE7nykz4wopcoj 750f 29ri si veqAH8ZE4a7G A83bwr 20J5LQXa
\ aaRQcHPRKw cR- Kza8S6RcaHkZGCge V48t WUKUUECBNTKTEVI -

71 aE0OAASMe4R0ai y9gkck \

j i SLcLUa6RmUl XhXaSoC Y9cq6v8keS HFO1AhngGIxX3kp3ENKeA2THTY A RI7AOXNZQMLZ
\ THt ZgMknVRkzqQ.TWR8PVWBDI x HT4f UBFZ7n-

4XCOgbTOQICEBYAZW f RoMV1RPnP2n2MBZk5k \  Sa- dzr QADRU

A. 3. SQsign-L5 Test Vectors
A.3.1. Exanple 1: Sinple Message Signing

The followi ng test vector exhibits a SQsign Level V signature over a
short nessage (N ST KAT count = 0; COSE/ JCSE al gorithm -63).

Message (hex):
D81C4D8D734FCBFBEADE3D3F8A039FAA2A2C9957E835AD55B22E75BF \  57BB556ACS
Message (ASCI1): MsO=?*, VBU. uMJj

Public Key (hex):

86FFA3BOF73D55A64D13C6F89F28D75FD17C5E2368E1D451127C1 \
6D1A97CDB440E20333A233AD2F8E4D70187C3AE31602049ADE949A87F95E79DA4CA56F5
\
D400B2485A96D04708A2F30046812B8D65A3BFBFDEDODD6563462F9E2BCE760CD753CAE
\ 8471BEC7049EF28FFEFE859C15DACA9DB959AEEQ9842D97A380A70DD7330106
Public Key (Base64url): hv-

j sPc9VazZNE8b4nyj XX9F8Xi No4dRREnwMDal 820Q0 DM \ 61 zr S-

OTXAYf | rj Fgl Ent 6Unof 5XnnaTEVW XUALJI Wb QRw i 8BWwBGgSUNZaO vO7QBW/j R \ -
eK852DNdTyuhHG xwSe8o0_- oW Fdr Enbl Zr umyQt | 6 CApW3XMMVEG

Si gnature (hex):

6B8EF5D7689A1EALCFCE9CE6F7495E309E9D1 D1BO3E61CDI7088E67 \
9C4901D0B6B6D38217FAAED6CA44949B41F9AF80B43E84D0C91BDB1DO0EO6957BEBF30A5
:3012AD01E52CF7906CE197AD06696F7FCF756908EA980549E70215D0898DE7117799F62
23817A1B903FB7FEBFF7E9D987761424GOCFAAFC97D48A57E09EODA378401000229CO8E1
}394E1F2F8AFDC420668EACEO76E3E7OD[D1F9OC4[X)1DAC17BEC58743532848D438A87A5
\74D9DB940C17236AE3566281E27A99EFE5EE26E05888A1D610A8083AF38267D84SC7FE3
}30F199B43794A9BZE14846924127366BSF6A1FOF24D304854D79DBBGlBO9SBF32D98EA8
;319F7BE4A5FFBA29E88BlA996C6CDFD32BO48BC2ACFFA28870181447FCC886F97863047
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\ CB013C6F3D84CBD0O7619A5C355B000911 Signature (Base64url):

a47112i aHgHPzpxvdJ X CenRObA- Yc2XCl 5nnEkBOLa2041 X \ 9K7WKEl Jt B-

a- At DEEOMkb2Xx0A4G Xvr 8wp YAST QH LPe Qb OGXr QZpb3_PdVkI 6pgFSef CF \
dCJvecRd5n2KI F6GbyPt _6_9- nZt 3YUIGDPqvy X1l pX4J4No3hAEAAI nM huU4f L4r 9xCBm
\

vqzgduPnDdAf k MIQHawXv s WHQL M SNQAqHp XTZ25QVFyNg41Zi geJ6me_I| 7i bgWli h1hCoC
\ zrzgnf YRcf -

MAMBZmONSSpsuFl RpJBJzZr j 2of Dy TTxLVNedu2GmrL8y2Y609Z975KX_ui no \

i XxqZbGzf OysEi 8Ks_6KI cBgUR zl t vl 7Y8R8sBPG39hMs Qdhm wiWWAJEQ

A . 3.2. COSE_Signl Conplete Exanple

cbor 18( [ h'al0139003e’, / protected: {"alg": -63} / {}, /
unprotected / h’d81c4d8d734f cbf beade3d3f 8a039f aa2a2c995 \
7e835ad55b22e75bf 57bb556ac8’ , / payl oad /

h' 6b8ef 5d7689alealcf ce9c6f 7495e309e9d1dlb \
03e61¢cd97088e679c4901d0b6b6d38217f 4aed6c44949b41f 9af 80b43e84d0c9
1bdb1d00e06957bebf 30a58012ad01e52cf 7906cel197ad06696f 7f cf 756908ea
980549e7¢215d089bde7117799f 628817al1b9c8f b7f ebf f 7€9d9b776142460cf
aaf c97d48a57e09e0da378401000229cc8el1lhb94elf 2f 8af dc42066beace076e3
e70dd01f 90c4d0ldacl7bec58743532848d438a87a574d9db940c17236ae3566
281e27a99%ef ebee26e05b88ald610a80b3af 38267d845¢7f e330f 199b43794a9
b2e14846924127366b8f 6alf 0f 24d3c4b54d79dbb61b098bf 32d98ea8819f 7be
4a5f f ba29e88b1a996c6cdf d32b048bc2acf f a28870181447f cc8b6f 97b63c47
cb013c6f 3d84cbd07619a5¢355b000911' , / signature / ] )

— -~ -

A . 3.3. JWS Conpl ete Exanple

eyJhbCGci O JTUUl zaWduLUwll i wi dH W j oi SI dUI nO .

2BxN XNPy_vq3j 0_i gOf gi osnmvf oNalVsi 51vie7VW I .

a47112i aHgHPzpxvdJXj CenRObA- Yc2XCl 5nnEkBOLa2041 X9K7WEIl Jt B-

a- At DGEOMKb2x \

0A4d Xvr 8wpYAST QH LPeQbOGXr QZpb3_PdVkI 6pgFSef CFdCIvecRd5n2KI F6GEy Pt _6_9-
\

nZt 3YUJGDPqvy X1l pX4J4No3hAEAAI nM huU4f L4r 9xCBmv gz gduPnDdAf k MTQHawXv s WHQL
\' MoSNQUAqHpXTZ25QVFyNg41Zi ged6me_I| 7i bgWli h1hCoCzr zgnf YRcf -
MMBZNnON5SpsuFl Rp '\

JBJzZrj 20f DyTTxLVNedu2Gm18y2Y609gZ975KX ui noi xqZbGzf OysEi 8Ks_6KI cBgUR z
\ tvl 7Y8R8sBPGB9hMy Qdhm w1VWAJEQ

Appendi x B. I nplenentation Status
[RFC Editor: Please renove this section before publication]

This section records the status of known inplenentations at the tine
of writing.
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B.1. Open Source |nplenmentations
B.1.1. Reference |Inplenentation
* *QOrganization*: SQ@ sign team
* *Repository*: https://github.com SQ Sign/the-sqgisign
* *Language*: C
* *License*: MT
*  *Status*: Active devel opnent
* *COSE/ JOSE Support*: Not yet integrated
B.1.2. Rust Inplenentation
* *QOrganization*: |ETF - Community inplenentation
*  *Repository*: |ETF
* *language*: Rust
* *License*: |ETF
* *COSE Support*: Planned
*  *Status*: Devel opnent
B.2. Conmercial |nplenentations
[ RFC EDI TOR: To be popul ated as vendors i npl enment]
B.3. Interoperability Testing
* *Test Suite Location*: |ETF
* *Participating Organizations*: |ETF
Appendi x C. Design Rationale
C 1. Agorithmldentifier Selection
The requested algorithmidentifiers (-61, -62, -63) are:

* |In the Standards Action range (-255 to -1) per RFC 9053
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C 2.

Sequential for the three paraneter sets

Not conflicting with existing registrations (verified against | ANA
COSE registry)

Consi stent with the approach used for other PQC al gorithns

Key Type Design

The SQ sign key type is intentionally sinple:

*

*

*

Only two parameters (pub, priv) follow ng mninalist design
Bi nary encodi ng (bstr) for efficiency

No al gorithm specific encoding—raw bytes from SQ si gn spec

Thi s approach: - Mninm zes CBOR encodi ng overhead (critical for
constrained devices) - Sinplifies inplenmentation - Provides future
flexibility for paranmeter set evolution

Appendi x D. Change Log

[RFC Editor Note:** Please renpve this section before publication]

D. 1.

*

D. 2.

draft-nott-cose-sqisign-06

fixed typos

draft-nott-cose-sqisign versions prior to -06

added section "SQ sign Variants and the Post-SI KE Landscape"

I ncorporated technical corrections and feedback from Luca De Feo

Updated the Abstract and Introduction to utilize nore neutral,
obj ecti ve | anguage

Renoved vendor-specific branding in favor of generic cryptographic
t er m nol ogy

fixed various formatting issues

Added SQ sign-L3 and SQ sign-L5 COSE Signl and JWS test vectors
(algorithms -62 and -63)

Docurrent ed NI ST KAT count = 0 byte values for cross-inplenentation
checks
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* added informational resource for interactive working code public
t est bed

* updated after SQ Sign advances to NI ST round 3 with 8 ot her
candi dat es
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