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Abst ract

Thi s docunent is an update to the Bound End-to-End Tunnel (BEET) node
for ESP in as described in [RFC7402]. It brings the description in
alignment with the addition of BEET node for | KEv2 wi thout any
processi ng changes as described in [ RFC7402]
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 7 February 2026

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Bound End-to-End Tunnel (BEET) node for ESP [ RFC4303], is an
integral part of H P [RFC7401]. BEET was initially defined in
Appendi x B of [RFC7402].

Thi s docunent | eaves the basic BEET processing unchanged to not

i npact any [ RFC7402] inplementations, but separately defines BEET for
clearer referencing for use in | KEv2 [ikev2-beet-node]. To assist
with BEET in I Psec, this docunent includes Section 5.
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2. Terns and Definitions
2.1. Requirements Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. Protocol Definition

In this section we define the exact protocol formats and operations.
This section is normative.

3.1. Changes to Security Association Data Structure

A BEET node Security Association contains the sanme data as a regul ar
tunnel node Security Association, with the exception that the inner

sel ectors must be single addresses and cannot be subnets. The data
i ncludes the foll ow ng:

* A pair of inner |IP addresses.
* A pair of outer |IP addresses.

* Cryptographic keys and other data as defined in Section 4.4.2 of
[ RFC4301] .

A conforming inplementation MAY store the data in a way simlar to a
regul ar tunnel node Security Association

Note that in a conform ng inplenentation, the inner and outer
addresses MAY belong to different address famlies. Al

i mpl ementations that support both |IPv4 and | Pv6 SHOULD support both
| Pv4-over-1Pv6 and | Pv6-over-1Pv4 tunneling.

3. 2. Packet For mat

The wire packet format is identical to the ESP transport node wire
format as defined in Section 3.1.1 of [RFC4303]. However, the

resul ting packet contains outer |P addresses instead of the inner IP
addresses received fromthe upper layer. The construction of the
outer headers is defined in Section 5.1.2 of [RFC4301]. The
followi ng diagramillustrates ESP BEET npde positioning for typica

I Pv4 and | Pv6 packets.
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3.2.1. Inner |Pv4 Datagram

o e e e e e e e e m o +
| inner 1P hdr | TCP | Data |
o m e e e e e iee i +

Figure 1: |1 Pv4d | NNER DATAGRAM BEFORE APPLYI NG ESP

o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| outer IP hdr | | | | ESP | ESP |
| (any options) | ESP | TCP | Data | Trailer | 1CV |
o m e e e e e e e e e e e e e e e e e e e eeee e +
| <---- encryption ---->|
| <=------- integrity ------- >|

Fi gure 2: AFTER APPLYI NG ESP, QUTER v4 ADDRESSES

TN NS +
| outer | new ext | | | | ESP | ESP |
| I'Pv6 hdr | hdrs | ESP | TCP | Data | Trailer| I1CV |
o +
| <--- encryption ----3|
| <------ integrity -------- >|

| inner IP hdr | | |
| + options | TCP | Data |

Figure 4: 1Pv4d I NNER DATAGRAM with | P opti ons BEFORE APPLYI NG ESP

o +
| outer IP hdr | | | | | ESP | ESP |
| (any options) | ESP| PH| TCP | Data | Trailer | ICV |
' +
| <----- encryption -------- >|
| <----------- integrity --------- >|

PH = BEET node Pseudo- Header

Figure 5: | Pv4d AFTER APPLYI NG ESP, OUTER v4 ADDRESSES | NNER | Pv4
OPTI ONS
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T TS +
| outer | new ext | | PH | | | ESP | ESP |
| I'P hdr | hdrs. | ESP | Options | TCP | Data | Trailer| ICV |
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +
| <------ encryption ------------ >|
| <---------- integrity --------------- >|

PH = BEET npde Pseudo- Header
Figure 6: I Pv4 + OPTI ONS AFTER APPLYI NG ESP, OUTER | Pv6 ADDRESSES

3.2.2. Inner |Pv6 Datagram

| | ext | | |
| inner IPv6 hdr | hdrs | TCP | Data |

Figure 7: 1 Pv6 DATAGRAM BEFORE APPLYI NG ESP

o m o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmmmo - +
| outer | new ext | | ext | | | ESP | ESP |
| I'Pv6 hdr | hdrs. | ESP | hdrs | TCP | Data | Trailer | I1CV |
e m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—o o - +
[ <--e----- encryption ------------- >|

| <-----mmemae-- - integrity -------------- >|

Figure 8: | Pv6 DATAGRAM AFTER APPLYI NG ESP, OUTER | Pv6 ADDRESSES

| outer | | ext | | | ESP | ESP |
| TP hdr | ESP | hdrs.| TCP | Data | Trailer | 1CV |
[ <------- encryption -------- >|
[ <----------- integrity ----------- >|

Figure 9: | Pv6 DATAGRAM AFTER APPLYI NG ESP, QUTER | Pv4 ADDRESSES
3.3. Cryptographic Processing

The out goi ng packets MJUST be protected exactly as in ESP transport
mode [ RFC4303]. That is, the upper |ayer protocol packet is wapped
into an ESP header, encrypted, and authenticated exactly as if
regul ar transport node was used. The resulting ESP packet is subject
to I P header processing as defined in Section 3.4 and Section 3.5.
The incom ng ESP protected nessages are verified and decrypted
exactly as if regular transport node was used. The resulting
cleartext packet is subject to | P header processing as defined in
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Section 3.4 and Section 3.6
3.4. | P Header Processing

The biggest difference between BEET node and the other two nodes is

in | P header processing. |In the regular transport node, the IP
header is kept intact. 1In the regular tunnel node, an outer IP
header is created on output and di scarded on input. |n BEET node,

the I P header is replaced with another one on both input and output.

On the BEET npde output side, the | P header processing MJST first
ensure that the |P addresses in the original |IP header contain the

i nner addresses as specified in the SA. This MAY be ensured by
proper policy processing, and it is possible that no checks are
needed at the time of SA processing. Once the |IP header has been
verified to contain the right IP inner addresses, it is discarded. A
new | P header is created, using the fields of the discarded inner
header (except the I P addresses) to populate the fields of the new
outer header. The |IP addresses in the new header MJST be the outer
tunnel addresses.

On the input side, the received |P header is sinply discarded. Since
the packet has been decrypted and verified, no further checks are
necessary. A new | P header corresponding to a BEET node i nner header
is created, using the fields of the discarded outer header (except
the I P addresses) to populate the fields of the new inner header.

The | P addresses in the new header MJST be the inner addresses.

As the outer header fields are used as a hint for creating the inner
header, it must be noted that the inner header differs as conpared to
a tunnel node inner header. |In BEET node, the inner header will have
the Tine to Live (TTL), Don't Fragnent (DF) bit, and other option

val ues fromthe outer header. The TTL, DF bit, and other option

val ues of the inner header MJST be processed by the stack

3.5. Handling of Qutgoing Packets
The out goi ng BEET node packets are processed as foll ows:

1. The system MJST verify that the | P header contains the inner
source and destination addresses, exactly as defined in the SA
This verification MAY be explicit, or it MAY be inplicit, for
exanple, as a result of prior policy processing. Note that in
some inplementations there nmay be no real |P header at this time
but the source and destination addresses nmay be carried out of
band. |If the source address is still unassigned, it SHOULD be
ensured that the designated i nner source address would be
selected at a |ater stage.
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The | P payl oad (the contents of the packet beyond the |IP header)
is wapped into an ESP header as defined in Section 3.3 of
[ RFC4303] .

A new | P header is constructed, replacing the original one. The
new | P header MJUST contain the outer source and destination
addresses, as defined in the SA. Note that in sone

i mpl ementations there may be no real | P header at this tine but
the source and destination addresses may be carried out of band.
In the case where the source address nust be | eft unassigned, it
SHOULD be ensured that the right source address is selected at a
| ater stage. Qher than the addresses, it is RECOMVENDED t hat
the new | P header copies the fields fromthe original |IP header.

If there are any I Pv4 options in the original packet, it is
RECOMMENDED t hat they are discarded. |f the inner header
contains one or nore options that need to be transported between
the tunnel endpoints, the sender MJST encapsul ate the options as
defined Section 3.7.

Instead of literally discarding the |IP header and constructing a new
one, a conformng inplenentation MAY sinply replace the addresses in
an existing header. However, if the RECOMVENDED feature of allow ng
the inner and outer addresses fromdifferent address famlies is
used, this sinple strategy does not work.

3. 6.

Handl i ng of Inconmi ng Packets

The i ncom ng BEET node packets are processed as foll ows:

1.

The system MUST verify and decrypt the inconing packet
successfully, as defined in Section 3.4 of [RFC4303]. |If the
verification or decryption fails, the packet MJST be di scarded.

The original | P header is sinply discarded, w thout any checks.
Since the ESP verification succeeded, the packet can be safely
assunmed to have arrived fromthe right sender

Moskowi tz, et al. Expires 7 February 2026 [ Page 7]



I nternet-Draft BEET node for ESP August 2025

3. A new |P header is constructed, replacing the original one. The
new | P header MJST contain the inner source and destination
addresses, as defined in the SA. |f the sender has set the ESP
Next Header field to 94 and included the pseudo header as
described in Section 3.7, the receiver MJST include the options
after the constructed | P header. Note that in sone
i mpl ementations the real | P header may have al ready been
di scarded and the source and destination addresses are carri ed
out of band. In such a case, the out-of-band addresses MJST be
the inner addresses. Oher than the addresses, it is RECOVWENDED
that the new | P header copies the fields fromthe original IP
header. [AA how about ESP in UDP and mappi ng changes?]

Instead of literally discarding the | P header and constructing a new
one, a conformng inplementation MAY sinply replace the addresses in
an existing header. However, if the RECOMVENDED feature of allow ng
the inner and outer addresses fromdifferent address famlies is
used, this sinple strategy does not work.

3.7. Handling of |IPv4d Options

In BEET node, if IPv4 options are transported inside the tunnel, the
sender MJST include a pseudo header after the ESP header. The pseudo
header indicates that | Pv4 options fromthe original packet are to be
applied to the packet on the input side or the |IPv4 fragnentation
flags and fragnmentation offset is set.

The sender MUST set the Next Header field in the ESP header to 94.
The resulting pseudo header, including the |IPv4 options, MJST be
padded to an 8-octet boundary. The padding length is expressed in
octets; valid padding lengths are 0 or 4 octets, as the original |Pv4
options are already padded to a 4-octet boundary. The paddi ng MUST
be filled with No Operation (NOP) options as defined in (Internet
Header Format) Section 3.1 of [RFC791] (Internet Protocol). The
padding is added in front of the original options to ensure that the
receiver is able to reconstruct the original |Pv4d datagram The
Header Length field contains the Iength of the IPv4 options, and
padding in 8-octet units.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Next Header | Header Len | Pad Len | Reserved
oo oo o m e e e e e e e aaao o +
| Paddi ng (if needed) |
o m m e e e e e e e e e e e e e e e e eo— oo - S +
| | Pv4 options |
SRR .

Fi gure 10: BEET node pseudo header format
Next Header identifies the data followi ng this header.

Length in octets 8-bit unsigned integer. Length of the pseudo
header in 8-octet units, not including the first
8 octets.

The receiver MJST renove this pseudo header and padding as a part of
BEET processing, in order to reconstruct the original |Pv4 datagram
The 1 Pv4 options included in the pseudo header MJUST be added after
the reconstructed | Pv4 (inner) header on the receiving side.

[ AA NOTE: Note: when the |Pv4 options are present, the outer header’s
IHL woul d be different fromthe inner header |IHL NEXT paragraph is
extra???]

4. Handling of Inner |IP Fragnent

4.1. Inner |Pv4 Fragnent
VWhen the inner 1 Pv4 datagramis a fragment (as specified by the
"nore-fragnents" flag being set to one [RFC791]), this flag MJST NOT
be copied to the outer ESP datagram header. Additionally, for any
non-first fragment with a "nore-fragnents" flag or "fragnent offset
field," these two fields MJUST NOT be copied to the outer |Pv4 header
of the ESP dat agram
Here are a few possible ways to deal with these | Pv4 fragnents.

1. Re-assenble the |Pv4 fragnents, send to ESP, and ESP dat agram may
be fragnented as required.

2. Drop the IPv4 fragnments, i.e., BEET node |Pv4 support for
fragnents is optional

Moskowi tz, et al. Expires 7 February 2026 [ Page 9]



I nternet-Draft BEET node for ESP August 2025

3. Copy the fragnent flag and offset Iength fromthe inner |Pv4
header to BEET pseudo- header, Figure 11

The sender MUST set the next protocol field on the ESP header as 94.
The resulting pseudo header including the |Pv4 options, MJST be
padded to 8 octet boundary. The padding |length is expressed in
octets, valid padding |lengths are O or 4 octets as the original |Pv4
options are already padded to 4 octet boundary. The paddi ng MJST be
filled with NOP options as defined in Internet Protocol Section 3.1
of [RFC791] Internet header format. The padding is added in front of
the original options to ensure that the receiver is able to
reconstruct the original |Pv4 datagram The Header Length field
contains the length of the I Pv4 options, and padding in 8 octets
units.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Next Header | Header Len | Pad Len | F = 2] Reserved

Fom e e e oo - Fom e e e oo - o mm e e e e e e e e e e e memmao-- +
| THF = 3 | Fragnent offset (opt.) = 13 | PH padding |
oo e e e e e e e e e e e oo oo o e e e m oo oo +
| | Pv4 options (opt.) | Opt Paddi ng |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +

Figure 11: BEET node pseudo header format
Next Header Identifies the data follow ng this header

Header Len 8-bit unsigned integer. Length of the
pseudo header in 8-octet units, including
| HF and Fragnment offset, |Pv4 options, when
present, not including the first 8 octets.

Pad Len 8-bits unsigned integer. Length of padding
in octets, valid padding | engths are:

0, 4 no | Pv4 fragnent and options are
present [AA Note : ol d case]

2, 6 | Pv4 fragnment and no | Pv4 options.
2, 6 | Pv4 fragnment and options.
F 2 bits Flags. 00 I P options, 01 Fragnent,

10 I P options and Fragnent, 11 Reserved

Reserved Lower 6-bits, set to zero
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| HF Flags fromthe inner | P header (optional)
when F = 01 or 10

Fragment offset 13 hits Fragment offset fromthe inner |IP header
(optional) when F = 01 or 10

Paddi ng 0, 2 or 4 octets of zeros, depending on the
fragment fl ag.

| Pv4 options I Pv4 options fromthe inner |P header with
optional padding. Alligned to 32 bhits.

The recei ver MJST renove this pseudo-header and padding as a part of
BEET processing, in order to reconstruct the original |Pv4 datagram
The 1 Pv4 options included in the pseudo-header MJST be added after
the reconstructed I Pv4 (inner) header on the receiving side. Also
copy the flags and Fragnent offset when the PH flags is 01, 10.

Not e: when the | Pv4 options are present, the outer header’s |IHL woul d
be different fromthe inner header |HL.

The receiver MJST renpve this pseudo-header and padding as a part of
BEET processing, in order reconstruct the original |Pv4 datagram
The | Pv4 options included into the pseudo- header MJUST be added after
the reconstructed | Pv4 (inner) header on the receiving side.

Not e: When the pseudo-header is present due to the presence of |Pv4
options in the inner | P header, the outer header’s IHL (Internet
Header Length) would be different fromthe inner |P header |HL.

4.2. Inner |Pv6 Fragnent

It’s crucial to highlight that | Pv6 uses fragmentation information in
a distinct manner than | Pv4 Section 4.5 of [ RFC8200]. Specifically,
an | Pv6 fragnment uses | Pv6 optional extension headers for fragnents.
BEET node treats the |1 Pv6 optional extensions as ESP payl oad and nove
frominner header to ESP payl oad.

4.3. 1Pv4-in-1Pv6

M xed fanm|ly I Pv4 inside and | Pv6 outside. The inner datagramis |IP
versi on MUST be independent of the outer |IP version. The inner
address fam |y and address are taken fromthe negotiated Traffic
Sel ectors. When the inner datagramcontains |IPv4 with fragnents or
| Pv4 options, use Section 4.1
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4.4. 1Pv6-in-1Pv4

M xed famly I Pv6 inside and | Pv4 outside. When the inner datagram
is an | Pv6 datagramwith | Pv6 optional extension headers, copy it
into ESP payl oad Section 4.2

5. I Psec Specific Policy Considerations

In this section we describe how BEET node affects |IPsec policy
processing. This section is normative.

A BEET Security Association SHOULD NOT be used with NULL
aut henti cati on.

On the output side, the |IPsec policy processing mechani sm SHOULD t ake
care that only packets with I P addresses matching the inner addresses
of a Security Association are passed on to that Security Association
If the policy mechani sm does not provide full assurance on this

poi nt, the SA processing MIUST check the addresses. Further policy
distinction may be specified based on |IP version, upper |ayer
protocol, and ports. |If such restrictions are defined, they MJST be
enf or ced.

On the output side, the policy rules SHOULD prevent any packets
containing the pair of inner IP addresses fromescaping to the wire
in cleartext.

On the input side, no policy processing is necessary for encrypted
packets. The SA is deduced fromthe SPI and destination address. A
singl e SA MAY be associated with several outter destination
addresses. Since the outer |Psec addresses are discarded, and since
the packet authenticity and integrity are protected by ESP, there is
no need to check the outer addresses. Since the inner addresses are
fixed and restored fromthe SA, there is no need to check them

There MAY be further policy rules specifying allowed upper |ayer
protocols and ports. |If such restrictions are defined, they MJST be
enf or ced.

On the input side, there SHOULD be a policy rule that filters out
cleartext packets that contain the inner addresses.

6. Security Considerations
In this docunment, the usage of ESP [ RFC4303] between hosts to protect

data traffic is introduced. The security considerations for ESP are
di scussed in the ESP specification
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In this section we discuss the security properties of the BEET node,
di scussi ng some and point out sone of its limtations [ RFC3552].

There are no known new vul nerabilities that the introduction of the
BEET node woul d create.

Because in BEET node the outer header source address is not checked
at the tine of input handling, there is a potential for a DoS attack
where the attacker would send random packets that match the SPI of
sone BEET-node SA. This kind of attack woul d cause the victimto
perform unnecessary integrity checks that would result in a failure.
However, if this kind of behavior is detected, the node nmay request

rekeying using | KEv2 rekey, and after rekeying. |If the attacker was
not on the path, the new SPI val ue woul d not be known by the
att acker.

7. 1 ANA Consi derations
NONE
8. Inplenentation Status

BEET nbde was first inplenmented as a patch to Linux kernel by

Hel sinki Institute for Information Technol ogy, Finland around 2007
It was later subnmitted for kernel integration and included into

mai nstream rel ease around 2010. See BEET patch for 2.6.20.21 |inux
kernel (Joaki m Koskela). [HPL] (HP for Linux) is a software
project that inplements the Host Identity Protocol (H P) on Linux
systens. It was funded under InfraH P | abel by Finnish innovation
agency Tekes.

[Note to RFC Editor: Please renove this section and the reference to
[ RFC6982] before publication.]

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.
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10.

11.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmamde the inplenmented protocols nore nature.

It is up to the individual working groups to use this information as
they see fit".

Aut hors are requested to add a note to the RFC Editor at the top of
this section, advising the Editor to renove the entire section before
publication, as well as the reference to [ RFC7942].
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