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Abst ract

Thi s docunent describes mobility scenarios and how to aggressively
support themin HP. The goal is minimumlag in the nobility event.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 2 Decenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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Thi s docunent expands on H P Host Mobility [ RFC8046] to describe a
set of mobility scenarios that can be addressed by nechani sns that

accel erate the basic H P nobility UPDATE exchange.

H P Host Mobility [RFC8046] perforns a return address validation to

ensure that the UPDATE address is reachable by the peer.
are given for this approach:

Two reasons
m ddl eboxes bl ocking return reachability

and mal i cious peers providing fal se address updates to flood a
target.
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The approach here is to start using the new address while it is being
validated. Wrst case is a few packets are lost or sent to a wong
target. These are acceptable risks while gaining a fast address
update that works in nobst cases.

One nechanismused is to piggyback data using Next Header even while
the mobil e peer address is flagged UNVERI FIED. This is practical as
the new peer address is authenticated by the HHP_MAC in UPDATE. The
UPDATE can neither be forged nor can it be replayed. The
verification is nore to ensure reverse reachability particularly
across NATs and firewalls.

Anot her nechani sm expands the use of the VIA RVS paraneter to
"shotgun" mobility UPDATEs. These and other optim zations will be
covered in detail.

Ternms and Definitions
1. Requirenents Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Definitions

MTU
The Maxi mum Transnit Unit or maxi mum nunber of bytes in a datagram
that the Interface supports.

Rendezvous Server (RVS)
A H P registrar providing rendezvous servi ce.

SPI
The Security Paraneter |ndex.

Pr obl em Space
1. Time to conplete nove

Most nobility environnents are built with a "break then make" nodel
for connectivity. Thus there is measurable tinme between the old
address bei ng unusabl e and the new address being functional. Adding
mobi l ity convergence tinmes just further aggravates the del ay which
negatively inpacts the user experience.

Moskowi tz, et al. Expi res 2 Decenber 2026 [ Page 3]



I nternet-Draft Fast HIP Mbility May 2026

The "make then break" nodel for connectivity is supported via HP
mul ti homing and is the subject of a separate recomrendati on

H P nmobility relies on a 3 packet UPDATE exchange which in sone cases
can be optimzed to 2 packets. This can be further delayed in a
"doubl e-j unmp" scenario with waiting for the direct connection to fai
before falling over to contacting the peer’s Rendezvous Server (RVS).
These processes have resulted in other technol ogies to be preferred
over H P as they have faster convergence even if they achieve this
whil e sacrificing security.

3.2. Apriori nove know edge

A H P Host that has the potential to 'move’ (acquire a new address
for an interface) during the lifetime of a H P associati on SHOULD be
registered to an RVS. Such a H P host SHOULD al ways informits peer
of its RVS address, as it may experience a "Doubl e-Junp" nove as in
Section 6.

In an RVS assi sted base exchange, the Responder ensures the Initiator
knows its RVS with the VIA RVS paraneter in the RL as specified in

H P Rendezvous Extension [ RFC3004]. However, the Responder has no
mechanismto learn the Initiator’s RVS address. Additionally, it is
possible for an Initiator to directly contact the Responder and thus
not | earn about the Responder’s RVS in the base exchange.

A host may not publish its RYSif it does not wish to be easily
di scovered. It still should notify its peers of its RVSif it
expects to be found in sone nove scenari os.

The H P base exchange needs to include nore RVS infornation.
4. Enhanced availability of VIA RVS

The VIA RVS paraneter is defined in H P Rendezvous Extension
[ RFC8004] for use in Rl, but only identifies the Responder’s RVS to
the Initiator when the |1 was routed through the RVS

Firstly, a Responder SHOULD al ways provide its VIA RVS information in
R1 even when the |1 cane directly fromthe Initiator. Secondly, the
Initiator SHOULD al ways provide its VIA RVS information in 2. The
VI A RVS address is always maintained as part of the HT to IP
addressing information. Through these two expansions in the
availability of VIA RVS, the hosts are assured to possess their
peer’s RVS address to "shotgun" UPDATEs and thus accelerate mobility.
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Singl e nove mobility

Data traffic between host A and B may use ESP with H P [ RFC7402] or
any other tunneling protocol. In ESP the relationship of the tunnel
SAs with the HP SA puts a high level of trust on the follow ng fast
mobi lity.

Pi ggybacki ng i mpact on transport w ndow size

The foll owi ng sections define the operation of a H P UPDATE payl oad
foll owed by sonme transport (e.g. TCP or UDP) payload in a single IP
datagram This nmulticontent |P datagram works best with a smaller

wi ndow si ze for the higher layer. The normal operation is to conpare
the size of the transport datagram plus H P UPDATE payl oad and ensure
it is less than the MIU. An inplementation may be able to adjust the
transport wi ndow size downward so that the higher layer could still
fill it and the whole piece then still fit within the MU

Envi r onnent

* Host Ais nobile.

* Host B nmay be nobile, but not changing |P address at this tine.

* Only Host Ais moving in the network and changing its |IP address.
* Host A and B share a HI P Security Associ ation.

* Host A and B are registered to a RVS server, not necessarily the
same and each has the others RVS address.

Scenario 1: Neither host has data to transmt
Host A triggers a HIP nobility UPDATE with Locator to inform Host B

of new address. Host B, upon validating Host A H P UPDATE, continues
with Address Verification.

4, Scenario 2: Host A has data to transmt

4.1. |Pv6 datagram + H P UPDATE > MIU

Host A triggers a HIP nobility UPDATE with Locator to inform Host B
of new address. As the UPDATE + datagram woul d exceed the MIU, the
datagramis sent separately after receipt of the H P UPDATE from Host
B.

The H P UPDATE packets vary in length as follows:
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Move notification: 302 bytes - UPDATE(ESP_I NFO LOCATOR, SEQ HVAC,
HI P_SI GNATURE)

Move verification: 286 bytes - UPDATE(ESP_I NFO, SEQ ACK, HVAC,
H P_SI GNATURE, ECHO REQUEST_UNSI GNED)

Verification ack: 262 bytes - UPDATE(ESP_I NFO, ACK, HWMAC,
HI P_SI GNATURE, ECHO RESPONSE_UNSI GNED)

5.4.2. |1Pv6 datagram + H P UPDATE <= MIU

Host A sends HI P UPDATE with Locator to inform Host B of new address.
Datagram i s appended to H P UPDATE usi ng Next Header. Host B, upon
val idating Host A H P UPDATE, sends next header to proper nodul e and
continues with Address Verification. This datagramis processed even
t hough the address is UNVERI Fl ED.

The ESP anti-replay w ndow nanaged by its envel ope sequence nunber
can protect against replayed UPDATE+ESP packets prior to address
verification.

5.5. Scenario 3: Host B has data to transmt

After Host B receives a HP nobility UPDATE fromA it has data to
send to A O Host B nay have been sending data to Host A whil e Host
A was noving. The old data may have been |lost; for exanple the data
is over UDP with no keepalives during the nove tine. The old data
may be in a retransm ssion state; for exanple the data is over TCP.
O the data reached the interface fromthe higher |ayer at the sane
time that the H P UPDATE with new | ocator was successfully processed.

5.5.1. |Pv6 datagram + H P UPDATE > MU
Host B sends the H P UPDATE validation followed by the | Pv6 datagram
Host B may place the address in ACTIVE state or wait from H P UPDATE
confirmation from Host A

5.5.2. | Pv6 datagram + H P UPDATE <= MIU
Host B sends the HI P UPDATE validation within the | Pv6 datagram

Host B may place the address in ACTIVE state or wait from H P UPDATE
confirmation from Host A
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Doubl e- Junp mobility

The H P nobility UPDATE will fail w thout the use of RVS. In fact
both RVS are needed for both UPDATEs to find its peer. This is why
the "shotgun" accel erati on SHOULD al ways be used when the peer’s RVS
i s known.

1. Envi r onnent

* Both host A and B are nobile.
* Host A and B share a H P Security Association

* Both hosts nmove in the network and change their | P addresses.
Before either receives the others H P nobility UPDATE

* Host A and B are registered to a RVS server, not necessarily the
sanme and each has the others RVS address.

2. Shot gunni ng UPDATEs

Shot gunning is the process of sending the same UPDATE to nore than
one LOCATOR. In particular it refers to sending the UPDATE to at

| east the peer’s last known |IP address and to its RVS address | earned
fromthe VIA_RVS for either the RL or |12 packet.

A host MJST be prepared to receive and discard multiple HHP mobility
UPDATEs. The duplicates will be readily identified as having the
same SEQ (UPDATE sequence nunber).

Shot gunni ng SHOULD al ways be used when an RVS is known. A peer never
knows of a "double-jump" event until after it receives its peer’s
UPDATE.
3. Neither host has data to transmt
Host A triggers a HIP nobility UPDATE with Locator to inform Host B
of new address. Host B, upon validating Host A H P UPDATE, continues
with Address Verification.

No attenpt should be nade to piggyback the two UPDATE processes.
They may run simultaneously but not in the sane |P datagrans.

4, Ei t her host has data to transmt

The foll owi ng accel erati on advice presents a nunber of chall enges.
The best rule of thunb is to send the data as soon as possible.
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6.4.1. |1Pv6 datagram + H P UPDATE > MIU
Sane process as Section 6.3
6.4.2. |Pv6 datagram + H P UPDATE <= MIuU

Host A sends HI P UPDATE with Locator to inform Host B of new address.
Dat agram i s appended to H P UPDATE usi ng Next Header. Host B, may
have already sent a datagramw th its original H P UPDATE. |If since
then a receipt of Host A's UPDATE it has nore data to transmt, upon
val idating Host A H P UPDATE, sends next header to proper nodul e and
continues with Address Verification. This datagramis processed even
t hough the address is UNVERI Fl ED.

7. | ANA Consi derations
Thi s docunent does not have any | ANA requirenents.

8. Security Considerations
The approach here is to start using the new address while it is being
val idated. One consequence is a few packets are lost or sent to a
wong target. These are acceptable risks while gaining a fast

address update that works in nost cases.

Another risk is there is a small w ndow for malicious piggyback

packets received during this pre-validation interval. But since al
such packets should be ESP protected, the ESP process will catch
t hese.

Beyond these itens, H P fast nobility does not introduce any new
security considerations beyond that in H P Host Mbility [ RFC3046].
If anything its requirenent to know and use the RVS for a peer
i nprove the frequency of a successful nobility notification

9. Acknow edgnents
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