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Abst ract

The Automatic Dependent Surveillance Broadcast (ADS-B) is a

surveill ance technol ogy mandated in many airspaces. It is now wdely
depl oyed but suffers a lack of security and privacy. Froma security
point of view, it is relatively easy to spoof the ADS-B nessages.
Wth the appropriate readily avail able hardware and software. Froma
privacy point of view, all the messages contain the aircraft’ s
assigned 24-bit | CAO address, which nmakes it easy to link to data
about the aircraft, in particular to know when a particular aircraft
has flown and where to. |In addition, the main transm ssion nedi um
utilized for ADS-B, i.e. the 1090 Mz frequency used by Extended
Squitter (1090ES), is approaching saturation in sone parts of the
world, resulting in packet loss in certain areas [ RF_Usage].

Thi s paper presents how to use the | ETF TESLA protocol along with

X. 509 certificates issued by | CAO nenber states for each aircraft to
authenticate all ADS-B nessaging. It |everages the 8PSK phase
overlay (PO schene proposed in the M ninum Qperational Performance
St andards (MOPS) for ADS-B (RTCA [ DO 260C]), which enabl es 1090ES
ADS-B transmi ssions to convey three times nore information, to
support the transnission of the extra security information required
by the authentication scheme. By doing so, the inpact of

aut henti cation on channel usage is negligible. Beyond nessage

aut hentication, this schene proposed has two i nportant additiona
benefits: 1) the possibility to inplenment a Flight Authorization
schenme, allowi ng ATC and intercepting aircraft to not only
authenticate an aircraft but to verify that it is authorizes to
conduct that flight and 2) a methodol ogy for adequately protecting
the privacy by assigning rotating 24-bit identifiers to designated
aircraft, while maintaining the possibility to (blindly) authenticate
their ADS-B transm ssions.
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1. Introduction
1.1. Pr obl em st at enment

The Automatic Dependent Surveillance Broadcast (ADS-B) technol ogy

is an aviation surveillance protocol that periodically broadcasts the
aircraft’ s position and other related data, enabling the aircraft to
be tracked. ADS-B does not require an interrogation signal fromthe
ground or fromother aircraft to activate its transm ssions. ADS-B
can al so function point-to-point with other nearby ADS-B equi pped
aircraft to provide traffic situational awareness and support self-
separ ati on.

ADS-B nessaging i s subject to spoofing attacks with readily avail abl e
hardware and software, an inportant security threat. |In addition, it
exposes potentially confidential information about the aircraft,
which is problematic for general and business aviation (i.e.

di scl osure of Personally ldentifiable Information (PIl) such as
itinerary), as well as mlitary aircraft (disclosure of classified
flight trajectories). Both the security and the privacy threats are
recogni zed to have an inpact on aviation safety and need to be

addr essed.

Anot her problem unrelated to ADS-B, is the difficulty for Ar
Traffic Control (ATC) or a military air force to quickly ensure that
a given aircraft approaching restricted airspace (e.g. Tenporary
Flight Restriction (TFR) zones, or Air Defense ldentification Zone
(ADI Z2)) is indeed authorized to fly through that airspace. Current
solutions rely on the cross-verification of flight authorizations

i ssued prior to the flight (e.g. flight plan, authorization code)
with inmedi ate aircraft identification through transponder code or
other visual means. This is problematic and can lead to potentially
dangerous situations, especially in zones of conflict or during
enmergency situations (e.g. ESCAT, ATC Zero)

1.2. Solution Proposal Overview

Thi s proposal provides an augnentation to ADS-B. First, it
effectively prevents spoofing attacks by providing a neans to verify
the authenticity and origin of each ADS-B nessage. Second, it al so,
optionally, allows for the off-line verification of flight

aut hori zation for airborne aircraft, and this from ADS-B

transm ssions alone. Third, by transmitting nore data in a single
ADS- B nessage via the Phase Overlay, fewer transnissions are needed
provi ded the receivers support this proposal, thereby reducing
channel wutilization. Fourth, it provides an optional mechanismto
elimnate the transm ssion of sensitive information that mght |ead
to undesired disclosure of PIl (general and business aviation) or
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classified information (nmilitary aviation).

The proposal uses TESLA [ RFC4082] to provide nmessage origin
authentication, while it relies on the use of Public-Key
Infrastructure (PKI) to provide sender identity (entity)
authentication. In the overall process, identity authentication
(using certificates and signatures) is performed to verify that the
sender is who they claimto be. Wth the sender’ s identity is
established, TESLA is used to ensure that the received nessages were
i ndeed generated by that sender and have not been forged. This is
done by having the aircraft sign the TESLA “Key Anchor” , KO
(Section 3.3.1.1.1), for a particular flight. The Air Navigation
Service Provider (ANSP) can also sign the initial session key, which
provides a nmeans to verify flight authorization, i.e. that the
aircraft is authorized to fly at that tine.

Optionally, the confidentiality problemcan al so be handl ed by
replacing the fixed 24-bit aircraft address with a 24-bit identifier
different for every flight that only authorized organi zati ons can
resolve to the underlying identifier. This is sinmilar to the FAA
Privacy | CAO Address program except that the proposal supports a
different identifier for every flight.

Qur proposal relies on the use of the 8PSK Phase Overlay (PO
nmodul ati on proposed in the M ninmum Operational Performance Standards
(MOPS) for 1090 Mz Extended Squitter (1090ES) ADS-B RTCA [ DO 260C]
We do this in order to mininze the inpact of message authentication
and entity authentication on channel use 1090ES. Note that the use
of PO can also | ead to channel usage reduction since it allows for
nmore information to be sent in the sanme anpbunt of packet transni ssion
time. The conditions under which such channel decluttering can be
obt ai ned are discussed in Section 4.4.

Thi s proposal herewith builds on the Conpatibl e Authenticated
Bandwi dt h-effi ci ent Broadcast for ADS-B proposal [CABBA]. It
provi des additional detail on inplenentation with the DO 260C
standard and how to inplenent the PKI based on the Drone Renote
Identification Protocol (DRIP) standard [ RFC9374].

1.3. Qut-of-scope applications

An alternate transm ssion channel for ADS-B is the Universal Access
Transcei ver at 978 MHz. Currently, UAT is of linmted use outside of
the USA. As far as we know, there is no current proposal for the

i ntroduction of phase nodul ati on for UAT. Message and entity

aut hentication in UAT-based ADS-B is in principle possible follow ng
a sinilar approach but is out-of-scope for this proposal which
concentrates on 1090ES excl usively.
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In addition to information sent by the aircraft (ADS-B Qut), ADS-B
can be used (e.g. through UAT in the USA) to send useful information
to aircraft by ground stations, i.e. Traffic Information Services
Broadcast (TIS-B) and Flight Information Services - Broadcast (FIS-
B). Again, a TESLA-based approach could in principle be adopted to
authenticate TIS-B and FIS-B transmission. |n fact, identity

aut henti cation and the underlying PKI would be even sinpler since
there woul d be fewer transmtting identities. Nonetheless, this is
al so beyond the scope of this proposal.

2. Terns and Definitions
2.1. Requirenents Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. 2. Not at i on

Signifies concatenation of information (e.g., X || Y is the
concatenation of X with Y).

Ltrunc (x, K)
Denotes the | owest order K bits of the input x.

2. 3. Definitions

EURCCAE
Eur opean Organisation for Civil Aviation Equipnent. Aviation SDO,
originally European, now wi th broader nenbership. Cooperates
extensively with RTCA

CAA
Cvil Aviation Authority of a regulatory jurisdiction. Oten so
naned, but other exanples include the United States Federal
Avi ation Administration (FAA) and the Japan Civil Aviation Bureau.

DET
DRIP Entity Tags (DETs) are a specific type of Hierarchical Host
ldentit Tags (HHIT) as defined in Section 3 of [RFC9374].

HDA (HH T Dormai n Aut hority):

The 14-bit field in a DET that identifies the HH T Dorain
Aut hority under a Registered Assigning Authority (RAA).

Moskowi tz, et al. Expires 1 Cctober 2026 [ Page 6]



Internet-Draft ADS- B Aut h March 2026

3.

1.

I CAO
International Civil Aviation Organization. A specialized agency
of the United Nations that devel ops and harnoni zes international
standards relating to aviation.

RAA (Regi stered Assigning Authority):
The 14-bit field in a DET identifying the business or organization
that manages a registry of HDAs. RAAs are typically allocated to
CAAs as in Section 6.2.1 of [RFC9886].

RTCA
Radi o Techni cal Commi ssion for Aeronautics. US aviation SDO
Cooper ates extensively w th EUROCAE.

Saf ety
"The state in which risks associated with aviation activities,
related to, or in direct support of the operation of aircraft, are
reduced and controlled to an acceptable level" (from Annex 19 of
the Chicago Convention, quoted in [| CACDEFS]).

Security
"Saf eguardi ng civil aviation against acts of unlawf ul
interference" (from Annex 17 of the Chicago Convention, quoted in
[ | CAODEFS]).

Proposed ADS-B Aut hentication Mechani sm
Thi s paper presents a framework to secure ADS-B conmmuni cations. |t
uses X.509 certificates issued within a state-nmanaged PKI for
identity authentication and TESLA for message origin authentication.
The RTCA [ DO 260C] 8PSK phase overlay is | everaged to convey
additional data within 1090ES transm ssions with m ninmal
communi cati on over head.
Proposal Sketch
The sol ution operates in two nechani sns:

1. Message origin authentication

2. ldentity authentication
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3.1.1. Message Oigin Authentication

ADS- B nessages are authenticated using TESLA. During transm ssion,
three nessages are sent along with a MAC conputed over all of them
all carried within a single 1090ES signal. One of the nessages is
encoded in the anplitude of the 1090MHz carrier using Pul se-Position
Modul ation (PPM, while the other two nmessages and the MAC are
encoded in the phase of the PPM nodul ated carrier using the Phase
Overl ay mechani sm (8PSK nodul ati on).

The MAC is generated using a TESLA interval key known only to the
sender at the tinme of transmission. This key evolves at fixed
intervals according to a predeterm ned key chain. The interval key
is disclosed after a short delay, ensuring that the messages and the
MAC are received before the key becones avail abl e, thereby preventing
real -tinme forgery.

Upon key disclosure, the receiver perfornms two checks:

1. It verifies that the newWy disclosed interval key is valid, by
checking that it belongs to the sanme key chain as previously
di scl osed keys, hence ensuring that it was sent by the sane
sender .

2. It conputes the MAC of messages received in the previous
interval with the newly disclosed key, and conpares it with
the received MAC, to verify that the correspondi ng group of
nmessages covered by those MAC originate fromthe key s owner
and have not been altered in transit.

3.1.2. ldentity Authentication

Each aircraft transmitter is provisioned with a cryptographic key
pair and an X. 509 certificate issued by its operator (or ANSP or CAA)
within a state-nmanaged PKI. The certificate binds the aircraft’ s
24-bit address (I CAO or anonynous) to a DRIP Entity Tag (DET

[ RFCO575]), enabling receivers to verify that the sender controls the
corresponding private key. A signed “token” , extracted fromthe
certificate is periodically broadcast to support real-tine, over the
air, validation. This token is designed to provide the cryptographic
proofs needed by receivers, yet fit within the ADS-B transni ssion
constants. Alternatively, the certificates can be cached or pre-

| oaded by the receiver which obviates the need to broadcast the
tokens often (this will be discussed further in Section 3). This
step authenticates the sender’ s identity but does not guarantee by
itself the integrity or authenticity of the ADS-B nessages it
transmts.
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3.

3.

2.

2.

Wi | e TESLA ensures nmessage origin authentication (two nessages cone
fromthe sane sender because they were MACed with interval keys in
the sane key schedule), it does not ensure who that sender is. In
order to bind a particul ar key schedul e, and hence a sender, to an
identity, it is necessary to periodically send a signed interval key.
This key is signed by the aircraft and optionally al so by an ANSP
(flight authorization).

ADS- B Messagi ng

This section describes the structure of ADS-B nessages, focusing on
the key difference between baseline and phase overlay (PO nessages.
Basel i ne nmessages correspond to standard ADS-B nessages and are
transmtted using PPMon a 1090 Mz carrier, where information is
encoded in the anplitude of the signal.

PO messages, introduced in MOPS DO 260C, allow additional infornmation
to be transnitted using the same PPM nodul ated carrier. This

addi tional information is encoded in the phase of said signal by

appl ying 8PSK nodul ation. As a result, a single transm ssion can
carry both a baseline ADS-B message and additional data, which may
correspond to anot her ADS-B nessage or to other types of information.

Thus, the PO capability enabl es the sinultaneous use of both
anpl i tude and phase donains. This can be exploited in three main
ways:

1. to transmt independent and unrel ated nmessages in each donain

2. totransmt related information, such as a nessage together
with its associated authentication data (e.g., MAC, signature,
certificate)

3. to extend a single nessage by distributing its content across
bot h domai ns

1. Baseline Message

The current, “baseline” , ADS-B datagramis 112 bits of which only 51
are for nmessage data. This 51-bit nessage is identified by an | CAO
24-bit aircraft address (herein referred to as 24AA) and a 5-bit
Message Type Code (TC).
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0 1 2 3
01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| DF=17 | CA| 24AA |
I I S T S S i i S N SR
| TC | M5G |
I S S M S S
I CRC I
T S S S i S S e Rk S UR U SUp
I CRC I

i S SR S Sl N SR SRS

Fi gure 1: ADS-B basel i ne message
3.2.2. Phase Overlay Messages

In 2020, RTCA proposed the use of Phase Overlay (PO encoding for
ADS-B in 1090ES [ DO 260C]. The phase shift keying schened proposed
was 8PSK, which allows for 3 bits encoded in phase in each 1 s pul se
encoding 1 bit of the baseline signal. The alternate schene 16PSK
has been proposed by sone researchers, but was not retained in the
MOPS. \While 16PSK has greater spectral efficiency than 8PSK,
prelimnary analysis of Bit Error Rate (BER) in typical ADS- B use-
case scenarios [CABBA], indicates that the BER using 16PSK woul d be
too high. 1In the rest of this paper, we therefore propose and use
8PSK as mandated in the MOPS.

Basel i ne packets consist of 112 pul ses, encoding 112 bits, with a
total duration of 112 s; with 8PSK PO additional 336 bits can be
sent during that sane period. However, as depicted in Figure 2,
there is a 12-bit Reference Synchronization Phase (Sync) and 120-bit
Parity Correction which | eaves only 204 bits for data. From which
the first 8 bits are for the Message Type field (MI) and foll owed by
the 24 bits mandatory 24AA which |leaves 172 bits for actual nessage
content. This is still 3x greater than the 56 bits in the baseline
message. Followi ng | EEE 802 and | ETF protocols, the common practice
woul d be 24AA then MI. However, the DO 260C State and Status nessage
([DO-260C], sec 2.2.3.5.5.1.1) has the fields in this MI then 24AA
order, so that is used here for consistent nessage processing.
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0 1 2 3
0123456789012345678901234567890123
e i S T S S S T o S S e S s i S S

| Sync | MT | 24AA |
T T T S Lk S S SEp RS
| 24AA |

T S T e U S s

M5G

e T S I i S S S S S oI S S S

e

+—

Parity Correction
+- - - +-

e

+—+— +— +— +— +— +— +—

Figure 2: ADS-B Phase Overlay (PO nessage

RTCA in DO 260C, and perhaps other entities, are providing PO
specific nessages that are nore efficient than the baseline nessages
they replace. Support of these nessages require changes in the ADS-B
application both in the sender and receiver.

Were the Phase Overlay frame content is being covered, with either
basel i ne or new PO nessages, all diagrams will only show the makeup
of these 172 bits.

The new PO nessage from RTCA, and potentially other entities, present
a challenge if they do not allow for the TESLA MAC. For this
proposal, ALL PO nessages (other than the TESLA specific nmessages

bel ow) MUST have the 28-bit TESLA MAC and shoul d have a 32-bit

ti mestanp (note: ongoing research for a shorter, effective
timestanp). As illustrated in Figure 3, this leaves 112 bits for
content (the equivalent of two 56-bit |egacy baseline nmessages).
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The current (baseline) and the new PO ADS-B nessagi ng do NOT i ncl ude

any nessage ordering content (e.g. no Sequence Number or Ti mestanp).

Due to the ADS-B rebroadcast (ADS-R) and space-based ADS-B feature to
enl arge coverage area, receivers MJST expect duplication and out - of -

order packet delivery. This has significant inpact on the

aut henti cati on approach used herein. The addition of a tinestanp as

shown in Figure 3 is highly recommended for all new PO messages.

0 1 2 3
0123456789012345678901234567890123
T S I R L S S S

| Sync | Mr | 24AA |
i e e e s S o i o R e ok ok ok I SR R
24AA cont | |

I eih T S S S +

|

MSG |

e e ek ok S E e o I SR

| Ti mest anp |

B i T S il s i T i S S

Ti mest anp cont | TESLA MAC |
i i T S e SR ik i Sh S NI e SR

MAC cont |
R e e

Parity Correction

+— +— +—

+- - - -

I
+-
I
+
I
+
I
+-
I
+-
I
+-
I
+
I
+
I
i I i S e bt T S R S e e e i it S S R S e S 2
Figure 3: ADS-B Phase Overlay (PO nessage with TESLA MAC

3.3. ADS-B Authentication

This section describes the mechani snms used to authenticate ADS-B

messages, including data origin authentication using TESLA and sender

identity authentication using digital certificates nanaged by PKI.
3.3.1. Authentication Technol ogi es

TESLA [ RFC4082] is the authentication technol ogy used here. X 509

digital certificates, nanaged within a gl obally-scoped PKI (or
Federated PKIs) provide the trust nechani smrequired by TESLA.
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3.3.1.1. TESLA Basics

TESLA is a protocol that provides data origin authentication for

broadcast and multicast nessages. Each nessage carries a Keyed

Message Aut hentication Code (Keyed MAC). The TESLA key used to

generate the MAC is disclosed only after a short delay, allow ng

receivers to verify the authenticity of past nessages while

preventing forgeries.

3.3.1.1.1. TESLA Key Chain Generation

Bef ore broadcasting, the sender divides the broadcast period into N

equal time intervals and generates a one-way key chain of at |east

N+1 keys: one key for each interval and an additional key K O that

serves as a commitnment or “anchor” for the entire chain.

The key chain is generated as foll ows:

1. Randomy choose the key for the last interval, K N
2. Compute the preceding keys and the conmtnment K O by

repeatedly applying a one-way function F to the next key in
t he chain:

| Kli=F(K_ (i+1)) for i=N-1,n-2,...,0

Thi s produces the key chain in generation order

| KN->K(N1) ->... ->K1->KO0

Duri ng nmessage authentication, TESLA keys are used and disclosed in
forward order:

| K1->K2->... ->KN

K 0 is never used to generate MACs; it serves solely as a conmitnent,
allowi ng the receiver to verify the authenticity of all TESLA keys.

Once the key chain is generated, the sender securely communicates a
key disclosure schedule to the receivers. This schedul e specifies:

- Interval duration T_int, broadcast start tine t i, and total
nunber of intervals N

-  Key disclosure delay d

- Commitnent to the key chain KO
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Using this schedule, receivers can verify each discl osed TESLA key
agai nst the conmtnment K O, ensuring that all messages originate from
the legitimte sender

3.3.1.1.2. Message Transnission (Sender side)

1. Derive the authentication key fromthe interval key Ki using a
one-way function F:

|  KlUi=F(K.)
2. Compute the MAC of the nessage using the derived key:
| MAC j=MAC Ki(mj)

3. Construct the TESLA packet containing only the message and its
MAC:

| Pj=mj||MAC_(K.i)(mj)
4. Transmit the packet over the network.
The interval key (or TESLA key) K.i is disclosed only after a
predefined delay d, so the receiver nust tenporarily store (or treat
themas “authentication pending” ) the received packets until the
correspondi ng key is reveal ed.

3.3.1.1.3. Messages reception and authentication (Receiver side)
Upon receiving TESLA packets, the receiver uses the tine
synchroni zati on protocol to deternine whether the TESLA key for the
correspondi ng interval has been disclosed. |If not, the packets are
tenporarily stored or flagged “authentication pending”

Once the TESLA key K (i-d) for a past interval is disclosed the
receiver:

1. Verify the key’ s authenticity against the chain commtnment K O:
|  KLO=Frv(K_(i-d))
2. Derive the authentication key for the interval

| KA() _(i-d)=F*(") (K_(i-d))
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3. Reconpute the MACs for all stored nessages frominterval i d
and conpare themwith the received MACs. A match confirns that
the messages were indeed sent by the entity who generated the key
chain and have not been altered.

2. TESLA in ADS-B

Even with only 172 bits of message in each PO frame, the ADS-B TESLA
MAC can follow the TESLA RFC with the MAC as part of the nessage

(Figure 3 above). It is not necessary to follow the TESLA design
done for GNSS SBAS (d obal Navigation Satellite System Satellite-
Based Augnentation Systens) Authentication, i.e. with the MACis in a

separate frane.

TESLA uses a keyed-hash function to start the hash-chain construction
and then a hash function to build the hash-chain and for receivers to
aut henticate disclosed K n back to K 0. Further, TESLA uses a keyed-
hash to MAC nessages with the currently undi sclosed K n and for
receivers to authenticate these nessages after K n is disclosed and
aut henticated back to K O (or the last authenticated discl osed Key).

For the TESLA hash-chain and MAC, cSHAKE128 and KMAC128

[ NI ST. SP. 800- 185] are reconmended for their |ower timng operation
over a truncated HVAC (2 SHA operations conpared to one sponge SHA3
operation). ASCON CXCOF128 and ASCON- KMAC128 [ NI ST. SP. 800-232] are a
more efficient choice to use here. ASCON is specially designed for
applications |like ADS-B Authentication. Note that an ASCON-KMAC is
not specifically provided in N ST SP800-232, but it is a direct
function of CXOF. Thus, this being “greenfield” , ASCON should be
gi ven serious consideration over even cSHAKE/ KVAC.

For authenticating the TESLA hash-chai n, EdDSA25519 X. 509
certificates are used here. This provides the smallest, N ST-
approved, signature (64 bytes) and public key (32 bytes) avail abl e.
CBOR ([ RFCB8949], Concise Binary Object Representation) encodi ng of
key fields of the X 509 certificates are used to reduce the signing
certificate size for in-band transm ssions (what anpbunts to a signed
token, rather than classic “certificate” ).

At this witing, it is unclear which Post-Quantum Cryptography (PQC)
algorithms will fit within the current ADS-B nessagi ng constraints.
None of the current approved PQC al gorithnms are workable within these
constraints.
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3.3.2.1. Authentication Messages
In the first stage of inplenmentation, four PO nessages are used for
ADS-B Authentication. A nore detailed explanation of their content
and transnmission tine is provided in Table 1. The four nessages are:
- 2-Pack with TESLA MAC

Two baseline nmessages along with their TESLA MAC (see
figures 3 and 4).

TESLA Unsi gned Key Discl osure

The TESLA key from a previous interval (see Figure 3).

TESLA Si gned Key Di scl osure

The TESLA key froma previous interval along with its
signature.

- Key Authentication Signing Token

The TESLA key froma previous interval along with its

signature.
Usi ng PO nessages for authentication — that is, inserting the
security information in the phase of the 1090MHz carrier — is a

saf er approach at the start, because it guarantees backward
conmpatibility with current receivers that do not yet support Phase
Overlay. Once all equipnment has this capability, the nessages
descri bed above can be enhanced. This enhancenment coul d consist of
the follow ng two approaches:
(1) Linking the PPM nessage to the PO nessage by incorporating the
PPM content into the MAC conputation, with the MAC transnmitted in the
PO message. The nessages generated in this approach are:

-  3-Pack with TESLA MAC

- MACed TESLA Unsigned Key Disclosure + PPM

(2) Treating the PPM as an extension of the PO content. The nessages
generated in this approach are:

- Enhanced TESLA Si gned Key Disclosure

- Enhanced Key Authentication Signing Token
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It will be shown that the PPM portion can provide as many as 78 bits
to the PO message capacity. This is very valuable for these
particul ar nmessages, as it reduces how many PO nmessages are needed.

Cont ent | PO Msgs | 1090ES | Tx
| required| Tx | time
| required|(s)]| |

Over head? |
I

2-Pack with
TESLA MAC nmessages

(2*56 bits)

+

I

I

I

_ I
Ti mest anp |
(32 bhits) |
MAC (28 |
I

+

I

I

+

bi t s)

| TESLA Si gned | TESLA key
| Key Disclosure | (128 bits)

TESLA Unsi gned
Key Di sclosure

TESLA key
(128 bits)

DET of ADS-B
si gni ng
certificate
(128 bits)

Si gnature
(512 bhits)

TESLA

Br oadcast
Start Tine
(24 bits)

TESLA Tot al
nunber of
intervals N
(24 bits)

Synt ax

version (1
byt e)

Key
Aut hent i cati on
Si gni ng Token

Certificate
Validity
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Dates (6
byt es)

ADS- B 24AA
(4 bytes)

ADS- B DET
(17 bytes)

Certificate
| ssuer
DET(17
byt es)

Certificate
Publ i ¢ Key
(33 bytes)

Si gnat ure of
these fields
by | ssuer
(65 bytes)

Table 1: Messages used to authenticate

A critical addition in the TESLA Signed Key Disclosure is the 128-bit
DET [ RFC9374]. It is the DET that provides the linkage to the ful
certificates (and situations where in-band certificate transm ssion
is not possible or not needed) and the trustworthy identifier for use
i n back-end systens. It is the inclusion of the DET that provides
the trustworthy indirection to safely renove the Pll-reveal i ng 24AA,
i.e. the possibility of replacing a fixed 24AA with a random zed per-
flight 24AA
The TESLA paraneters incl ude:

1. Interval duration

2. (unsigned) key disclosure frequency
The ADS-B TESLA parameters further include:

3. signed key disclosure frequency (note: not all interval keys
must necessarily be signed)

4. in-band certificate transm ssion frequency
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For per-flight certificates (i.e. for privacy or flight authorization
purposes), the Certificate Validity Dates provi des the Broadcast
Start Time (Not Before Date) and total intervals N ((Not After Date
Not Before Date) / interval duration). Thus, none of the TESLA
paraneters are sent over the channel. Oherw se, for longer-lived
certificates, e.g. those issued for individual aircraft by Cvil

Avi ation Authorities (CAA), their distribution nmethod can either be

i n-band or through other neans (e.g. |Internet-based PKlI certificate
| ookup | everagi ng the DET).

Note, for exanple, that if the interval duration is 5s and the flight
i s 20h, N=14400.

The TESLA Broadcast Start Time (1 minute accuracy), and Total nunber
of intervals (N) paraneters are encoded in the Signed Key Disclosure
nmessages, as they are specific to each authentication chain. For
per-flight certificates, the followi ng conditions nust additionally
be net:

1. The Broadcast Start Tinme MJST be after the notBeforeTinme in
the certificate,

2. The beginning of the last transm ssion interval MJST be before
the notAfterTinme in the certificate, however,

3. The last transmission (i.e. Broadcast Start Time + N *
interval duration) MAY be after notAfterTime in the
certificate, but MJUST be before notAfterTine + interval
duration (or a at least fraction thereof).

For reference, the CABBA proposal [CABBA] explored the conpromn se
bet ween Channel COccupancy Rate (COR) and safety margins (in both ATC
and airborne traffic awareness scenarios) for the foll ow ng possible
par anet er val ues:

1. Interval duration: 5 seconds

2. Unsigned key disclosure frequency: every 5 seconds (every
i nterval)

3. Signed key disclosure frequency: every 5, 10, 15 seconds
(every interval, every 2~nd or 3”rd interval)

4. In-band signed token transm ssion: every 5, 15, 20 and 30
seconds (every interval, every 3"rd, 4*"th or 5*"th interval)

Moskowi tz, et al. Expires 1 Cctober 2026 [ Page 19]



Internet-Draft ADS- B Aut h March 2026

Al'l of these values provided limted overhead in terms of COR while
provi ding nostly adequate safety margins. Nonethel ess, further
analysis is required to determ ne adequate val ues for deploynent in a
new ADS- B st andard.

At the start of a flight the transnmitter starts using the Signed Key
Di scl osure nmessage with a Start Tine as close as possible to and
before the current time. It discards any unused interval keys that
are for a prior start tine. The transmtter SHOULD send the Signed
Key Di sclosure nessages at the start of flight and at sone pre-
determ ned frequency. The receivers may cache previously received
bat ches of Signed Key Discl osure nessages even before receiving any
ADS- B nessages or certificates for that aircraft. For any Unsigned
Key Di sclosure nessage received there MAY be nore than one possible
Si gned Key Discl osure nessage to consider, but only one will validate
the Key, or the Key is fraudul ent.

The receiver may have nultiple Signed Key Disclosures for a single
24AA with different Start Tines. The transmitter may have
distributed these in advance to cover the day’ s flights. Thus when
hashi ng an unsi gned Key back to a Signed key, the receiver nmust check
agai nst all such Signed Keys. Once this unsigned Key is validated to
a Signed Key, all Signed Keys with an earlier Start Tinme nmay be

di scar ded.

Thi s caching authenticates previously received nessages. The
recei vers (avionics and ground stations) should be appropriately
engi neered to support caching of nmultiple aircraft within the tine
wi ndow of interest (a few mnutes for aircraft to fractions of an
hour for ATC).

3.3.2.2. Baseline nessaging within PO The 2-Pack nmessage with MAC

The m ni mum i npact on current use of ADS-B and maxi num backward
conpatibility is to use PO as a “Bunp-in-the-Stack” . That is, ADS-B
applications can continue to build the pre-existing 56-bit baseline
message formats and can even package theminto the full 112 bits made
avail able by the PO As these messages nove down the stack fromthe
application layer to the transnmission |ayer, the 56 bits are packed
into the 112-bit payload. Thus, 2 baseline nessages may be packed
into one PO nessage. A 32-bit tinestanp is affixed and the whol e
message is TESLA MACed with ZERO in the MAC field.

The PO Message Type of <POLl-TBD> is used. The nmessage is as follows:
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0 1 2 3
0123456789012345678901234567890123
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| Ti mest anp | TESLA MAC |
e I T T e S e S e et oI S i e S S R e  t ks it TR S R T S
| MAC|

+- +- +
Figure 4. PO 2-Pack MACed ADS-B nessage

Thi s message has no reserved bits; a smaller tinmestanp may be needed
here, as there may be additional considerations. Furthernore, this
is not conpatible with the alternate PO formats bei ng proposed by
RTCA DO 260C, which do not | eave roomfor neither a tinmestanp nor a
MAC.

The ADS-B transmitter determ nes how to pack up to 2 baseline
messages and when to transmt them For exanple, two different
message types for the sanme time may be packaged together (e.g. air
data and position report), allowing this type of information (nessage
type) to be sent twice as often, thus increasing safety margins.
Alternatively, the transmitter may decide to send the sane
informati on at the same frequency but reduce channel occupancy in
hal f by conbining two packets. On the other hand, in a transition
phase where ADS-B transnmitters could be required to send all
informati on at the sanme frequency in baseline nessages to support
backward conpatibility with | egacy receivers, the transnmitter night
decide to include a single nessage (the sane as in the baseline)
padded with ZERO  Message queuing i s needed here to manage the
packi ng. Enpty nmessage slots are filled with ZERO before computing
the MAC and transm ssion.

On the receiver side, the POis split into the 2 nessages and sent up
to the application layer. ZERO slots are ignored. Thus, the 2-Pack
takes advant age of the added capacity of POw th mninml system
changes.
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The TESLA MAC is authenticated on receipt of the disclosed interval
key. Belowis an visualization of a 5 second stream (at 6.2 nsg/sec)
of the 2-Pack nmessages (shown on the POline as “B” ) including an
Unsi gned Key Disclosure nessage ( “U’ ).

0 1 2 3
1234567890123456789012345678901
I i S S i o S S e e e e i S i S S
AM BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
PO 2 2 U2 2 2 2 2 2 2 2 2 2 2 2 2 2

Fi gure 5: PO 2-Pack nessage stream
As di scussed, the 2-Pack approach may reduce channel use by 50%
This reduction ONLY cones about if the transmitter ONLY sends PO
franes, i.e. if transm ssion on the baseline is not required for
backward conpatibility.
3.3.2.3. Baseline messaging within POtPPM The 3-Pack message with MAC
An natural extension to the 2-Pack nmessage is a 3-Pack nessage where

the TESLA MAC is extended to include the ADS-B nessage in the PPM
encodi ng.
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0 1 2 3
01234567890123456789012345678901
I T S S i S S i S S S i i SN Sy
| DF=17 | CA| 24AA |
I I S T S S i i S N SR
| TC | M5G |
I S S M S S
I CRC I
T S S S i S S e Rk S UR U SUp
| CRC

i S SR S Sl N SR SRS

0 1 2 3

0123456789012345678901234567890123
I T S i S S S S S i aie SUR S SAp S
| Sync | Mr | 24AA |
i S e T S i S S s N DR SR
| 24AA |
R N S S S

M5G

e T S I i S S S S S oI S S S

e

Parity Correction

+—

+- 4o+ +-

e

+—+— +— +— +— +— +— +—

Figure 6: The PPM and PO nessages vi ewed together

Here the 2 messages in the PO may be the prior 2 ADS-B nmessages
resulting in a potential channel usage reduction of 2/3rds.

The PO content is the sanme as in the 2-Pack nessage, with just the
di fferent MAC ng input.
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A negative consideration of the 3 vs the 2-Pack is risk of |oss
information to receivers if this nessage is lost. Use of the 3-Pack
is a desired end-point in deploying this proposal. It offers the
great est channel usage reduction w thout needing to design the
applications for new nessaging.

Bel ow i s an visualization of a 5 second stream (at 6.2 nsg/sec) of
the 3-Pack nessages (shown on the POline as “B” ) including an
Unsi gned Key Discl osure nessage ( “U’ ).

0 1 2 3
1234567890123456789012345678901
T S S e i S S s S SR S i S
AM BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
PO 3 U 3 3 3 3 3 3 3 3 3

Figure 7: PO 3-Pack nessage stream
The PO Message Type of <PQO2-TBD> is used.
3.3.2.4. The ADS-B TESLA Unsi gned Key Discl osure Message

The TESLA Unsigned Key Disclosure is sent in one full PO nessage with
a MI'=<UKD>. |Its sole content in the 172-bit nessage is the current
TESLA key (128 bits) with the rest of the nessage ZERO padded. The
recei ver validates this TESLA key by perform ng the TESLA Key hashi ng
function until reaching the nost current prior validated disclosed
TESLA key. This MAY be KO, or a latter key Ki, obtained via a
TESLA Si gned Key Disclosure, or K O obtained through anot her out-of -
band aut henti cated channel.

One potential use of the Timestanp value in this nessage is to

cal cul ate which was the | ast nmessage MACed with this key (time <
This-Timestanp Disclosure-Delay). Messages in “Validation Pending”
status are divided into those prior to this time and SHOULD be
authenticated with this key and those after this tine and are still
Pending (waiting for next Key).

The MAC ng of this nessage is nore perfunctory, to maintain nessage
structure. The Key either hashes back to the |ast validated Key and
thus valid or it does not and is potentially fraudul ent.

Thus, the worst case is perfornming N hashes to K 0. For exanple,
with the proposed interval duration of 5s, a long 14-hour flight from
Sydney AU to London UK may require close to 10,000 hash operations to
verify the validity of the last interval keys. |If signed keys are
transmtted regularly, the nunber of hash conputations woul d never be
so high. For exanple, with the parameters explored in the CABBA
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paper [ CABBA], signed keys were sent at nost at every 5th interval,
thus limting the nunber of hash conputations to five. Nonethel ess,
a reasonabl e scenari o where conputation of the full hash chain for a
flight would be required is where signed keys were never sent in-band
but rather sent through another authenticated channel, e.g. in future
PQC-conpliant ADS-B Tesl a i npl enent ati ons where signature sizes are
to large to be sent in-band. 1In all cases, the use of the nore

ef ficient ASCON- CXOF128 over cSHAKE128 (or even |ess efficient HMAC
is preferable.

There are operational approaches to receive through other connections
prior authenticated TESLA keys, to avoid this |ong hashi ng operati on.

3.3.2.5. The ADS-B MACed TESLA Unsi gned Key Di scl osure + PPM Message

As with the 3-Pack nessage, this is a natural extension to the TESLA
Unsi gned Key Di sclosure nmessage. As with the 3-Pack, the TESLA MAC
operation is extended to include the PPM nessage content. Here the
TESLA MAC in this nessage is needed to authenticate the PPM content.

Thus the PPM nessage need not be sent again in any 2- or 3-Pack
nessage.

The PO Message Type of <UKD2> is used.
3.3.2.6. The ADS-B TESLA Si gned Key Di scl osure Message

The TESLA Si gned Key Disclosure provides the trust of the TESLA hash-
chain to a specific ADS-B transmitter. |Initially, the key here is

K 0, which is never used in the MACi ng process. The first key used
is K1. Thus, any prepublication of K 0 does not conproni se the
TESLA aut henti cati on.

If the regul ar transm ssion of signed keys is inplenented, then
transmitter may transmit a nore “current” signed TESLA Ki key for a
past i-th interval. Each such nmessage will include 1) a Broadcast
Start Time (format TBD), corresponding to the beginning of the
interval of the signed key, and 2) the total number of intervals N,
each 3 bytes. It may be nore secure if this is the remaini ng nunber
of intervals. This will require nore study.

This message needs 5 full PO messages when the ADS-B Certificate
Public Key algorithmis EdDSA25519. This nessage has a MI=<SKD>.
The whol e 816-bit nessage is:

- Current TESLA key (128 hits)

- DET of ADS-B signing certificate (128 bits)
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- Signhature (512 bits)

- TESLA Broadcast Start Tine (24 bits)

- TESLA Total nunber of intervals N (24 bits)
These 816 bits would need 5 PO messages, thus either using that many
Message Types, or add a 3-bit subType field. The subType reduces the
payl oad to 169 bits; this still fits into 5 messages. Thus the whol e
816-bit nmessage in a 845-bit design is:

- Current TESLA key (128 bits)

- DET of ADS-B signing certificate (128 bits)

- Signature (512 hits)

- TESLA Broadcast Start Tine (24 bits)

- TESLA Total nunber of intervals N (24 bits)

- Reserved (29 bits)
Not e that dropping the DET does not reduce this to 4 PO nessages.
These nessages woul d be:

0 1 2 3

0123456789012345678901234567890123
- T S S S S S T T T S

+- +- +-
ubT. |
+- +- +

n

+
I
+
I
+
I
+
I
+
I
+

Si gned Key Di scl osure Fragnent
T I i e T i ol o T e S e sl st SR I R S S I S g

+— T AT AT T+ +

+-

I

-+t
Figure 8: TESLA Signed Key Disclosure fragnment nessage

The risk of dropping 1 out of 5 nessages in ADS-B is real, thus a FEC

message i s reconmended. |If sent serially, these nessages occupy the
channel for 0.6 ms, where any other transm ssion could disrupt one or

Moskowi tz, et al. Expires 1 Cctober 2026 [ Page 26]



Internet-Draft ADS- B Aut h March 2026

two messages. Thus, it is recomended that the transnitter use sone
strategy for ensuring conplete reception of the 5-message set. The
specific FEC algorithmis yet to be selected. See Appendix B for
nore di scussi ons on FEC

It may well be that this Signed Key Disclosure nessage need only be
sent once per mnute or even less often, as discussed in the CABBA
paper. It depends on how soon receivers need to identify the
cryptographically true source of the nmessages. Note that the 24AA is
in all ADS-B nmessages (in the header portion), but any sender can
make any claimof a 24AA without this Signed Key Disclosure nessage
or some other trusted published link of the TESLA K 0 to the 24AA

For future PostQuantunCrypto (PQC), a different Signed Key

Di scl osure, needing nmore than 5 PO nmessages and a single FEC may not
provi de proper FEC behavior. This is a challenge to be addressed in
future work.

3.3.2.7. The ADS-B TESLA Enhanced Si gned Key Di scl osure Message

An important consequence Signed Key Disclosure nessage is the PPM
content is NOT authenticated. These 5 (or 6 including a FEC frame)
messages woul d have to be authenticated in a series of three 3-Pack
messages. This is a potential negative inpact to sending the Signed
Key Di scl osure nessage.

There is an alternate approach. This proposal reconmmends creating a
new PPM nessage call ed “PO Enhanced” wth a TC=<PO Enhanced>.
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Figure 9: The Enhanced PO nessage, with PO data in PPM

As this TC is unknown to existing ADS-B receivers, it will be
ignored. The 78 bits (MSG Pl = {Capacity and 24AA fields} and MSG P2
= {51-bit nmessage field}) are used as extended bits to the 172 bits
in the PO portion of the nessage (MSG P3), for a total availability
of 250 bits. Even with the 3-bit subCode, the 816-bit Signed Key

Di scl osure nmessage would fit into 4 franes.

The PO Message Type of <SKD2> is used.
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Wth the 4th frane only having 75 bits of the nessage, there are
desi gn approaches that can limt the bl ocking of normal PPM
messagi ng. For exanple only the first 2 segments are sent “Enhance” .
Then 2 segnents of “regular” Signed Key Disclosure nessage segnents.
And those 2 PPM nessages are authenticated by a foll owi ng 3-Pack.

More research is needed to the nost effective way to send the Signed
Key Di sclosure. The burst-node (7 nsg/sec potential) may be of val ue
here to push out the 2 Enhanced PO nmessages, foll owed by the PO+PPM

franes.

3.3.2.8. The ADS-B Conpact Signed Token

Each nenber State’ s PKI will have different certificate content,
making it challenging to work with. ADS-B certificates are nore
fully covered in Section2. 4.

The inclusion of the DET addresses a common, hierarchical,
identifier, but ALL these certificates will be too large to transmit
i n-band. For TESLA Signed Key Disclosure, only a few X 509 O Ds
(Cbject ldentifiers) fromthe certificates are actually needed.
These are:

- Certificate Validity Dates
- ADS-B 24AA
- ADS-B DET
- Certificate Issuer DET
- Certificate Public Key (note Algorithmis in SuitelD in DET)
- Signature of these fields only by Issuer
These O Ds can be encoded in CBOR as:
syntax-version: 1 byte
not Before: days sincet (e.g. t = 2026-01-01T00: 00: 00 UTC):
1 + max 2 byte
not After: days since notAfter: 1 + nmax 2 byte
issuer’s DET: IPv6, 1 + max 16 byte
aircraft’s DET: IPv6, 16 byte): 1 + max 16 byte
aircraft’ s number: 1 + 3 byte

subj ect Publ i cKeyvalue: 1 + 32 bhyte
i ssuerSignature: 1 + 64 byte
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Such a CBOR encoded object is 143 bytes (1144 bits); this is
technically NOT X 509, nor a CBOR encoded X.509 certificate; it is
more appropriately called a CBOR Signed Token. Thus “Token” wll be
used in all discussions of this object, not to cause confusion in

that this is NOT a formof an X 509 certificate.

It is an extraction of those X 509 O Ds that are needed for
validating the TESLA Signed Key Disclosure. Follow ng the payl oad
formatting for the TESLA Signed Key Disclosure (Section 3.3.2.6) this
woul d take 7 PO payl oads, with MI=<CC>. Adding a FEC is reconmended
for a total of 8 payloads. Thus, the subType SHOULD be 4-bits. Even
with the drop to 168 bits payload, this still fits into 7 PO
messages. Note that it is possible to further reduce the size of
this CBOR object by not naintaining the X 509 objects. For exanple,
the 16-byte DETs can be reduced to 100 bits by not sending the | ANA
assigned 28-bit prefix. However, it would be needed to reduce this
CBOR object to 126 bytes to fit into 6 PO nessages. This may only be

possible with a custom conpressed “endorsenent” like that used in
[ RFC9575]. It may well be that any such attenpt at reducing the size
of this conmpressed certificate will not result in a reduction of

fragments, thus not pursued at this tine.
Thi s expands considerably with any of the PQC al gorithns.

Note that with the DET in the Key Disclosure message, a receiver with
Internet access can retrieve the full certificate as per [ RFC9886].

3.3.2.9. The ADS-B Enhanced Conpact Signed Token
As with the Signed Key Disclosure nessage, this Conpact Signed Token
is challenging. The 7 PPM nmessages woul d have to be authenticated in
a string of following (or interlaced) 3-Pack nessages.
Here too, an Enhanced PO approach woul d be beneficial. Only 5
Enhanced nessages (Mr=<CC2>) woul d be needed. Also a mx of Enhanced
and “regular” may be a valid approach.
Further study is needed for the nmpst effective transm ssion nethod.
3.4. ADS-B Certificates and PKI
The ADS-B Certificates follow the | CAO [ DOC-10169] (sec 10.2.7,
Aircraft Equi pment Signature Certificate) ACCP w th inportant
additions. Each ADS-B transmitter’ s certificate MJST contain these
specific X 509 O Ds:

- Aircraft DET in subjectAlternateNane (SAN) as | Pv6
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- Aircraft 24AAin SAN as IPv4 (with first octet of ZERO
- Issuer’ s DET (CAA) in issuerAlternateNane (I AN) as |Pv6

0 Note that AN is NOT included in the current version of
10169

Each nenber State may run their PKI as they need with whatever other
el ements fromsec 10.2.7 as appropriate provi ded the above O Ds are
included. The transmitter’ s certificate MUST have all these QO Ds.

Each State runs their root according to 10169. They MJST have a

long-lived internmediate level. They MJST have an issuing |evel that
may be long-lived, or short-livedi. They MJST support certificate
roll-over at all |evels, though not necessarily for transmtter s

(see below). The root, internediate, and issuing certificates MJST
have the DETs in their SAN, the 24AA allocated range under this
level’” s control may be stored in SAN or | AN as | Pv4Net wor k

It is the presence of these DETs, and their storage in DNS [ RFC9886]
(with DNSSEC at appropriate |levels), that creates the ADS-B Federated
PKI .

Aircraft certificates should be issued per Doc 10169 recomendati ons.
Validity dates SHOULD NOT exceed 3 years and should be shorter. CRL
support in aircraft may be chall enging and short-1lived certificates
may | essen the need of CRLs. EdDSA25519 is the best algorithmfor
ADS- B use, as expl ai ned bel ow. Although ECDSA al so has 64-byte
signatures, support for the conpressed 33-byte public keys is spotty
(legacy of the Certicompatent). This not only inpacts cost of in-
band certificate transm ssions, but also storage costs for the

65- byt e standard public key format.

Per-flight certificates MAY be issued per flight authorization with
the validity dates reflecting the planned start and ending of the
flight. This may even be the preferred node with pernmanent 24AA
These certificates are stored in the DET DNS zone. The |ssuer
operator is responsible for storing the appropriate information (at
|l east that in [RFC9886]) in DNS and renoving expired certificates.
Revocation is sinply handl ed by renoving the DET structure from DNS
This short lifetime obviates the need of certificate roll-over
support for transnmitter certificates.
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3.4.1. A gorithns

EdDSA25519 is the default al gorithm based on its public key and
signature sizes. Thus, at this tine, aircraft certificates MJST use
EdDSA25519 and the issuing CA SHOULD use EdDSA25519. |[|f the issuing
CA does not, it will have no inpact on the TESLA Signed Key

Di scl osure nmessage but it nmay not be practical to send the
transmitter certificates in-band.

Wth the real concern over Quantum Conputer attacks on ECC, the root
and internedi ate CAs should use sonme PQC algorithm To maintain FIPS
140-3 conpliance, DL-DSA or FN-DSA are preferred. DL-DSA HSMs are
“in the pipeline” with FN-DSA | aggi ng behind. However, FN-DSA is
more attractive with its smaller sizes, based on the number of root
and internediate certificates a receiver may need to cache. One
issue is that the math for FN-DSA signing is very conplex and easy to
get wong. Any CA signhing with FN-DSA MJST be devel oped and

mai nt ai ned by those that are able to deal with its inplementation
conplexities. FN DSA does not have this challenge in verification.

For issuing aircraft certificates with PQC, the expectation is that

one of the “N ST Additional Algorithms” will be available in tine
before “Q Day” and the ensuing rush. Even these have size chall enges
that may nake in-band transnissions problematic. Thus, PQC at these

| evel s of the PKI is an open issue.

Note that at this time, there is no DET Suitel D PQC Al gorithm
assi gnnents.

3.4. 2. DETs for ADS-B

The DET format is defined in [RFC9374]; it is a valid, though non-
routable, I1Pv6 address. Ampbngst a nunber of advantages this
provides, there is a well deployed distributed database in DNS

i p.arpa zone. Note the follow ng discussion may change for any PQC
TESLA Si gned Key Di scl osure.

Fol I owi ng Section 6.2.1 of [RFC9886], RAAs 4048 5071 are allocated
for ADS-B use. Each nenber State gets 4 RAAs assigned by an | CAO
State nunbering schene (TBD). Each of these RAAs nay have 163884
HDAs al | ocated per the State’ s del egation process (For RAA

Regi stered Assigning Authority, and HDA, HH T Domain Authority, in
DETs see [RFC9374]). In practice, both the Internmediate CA and the
I ssuing CA have their own HDA value, so there are potentially fewer
HDA- | evel entities, based on the State’ s policies. For exanple, as
the Internmediate level is long-lived, 64 entities, allocated 4 each
HDAs to roll through over the years would each have 12 HDAs for
rolling Issuing CAs. The details of this need further study.
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Each RAA and HDA MUST mmintain their respective DNS zone in
3.0.0.1.0.0.2.ip6.arpa., per [RFCI9886]. This zone provides the

gl obal certificate retrieval database. It also may replace the CRL
function. For all this DNSSEC i s mandatory. This does present
signing challenges at the HDA | evel. Further study is needed here.

I's hourly signing, simlar to timng for CRLs sufficient?
3.4.3. DETs per flight registration

It is envisioned that as part of registering a flight plan and
obtaining flight authorization, a Certificate Signing Request (CSR)
fromthe aircraft is included. The party responsible for filing a
flight plan conmuni cates the CSR plus other needed information (e.qg.
validity dates) to their RA (i.e. the ANSP) to get the per-flight
certificate which is then | oaded (along with any needed PKI chai ns)
into the ADS-B transnitter.

An inportant edge case is when a flight starts without a flight plan
submi ssion (there are |egal situations where this does occur). The
aircraft certificate in the ADS-B transmitter is expired. How does
the transmtter get a current certificate? One possibility is to
break from standard practice and have the ADS-B transmitter create a
new conpress certificate, signed by its expired certificate and then
BOTH certificates are sent in-band. Further study is needed on the
preferred nethod to handl e this operational case.

In all of these cases, per flight registration or renewal of expired
aircraft certificate, the process would be greatly sinplified if a
means of authenticated digital conmunication is provided between the
aircraft avionics and the ANSP or CAA. This could be achieved
through exi sting datalink comunications (though not currently

aut henti cated), the planned future ATN infrastructure or COTS
Internet connectivity technol ogi es available on aircraft such as 5G
or satellite communications.

4. 1 npl enentati on and Depl oynent Notes

This proposal has two significant additions to the current ADS-B
technology. It works best with the new Phase Overlay, in fact at
this tinme the baseline authentication has not be fully devel oped

wi t hout using Phase Overlay for the authentication nessages. |t adds
cryptographic functions. Both of these require at |east software
updates on both transmitters and receivers. |n sone cases, new
hardware wi Il be needed.

Thus, a phased-in approach is the only practical roll-out plan.
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4.1. Inpact on Transponders and Receivers the Phase Overl ay

The team behi nd the CABBA proposal performed | aboratory tests in
col laboration with Collins Aerospace to test backward conpatibility
of this approach. These tests involved sending the PO packets in
D8PSK and nmking sure that that they did not interfere with | egacy
equi prent reading and interpreting the 112 bits in the baseline
signal. These tests were successfully tested against two different
COTS ADS-B receivers (one certified, the other not).

The question is how nmuch would be involved for certified avionics
manufacturers of ADS-B In receiver equipnent (this would typically
include transmtters, TCAS boxes, digital comrunication units,
dependi ng on the type/size of aircraft) to support the phase overlay
in the MOPS

Qur thinking is that nost nodern avionics use sone kind of digita
architecture (simlar to software defined radios) where this could be
achieved with a firmmvare upgrade, w thout addi ng new conmponents.
Many of them could be using FPGA to do the heavy lifting in terns of
codi ng/ decodi ng, and those could theoretically be reconfigured by a
firmvare update. That matters as it would influence the cost and
speed of depl oynment of such a solution. As for old |egacy equi pnent
(e.g. Ceneral Aviation ADS-B transceivers and transmitters), we are
most |ikely out of |luck as encodi ng/ decoding is probably hard coded
in the hardware. Hence, the inportance of having a backward

compati ble solution for the transition period.

4.2. Inpact on Transponders and Receivers Cryptography

The transmitters are expected to generate their EJDSA25519 keypairs,
and communi cate the public key in an X. 509 CSR during the flight plan
submi ssion process. The X 509 certificate is returned for storage in
the transmtter. For key store, the transmtter should have an HSM
few do. To avoid requiring an i nmedi ate hardware repl acenent for

i mpl ementation, the keys could be stored in secure nenory (or such)
and operate under | CAO doc 10169 Level O Assurance (LOA) of 2 (Low
Device). It may be possible to conply with LOA=5. The CAA nay want
to separate, for policy reasons those transmtters operating at LOA=2
and/or 5 fromthose with HSM and LOA of at least 9. This separation
can be handl ed by using different HDAs.

In addition to generating and using the EdDSA25519 keys, the
transmtters will need to maintain the TESLA hash chain and use it in
KMAC operations on the nessages. This is additional storage and
code. Sone currently deployed units may be able to handle this in a
sof t war e update.
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Future PQC requirenents will nost |ikely not be met with anything but
the nmost recent hardware. This is a separate research issue

4.3. Inpact on Receivers Cryptography

Receivers will not be generating EdDSA25519 keying material nor
signing nessages. They do need to store many certificates and
performthe EdDSA25519 and KMAC validations. For an I|nternet
connected receiver, the storage requirement may be noderate. Al
certificates SHOULD be available via the DETs in a DNS | ookup
(reverse IPv6 retrieval). |In a disconnected environnment, the storage
may be considerable. The FAA Aircraft test EdDSA25519 certificates
with 600-800 bytes. There are potentially 1024 RAAs needi ng key

roll over support. There are at |east that many Internmedi ate HDAs and
I ssuing HDAs. Thus, planning should be upwards of 1024*3*1.5 =
55,296 certificates in a fully (every nenber State nonparticipating)
si tuation.

Further if a PQC algorithmis used at the RAA and I nternedi ate HDA
levels to position for the anticipated PQ crypto world, those
certificates will be considerably |larger (may be a magnitude | arger).
This further confounds the nenory needs.

4.4. A prudent depl oynent plan

Any change to ADS-B will be disruptive. Airspace safety is best
served by mnim zing the disruption and spreadi ng the changes out
over time. Wth this change, however, the current Pul se Position
Modul ati on and the new Phase Overlay can exist in the sane tinme. A
transmtter can send them simultaneously over the same pul ses. A
recei ver can decode themfromthe same pulses. The two types of
transm ssi ons can conpl etely co-exist.

This proposal works with a 5 second TESLA Key di sclosure. 1In those 5
seconds, 31 baseline nessages nay be sent (5 * 6.2). Higher

transm ssion rates are now al |l owed beyond the original 6.2 nessages/
sec, including 6.4 nessages/sec, and a burst-node of 7 nessages/sec.
These hi gher transm ssion rates are not covered here.

The TESLA authentication will send 1 unsigned key disclosure in that
time interval (really the key for the prior interval, but still a

di sclosure). Those 31 baseline nessages can be encoded in 16 2-Pack
messages. A transmitter can send the 31 baseline nessages in 5
seconds and at the same tinme send the 17 PO messages, spread out over
the 5 seconds with 14 “slots” enpty.
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6.

6.

6.

On day one, a transmitter that is PO capable can i mediately send
bot h message types. Al so ground receivers can start listening for,
and use, PO nessages and use their authentication to confirm proper
recei pt of the baseline nessages (is there spoofing occurring?).

At sonme point, a region will be fully deployed to nonitor use of PO
messagi ng. The region can nonitor baseline nmessaging w thout PO and
determne their course of action. The Transmitter may stop sending
basel i ne nessaging to reduce the channel congestion. This may inpact
air-to-air where the other aircraft cannot receive PO nessages.

There are i mmedi ate uses for sone of those 14 enpty slots. A FEC nay
be sent for the TESLA Key disclosure. The TESLA Signed Key

di sclosure can fit into one of the 5 second intervals in a 5-mnute
period as well as the conpact token.

Finally, at sonme point new PO nessages will cone out to replace use
of the 2-Pack, further reduci ng PO channel usage.

Depl oyi ng ADS-B aut henticati on comes at no channel utilization. As
regi ons depl oy reception of these messages and aircraft turn off
their baseline nessaging, overall channel utilization will decrease.

I ANA Consi der ati ons
There are no items for 1ANA in this proposal.
Security Considerations
1. TESLA MAC size

TESLA [ RFC4082] has no advise on the size of the Keyed MAC. For the
ADS- B Aut henti cati on proposal, a MAC size of 28 bits was sel ected as
adequate and fits within the payload constraints of ADS-B.

The key disclosure interval recomendation in this proposal is 5
seconds. Wth the ADS-B nessage transni ssion rate of 6.2 nessages/
second (recent revisions allow 6.4 nsg/sec with "burst rate" of 7
msg/ sec), the small nunber of nessages protected by a single key (31
- 35 nessages) is deened to be too little to afford attackers with
enough information to attack the MAC.

2. TESLA Key Disclosure tined attack
A known attack with TESLA is to use a disclosed key to MAC nessages

and trick receivers into processing themas if they were sent prior
to the disclosure.
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Wth a disclosure delay of 0.5 seconds proposed here, even the
rebroadcast nature of ADS-B (via nechanisns |ike ADS-R) does not make
it possible for a reasonably tinme synchroni zed receiver to
erroneously accept a forged nessage.

Any nmessages received after the key disclosure is expected (based on
time since last disclosure) are either MAC with the next key in the
hash-chain or are fraudulent. This does present a synchronization
chal l enge for the first fewtine intervals observed by receivers.

6.3. PQC concerns for ADS-B Authentication

None of the currently NI ST-approved Post Quantum Cryptography (PQC
al gorithms are possible to send over the ADS-B channel. The are just
too big.

This only inpacts the Signed Key Disclosure and Conpact Token
messages. For ground-based receivers with Internet connectivity,
this information could be gained using the DETs to retrieve this
i nformati on [ RFC9886] .

Since it is the Signed Key Disclosure where the DET is associ ated
with the TESLA hash-chain, this may require adding a new nessage
(e.g. DET Disclosure) that fits into a single ADS-B nessage.

For A2A application, there is no clear way around the size of PQC
algorithnms and their inpact on ADS-B Authentication. Further study
i s needed.

6.3.1. PQC size inpact on ADS-B

The SNOVA al gorithm (under consideration by N ST for additional PQC
algorithnms) is an exanple of PQC algorithmthat MAY fit within ADS-B.

I f EdDSA25519 is still used for the ADS-B certificate (as short-1lived
per-flight keys) and SNOVA is used for the Issuer certificate, only
the Compact Token is inpacted.

Usi ng SNOVA (37,17,16,2 {sig = 106bytes, PK=9, 842bytes}), the
signature in the Conpact Token grows by 42 bytes (106-64).

I f SNOVA (25,8,16,3 {sig = 165bytes, PK=2,230bytes}) is used for EE
as well, the inpact is considerable.

The Signed Key Disclosure grows by 101 bytes (165-64) and the Conpact
Token grows by 2300 bytes (2230-32+165-64).
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These nunbers show the physical limtations of the ADS-B nessagi ng
and even the snallest considered PQC al gorithm
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Appendi x A.  Phase Overlay Message Types

Four nessages are defined in this proposal, each with its own PO
Message Type. Belowis a list of these Mr:
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PQOL- TBD 2- Pack Message

PC2- TBD 3-Pack Message

UKD TESLA Unsi gned Key Di scl osure Message

UKD2 MACed TESLA Unsi gned Key Disclosure + PPM Message
SKD TESLA Si gned Key Di scl osure Message

SKD2 TESLA Enhanced Si gned Key Di scl osure Message

cC Conpact Signed Token Message

cc2 Enhanced Compact Signed Token Message

The actual M val ue needs to be assigned by the SDO naintaining this
field.

Appendi x B. New PPM Type Code

One new PPM Type Code is defined in this proposal:

PO Enhanced The PPM data is an extension of the PO nessage
Appendi x C. FEC (Forward Error Correction) reconmendations

In all cases, use of FEC here is recommended, not mandatory. Use of
a FEC is based on the calculated risk of nessage |oss as covered in
each section above.

Consi der the foll ow ng:

1. The nessage frame size (172 bits) and k (nunber of franmes)
into which the authentication structures are segnmented are
critical parameters. EVENODD and its derivative Row Di agonal
Parity (RDP) are optimized for RAID6 where there are, instead
of transm ssion franes, disks, typically k=4 for the original
data. There we are concerned with the small est nunmber of
disk failures (in an array) greater than 1, i.e. 2, because
failure of 1 disk is infrequent so failure of 2 is rare and
failure of nore than 2 is very rare. Thus we have only a 50%
overhead for RAID6 vs the 100% over head for RAI D1
(mrroring).
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2

10.

Moskowi t z,

Bot h of these codes are defined only for w = nunber of
"packets" (not what we mean by that word, instead a paraneter
that determ nes codeword substructure) that are 1 less than a
prinme nunber. So for the first fewprimes {2, 3, 5, 7, 11
13} we get {1, 2, 4, 6, 10, 12}, of which 1 is useless.

Both of these codes are CPU efficient only if wis very close
to k.

RDP requires w>=k. EVENCODD requires w>k

In Signed Key Disclosure k=5 and don’t yet know for sure the
others in a potential range from4 to 7

So worst case w=10 (for conpact token k=7 using EVENODD)
yielding (wk)=6, a very inefficient code for the CPU
operati ons.

I f conpact token can be reduced to k=6 and we use RDP rat her
than EVENODD, we could set w=6, yielding (wk)=2 which is not
great but not terrible for CPU efficiency.

Total nunber of "disks" (for us, transnmission frames) in an
array is n = (k+m) where for both of these erasure codes me2
to correct for 2 lost "disks" (transm ssion franes). This

yi el ds a 50% over head which is not great but not terrible for
bandwi dth effi ci ency.

It is not clear yet howto handl e varying k, due to different
sizes of different authentication structures, in a single
consi stent scheme. Zero filling parts of the codeword in
encodi ng & decodi ng but not actually transmitting franes
containing only zero fills presumably shoul d work, probably
at the cost of additional CPU overhead.

Al this is to enable recovery fromthe I oss of a 2nd frane
out of fewer than 10 frames total (worst case for conpact
token including the added parity frames). That’'s a >20%
franme loss rate when it happens (lower than that on average).
If losing 2 franes out of so fewis not rare, then losing 3
won’'t be very rare, and we still have a problem There is
al ready a 50% FEC overhead in the Phase Overlay franme to

m nimze such |l osses. Should we back down to sinple parity
(e.g. XOR FEC, see Section 5 of [RFC9575]), able to recover
only a single |oss, but costing half as nuch bandw dth
overhead and | ess than half as much CPU overhead? What are
the expected frane |oss statistics?
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